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ABSTRACT

Resource leaks occur when a program utilizes resources (e.g., files, database connections,
network sockets), but fails to release them after use. This can result in performance slowdowns,
system crashes, and denial-of-service attacks leaving applications vulnerable to security risks.
The Checker Framework Resource Leak Checker (RLC) is a static analysis tool that soundly
detects potential resource leaks in Java programs but does not automatically repair them. Recent
work, Arodnap, combines RLC, RLC’s annotation inference component, and RLFixer’s repair
framework to improve automation of resource leak repair. Arodnap uses NJR-1 Dataset, a
normalized benchmark consisting of 293 Java programs, to run its full pipeline but does not test
on real-world projects. In this work, we evaluate the effectiveness of resource leak detection and
repair using Arodnap on 9 open-source Java applications spanning diverse domains, including
game engines, bioinformatics, networking, and embedded database systems. Our evaluation
highlights cases where automated repair succeeds through the use of try-with-resources
statements, automatically closing the resource after its use, as well as limitations in patch

generation and applicability to applying the full pipeline in a real-world setting.
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INTRODUCTION

A resource leak occurs when a program uses a resource (ex. files, database connections,
network sockets) but fails to release it after it is no longer needed. This can lead to slowdowns in
the program and pose security vulnerabilities. Java’s built-in type system in the programming
language is insufficient to detect and prevent many classes of programming errors, motivating
the development of the Checker Framework (CF). CF extends Java’s type system with custom,
pluggable type-checking annotations that integrate directly into the language and the compiler
[1]. These pluggable type-checking systems enable the detection of specific bugs at compile
time. We used Checkerframework 3.49.0 for our study. General Java analysis tools such as
SpotBugs [2] use bytecode pattern matching to detect general bugs in the code, however it does
not model resource ownership, which can lead to false positives.

The Resource Leak Checker (RLC) is a pluggable type system built upon CF. RLC
performs static analysis to identify resource leaks in Java programs, allowing these errors to be
detected early without executing the program. RLC relies on annotations to keep track of the
flow state of resources from initialization to deallocation. For instance, the “@Owning”
annotation tracks ownership of the resource and ensures the resource is properly closed with the
owning reference [3]. These annotations give more information to the checker to detect possible
resource leaks. Figure 1 illustrates a socket resource, skt, that must be properly closed. However,
the socket is reassigned to another resource. As a result, the checker reports an error that the
owning resource skt is declared final and can not be reassigned. As a developer, it would be
cumbersome to include all the annotations manually. As a result, a tool called Inference works

with the RLC to automatically infer all of the annotations [4]. Rather than writing annotations, a



developer only focuses on solving the resource leaks given warnings/errors provided by the

RLC.

+@0wning

private final Socket skt = new Socket();
skt = new Socket();

skt.close () ;

& W R e

Fig. 1: RLC reports this as an error due to reassignment of resource skt.

To provide broader context on resource leak detection in Java, several resource leak
detection tools exist beyond the RLC. Recent resource leak detection tools aim to improve the
identification of unreleased resources using a variety of techniques. One approach leverages
accelerating technologies, Artificial Intelligence (AI), a method that has been implemented to
improve static resource leak detection in Java programs. A tool called InferROI uses a Large
Language Model, a type of Al, achieving a 59% promising bug detection rate and a false alarm
rate of 18.6% [5]. While this tool does not automate fixes of resource leaks, it provides
promising results in the detection of leaks through Al. Another tool, MrROK, introduces a novel
approach to mine abstract patterns of resource usage called Abstract Resource Acquisition and
Release pairs using rule-based expansion to detect more resource leaks [6]. Instead of relying on
known API pairs, a set of two API methods, one to obtain a resource and the other to release the
same resource, MrROK can identify more cases of resource leaks allocated but not released.
Collectively, these tools illustrate the diversity of techniques being explored to improve resource
leak detection in Java applications.

Another tool, RLFixer, generates repairs for resource leaks given any resource-leak
detector. It can provide low overhead and fix 66% of the warnings, of which 95% are correct [7].
RLFixer uses a data-flow analysis of resource objects to separate feasible leaks from infeasible

leaks and classifies resource leaks, helping to improve repairability. RLFixer identifies repair



templates, such as a try-finally block, which guarantees a specific line of code will execute. This
technique is used to apply a close method to the resource to deallocate it. Despite this approach,
RLFixer is limited to only fixing leaks of Java library resources and can not repair leaks in
resource wrappers, a programmer-written class that acts as the resource and must be closed.

Arodnap, a Java resource leak repair tool, addresses RLFixer’s limitations by utilizing
RLC, RLC Inference (RLCI), and RLFixer. In addition, Arodnap extends upon RLFixer by
adding a code transformation stage to enable precise reasoning of resource leaks, a novel field
containment analysis (tracks if a resource escapes to a field of an object), and new repair patterns
to determine if a new repair can be applied without introducing new resource leaks [8]. Both
RLFixer and Arodnap were evaluated using the NJR-1 dataset [9], a normalized benchmark of
projects that are compiled and run successfully on version Java-8. This study evaluates the
effectiveness of resource leak detection and repair on real-world Java applications, using the full
pipeline of Arodnap (RLC, RLCI, RLFixer).

METHODS

Systematic Approach

Normalize Compile Arodnap Apply Compile Run RLC +
Project Project Pipeline Patches Project Inference
1 6

Fig. 2: Full process of study
During the initial phase of study, we selected a list of 9 real-world Java applications
ranging from various domains to best suit running Arodnap on. We used Chat-GPT to curate a
large list of open-source Java applications that utilize resources such as databases, streams, and
sockets. From the list, we narrowed down our search to select projects that are compatible with

Java 11 and are active with contributions from developers. In addition, we only selected projects



that use Maven or Gradle, common Java build systems in modern applications, due to ease of
dependency resolution and having a standard project layout. As a requirement to run Arodnap,
each project must be normalized. For a project to be normalized, it must have all dependencies
collected, a standard Java source structure, relative paths to Java source files, and fully qualified
Java class names to analyze [10]. To achieve this, we developed and executed a project-specific
build script that constructs an independent project conforming to Arodnap’s required project
structure. We removed all test folders and files from each project to ensure only production files
are considered for resource leaks. Next, we ran the Javac command, the Java compiler, on the
normalized project, checking for correctness and ensuring it compiled successfully with no
errors. This step confirms the success of normalization for each project in step 1. During the
normalization process, common Java errors arose from missing library dependencies due to
variations in project build scripts which were handled accordingly.

In steps 3 and 4, we ran the full Arodnap pipeline on each project and applied the
generated patches from Arodnap on the normalized project. When running Arodnap, the tool has
multiple stages consisting of running RLCI + RLC, performing code transformations, re-running
RLCI + RLC, running an enhanced RLFixer, and lastly performing patch validation to ensure the
patches do not create any new compilation errors. Our baseline of resource leak warnings is
recorded after the re-run of RLCI + RLC. After Arodnap performs code transformations and
re-runs RLC with inference, shifted resource leaks may arise as a result of the origin of the leak
reporting to a different line of code due to code transformation [8]. To prevent inaccurate
resource leak errors, this study focuses on the analysis of RLFixer enhancements and patch
generation of Arodnap. After Arodnap is completed, it generates a folder containing the project

name along with the generated patches outlining the text-based representation of the changes



with the original code and the suggested additions/deletions of Arodnap. A script is used to apply
the patches to the code base of the normalized project. If there are multiple patches targeting
different resource leaks on the same lines of code, only the first patch will be applied, while the
others are not. Manual intervention is needed to combine patches if they affect similar lines of
code.

In step 5, after the patches have been applied, we run the Javac command again to ensure
that the applied patches do not introduce new compilation errors. In the final step, we run RLC
with inference to determine if the patches fix the resource leaks. Overall, this systematic
approach ensures the reproducibility and robustness of our findings.

RESULTS

We ran Arodnap on 9 benchmarks consisting of JGit [11], H2 [12], SootUp [13],
jMonkeyEngine [14], BioJava [15], Netty-SocketlO [16], Jackson Databind [17], Checkstyle
[18], and JaCoCo [19]. Arodnap runs an enhanced RLFixer to produce concrete patches. Figure
3 outlines the baseline total of resource leaks after applying initial code transformations. The
next category, fixable, represents the number of resource leaks that RLFixer claims it can fix
based on improved warnings and specifications from RLC and RLCI. Patches generated
represent the number of patches created from Arodnap. Figure 3 does not show whether the
target was resolved. We treat each generated patch as a candidate fix. We later validate each

patch by checking whether it eliminates the corresponding RLC warning.



Project Version # RLC Warnings Fixable Patches Generated

JGit 6.5.0 294 N/A N/A
H2 2.4.240 512 23 17
SootUp 1.3.1 21 21 19
iMonkeyEngine 3.8.1-stable 43 14 10
BioJava 7.2.4 162 87 81
Netty-SocketIO 2.0.13 8 8 4
Jackson Databind 2.20.1 321 20 7
Checkstyle 10.26.1 16 3 1
JaCoCo 0.8.10 133 15 0

Fig 3: Graph highlighting number of RLC warnings, patches deemed fixable by Arodnap,
and patches successfully generated across 9 Java benchmarks.
DISCUSSION

In Figure 3, H2 has over 512 resource leaks. Out of these leaks, RLFixer analyzed 23 that
can be fixed, and only 17 patches were generated. Out of the 489 resource leaks from H2 that are
not fixable by RLFixer, 238 resource leaks are unfixable due to field escapes, 238 leaks could
not be classified, and 13 leaks escaped via an array. H2 had leaks that could not be classified due
to RLCI timing out after 1 hour. Arodnap is designed to be usable as a developer, thus attempting
to provide acceptable runtimes of the entire pipeline. As a result, if Arodnap's analysis on the
benchmark takes longer than an hour to run, Arodnap will stop its current stage and continue to
the next stage. Since inference was not fully finished, RLFixer had difficulty trying to determine
if the leaks were fixable or not, and hence could not classify the resource leaks.

A field escape is when a resource gets stored in a field of an object. The lifetime of the
resource extends beyond the current method, and the resource has no control over when it should
be closed. Although Arodnap provides improved field containment analysis to determine

resource wrappers making them safe to deallocate, field escapes are not safe to repair.
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When patching the leaks, Arodnap used a template-guided Abstract Syntax Tree, such as
wrapping a block in try-with-resources statement or a try-finally block [8]. A try-with-resources
statement does automatic invocation of the close method on resources, eliminating the need to
use a finally block solely to deallocate the resource. However, the class that owns the resource
must implement AutoCloseable to encapsulate the resource, allowing it to be explicitly released
via the “close()” command. Arodnap analyzes the classes that contain a resource and implements
AutoCloseable to be able to use the try-with-resources for wrapped resources. Arodnap
prioritizes solving all leaks with the try-with-resources template, but if it is not valid, it would
resort to using a try-finally block. Of the 17 patches generated for H2, 13 patches used
try-with-resources statements and 4 patches used a try-finally block. After running Arodnap on
all benchmarks and applying all patches to each benchmark, all corresponding patches resolved
the targeted resource leaks.

JGit and JaCoCo were the two benchmarks that failed to produce any patches. When
running Arodnap on JGit, the RLFixer stage failed due to an array out of bounds exception. This
failure is caused by an internal WALA call graph construction error. During propagation-based
call graph building, WALA encountered a method invocation that attempted to compute possible
call targets. The resulting target set was empty, which led to the array out of bounds error. This
result is likely due to JGit’s extensive use of Java 8 features such as lambdas, an expression used
to write concise functional-style code. WALA'’s lambda support is partial, resulting in unresolved
call targets during static analysis [20]. Due to this internal failure, RLFixer is unable to generate
any fixable leaks. In JacCoCo, RLFixer attempted to produce patches. Out of 133 leaks reported
from RLC, RLFixer analyzed 15 leaks with potential fixes. All 15 leaks were field escapes

resulting in Arodnap producing zero patches.
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Arodnap successfully fixed nearly half of the resource leaks in BioJava. The majority of
the leaks detected involved the InputStream and FileInputStream resources. These resources are
in the set of Java streams recognizable in static analysis tools. Arodnap is able to quickly identify
these resources and fix them, provided the resources do not escape into a field. However, in
Jackson Databind, some resource leaks involve more complex lifetimes posing challenges for
automated fix generation.

In past work, I ran RLC on SootUp, and from the leaks reported, I attempted to manually
fix them and make contributions to the project. I used the same version of SootUp from our prior
work for running Arodnap on SootUp and analyzed the difference between manual fixes and
patches generated by Arodnap. From the leaks reported, I fixed 16 of those leaks using
try-with-resources statements and try-finally blocks. Figures 4(a) and 4(b) show a
FileInputStream resource being closed with a try-with-resource statement, both manually and in
Arodnap’s patch. Note in Figure 4(a), the BufferedReader and InputStreamReader are also
declared in the try-with-resource statement. However, this is not strictly necessary since closing
the underlying FileInputStream is sufficient, and the BufferedReader does not own the
underlying stream. In Figure 4(b), Arodnap instead declares only the FileInputStream as a
resource. It introduces a temporary variable called “ arodnap temp0” and replaces the
subsequent uses of the stream with this variable. Although the two patches differ in structure,
both eliminate the resource leak in TamiflexModel.java. Arodnap replaces all instances of the
resource with the temporary variable. Both of these try-with-resource statements fixed the
resource leak in TamiflexModel.java. In addition to Arodnap successfully generating patches,
Arodnap enforces a compilation check on every suggested patch and will not produce the patch

if it fails to compile. In SootUp, one of the resource leaks identified a case where the resource,
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Stream, escaped inside a lambda. Arodnap was able to detect this case and while it attempted to
produce a patch for it, the compilation check failed, and the patch was not produced. In addition
to running RLC on SootUp, prior work involved attempts to run just RLFixer on SootUp, which
was not the main focus of the research. RLFixer only provides repair hints that are purely textual.
This does not simplify the process for developers to apply the hints in their codebase. Arodnap
addresses this by creating a concrete patch that visually shows the changes and provides a script

to apply them directly to the project.

private void parseTamiflexLog(String logFile, boolean wverbose) {

1

2 - try {

a = BufferedReader reader =

4 = new BufferedReader (new InputStreamReader (new
FileInputStream{logFile)));

5+ try(FileInputStream fis= new FileInputStream{logFile};

6+ InputStreamReader isr = new InputStreamReader (fis);

T+ BufferedReader reader = new BufferedReader(isr); )} {

f String line;

a while ((line = reader.readLine())} '= null) {

10 S8tring[] portiems = line.split{";", -1};

Fig. 4(a): Manual Resource Leak Fix. Adapted from benchmark SootUp, file

TamiflexModel.java.

1 private void parseTamiflexLog{String logFile, boolean verbose)

i
2 - try {
a o+ try (java.io.FilelnputStream __arodnap_temp0 = new
FileInputStream(logFile)) {
4 BufferedReader reader =

5= new BufferedReader (new InputStreamReader (new
FileInputStream({logFile)}});

& + new BufferedReader(new InputStreamReader (
__arodnap_temp0));

7 String limne;

f while ((line = reader.readLine(}) '= null) {

o String[] portiomns = lime.split(";", -1);

Fig. 4(b): Arodnap’s generated patch. Adapted from benchmark SootUp, file

TamiflexModel.java.
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Mentioned in the methodology, manual intervention was required to apply some of the
Arodnap patches to the benchmarks. Arodnap treats each patch independent of each other and
reported resource leaks that are intertwined with each other fail to get applied. The first of the
intertwined leaks would get patched and the other would fail. In some cases where leaks appear
in the same file, Arodnap attempts to fix the patch through a try-with-resources statement,
initializing “ arodnap temp0” as a temporary variable. However, when Arodnap attempts to fix
another leak in the same file using a temporary variable, it will use the same variable name
“ arodnap temp0.” When compiling the entire project with the added patches, Javac will flag an
error due to “ arodnap temp0” being initialized twice. Arodnap is unable to prevent duplicate
variables due to fixing each leak independent of each other. The entire benchmark would need to
be re-analyzed in order for Arodnap to recognize this error, resulting in potential slower runtime
of the entire pipeline. This approach is inefficient, and Arodnap expects the developer to analyze
the patches and fix compilation errors.

The results from Figure 3 highlight a contrast between fixable leaks versus leaks that are
fixed through Arodnap’s patches. Fixable leaks should provide a corresponding patch, but not all
benchmarks have patches for every fixable leak. RLFixer provides a debug file for each
benchmark explaining its analysis of the resource leaks detected. For example, RLFixer’s debug
file for jMonkeyEngine reports one of the resource leaks as fixable and attempts to solve it with
a return fix, but it fails. A return fix is when the resource is deallocated right before the method is
returned. Figure 5 presents a resource, InputStream “in”, that is not being deallocated and is
being returned in a field. While RLFixer presents this as a plausible leak to be fixed, the
InputStream is being returned in a method inside a field escape, making this leak unfixable.

RLFixer’s internal implementation struggles to identify field escapes as not solvable.
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1 public static UrlAssetlnfo create(AssetManager assetManager,
AssetKey key, URL url) throws IDException A{

2 URLConnection conn = url.openConnection ();

% conn. setlUseCaches (false) ;

4 InputStream in = conn.getloputStream();

& if (in == null){

7 return null;

& Yelsaed

[ return new UrlAssetlnfo(assetManager, key, url, imJ};
10 1

Fig. 5: InputStream, in, is being escaped into a field and being returned in the method. Adapted
from benchmark jMonkeyEngine, file UrlAssetInfo.java.

Running Arodnap on all 9 benchmarks took strenuous effort to ensure it met Arodnap’s
expected project structure. An individualized script was used to normalize each benchmark.
Many projects had submodules with their own source directories and differing build structures,
making it difficult to create a single automated script that would work for every project. One
challenge encountered was gathering all the required library dependencies. Some libraries were
missing because certain projects failed to compile. When a project failed to compile, Maven, a
Java-based build and dependency management tool, was unable to download and upload the
dependent libraries to the “.m2” directory during the build process. Another observation was the
time it took to run the Arodnap pipeline. While most benchmarks finished running the entire
Arodnap pipeline in roughly 20-30 minutes, projects such as H2 and Checkstyle took over an
hour to finish. Different machines might require a shorter or longer time to finish running
Arodnap. During the compilation validation of Arodnap’s generated patches, there were Java
errors presented from applying the patches. After diagnosis of the problem, we determined a
configuration error where not all of the jars were being added to the class path, generating
incorrect patches. In addition, various benchmarks contained multiple submodules, each having

source folders, messing up the logic of Arodnap’s patching. This issue did not occur in the NJR-1
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benchmark since all projects did not contain multiple submodules with their own source folder.
Due to this fix, the Arodnap patch compilation successfully worked and rejected incorrect
patches. The entire process of making each benchmark into a normalized structure and running
Arodnap with applying patches is not fully automated. Automating this process would increase
the usability of this repair tool and prevent user configuration mistakes from happening.
ADDITIONAL WORK

In addition to past work done on SootUp, I worked on the “Field Can Be Final” plugin,
which analyzed programs in the NJR-1 benchmark to determine if resource leaks should be made
final. Setting resources to final prevents the resource from being initialized, and the compiler will
flag an error if this happens. I parsed over 50 benchmarks to test the validity of the plugin and
create unit tests to debug and fix errors in the plugin. This early work preceded the inclusion of
setting resource fields to final in Arodnap, allowing for more actionable leak warnings.

During the initial phase of testing Arodnap on real-world Java applications, I selected
Recaf [21], a modern Java bytecode editor, due to potential resource leaks of file streams. When
running Arodnap, I received two different errors from Javaparser, a library that parses Java code
into an Abstract Syntax Tree, stating that switch expressions and patterns of instanceof, a Java
keyword, are not supported. I determined that switch expressions and instanceof became a
permanent feature in Java 14 and Java 16, respectively. Since RLFixer is compatible with up to
Java 11 programs and Recaf is compatible with Java version 22 and higher, running Java
applications that use exclusive Java 12 and higher syntax will result in compilation errors from
the javaparser. Due to time constraints, we were forced to focus on running Java 11 applications.

As a future direction, RLFixer’s code base should support the most recent Java versions.
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LIMITATIONS

Arodnap uses RLFixer, whose tool and benchmark projects use Java 11. As a result, it
was difficult to find many real-world projects that still use older versions of Java. To satisfy
Arodnap’s Java 11 requirement, most of the benchmarks use older releases of the projects. The
benchmarks tested in this study cover only a limited number of projects and do not span all
domains or code styles, which may affect the generalizability of the results. In addition, most of
the benchmarks contained resource leaks that escaped to a field, which resulted in fewer patches
being generated relative to the total number of resource leaks. This represents a limitation in
improving resource leak detection when resources escape. In these cases, automated tools are
unable to reliably determine ownership to properly close the resource.

FUTURE RESEARCH DIRECTIONS

RLFixer uses outdated open-source library dependencies such as WALA, a Java
framework for static program analysis of Java bytecode, and Javaparser that supports analyzing
code up to Java 11. In our study, we used WALA 1.5.7 and Javaparser 3.24.7. This prevents the
use of Java 17 or higher benchmarks from being run on Arodnap. Prior work has been conducted
to address this limitation by upgrading both WALA and Javaparser versions, which would be
able to parse modern Java code. However, despite upgrading the versions, RLFixer uses old
WALA functionality throughout the codebase, which is not acceptable in newer WALA versions.
After further diagnosis, the outdated WALA version that was used relied on assumptions from
older Java versions, which packaged the standard library differently. While this was true in older
versions of Java, newer versions organize the library differently. As a result of this mismatch,

RLFixer is having trouble locating the necessary runtime classes, and adapting it to the newer
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format has introduced additional challenges. Further work needs to be done to successfully
update WALA properly into RLFixer to be used in Arodnap.

While this study runs Arodnap with an enhanced implementation of RLFixer, we did not
run RLFixer by itself on the 9 benchmarks. Arodnap identifies issues with RLFixer’s escape
reasoning, noting that it is overly conservative in the presence of resource accessor objects that
use a resource but do not own it [8]. A resource accessor object is an object that stores resources
in a field, but does not close it. RLFixer treats this assignment as a field escape and therefore
avoids fixing the leak. However, Arodnap can detect cases where the resource can be safely
closed, provided the accessor does not own the resource and does not outlive it. Running
RLFixer separately on each benchmark can help highlight and support Arodnap’s claim.

With Arodnap’s current implementation, developers must manually normalize their
projects or rely on custom scripts to meet Arodnap’s requirements. Future work includes
developing an automated script that conforms projects to Arodnap’s expected structure, thereby
improving its usability.

CONCLUSION

Arodnap is a novel approach to improve resource leak repair and enhance an existing
version of RLFixer to generate better reasoning upon resource leaks, especially wrappers. Prior
work involved Arodnap being tested on the NJR-1 benchmark, but there has been no study on
real-world applications. This study examined 9 open source Java applications on Arodnap to test
its usability and identify the effectiveness of the tool. Arodnap uses RLC with inference to apply
annotations to track the flow state of resources from allocation to deallocation. It performs code
transformation, such as adding final qualifiers to eligible fields, and uses a novel field

containment analysis inside RLFixer to enable repair of leaks involving resources stored in
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fields. Arodnap produces concrete patches that fix all of the targeted resource leaks in each of the
benchmarks. While there were many resource leaks present in the applications, due to the
allocation and usage of resources in various projects, the majority of the leaks failed to be solved
due to field escapes. However, the leaks that Arodnap generated patches were successfully
deallocated and resolved through the use of try-with-resources statements and try-finally blocks.
While manual intervention was involved for patches targeting different resources around the
same lines of code, no compilation errors were introduced by the patches. In order for Arodnap
to be effective for Java developers, automated processes to normalize the applications and apply

the patches are the next steps to improve resource leak checking and repair for Java programs.
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