UC Irvine
UC Irvine Previously Published Works

Title
When the fourth water and digital revolution encountered COVID-19

Permalink
https://escholarship.orqg/uc/item/7p07i751

Authors

Poch, Manel
Garrido-Baserba, Manel
Corominas, Lluis

Publication Date
2020-11-01

DOI
10.1016/j.scitotenv.2020.140980

Peer reviewed

eScholarship.org Powered by the California Diqital Library

University of California


https://escholarship.org/uc/item/7p07j75f
https://escholarship.org/uc/item/7p07j75f#author
https://escholarship.org
http://www.cdlib.org/

S

ELS

Since January 2020 Elsevier has created a COVID-19 resource centre with
free information in English and Mandarin on the novel coronavirus COVID-
19. The COVID-19 resource centre is hosted on Elsevier Connect, the

company's public news and information website.

Elsevier hereby grants permission to make all its COVID-19-related
research that is available on the COVID-19 resource centre - including this
research content - immediately available in PubMed Central and other
publicly funded repositories, such as the WHO COVID database with rights
for unrestricted research re-use and analyses in any form or by any means
with acknowledgement of the original source. These permissions are
granted for free by Elsevier for as long as the COVID-19 resource centre

remains active.



Science of the Total Environment 744 (2020) 140980

Contents lists available at ScienceDirect

Science o«
Total Environment

Science of the Total Environment

journal homepage: www.elsevier.com/locate/scitotenv

When the fourth water and digital revolution encountered COVID-19 )

Check for
updates

Manel Poch?, Manel Garrido-Baserba ¢, Lluis Corominas ¢, Antoni Perell6-Moragues ¢, Hector Monclds ?,
Manuel Cermerén-Romero ¢, Nikos Melitas, Sunny C. Jiang ¢, Diego Rosso ™<*

@ LEQUIA, Institute of the Environment, University of Girona, ¢/ Maria Aurélia Capmany, 69, 17003 Girona, Catalonia, Spain

b Department of Civil and Environmental Engineering, University of California, Irvine, CA 92697-2175, USA

© Water-Energy Nexus Center, University of California, Irvine, CA 92697-2175, USA

9 ICRA, Catalan Institute for Water Research, Scientific and Technological Park, H20 Building, Emili Grahit 101, 17003 Girona, Catalonia, Spain
€ Suez, Passeig de la Zona Franca, 48, 08038 Barcelona, Spain

f Sanitation Districts of Los Angeles County, 1955 Workman Mill Road, Whittier, CA 90706, USA

HIGHLIGHTS GRAPHICAL ABSTRACT

The impacts of pandemic on the urban
water cycle were assessed.

DIGITALISATION

» Data mining from sewers can be en- s
abled by digitalisation of the water in- 4 4
dustry. XA Service
- Effectiveness of public health measures ualves
= - Confidence
Health % Concerns

can be monitored in the aggregate in

: . Economic
Wotercicd New infrastructures
Source Climate change

Drinking Water - g )
Treatment and distribution v
Water Use
Wastewater

Collection and treatment

ARTICLE INFO ABSTRACT

Atticle history: The ongoing COVID-19 pandemic is, undeniably, a substantial shock to our civilization which has revealed the
Received 17 June 2020 value of public services that relate to public health. Ensuring a safe and reliable water supply and maintaining

Received in revised form 9 July 2020
Accepted 13 July 2020
Available online 16 July 2020

Editor: Jay Gan

Keywords:
SARS-CoV-2
COVID-19
Coronavirus
Infrastructure
Data
Digitalisation

water sanitation has become ever more critical during the pandemic. For this reason, researchers and practi-
tioners have promptly investigated the impact associated with the spread of SARS-CoV-2 on water treatment
processes, focusing specifically on water disinfection. However, the COVID-19 pandemic impacts multiple as-
pects of the urban water sector besides those related to the engineering processes, including sanitary, economic,
and social consequences which can have significant effects in the near future. Furthermore, this outbreak appears
at a time when the water sector was already experiencing a fourth revolution, transitioning toward the
digitalisation of the sector, which redefines the Water-Human-Data Nexus. In this contribution, a product of col-
laboration between academics and practitioners from water utilities, we delve into the multiple impacts that the
pandemic is currently causing and their possible consequences in the future. We show how the digitalisation of
the water sector can provide useful approaches and tools to help address the impact of the pandemic. We expect
this discussion to contribute not only to current challenges, but also to the conceptualization of new projects and
the broader task of ameliorating climate change.
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1. Introduction

The ongoing COVID-19 pandemic is causing severe stress to soci-
ety, with direct implications for public health and public water ser-
vices. The event has been labelled as the first modern pandemic
(Gates, 2020) and likely the worst crisis of our generation (Harari,
2020). While strict measures have been put in place worldwide to
protect public health and inhibit the spread of the virus, experts
have continued to express caution about future SARS-CoV-2 out-
breaks and their consequences (Cobey, 2020).

Water is an essential resource for society, especially during a pan-
demic during which hygiene plays a pivotal role in mitigating the
spread of the disease. Therefore, it is of paramount importance to secure
a safe and reliable water supply while ensuring the proper management
of the urban water cycle. The COVID-19 pandemic occurred at a critical
time for the water sector as it navigates through two ongoing transfor-
mations. In recent years, the water sector has been transitioning toward
the so-called “fourth revolution” (Sedlak, 2014), which aims at a more
rational and sustainable management of water resources. This transfor-
mation has been encountering and merging with the digital revolution
(Garrido-Baserba et al., 2020) which combines the power of Big data an-
alytics and Artificial Intelligence approaches to develop new functional-
ities in water management.

As seen in other societal sectors, the pandemic is likely to act as the
catalyst in the transition to a more digitalised water sector. While
digitalisation is already present in the water management sector (espe-
cially in “developed” countries), both the extent and characteristics of
its consolidation will likely be accelerated. An estimated 80% and 50%
of the water utilities in developed and developing countries, respec-
tively, are expected to undergo a digital transition to some extent by
2025 (Woetzel et al., 2018).

In the sections below, we first analyse the impacts of COVID-19 in
the stages of the urban water cycle, followed by a discussion of these im-
pacts projected onto the economic, social, and sanitary layers of the
urban water service in order to provide a systematic view of the poten-
tial effects of the pandemic. Then, we present our consideration of how
the water sector is experiencing the transformation toward
digitalisation, which, in combination with the COVID-19 pandemic, is
significantly altering the Water-Human-Data Nexus. Finally, we suggest
that the adaptation process to the COVID-19 pandemic provides a
unique opportunity to develop the water sector which in turn can catal-
yse key preparation and innovation for combating the challenge of cli-
mate change.

2. Impacts on the water cycle

The water cycle is characterised by inherent complexity, variability,
and uncertainty due to interlinked social, natural, and engineered sub-
systems (Dunn et al., 2017; Makropoulos and Savi¢, 2019). Any impact
on any of the subsystems can stress or compromise the stability of the
whole system. The COVID-19 pandemic is already affecting the water
system on multiple fronts, especially due to the behavioural change at
a societal level which has triggered public policies enacted to fight
against the pandemic. The immediate impacts are caused by the partial
economic standstill and the resulting changes in water demand and cit-
izens' habits. However, as presented in Section 3, these impacts are ex-
pected to have further effects on the water system, posing a risk for the
financial sustainability of water utilities and workplace (American
Water Works Association, 2020). With this in mind, the expectation of
the multiple impacts on different subsystems makes it urgent to de-
velop measures to increase the resilience of the existing system and
when considering new infrastructures. This section highlights some of
the most pressing impacts of the COVID-19 pandemic in the urban
water cycle (Fig. 1).

2.1. Source

The partial shutdown of world economies has resulted in wide-
spread improvements in air quality and in the ecological status of
water bodies all over the world (Yunus et al., 2020). Although the
water quality of some surface water bodies may have experienced im-
provements, most of the drinking water is withdrawn from sources
such as reservoirs or aquifers which have been far less impacted by be-
havioural changes associated with the pandemic. While the require-
ments to condition water resources to potable levels may not change
significantly, there have been concerns about relaxing the environmen-
tal regulations in order to mitigate the economic crisis (Bond et al.,
2020; Nature's editorial, 2020). On the other hand, the reduction of
the total commercial and industrial activity, and hence their discharges,
could compensate for that potential effect on receiving water bodies as
the daily mass loads could remain unaltered or decrease temporarily. If
these impacted water bodies were also a potable source, treatment
could become more costly.

2.2. Drinking water treatment and distribution

Although SARS-CoV-2 has not been detected in drinking water, and
both academia and water practitioners agree that conventional water
treatment methods using filtration and disinfection processes are capa-
ble of inactivating the virus (Maal-Bared et al., 2020; Naddeo and Liu,
2020), some public administrations are leaning toward an increase in
the chlorine dose in drinking water during distribution due to fear or
misinformation (Gonzalez, 2020; Tempest, 2020) or as additional pre-
ventive measure (Nghiem et al., 2020). Increased chlorination is likely
to result in the further generation of Disinfection-By-Products (DBP)
in addition to increased chemical costs at a time when utilities are facing
shortfalls of funds. This potential increase coincides with changes in
water consumption patterns, which challenge the operations to main-
tain the water quality in water storage tanks. Therefore, addressing
such issues may require continuous monitoring and adjustment, as
well as additional artificial intelligence (Al) support systems (Godo-
Pla et al,, 2019, 2020).

2.3. Use

The COVID-19 pandemic has changed social behaviour and conse-
quently the water use patterns of society. While the cessation of non-
essential services and some key economic sectors (especially industries
and tourism) has led to a decline of the water demand worldwide
(Table 1), the water use in residential areas has experienced a signifi-
cant increase due to “stay at home” instructions. The shift of water de-
mand from public places and workplaces to households has resulted
in many utilities reporting peaks in water use between 2 and 4 hours
later than in regular conditions (as a “perpetual weekend”) (Berliner
Wasserbetriebe, 2020; Eau de Paris, 2020; Hamburg Wasser, 2020).

2.4. Wastewater collection and treatment

The change in water use patterns also has a direct impact on waste-
water collection and treatment. The overall decline in water demand is
leading to an increase in wastewater concentration and decrease in the
flow within the sewer system, with an associated reduction in velocity
in the sewer and potential deposition of solids. The reduction in flow,
and consequently flow velocity, may result in the accumulation of solids
inside the sewer resulting in odours, corrosion, and the damage of con-
veyance equipment such as pumps. Reduction in the hydraulic loading
rate and increase in concentration may result in operation outside the
design criteria of a treatment plant. This would result in inefficient
and possibly ineffective treatment.

Furthermore, a greater presence of flushable material in wastewater
has been reported (EFE, 2020; Reviejo, 2020), especially toilet wipes
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Fig. 1. Water revolution and digitalisation meet the COVID-19 pandemic.

Table 1
Water demand variation during the lockdown to reduce the spread of COVID-19.
Region Global Domestic Industrial/commercial Source:
Palma —15% (IB3, 2020)
Madrid —7% +3.5% (Canal de Isabel 11, 2020)
Barcelona —(9.5%-11%) +7% —35%/50% (xarxes, 2020)
Paris —20% —45% (Eau de Paris, 2020)
Hamburg +1% +4% —4% (Hamburg Wasser, 2020)
Canada —25% (Webinar, 2020)
Colorado +10% —35% (American Water Works Association, 2020)
Pittsburgh —12% (American Water Works Association, 2020)

(which has been a problem before COVID-19 pandemic) and protective
masks. These materials contribute to the formation of large masses of
solids that may clog the sewer systems and stall pumping stations
(Kessler, 2016; Korilin, 2018).

Moreover, the pandemic has led to a significant increase in the de-
mand of particular pharmaceutical products (e.g., anaesthetics, antibi-
otics, diuretics, etc.) (European Commission, 2020). Hence,
wastewater is expected to contain a higher concentration of these prod-
ucts. Similarly, as the use of pharmaceutical products used to treat
COVID-19 are becoming available (Dong et al., 2020), studies of their
degradation throughout the wastewater collection and treatment
cycle are needed to ensure the minimization of their harming potential
before being discharged into water bodies (Wigginton and Boehm,

2020). As conventional treatment has proven ineffective for removing
some pharmaceutical compounds (Soliman et al., 2007), changes in
the treatment process and infrastructure (e.g., longer sludge retention
time or tertiary operations) could be associated with increased cost,
which would then be considered the premium value of the increased
quality of the treated water.

Reduction in residential, commercial, and industrial consumption
also results in the reduction of treated effluent that is used beneficially
for sustaining receiving water ecosystems (some ecosystems are depen-
dent on effluent discharge from treatment plants), groundwater re-
charge for potable reuse, and other uses such as landscape irrigation.
As such, the beneficial uses of recycled water will be negatively
impacted.
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3. Impacts on the water sector

The complexity of the water system needs a deliberately interdisci-
plinary, socio-technical approach (Dunn et al., 2017; Makropoulos and
Savi¢, 2019). The water system not only involves the water engineering
processes, but also a social dimension (e.g., social needs and values such
as equity, data privacy, and legal issues, etc.) that should be reflected in
water management. Therefore, as the water sector is embracing the dig-
ital transformation, the boundaries between conventional engineering
(focused on technical processes) and socio-technical management (fo-
cused on social behaviour and their consequences throughout the
water system) are going to be blurred due to the functionalities enabled
by data and computer science.

3.1. Impact on the financial sustainability of the water sector

The worldwide pandemic effects on GDP and unemployment rates
due to the economic standstill (McKee and Stuckler, 2020) pose a seri-
ous threat to the financial sustainability of water services (American
Water Works Association, 2020; Nghiem et al., 2020). Water tariff struc-
tures are based on the assumption that regular conditions are suffi-
ciently stable, but the shift in commercial and industrial discharge can
adversely impact the revenue model of water utilities.

In the context of economic stagnation, many large and small busi-
nesses, industries, and households may be unable to keep up with the
payments regarding water services. Vulnerable households are at risk
of water supply cut off, which in addition to essential daily functions,
pose a threat to public health (e.g. preventing them from regular
handwashing and thus contributing to spreading the virus). Because
of this connection, many countries and states have enacted a policy
that suspends shut offs during the pandemic (e.g. Spain, California).
Some utilities are extending window times to pay billings with no inter-
ests or applying discounts. However, in other regions, citizens may lack
access to a clean water supply even in developed countries (e.g., Flint,
MI). In sum, the COVID-19 pandemic has resulted in decreased revenue
from delivered water service in addition to the potential costly break-
downs as a consequence of inadequate user practices. In some cases,
this reduction in revenue may be permanent due to the permanent clo-
sure of businesses or industries in a specific area.

3.2. Impact on the workplace

Water utilities must deal with two challenges simultaneously in the
current situation. The first challenge concerns the fact that water supply
and treatment is a critical essential public service, so individuals must
work (partially in-place) despite the pandemic. Safe conditions and pro-
tective equipment for staff are required. Physical distancing and similar
measures in the workplace may change work in water companies and
the management of water plants (Eurofound, 2020). This situation can
encourage the development of remote working and “digital twins” in
order to control processes remotely, slowly replacing the retiring phys-
ical workforce with a more technologically adapted workforce or even
partially through a “digital workforce” consisting of software tools.
However, the irreplaceable experience of professionals who ultimately
assume the responsibility of operations and error should not be
forfeited for the sake of technological transition or cost since the work-
force is only trained on fundamentals in school and field experience is
an integrating component of formation (regardless of the technological
disposition of the workforce elements). Also, the issue of professional
responsibility and liability of digital support systems are not negligible
and have already entered the discussion about the ownership of viola-
tions (i.e., the utility or the software provider), which is a common
problem in autonomous Al systems (Anderson et al., 2014).

Social distancing established during the Covid-19 pandemic can fos-
ter the interaction between citizens and utilities through digital plat-
forms. To do that, utilities need to further develop the user interface

and the data management back-office (related to process operation).
For instance, several utilities have closed their physical offices and
now all the arrangements and operations must be performed digitally.

3.3. Sewage epidemiology and the role of Water Resource Recovery
Facilities

The SARS-CoV-2 is shed in the faeces of COVID-19 patients, and the
virus has been successfully detected in wastewater in many cities
around world including the Netherlands (Medema et al., 2020),
Australia (Ahmed et al.,, 2020), North-America (Peccia et al., 2020;
Wurtzer et al., 2020), France (Wurtzer et al., 2020), Israel (Bar Or
et al., 2020, p. 2), Italy (Rosa et al., 2020; Rimoldi et al., 2020), Spain
(Randazzo et al., 2020; Balboa et al., 2020), and Turkey (Alpaslan
Kocamemi et al.,, 2020). Although not much is known regarding the in-
fectivity of the virus in the sewage and its direct threat to citizens, it con-
firms the potential key role of Water Resource Recovery Facilities
(WWREF) in tracking and understanding the pandemic (Daughton,
2020) as well as future health emergencies.

Sewage epidemiology was first coined by using human wastewater
to collect epidemiologic data on common drug products consumed
and excreted into community sewage systems, and has since become
a population-wide infectious disease surveillance tool featuring a
proven track record for polio and the hepatitis A virus (Hart and
Halden, 2020; Sims and Kasprzyk-Hordern, 2020). The capacity to
track the SARS-CoV-2 in human sewage is being used to map the virus
spread and the scale of community outbreaks (Hart and Halden,
2020). It has been suggested that an efficient monitoring of community
wastewater influent to WWRFs could improve current prevalence esti-
mations by detecting both symptomatic and asymptomatic cases
(Lodder and Husman, 2020). Similarly, recent research points out that
sewage-based coronavirus real-time monitoring could detect infection
spikes up to 10 days earlier than with existing individual patient-
based tests (UKCEH, 2020). Increasing the resolution of the actual im-
pact COVID-19 in communities can not only help to implement faster
and more effective measures, but it can also close the gap between
tested and actual cases.

While monitoring wastewater effluents from hospitals can be a rel-
evant source of information about the spread of the virus (Wang et al.,
2020; Wu et al,, 2020), they are not representative of the majority of
the cases (not everyone needs to be hospitalized) plus hospitals are un-
likely to have their own treatment system from where to obtain sam-
ples. Hospital sewage would only represent the portion of the cases
that are known in the community, which have already been captured
by the traditional epidemiology tracking system. Therefore, sewage
tracking from pooled human samples taken in water-treatment plants
serving a specific community is the best indicator to indicate the sever-
ity of the epidemic beyond those captured by the traditional epidemio-
logical surveillance. Analysis of the viral genome sequence retrieved
from human sewage could also serve as the tracking tool to trace the or-
igin and evolution of the virus. The COVID-19 pandemic has elevated
sewage to the status of a critical tool for human health monitoring.

4. Building the new digital tomorrow

With the digital revolution, especially the adoption of sensor sys-
tems and big data analytics, water has the potential to become one of
society's most important sources of information. Interestingly, this in-
formation can be useful not only for optimizing technical processes,
but also to better manage social systems by providing a real-time data
source for behavioural guidelines and policy-making in a wide range
of public values (e.g. public health, economy, etc.) (Corominas et al.,
2018).

Digital technology is showing the capacity to extract the most inti-
mate information from both individuals and communities about their
state of health, genetics, nutrition habits, substance abuse, etc. from
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water and wastewater-related services (e.g., through smart metering,
sewer mining, etc.) which can in turn blur the boundaries between
water and public health services (Garrido-Baserba et al., 2020).

4.1. Water system process operation and re-design

The COVID-19 pandemic will not only change the daily operation of
water infrastructure, but also the approach to upgrading and re-
designing such infrastructure. To address the changes in water demand
patterns, additional data sources may be needed to appropriately man-
age the resource, pushing the use of smart meters and sensors to be in-
tegrated within reliable models for the remote management of water
flows while targeting optimal performance (Verdaguer et al., 2018).

In drinking water treatment plants and its distribution networks the
adoption of digital solutions has hastened the development of advanced
control systems using Al techniques. Such revolution can ensure regula-
tory compliance and increase the resilience of a facility for a changing
environment with workforce optimisation (including decreasing the
need for emergency call-outs). Prediction models, for example, can
infer those network elements that are vulnerable to breakdowns. This
also applies to leakage and fraud detection for addressing non-
revenue water (Makropoulos and Savi¢, 2019).

Digital twins (DT) as a virtual replica of the physical assets or pro-
cesses involved in urban water infrastructure (Fortune, 2019;
Martinez et al., 2007) are used to remotely monitor the actual processes
and apply Al techniques to conduct predictive maintenance of the as-
sets, which enables the anticipation of possible failures and break-
downs, thus avoiding setbacks and production losses. In the water
sector, DT are being used to manage water treatment processes and
water networks (Martinez et al., 2007) and their capability to anticipate
and simulate failure events. We can thus infer that in the future, DT will
be used to further the automation of the water processes and enable
real-time remote control of critical infrastructure under critical condi-
tions (WaterWorld, 2020).

It is also important to consider how COVID-19 will accelerate the ap-
proach to new infrastructure design. We know that in a context of re-
duction economic resources, projection, execution, and maintenance
of water infrastructures will be crucial. The information obtained from
digital systems and its treatment by Al tools can provide useful insights.
In this context, COVID-19 may modify the objective function used to al-
locate water infrastructures. Not only economic, but also social, environ-
mental, and resilience aspects should be incorporated. In this context, Al
tools and decision-support systems are essential and become critical in-
vestments where most necessary.

Digitalisation can also support the deployment of another manage-
ment paradigm. Decentralised systems are more resilient, offer redun-
dancy, and minimize personnel density and direct contact in the case
of epidemics/pandemics (Garrido-Baserba et al., 2018; Sun et al,,
2020). Digital platforms can support the management of infrastructure
at the scale of a neighbourhood (Garrido-Baserba et al., 2020).

4.2. Economic and social

Digital tools can support the collection of invoices (thus, economic
resources are available for the water utility to reinvest in infrastructure
and management and thus cope with the crisis). This simplification of
online payment processes thus conserves fiscal resources. Smart sen-
sors and remote metering can help to reduce non-revenue water (e.g.
leaks, fraud detection).

Furthermore, Al-backed systems may support new mechanisms to
finance water infrastructure and management. For instance, in Barce-
lona there was an initiative before the COVID-19 pandemic to adapt en-
vironmental taxes (charged through the water bill) of urban districts
according to their recycling rates (TOTBarcelona, 2019).

5. Water-Human-Data Nexus

Socio-technical systems, which include water systems, exist at the
intersection between technology and the behavioural habits of ordinary
people. Measures to cope with the pandemic include technological ap-
plications as well as an appropriate social behaviour in response to the
needs of new demands and challenges (both staff and users). Digital
services combined with data analysis and statistics can inform the effec-
tiveness of a behavioural change guideline to overcome such unprece-
dented circumstances. As such, they would support a measure or
deem it unnecessary if ineffective.

5.1. Confidence of the people in water services

Citizens want public services to be provided according to their
values, their political preferences, and their ethical expectations
(Moore, 1995). In the context of a crisis, citizens will be concerned
with water utilities insofar as they relate to the quality of the services
provided. Companies will need to confidently demonstrate the quality
of water supplied and the quality of wastewater treatment. Machine
learning tools may be useful to track public opinion on the quality of ser-
vice. Clear, objective data should also be made available to educate the
public on the process, process effectiveness and cost, and impacts asso-
ciated with the treatment process.

The customer pressure to acquire more knowledge over the quality
of their utilities is escalating. Currently individuals can monitor all
home parameters, their energetic consumption in real time, and data
on water quantity and quality from smart meters and sensors which
may be the next information to be included in a home or phone man-
agement application. Furthermore, improving the social perception of
water utilities could increase tap water consumption versus bottled
water.

5.2. Value-based decision-making

In the context of digitalisation, new systems are going to be used to
support decision-making concerning the management of both the social
and technological elements of the water system. Usually management
and public policy have to address “wicked problems” for which there
are no unique solutions and therefore there have to reach social agree-
ments (Grundmann, 2016). Thus, public decisions involve ethical di-
lemmas that present different desirable outcomes in which some
public values are at conflict (Witesman and Walters, 2014). For in-
stance, the policies to fight against the pandemic have posed a trade-
off between protecting the public health and preserving the economy
(McKee and Stuckler, 2020).

Although decision-making is supported by digital technologies,
value judgments are still present. Many decision-making support sys-
tems are based on computational models that represent real phenom-
ena which simplify and frame problems in a particular way, hence
promoting some particular solutions over other alternatives (Aodha
and Edmonds, 2017; Perello-Moragues et al., n.d.). However, decisions
in the real-world can affect those aspects that were not included in
the model (consciously or unconsciously).

Because digitalisation involves technologies that can provide more
information to support decision-making in complex socio-technical
problems, this leads inevitably to the need to clearly define the criteria
and values beyond such decisions (Perello-Moragues and Noriega,
2020). For instance, if the virus is traced by sampling wastewater and
this system is used to support lockdown de-escalation (i.e. policy-
making), one should be transparent about the exact criteria and
mechanisms (e.g., Multi-Criteria Decision Analysis) used to make such
decisions in the context of this new information (that is, define the
exact methodologies to perform the trade-off between the values
involved).
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Al can be used to build sandbox systems for policy simulation under
different scenarios (Gilbert et al., 2018; Perello-Moragues et al., 2019).
Simulation can be used to test policies or plans before their enactment
in the real-world in order to anticipate their potential consequences
and limitations, just as such simulation has been done for physical assets
with digital twins. Digitalisation in the water sector can contribute to
the further development of these methodologies to support decision-
making in management and public policy. For instance, data from
smart infrastructure (i.e. loT-powered assets) can be used to build, cal-
ibrate, train, and validate computational models (Hu et al., 2017). As
long as the assumptions, data, and limitations of a model are identified
to policy makers, models can be a useful tool in the policy toolbox.

5.3. The importance of data and quality

The outcome of any model or data analysis is only as good as the data
that are entered into the process. For example, digitalisation may be
based on online sensor water quality data (Blumensaat et al., 2019;
Vanrolleghem and Lee, 2003; Yuan et al., 2019). Inaccurate data due to
sensor fouling, drift, or lack or maintenance or calibration can lead to er-
roneous results and consequently fallacious decisions (Rieger et al.,
2010). Sewer systems especially are very harsh environments for sen-
sors (Campisano et al., 2013). As such, utilities have to be vigilant to en-
sure the proper maintenance of sensors and other equipment in order to
collect accurate data; statistical techniques are available for data quality
verification (Corominas et al., 2018). The standardisation and accuracy
of laboratory analytical techniques is also needed. For example, even
though there are several international initiatives at this time (NORMAN
network, JRC network), there is no standardised method for Covid-19
measurements. Laboratories use different methods, and some are
more accurate than others. Even though sensor technology and biolog-
ical and chemical analyses have grown significantly, there is still work to
be done to ensure that accurate data are used.

Water utilities that address these new challenges by means of
digitalisation would have to consider regulations on personal data in
order to protect the privacy of citizens and companies. In regions
where water utilities are subject to full disclosure through public re-
cords acts (e.g., United States Freedom of Information Act; 5 U.S.C.
§552(a)(4)(F)), it would be challenging to protect private data, hence
the need to rely on voluntary participation.

6. Re-building/thinking the future: climate change and new
pandemics

The COVID-19 pandemic has revealed the necessity to re-think our
society without delay in order to be prepared for future challenges
such as climate change as well as other potential outbreaks. Accord-
ingly, water systems must be further developed to accommodate such
a total reimagining of infrastructure, digitalisation, and privacy
protections.

Water management and water infrastructure design will require
major changes to address climate change effects on the water cycle
(e.g., extreme events) given that their assumptions may be “outdated”
(e.g., alteration of precipitation return periods) (Barbara et al., 2015).
Furthermore, climate change has impacts across many subsystems of
the society (e.g., food, energy, etc.) which could lead to “unknown un-
knowns” in the water system. This unpredictability only highlights the
necessity to develop new approaches to increase the capabilities of
water management.

Digitalisation can provide tools and techniques to optimize manage-
ment and develop new functionalities of water systems. For example,
treatment plant automation, such as Variable Frequency Drives or en-
hanced aeration control, can result in significant aeration savings
(Regmi et al., 2019). However, many scholars have pointed out that
digitalisation may also have significant energy requirements, hence

counterbalancing those savings from a global perspective (Vinuesa
et al., 2020).

The digital revolution that has developed in recent years may be ac-
celerated as a consequence of the COVID-19 outbreak. This response can
be structured in three levels:

i. A technological level, by enabling an optimal adjustment of utilities'
operations in the context of rapidly changing conditions. This level is
achieved through the development of digital twins that integrate IoT
and Big data analytics which can change the conceptualization of
new infrastructures.

ii. An economic level, by contributing to the financial sustainability of
water utilities supporting better asset, resource, and energy man-
agement.

iii. Awater - human - data level to increase the confidence of citizens in
water public services and warn the public and policy makers when
signs of outbreaks or other challenging conditions (e.g. extensive
drought) are shown.
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