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Abstract

Large language model (LLM) agents have shown strong capabil-
ities in long-horizon tasks such as cyber threat analysis. How-
ever, despite competent step-level reasoning, existing agents
often fail to maintain coherent behavior over extended investi-
gation trajectories, leading to accumulated process-level errors.
Prior approaches mainly improve individual reasoning steps
through prompting or reflection, but provide limited support
for sustained goal maintenance, strategy regulation, and exe-
cution monitoring. We propose Lumos, a cognitively inspired
agent framework that realizes an explicit executive-control loop
via process-level control mechanisms, including goal-centric
memory for long-term goal maintenance, failure-driven strat-
egy adaptation for inhibitory regulation, and action and output
control for explicit monitoring and verification. Experiments
on real-world security investigation scenarios demonstrate that
Lumos consistently outperforms strong baselines, improving
long-horizon stability and overall task success.

Keywords: Cognitive science; Long-horizon reasoning; LLM
agents; Cyber threat investigation; Executive control

Introduction
High-value cognitive tasks are mostly not single-shot deci-
sions, but extended processes that require sustained goal main-
tenance, evidence integration, and repeated validation over
long time horizons (D’Amico & Whitley, 2008; D’Amico et
al., 2005). Cyber Threat Investigation (CTI) in Security Op-
eration Centers (SOCs) is a representative example. Analysts
must triage large volumes of alerts under uncertainty, linking
evidence across multiple log sources to determine whether
an attack has occurred and to reconstruct its causal trajec-
tory (Ainslie et al., 2023; Guarascio et al., 2022; Jo et al.,
2022). Such investigations often span hours or days and in-
volve iterative querying and hypothesis revision over partially
observable environments (Li et al., 2024). Threat investiga-
tion closely resembles classic complex problem-solving tasks,
characterized by long temporal structure, partial observabil-
ity, and accumulating process constraints (Funke, 2001). Such
tasks constitute a central focus in cognitive science research
on executive control and metacognition.

In recent years, large language models (LLMs) have demon-
strated strong capabilities in multi-step reasoning and tool use,
motivating their adoption as automated investigation agents
(Guo et al., 2024; Mohammadi et al., 2025). Existing ap-
proaches typically enhance step-level decision quality through
techniques such as chain-of-thought prompting (Wei et al.,

2022), explicit tool invocation (Yao et al., 2023), or self-
reflection mechanisms (Shinn et al., 2023). However, whether
such approaches can sustain coherent behavior over extended
investigation trajectories remains an open question.
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Figure 1: Example failure trajectory with process-level break-
downs at goal, action, and output stages.

Our experiments on real-world SOC scenarios (Wu et al.,
2025) show that even when models exhibit strong step-level
reasoning ability, current LLM agents consistently display
process-level failures in long-horizon investigations (Press et
al., 2023). Specifically, as illustrated in Figure 1, we identify
three failure patterns that are highly consistent across methods:
(1) Goal Drift, where the agent gradually deviates from the
original investigation objective after multiple rounds of query-
ing and reasoning, shifting toward unconstrained exploration
around intermediate cues (Liu et al., 2024); (2) Query Mis-
alignment, in which generated SQL queries omit critical con-
straints (e.g., timestamps or alert identifiers) or become overly
generalized and potentially unsafe, violating domain-specific
operational rules (Vinay, 2025); (3) Answer Inconsistency,
where the final output fails to match the required entity type,
field, or format—for example, returning hostnames when IP
addresses are requested, or mixing residual reasoning text into
structured answers (Chung et al., 2025).

From a cognitive science perspective, these failure patterns
closely consistent with functional breakdowns in executive
control and metacognitive monitoring observed in human
complex problem solving. Rather than arising from isolated
reasoning errors, such failures accumulate over extended task
execution when goals, actions, and intermediate results are not
continuously constrained (Miller & Cohen, 2001; Norman &
Shallice, 1986b). Accordingly, our focus is not on whether an
agent can perform individual reasoning steps, but on whether
it can maintain cross-step coherence and stability throughout
execution, that is, whether it exhibits cognitive stability in
long-horizon tasks.
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Figure 2: Overall Architecture of Lumos. Three process-level control modules regulate a reasoning loop that interacts with the
environment and produces the final output.

Building on this analysis, we propose Lumos, a cogni-
tive control–inspired LLM agent framework for CTI. Lumos
introduces targeted structural control mechanisms into the
agent’s execution loop to mitigate process-level deviations. To
counter goal drift, Lumos maintains long-term goal coherence
through explicit goal representations and trajectory manage-
ment. To prevent violations of domain constraints or omis-
sion of critical conditions during tool use, Lumos internalizes
security-domain rules as constraints over the action space.
In addition, Lumos incorporates a consistency-checking step
at the conclusion stage to ensure that final outputs remain
aligned with the original task requirements. By embedding
these process-level controls at multiple stages, Lumos miti-
gates the accumulation of errors in long-horizon investigation
tasks. Our main contributions are summarized as follows:

• We characterize three stable process-level deviations exhib-
ited by LLM agents in real-world CTI tasks, and systemat-
ically map them to cognitive control functions such as goal
maintenance, inhibitory control, and output monitoring;

• We propose Lumos, a cognitive control–inspired CTI agent
that mitigates error accumulation in long-horizon decision-
making through multi-stage process constraints;

• Empirical results on real SOC scenarios show that intro-
ducing explicit process-level control mechanisms improves
stability in long-horizon investigation tasks.

Problem Formalization
We formalize SOC threat investigation as a long-horizon,
goal-directed sequential decision-making problem under par-
tial observability. Formally, the task is modeled as a Partially
Observable Markov Decision Process (POMDP) (Kaelbling
et al., 1998). Given a natural-language investigation goal 𝑔,
the agent interacts with a structured log database via a se-
quence of queries and produces a final conclusion. At each
step 𝑡, the agent operates on a latent investigation state 𝑠𝑡 ∈ S,
selects an action 𝑎𝑡 ∈ A corresponding to a database query

or termination, and receives an observation 𝑜𝑡 ∈ O returned
by the database (Schick et al., 2023; Yao et al., 2023).

Due to partial observability, the agent can only access a
subset of task-relevant information at each step. Task fail-
ure therefore rarely stems from an isolated reasoning error.
Instead, errors tend to accumulate over time as investigation
goals, query conditions, or intermediate conclusions gradually
deviate from the original objective (Press et al., 2023).

Methodology
Architecture Overview
We conceptualize long-horizon threat investigation as a prob-
lem of cognitive stability rather than isolated reasoning. Ef-
fective investigation requires the agent to maintain task goals
over time, suppress unproductive strategies, and continuously
monitor execution outcomes under partial observability.

Motivated by executive control and metacognitive monitor-
ing (Aron, 2011; Braver, 2012; Miller & Cohen, 2001), Lu-
mos is designed as a unified control framework that regulates
the investigation process across multiple timescales. As illus-
trated in Figure 2, Lumos implements three complementary
controls: (1) a goal-centric memory system, (2) failure-driven
strategy adaptation, and (3) action and output control.

Goal-Centric Memory System
Long-horizon SOC investigations require agents to integrate
evidence across extended interaction sequences under partial
observability. Cognitive studies indicate that such behavior
critically depends on mechanisms for goal maintenance and
capacity-limited memory updating (Baddeley, 2012). With-
out explicit regulation, task-relevant representations are easily
displaced by recent observations, leading to gradual goal drift.
To address this challenge, inspired by hierarchical models of
human memory, Lumos introduces a hierarchical memory
state at each step 𝑡:

M𝑡 = {𝐺,𝑊𝑡 , 𝐸},
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where 𝐺 encodes a persistent representation of the investiga-
tion goal and its constraints,𝑊𝑡 denotes task-specific working
memory, and 𝐸 stores episodic memory from prior investiga-
tions. This separation enables differential update dynamics,
providing a stable substrate for long-horizon reasoning.

Goal Anchoring. To counteract recency bias in long-
context reasoning, Lumos explicitly maintains the original
investigation goal 𝑔 as a persistent representation 𝐺. Unlike
transient contextual content, 𝐺 is not subject to routine con-
text updates or truncation. Instead, it functions as a top-down
control signal that continuously biases reasoning toward the
original investigative objective, stabilizing goal-directed be-
havior across extended interaction horizons.

Working Memory Regulation. As investigation pro-
gresses, the Thought-Action-Observation trajectory 𝜏1:𝑡 grows
rapidly. Naively accumulating the full interaction history
leads to context overload and introduces large amounts of
decision-irrelevant noise, degrading reasoning stability and
goal alignment. To address this, reflecting the limited capac-
ity of human working memory under cognitive load, Lumos
introduces a novel working memory as shown in Figure 3.

Recent Window (k steps) 

Step 1 Step 2 Step 3 …… Step t-1 Step t …… Step n

Goal -aware
Summary ��−�

���

��
���

Working
Memory

Task

Figure 3: Goal-aware working memory regulation in Lumos.

Rather than retaining the full interaction history, Lumos
regulates working memory through an asymmetric update
strategy. At time step 𝑡, the agent’s working memory is par-
titioned as 𝑊𝑡 = {𝑊𝑤𝑖𝑛

𝑡 , 𝑊 𝑠𝑢𝑚
𝑡−1 }, where 𝑊𝑤𝑖𝑛

𝑡 retains the
most recent 𝑘 interaction steps in full detail, and 𝑊 𝑠𝑢𝑚

𝑡−1 is a
compressed representation of earlier trajectory segments that
preserves long-range investigative continuity. When the tra-
jectory length exceeds a predefined compression threshold
𝑇 , Lumos applies an importance-aware compression process
conditioned on the persistent goal 𝐺:

𝑆𝑡 = 𝑓sum (𝜏1:𝑡−𝑘).
The summarized memory 𝑊 𝑠𝑢𝑚

𝑡−1 is constrained to a max-
imum length 𝐿 to prevent summary overgrowth. This sum-
marization prioritizes information that remains causally or
semantically relevant to the investigation objective, such as
key entities, pivotal queries, and major reasoning transitions.
By constraining memory growth while retaining decision-
critical content, this mechanism reduces contextual noise and
mitigates long-horizon drift.

Episodic Memory Retrieval. In human cognition, episodic
memory supports problem solving not through continuous ac-
tivation, but through selective retrieval when current strategies

fail. Consistent with this view, Lumos maintains an episodic
memory store

𝐸 = {(𝜏 (𝑖) , 𝑦 (𝑖) )},
where each 𝜏 (𝑖) corresponds to a completed historical inves-
tigation trajectory and 𝑦 (𝑖) ∈ {0, 1} indicates whether the
investigation satisfied the task goal.

At the beginning of a new investigation, episodic memory
is selectively retrieved to support strategy selection as shown
in Figure 4. Given the current query representation 𝑞, Lumos
retrieves a small set of similar past trajectories:

𝐸𝑞 = {𝜏 (𝑖) | (𝜏 (𝑖) , 𝑦 (𝑖) ) ∈ 𝐸, sim(𝜙(𝑞), 𝜙(𝜏 (𝑖) )) ∈ Top-𝑘},

where 𝜙(·) encodes the query and trajectory summaries,
and 𝐸𝑞 denotes the top-𝑘 episodic trajectories retrieved by
cosine similarity.

Importantly, retrieved episodic traces do not provide factual
answers directly. Instead, they are injected into the current
context as procedural priors, influencing subsequent query
expansion strategies and constraint completion. Through this
analogy-based reuse of experience, Lumos reduces unpro-
ductive exploration within a constrained action space, thereby
accelerating convergence in complex investigations.

Trajectory 1
Trajectory 2 ×

Episodic Memory ��
 √

Trajectory 3 ×

retrieve Trajectory 1
Trajectory 2 ×

√

Trajectory 2 ×

Trajectory 3 ×
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In-context Learning
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Action 
Filter

Positive 
Control

 (What to do)

Negative 
Control

 (What NOT to do)

Episodic Store � current 
task q

Figure 4: Episodic memory in Lumos supports both episodic
retrieval and failure-driven reflection.

Failure-Driven Strategy Adaptation.
In long-horizon scenarios, task failure often arises not from a
lack of knowledge, but from perseverative use of ineffective
strategies. Cognitive studies suggest that adaptive problem
solving relies on inhibitory control mechanisms that suppress
unproductive behaviors following failure (Flavell, 1979; Nel-
son, 1990).

Motivated by this view, Lumos introduces a failure-driven
strategy adaptation mechanism that regulates strategy selec-
tion through negative experience, as shown in Figure 4. Un-
like episodic memory, which supports experience reuse via
retrieval, negative experience in Lumos is distilled into in-
hibitory constraints that specify which reasoning or action
patterns should be avoided.

Failure Attribution via Reflection When an investigation
exhibits clear failure or stagnation, Lumos triggers a reflection
phase. During reflection, a subset of failed trajectories is
sampled from episodic memory, 𝐸− = {𝜏 ∈ 𝐸 | 𝑦 = 0}, and
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processed by a reflection function 𝑓ref (·) to produce a set of
inhibitory constraints:

C−
𝑡 = 𝑓ref (𝐸−).

Rather than replaying concrete queries or log contents,
C−
𝑡 captures abstract failure attributions, such as query pat-

terns that frequently cause execution errors, invalid hypothesis
forms, or reasoning trajectories that diverge from the investi-
gation goal. In our implementation, 𝑓ref is a lightweight LLM-
based abstraction module invoked only upon failure signals.
An illustrative reflection prompt is simplified shown below:

Reflection Prompt. You are given summaries of failed inves-
tigation attempts on long-horizon security analysis tasks. Ana-
lyze these failures and identify recurring strategy-level patterns
that should be avoided in future attempts. Focus on high-
level reasoning or action patterns rather than specific queries
or answers. Do not propose new actions or solutions. Instead,
produce 2–3 inhibitory constraints, each describing a class of
behaviors that led to failure. Each constraint should be stated
in the form: “Avoid . . . when . . . ”.

Inhibitory Guidance Injection and Strategy Regulation
From a cognitive perspective, this mechanism corresponds to
inhibitory control over perseverative behavior, a hallmark of
executive dysfunction observed in clinical populations.

The induced inhibitory constraints C−
𝑡 are injected into the

agent’s reasoning context as negative guidance. Conceptually,
this contracts the feasible action space at time step 𝑡:

Avalid
𝑡 = A𝑡 \ C−

𝑡 .

In practice, this contraction is implemented by incorporat-
ing C−

𝑡 as negative constraints during action generation, sup-
pressing candidates that match known failure patterns. This
‘offline reflection–online inhibition‘ mechanism progressively
reduces unproductive strategy reuse without parameter up-
dates, guiding Lumos toward more reliable behavior.

In summary, failure-driven strategy adaptation equips Lu-
mos with an explicit inhibitory control mechanism. While
memory preserves what the agent knows, inhibitory regu-
lation governs what the agent learns to stop doing, jointly
supporting stable long-horizon reasoning.

Action and Output Control
Where previous modules regulate internal cognition, this
module constrains the agent’s interaction with the environ-
ment. Inspired by cognitive theories of executive control,
Lumos introduces explicit control mechanisms over action
execution, observation intake, and output verification (Fig-
ure 5), enforcing structured constraints at multiple execu-
tion stages. From a cognitive perspective, these mechanisms
support long-horizon agent regulation by combining proac-
tive control (goal maintenance and pre-action constraint en-
forcement) with reactive adjustment (failure-triggered reflec-
tion). We distinguish normative validity constraints (e.g., syn-
tax/schema checks required by the environment) from goal-
conditioned control constraints (e.g., policy gating and output
verification). Our cognitive interpretation primarily concerns
the latter.

Checked
Query

Interactive
Environment
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schema
policy

Candidate 
Action

Action Gate

Observation Gate
goal-relevant filter

Loop

Submit
Reuslt

Consistency
Validator

retry

✓pass Final
Result
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Evidence

Candidate 
Result 

✗ 

Figure 5: Action and output control in Lumos.

Constraint-Gated Action Execution At step 𝑡, the agent
generates a candidate action 𝑎̃𝑡 conditioned on the current
memory state M𝑡 . In Lumos, action generation is explicitly
decoupled from action execution: a candidate action is ex-
ecuted only after passing a constraint-aware gating process.
We formalize action validity using the following indicator
function:

I(𝑎̃𝑡 ) = Isyntax (𝑎̃𝑡 ) ∧ Ischema (𝑎̃𝑡 ) ∧ Ipolicy (𝑎̃𝑡 | 𝐺),
where Isyntax verifies SQL syntactic correctness, Ischema en-
forces consistency with database schemas and field types, and
Ipolicy applies domain-specific constraints aligned with the in-
vestigation goal𝐺 and security policies (e.g., read-only access
or temporal window restrictions).

A candidate action is submitted to the environment as an
executed action 𝑎𝑡 only if I(𝑎̃𝑡 ) = 1. Otherwise, execution
is blocked and the invalid action is rejected before interacting
with the environment. In our implementation, syntactic and
schema constraints are enforced via deterministic SQL parsers
and database drivers, while policy constraints are encoded as
rule-based checks conditioned on 𝐺. This execution gating
localizes potential execution errors to a single step, preventing
invalid queries from contaminating subsequent observations
and memory updates.

Observation Filtering Query execution often produces ob-
servations that contain substantial information unrelated to
the current investigation objective. Inspired by theories of se-
lective attention (Norman & Shallice, 1986a), Lumos applies
sensory-level filtering to regulate the flow of environmental
feedback in a goal-conditioned manner.

Formally, the raw observation 𝑜𝑡 is transformed by a gating
function 𝑔gate (·) into a controlled observation:

𝑜𝑡 = 𝑔gate (𝑜𝑡 ),
which emphasizes only records and attributes causally rel-

evant to the current goal 𝐺 and recent reasoning context.
By filtering irrelevant or redundant information before inte-
gration into working memory 𝑊𝑡 , this mechanism reduces
observation-level noise and complements the trajectory com-
pression strategy introduced before.

Output Consistency Verification Before terminating
an investigation episode, Lumos introduces an explicit
metacognitive-style verification step that evaluates the can-
didate output 𝑦̂ as an object of inspection rather than as the
direct endpoint of reasoning. We formalize this verification
using a decision function:

𝐽 ( 𝑦̂, 𝑔) ∈ {0, 1},
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Table 1: Performance comparison across all incidents (Success Rate ↑ / Average Reward ↑).
Type Model Incident 5 Incident 34 Incident 38 Incident 39 Incident 55 Incident 134 Incident 166 Incident 322 Overall

Succ. Rew. Succ. Rew. Succ. Rew. Succ. Rew. Succ. Rew. Succ. Rew. Succ. Rew. Succ. Rew. Succ. Rew.

Base Model

gpt-4o 36.7 0.338 29.3 0.293 36.4 0.364 29.6 0.273 29.0 0.249 49.1 0.491 17.2 0.166 32.1 0.315 31.1 0.293
o1-mini 14.3 0.147 24.4 0.244 9.1 0.091 22.4 0.230 15.0 0.160 33.3 0.333 18.4 0.189 37.5 0.382 21.7 0.222
gemini2.5 flash 30.6 0.312 30.5 0.329 36.4 0.364 24.5 0.248 21.0 0.224 49.1 0.491 24.1 0.260 37.5 0.375 29.5 0.305
qwen-3-32b 18.4 0.191 22.0 0.229 9.1 0.091 20.4 0.207 11.0 0.116 19.3 0.200 11.5 0.133 23.2 0.250 17.3 0.182
gork-4 29.6 0.306 41.5 0.424 45.5 0.455 30.6 0.320 24.0 0.248 50.9 0.509 27.6 0.280 41.1 0.421 33.6 0.344
Claude-haiku-4 22.4 0.224 24.4 0.263 36.4 0.364 22.4 0.236 13.0 0.136 24.6 0.253 12.6 0.140 14.3 0.161 17.8 0.204
deepseek-chat 29.6 0.306 33.3 0.333 36.4 0.364 13.3 0.147 7.0 0.092 14.0 0.147 5.7 0.062 3.6 0.057 13.5 0.148

Agent
(4o-mini)

React 26.5 0.278 26.8 0.268 54.5 0.545 16.3 0.165 24.0 0.244 33.3 0.333 28.7 0.287 37.5 0.382 30.9 0.313
Reflexion 40.8 0.408 50.0 0.505 54.5 0.545 36.7 0.367 47.0 0.480 52.6 0.526 41.4 0.414 50.0 0.511 46.6 0.470
Expel 36.7 0.371 34.1 0.341 18.2 0.182 28.6 0.293 26.0 0.260 29.8 0.298 26.4 0.269 37.5 0.382 29.7 0.299
Lumos (Ours) 55.1 0.559 62.2 0.629 73.3 0.742 45.9 0.464 51.0 0.516 74.6 0.751 58.6 0.592 56.8 0.575 61.2 0.620

Agent
(DeepSeek)

React 26.5 0.284 37.8 0.388 18.2 0.182 16.3 0.165 10.0 0.116 14.0 0.154 5.7 0.057 26.8 0.271 19.2 0.201
Reflexion 13.3 0.144 12.2 0.127 9.1 0.127 12.2 0.133 17.0 0.186 14.0 0.154 9.2 0.094 16.1 0.169 13.4 0.144
Expel 19.4 0.218 30.5 0.310 27.3 0.309 21.4 0.242 14.0 0.187 22.8 0.235 10.3 0.108 19.6 0.232 19.5 0.218
Lumos (Ours) 51.0 0.520 61.0 0.615 72.7 0.764 42.9 0.433 48.0 0.490 71.9 0.719 57.5 0.579 55.4 0.571 54.3 0.551

which assesses output validity along three dimensions: Type
Consistency, ensuring the answer entity matches the task re-
quirement; Format Consistency, verifying adherence to prede-
fined output specifications; and Semantic Alignment, checking
whether the output directly addresses the investigation goal 𝑔
rather than reflecting intermediate reasoning artifacts. This
verification step is not intended to model internal metacogni-
tive reasoning processes, but to operationalize the functional
role of metacognition in ensuring goal-consistent task com-
pletion.

If 𝐽 ( 𝑦̂, 𝑔) = 1, the answer is accepted and submitted. Oth-
erwise, termination is blocked and the verification failure is
injected into working memory as structured feedback, trig-
gering a controlled regeneration process. This self-evaluation
mechanism mirrors metacognitive checks commonly applied
by human investigators prior to task completion.

Together, these execution-level controls regulate how strate-
gies are instantiated as concrete actions and finalized outputs.
By enforcing constraints at action execution, observation in-
take, and response submission, Lumos prevents local execu-
tion errors from propagating across long decision trajectories.

Experiments
Experimental Setup
Dataset. We evaluate Lumos on a security incident inves-
tigation benchmark consisting of 589 questions spanning 8
real-world security incidents (Wu et al., 2025). Each incident
corresponds to a distinct attack scenario (e.g., network in-
trusion, malware execution, lateral movement) and requires
multi-step reasoning over structured security logs, includ-
ing timestamps, IP addresses, process identifiers, and alert
records. Answering each question typically involves iterative
database querying, evidence aggregation, and causal reason-
ing, making the benchmark well suited for evaluating long-
horizon investigative agents.

Metrics. We employ below metrics to evaluate CTI agent:
(1) Success Rate: The percentage of questions where the
agent provides a complete and correct answer (binary); (2)
Average Reward: A continuous score accounting for partial
credit in multi-step investigations (ranging from 0 to 1).

Compared Methods. We compare Lumos against four rep-
resentative baselines: (1) Baseline, which directly prompts
the language model without an agent framework; (2) ReAct
(Yao et al., 2023), a standard thought-action-observation rea-
soning loop; (3) Reflexion (Shinn et al., 2023), which aug-
ments ReAct with self-reflection and error correction; and (4)
Expel (Zhao et al., 2024), an experience-pool-based method
with retrieval-augmented generation.

Implementation Details. All experiments are conducted
using DeepSeek-V3.2 and 4o-mini as backbone models, with
temperature set to 0 and a maximum of 15 reasoning steps per
question to ensure deterministic behavior. Fixed cache seeds
are used for all methods to ensure consistent database query
results and fair token comparison. Lumos activates reflec-
tion learning, SQL validation, trajectory management with a
compression threshold of 18, preservation of the eight most
recent messages, summaries capped at 800 characters, and
importance-aware extraction, as well as a judger with a single
retry. The retrieval-augmented generation module utilizes an
Experience Pool embedding both question and context, with
‘sentence-transformers/all-mpnet-base-v2 embeddings‘.

Performance Comparison
We analyze the empirical performance of Lumos in compar-
ison with representative baselines, focusing on success rate
and average reward across different incident scenarios.

As reported in Table 1, Lumos consistently outperforms
all baselines across both backbones. On the DeepSeek-Chat
backbone, Lumos achieves a 54.3% success rate, representing
a 40.8% absolute gain over the base model (13.5%) and the
Reflexion agent (13.4%). This consistent gap across heteroge-
neous architectures suggests that Lumos provides a systematic
performance lift that is not tightly coupled to specific back-
bone capabilities.

Also, Lumos maintains substantially more stable execution
as investigation depth increases. On incident 39, while Re-
Act and Reflexion degrade to ∼15% success, Lumos sustains
over 42%; a similar pattern appears on incident 38, where
Lumos exceeds ReAct by 54.5 points. These results indicate
stronger resistance to error accumulation, enabling Lumos to
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preserve valid investigative trajectories where baseline agents
frequently derail. This stability is mirrored by aligned gains
in average reward. For incident 34, Lumos (4o-mini) achieves
a reward of 0.629, more than doubling ReAct (0.268), indi-
cating consistent multi-step evidence aggregation rather than
isolated correct guesses.

Besides, Lumos substantially outperforms the adaptation-
based agent Expel on the 4o-mini backbone, achieving a suc-
cess rate of 61.2% compared to Expel’s 29.7%. This gap sug-
gests that structured execution constraints are more effective
for the security domain than purely episodic memory retrieval,
as they provide more consistent execution-level guidance dur-
ing complex multi-step investigations.

Ablation Study
To verify the effectiveness of each module in Lumos, we con-
duct ablation experiments on the DeepSeek-Chat backbone,
as shown in Table 2.

Table 2: Ablation study of Lumos control systems.
Configuration Success Rate (%) Avg. Reward
Lumos (Full Model) 54.3 0.551
w/o MS 48.2 0.485
w/o SA 50.5 0.512
w/o AO 45.4 0.461

Removing the Memory System Control (w/o MS) results
in a 6.1 percentage point decrease in success rate (48.2%).
This indicates that without trajectory compression and goal
anchoring, reasoning is more vulnerable to context overload
and long-horizon goal drift.

Restricting the Strategy Adaptation Control (w/o SA) leads
to a 3.8 percentage point reduction, reflecting the value of
failure-driven reflection. This suggests that failure-driven
adaptation helps suppress repeated ineffective exploration
through inhibitory constraints derived from negative expe-
rience.

Disabling the Action and Output Control module (w/o AO)
leads to the most significant performance degradation, with
the success rate dropping by 8.9 percentage points. This
confirms that without constraint-aware gating and output ver-
ification, agents more frequently suffer from execution-level
failures such as malformed queries and inconsistent outputs.

These ablations also align with the three process-level fail-
ure patterns identified earlier: memory control mitigates goal
drift, strategy adaptation suppresses repeated ineffective ex-
ploration, and action/output control reduces query misalign-
ment and answer inconsistency. Taken together, the results
suggest that Lumos’ gains arise from complementary process-
level regulation rather than any single reasoning component.

Hyperparameter Sensitivity Analysis
Figure 6 presents the sensitivity of Lumos to key memory-
related hyperparameters. Performance exhibits a clear uni-
modal trend, peaking at a compression threshold of 𝑇=18,

with 𝑘=8 recent messages and a summary length of 𝐿=800 to-
kens, achieving a success rate of 54.3%. Deviations from these
values lead to substantial performance degradation (10-20%
absolute). Smaller thresholds or summaries result in prema-
ture information loss, while larger values introduce excessive
context that degrades decision quality. These results indicate
that effective long-horizon investigation relies on calibrated
memory regulation rather than maximal context retention.
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Figure 6: Sensitivity of Lumos to key hyperparameters

Efficiency Analysis
Table 3 reports the efficiency comparison in terms of reasoning
steps, database queries, token consumption(billable tokens),
latency, and success rate.

Table 3: Efficiency comparison across investigation methods.
Method Steps ↓ Queries ↓ Tokens ↓ Latency (s) ↓ Success (%) ↑
Baseline 10.8 9.9 1,585 39.5 31.1
ReAct 10.4 9.9 1,539 38.6 19.2
Reflexion 11.0 10.4 86,138 40.8 13.4
Expel 6.8 6.1 173,023 25.0 19.5
Lumos 7.1 6.2 117,013 26.1 54.3

Lumos achieves the highest success rate among all meth-
ods, reaching 54.3%, while requiring only 7.1 reasoning steps
and 6.2 database queries on average, indicating a more fo-
cused investigation process. Although Lumos incurs higher
per-step token usage due to explicit process-level control (e.g.,
memory regulation and action validation), these mechanisms
reduce failed queries and backtracking. Compared with Ex-
pel, Lumos attains a substantially higher success rate with
lower token consumption, suggesting that structured execution
control is more efficient than brute-force context expansion.
Lumos also maintains comparable latency at 26.1 seconds.

Conclusion
In this work, we present Lumos, a cognitively inspired agent
framework for long-horizon security investigation. On a real-
world benchmark, Lumos outperforms all baselines. Empir-
ical analyses show that this improvement arises from coor-
dinated control over memory, action execution, and output
validation. Such results highlight the importance of process-
level regulation for preventing task deviation in multi-step
reasoning. Future work will investigate reinforcement learn-
ing–based control policies to optimize memory management
and action selection through interaction-driven feedback.
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