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ABSTRACT OF THE DISSERTATION

Towards Heterogeneous Systems: A Full-Stack Approach

by

Zixuan Wang

Doctor of Philosophy in Computer Science

University of California San Diego, 2024

Professor Jishen Zhao, Chair

Heterogeneous systems emerge to enhance application performance by distributing tasks
across various domain-specific accelerators and memory devices. However, adopting such
systems often results in unanticipated performance characteristics in certain workloads, unforeseen
vulnerabilities introduced by new architecture designs, and programming challenges utilizing
novel architectures.

This dissertation explores a cross-stack approach to building heterogeneous systems. We
start from the architecture level, studying the performance characteristics of emerging hetero-
geneous memory architectures. This led to our system-level study integrating diverse types of

memory devices at a large scale, which facilitates efficient training of large machine learning
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models. These explorations revealed vulnerabilities in emerging memory architectures and led
to our development of architectural side-channel attacks and cross-stack defenses to secure het-
erogeneous systems. Finally, to facilitate the adoption of heterogeneous systems, we proposed a

novel programming model that provides a unified interface for heterogeneous computing.
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Chapter 1

Introduction

1.1 Background and Motivation

The ever-growing performance demands from modern applications drive the development
of specialized memory and computing architectures: the non-volatile main memory brings
persistence to the CPU main memory while delivering higher memory capacity; high-bandwidth
memory (HBM) is integrated into modern GPUs to accelerate large machine-learning training and
inference jobs; new types of memory interconnection protocols such as Compute Express Link
(CXL) emerged to provide a standard interface between various types of memory devices and
accelerator processors. Integrating such emerging architectures forms a heterogeneous system
that distributes data and computing to domain-specific architectures to enhance application
performance. Although widely deployed in the industry, such heterogeneous systems pose
challenges across the entire computing stack, from architecture and systems to security and
programming.

At architecture level, specialized memory and accelerator architectures have been pro-
posed to fulfill modern workloads’ requirements. These domain-specific architecture designs

result in distinct software performance behaviors [1], making it essential to understand their



architecture properties to better optimize application performance. However, the proprietary
nature of these designs presents a challenge, as industry vendors often keep the details of their
memory architecture confidential. This lack of transparency motivates our research to focus on
characterizing and modeling memory architectures to fill this knowledge gap.

We further observed that the memory architecture is moving toward a disaggregated and
heterogeneous system design, where discrete memory and processor units are interconnected
to work together. This approach is the key to sustaining performance growth for modern work-
loads. Traditional interconnection links like PCle, however, are struggling to meet the increasing
demands for higher bandwidth and lower latency in memory access required in modern applica-
tions. The Compute Express Link (CXL) emerges to address these challenges. By providing a
cache-coherent interconnect standard, CXL allows processors and memory devices to dynami-
cally share memory resources with considerably reduced latency. This motivates us to compose
heterogeneous systems and leverage their cache coherence to provide high performance while
maintaining programming compatibility.

Heterogeneous systems integrate various accelerators and memory architectures, thus
posing unique security challenges. Each type of architecture has distinct vulnerabilities, and when
combined, their interactions introduce new attack surfaces ranging from information leakage
to data disruption. Studying security in these systems is crucial for protecting sensitive data
processed through different architectures and ensuring the integrity of computations. This research
is increasingly important across various fields, such as Al, big data analysis, and cloud computing,
where the use of heterogeneous systems is growing.

Furthermore, current heterogeneous computing systems encounter programming chal-
lenges when incorporating new accelerators due to complexities at both system and programming
levels. Historically, accelerators have established unique protocols to exchange data and manage
tasks, relying on specialized operating system drivers and programming libraries. This leads to

considerable complexity when adopting diverse accelerators in a single application: Applications



must employ specialized code for accelerators while ensuring compatibility between them, and
the operating system must manage different drivers. Such programming and system requirements

significantly limit the broader adoption of new accelerators.

1.2 Contribution

This dissertation presents a full-stack approach to building systems across the computing
stack to support heterogeneous systems. We, at the architecture level, studied performance
characteristics of emerging memory architectures. This led to our system-level study integrating
diverse types of memory architectures on a large scale, facilitating training large AI models more
efficiently. These explorations revealed vulnerabilities in emerging memory architectures and
led to our development of architectural side-channel attacks and cross-stack defenses to secure
heterogeneous systems. To facilitate the adoption of such large-scale systems, we developed
a novel programming framework that unifies the programming interfaces for heterogeneous
systems. This research journey allowed us to rethink how to design new architectures, build

systems and programming techniques at a large scale, and secure the heterogeneous system stack.

1.2.1 Characterizing and Modeling Heterogeneous Memory Architecture

Chapter 2 presents a novel software framework [2] comprising a memory performance
profiler, LENS, and a heterogeneous memory architecture simulator, VANS. The profiler LENS
employs carefully crafted microbenchmarks to trigger specific hardware behaviors, resulting in
different latency and bandwidth patterns with different memory architecture properties. Through
the analysis of these performance patterns, we successfully reverse-engineered memory architec-
ture designs across the hierarchy, from CPU cache to main memory. Subsequently, we developed
a simulator VANS to model the architecture behaviors and performance across the memory hier-

archy. This framework enabled us to be the first to reverse engineer the architecture of emerging



non-volatile memory systems. This framework is generic, allowing for reverse-engineering and
simulation of multiple memory architectures with minimal adjustments, thereby facilitating future
memory architecture research and development. This research is recognized by IEEE MICRO
Top Picks [3] as one of the year’s 12 most influential architecture research papers.

Throughout this research, we observed that existing CPU-centric memory systems en-
counter scalability issues. New memories often have to sacrifice performance due to limitations
such as the CPU’s power supply capacity. This reduction in performance degrades the adoption of
new memory architectures. Looking ahead, we envision that emerging memory architectures will
increasingly be integrated into heterogeneous systems. In these systems, new memory devices
will be decoupled from the CPU memory bus, surpassing the current limitations and opening new
possibilities in memory architecture development. As such, we investigated the system support

for such heterogeneous designs.

1.2.2 Building Scalable Systems on Heterogeneous Architecture

Chapter 3 presents a heterogeneous system for machine learning framework to utilize
CXL [4]. Specifically, we were the first to build a CXL-based disaggregated memory architecture,
integrating it with GPUs to serve as an external memory pool. This initiative, supported by our
development in operating systems and programming frameworks, allowed for the efficient training
of large Al models with significantly fewer GPUs than conventional systems. This research
outlines the critical role of CXL in modern computing systems. It enables faster and more efficient
memory access and meets the diverse and growing requirements of modern applications such
as Al and big data analytics, where rapid and efficient memory access is crucial. Considering
the machine learning community is dealing with ever-growing Al model sizes that outpace GPU
memory expansion speed, deploying CXL-based heterogeneous architectures at scale would

significantly improve the performance and efficiency of machine learning workloads.



1.2.3 Attacking and Securing Heterogeneous Systems

Chapter 4 presents a software framework [5] to reverse engineer the design of memory
architecture across the entire memory stack. Our prior research observed that the memory system
organizes multiple memory architectures as a hierarchy and adds emerging memory as a new
level to fill the performance gap while maintaining compatibility. These added layers are prone to
architectural side-channel attacks that reveal sensitive information. To uncover and address such
vulnerabilities, we developed a memory security analysis framework, NVLeak [5], to reverse
engineer the architecture design of emerging memory to discover undocumented yet vulnerable
architecture components. By leveraging this framework, we were the first to demonstrate practical
attacks in an emerging memory system that break system security isolation boundaries, leaking

private encryption keys and full database storage.

1.2.4 Programming for the Future Heterogeneous Systems

Chapter 5 presents our effort on simplifying programming for heterogeneous systems
by rethinking the programming interface to abstract architectural details. We have observed
that programming multi-accelerator systems is akin to multi-threading programming of multi-
CPU systems. Multi-threading allows threads to handle specific aspects of an application’s
functionality and relies on CPU cache coherence to access shared code and system resources.
CXL and similar technologies enable cache-coherent interconnection across diverse accelerator
architectures, including CPUs, making a multi-threading programming model for heterogeneous
systems feasible. In this model, each accelerator runs an application thread, communicating with
others using standard multi-threading techniques like shared memory and locks. The code for
each accelerator thread is defined similarly to a CPU thread task, with transparent access to system
functionalities like filesystems without custom code. We explored a software-based language

runtime system based on WebAssembly that allocates application threads across different CXL-



connected accelerators to implement this. This further enables conventional multi-threading
programs, written initially for multi-CPU systems, to use the multi-accelerator heterogeneous
system without modifications. Taking this idea further, we envision the future of heterogeneous
programming unified in a standard, well-established programming model such as multi-threading

programming, thus alleviating the programming complexities in current heterogeneous systems.



Chapter 2

Characterizing and Modeling

Heterogeneous Memory Architecture

2.1 Introduction

Non-volatile RAMs (NVRAMs) [6-8] have been envisioned as a new tier of memory
in server systems, offering comparable performance to DRAM with the durability property of
storage devices [1, 9-12]. Seeing the great value, a large body of prior studies investigated how to
exploit NVRAM to benefit future computer systems. Yet only recently has the first server-grade
NVRAM DIMM product come to market, namely Intel Optane DC Persistent Memory (aka.
Optane DIMM) [13].

The latest characterization studies [1, 14-18] exposed substantial discrepant performance
characteristics compared to what we thought before the real products were released. For in-
stance, Figure 2.1 compares results of the widely-used Persistent Memory Emulation Platform
(PMEP) [19] and our Optane DIMM server measurement (denoted as Optane) on single-thread
read and write bandwidth (Figure 2.1a) and latency per cache line (CL) access (Figure 2.1b)

with a pointer chasing microbenchmark. The microbenchmark randomly accesses a contiguous
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Figure 2.1: Comparison between PMEP [19] emulation and Optane DIMM-based real machine
measurement. Store-clwb are writes followed by clwb cache write-back instructions [20];
store-nt are non-temporal writes [20].

data region with fixed 64B objects. By varying the data region size from 64B to 256MB, we
observe a clear inconsistency between the emulation and real-system results (discussed in detail
in Section 2.2.2). Other previous NVRAM emulators and simulators also generate different
performance characteristics compared to real-machine results, as discussed in Section 2.2 and
Section 2.3. As such, previous NVRAM emulation and simulation tools are insufficient to model
modern real NVRAM systems.

Moreover, Intel’s announcement [13] mentions that the Optane DIMM adopts an on-
DIMM buffer structure, although without further details. The Optane curve in Figure 2.1b also
shows buffer effects at the sizes of 16KB and 16MB, respectively. Both indicate that Optane
DIMM adopts a much more complex microarchitecture design than conventional DRAM DIMMs.
However, most of the existing Optane DIMM studies focused on systems-level performance
profiling and system software design [14, 16, 17, 21, 22], without detailed investigation on
microarchitecture. Furthermore, the existing architecture- and system-level performance profiling
tools are designed for DRAM-based memories, inefficient in investigating the architectural
structure details of real NVRAM systems as compared in Table 2.1.

Our goal in this paper is to facilitate research on architecture and systems design of

NVRAM-based memory systems by (1) investigating detailed performance and microarchitecture



characteristics of Optane DIMM, (2) designing a generic architecture-level performance profiling
and reverse engineering framework, which identifies the key architectural and performance
characteristics of NVRAM systems, and (3) developing a memory simulator that models the
microarchitecture designs of modern NVRAM DIMMs. To achieve our goal, we make the

following technical contributions:

e Profiling and reverse engineering framework. We design a Low-level profilEr for
Non-volatile memory Systems (LENS), which consists of a set of profiling tools and
microbenchmarks to analyze the architectural and performance characteristics of NVRAM-
based memory systems. LENS is designed as a Linux kernel module. It exposes detailed
architectural characteristics of memory systems, such as on-DIMM buffer size and hierarchy,

queuing scheme, and the access granularity of each component.

e Real-system characterization. We employ LENS to perform a comprehensive architecture
and performance analysis on Optane DIMM-based servers. Using LENS, our profiling

reveals a detailed picture of the Optane DIMM microarchitecture.

e NVRAM simulator. We develop a Validated cycle-Accurate NVRAM Simulator (VANS),
which models NVRAM-based memory system architecture designs based on our char-
acterization. We validate VANS against extensive Optane DIMM-based real-machine
profiling. VANS adopts a flexible modular design, which allows users to explore a design
space with various architecture designs and extend the simulator to model other NVRAM

microarchitecture designs.

e Case studies. We employ VANS to evaluate two architecture optimizations on Optane
DIMM, Lazy cache and Pre-translation, which address Optane DIMM-based memory

system performance inefficiencies in cloud workloads identified by LENS.



2.2 Background and Motivation

Overview of Our Motivation. Recent Optane DIMM profiling [1, 14—-18] shows different
performance characteristics compared to many previous NVRAM studies [23-28]. However, most
of the Optane DIMM studies focus on system-level performance analysis and system software
design. Industrial documents indicate that the memory controllers and Optane DIMMs adopt more
complex microarchitecture designs than conventional DRAM DIMM-based memory systems, but
without many of the details. These challenges motivate us to explore microarchitecture design

and memory system modeling based on real NVRAM products.

2.2.1 Optane DIMM-based Server Systems

Server System Organization. Figure 2.2 illustrates an example of Optane DIMM-based server
systems. Optane DIMMs — denoted as NVRAMs — sit on the memory bus along with DRAM
DIMMs. They are controlled by the processor’s integrated memory controllers (iMCs). Intel’s
Cascade Lake is the first microarchitecture to support Optane DIMM [29]. Specifically, our server
systems adopt one or two processor dies in each CPU socket. Each processor die has two iMCs,
and each iMC supports three memory channels. Each channel is configurable to have zero or one

Optane DIMM.

Operation Modes. Optane DIMMs operate in one of two modes: Memory Mode or App
Direct Mode. The Memory Mode does not support data persistence. Each memory channel
incorporates an Optane DIMM and a DRAM DIMM; the DRAM serves as a data cache for
the Optane DIMM. In App Direct Mode, the Optane DIMMs are used as persistent memory,
which unifies the fast access interface of memory with the persistence property of storage [27,
30]. For example, programmers can directly issue load/store instructions to access in-memory
data structures while NVRAM system software and hardware ensure that the data structures are

recoverable in the face of system crashes and power loss [23, 31].
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Figure 2.2: Optane DIMM-based system configurations.

Table 2.1: Comparison of profiling tools.

Tools Basic On-DIMM bufter Long tail-latency”
Latency Bandwidth Addr mapping Size Granularity Hierarchy Frequency Granularity
MLC [34] 4 v X X X X X X
perf [35] v v X X X X X X
DRAMA [36] v X Partial X X X X X
LENS (our design) v v Partial v v v v v

" Long write latency during repeated writes to the same memory area.

Known Architecture Components. Industrial documents disclose several architectural design
components related to Optane DIMM [13, 32, 33]; but most of the descriptions do not provide
the details as identified by our study (Figure 2.4). To ensure data persistence, each iMC maintains
a write pending queue (WPQ) and a read pending queue (RPQ) for Optane DIMMs; the WPQs
belong to the asynchronous DRAM refresh (ADR) domain [32]. CPU ensures that the data
reaches the ADR domain is persisted during power outage. Optane DIMMs support CPU cache
line granularity access. The current implementation adopts 3D-Xpoint chips as NVRAM media
with a 256-byte access granularity [33]. In addition, each Optane DIMM maintains buffers
inside the DIMM controller; sub-256-byte write accesses will trigger a read-modify-write (RMW)

procedure in the buffers [13].
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2.2.2 Performance Discrepancy

Many previous NVRAM studies perform experiments using NVRAM emulators and
simulators, which assume that NVRAM performs like a slower DRAM. For instance, widely-used
NVRAM emulators PMEP [19] and Quartz [37] model NVRAM systems by stalling the CPU
for additional cycles (estimated as the cycles that the CPU would have to wait if DRAM is
replaced by a slower NVRAM) and throttling bandwidth. Other studies simply inject delays in
software codes to emulate NVRAM'’s slower writes relative to DRAM [31, 38]. However, Optane
DIMM characterization [1, 14—-18] demonstrates that real NVRAM systems have much more
complex performance behaviors than conventional DRAM systems. As an example, Figure 2.1
shows our experiments that illustrate two observations on the performance discrepancy. First,
Figure 2.1a shows that PMEP models both load and store bandwidth higher than the bandwidth of
non-temporal stores (store-nt). However, with Optane DIMM, using non-temporal stores lead to
a higher bandwidth than the others. Second, PMEP maintains a stable latency per cache line read,
as shown in Figure 2.1b. If Optane DIMM were a slower DRAM, the curve would appear stable
with a similar shape as the PMEP curve. However, Optane DIMM read latency increases with
the growth of the pointer chasing region size, showing three clear segments in the curve. Both
observations show that the real NVRAM system is not simply a slower DRAM DIMM-based

system.

2.2.3 Inefficient NVRAM Simulation Models

Previous memory simulators, such as DRAMSim2 [39] and Ramulator [40], model
memory architecture based on conventional DRAM systems. We find that these simulation
models fail to accurately match the performance behaviors of Optane DIMM, as demonstrated
in Figure 2.3. In Figure 2.3a, we compare the load/store bandwidth and latency of various

memory simulators with Optane DIMM. The average accuracy is evaluated as the arithmetic
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mean of accuracies under experiments with different access sizes. Figure 2.3a shows a large
mismatch of bandwidth and latency characteristics between simulation and our real-system
profiling. Figure 2.3b shows the same experiment as in Figure 2.1b, performed by Ramulator
simulation. Similar to PMEP results, the simulated read latency appears to be stable, whereas

Optane DIMM system profiling shows an increasing latency with larger pointer chasing regions.
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Figure 2.3: Comparison between memory simulators and Optane DIMM system profiling. (a)
Simulator average accuracy wrt. Optane DIMM load/store bandwidth (bw-Id and bw-st) and
latency (lat-Id and lat-st). (b) Comparison between Ramulator and Optane DIMM on read
latency per cache line with the pointer chasing test.

2.2.4 Insufficient Profiling Tools

In order to develop a memory simulator that models the sophisticated performance
behavior and microarchitecture of real NVRAM systems, we need to collect sufficient information
about detailed performance characteristics. This requires a comprehensive architecture-level
memory system profiling. Most previous performance profiling tools focus on investigating
basic memory system performance characteristics, such as latency, bandwidth, and access counts.
Beyond these characteristics, DRAMA [36] examines certain address mapping schemes. However,
as illustrated in Table 2.1, none of the widely-used performance profiling tools allows us to analyze

detailed on-DIMM buffering and management schemes of Optane DIMM.
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2.3 LENS: Low-level NVRAM Profiler

To address the challenge of insufficient profiling tools, we propose a Low-level profilEr
for Non-volatile memory System (LENS). LENS consists of a set of NVRAM profiling tools and
low-level microbenchmarks. With detailed performance profiling, LENS also allows us to reverse
engineer the microarchitectural design of NVRAM systems with on-DIMM buffers and various
control schemes. In this paper, we use LENS to profile the detailed architecture design of Optane

DIMM, discussed in Section 2.3.2.

2.3.1 LENS Framework

LENS adopts three key components — probers — to examine the following three aspects of

NVRAM architecture design, respectively.

e Buffer prober — Analyzes on-DIMM buffers’ architecture and their properties, including

buffer (or queue) hierarchy, capacity, and access granularity.

e Policy prober — Analyzes NVRAM control policies on data migration and multi-DIMM

interleaving.

e Performance prober — Facilitates the above two probers to analyze performance character-
istics, including memory bandwidth and the access latency of various buffers and queues in

NVRAM DIMMs and iMCs.

Each prober employs customized microbenchmarks to trigger specific hardware behaviors, which
leads to different latency and bandwidth patterns with different memory architecture properties
(Table 2.2). By analyzing the performance patterns, we identify the corresponding microarchitec-

ture properties and parameters.
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Table 2.2: LENS overview.

| Prober | Microbenchmark | Hardware Behavior | Microarchitecture

PtrChasing (64B block) Buffer overflow Buffer size

Buffer | PtrChasing (various block) | R/W amplification Buffer entry size
Read-after-write Data fast-forwarding | Buffer hierarchy
Sequential/Strided write Interleaving speedup | Interleaving scheme

Policy | Overwrite (256B region) Data migration Migration latency
Overwrite (various region) | Data migration Migration block size

Perf. Strided write Stable amplification | Internal bandwidth
N/A N/A Internal latency

Microbenchmarks. LENS provides three microbenchmarks: pointer chasing, overwrite, and
stride.

Pointer chasing is a random memory access benchmark: it divides a contiguous memory
region — referred to as a pointer chasing region (PC-Region) — into equal-sized blocks (PC-
Blocks); it reads/writes all PC-Blocks in a PC-Region in random order, and sequentially accesses
data within each PC-Block. In order to bypass CPU caches, while still generating cacheline-
sized memory accesses, all pointer chasing tests are implemented using non-temporal AVX512
load/store instructions. Pointer chasing has three variants to detect various buffer architecture
characteristics: (1) collecting average latency per cache line with a fixed PC-Block size across
various PC-Region sizes, (2) quantifying read and write amplification by using a fixed PC-Region
size, while varying the size of PC-Block, (3) issuing read-after-write requests, which issue writes
in a pointer chasing order, followed by reads in the same order.

Overwrite repeatedly generates sequential writes to a fixed memory region, and then
measures the execution time of each iteration. It has two variants: (1) collecting the execution
time of each write iteration with a fixed memory region size, (2) measuring the frequency of long
tail-latency by changing the memory region size.

Stride sequentially reads or writes to a set of stride cache lines with a fixed striding
distance. It has two variants: (1) measuring bandwidth by using a fixed striding distance and

increasing the access size, (2) characterizing multi-DIMM interleaving by a fixed total access
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size and a variable striding distance.

Buffer Prober detects the on-DIMM buffer capacity, entry size, and organization, by measuring
the latency change caused by buffer overflow and read/write amplification.

To identify the buffer capacity, the buffer prober runs the pointer chasing microbenchmark
with fix-sized objects (PC-Block). The prober measures the average read/write latency by scanning
through various pointer chasing region (PC-Region) sizes. Once a PC-region is sufficiently large
to overflow a buffer, the prober will detect a rapid increase in read/write latency, e.g., the inflection
point of the Optane latency curve at the 16KB region size in Figure 2.3b. As such, we estimate
that the buffer capacity equals to the PC-Region size corresponding to the inflection point in the
latency curve.

The prober also examines buffer organization by answering two questions: (i) How many
levels in the buffers? (ii) If there are multiple levels of buffers, are they organized as a multi-level
inclusive hierarchy or multiple independent buffers? We answer question (i) by analyzing the
aforementioned buffer overflow results: the number of the inflection points in a latency curve
indicates the number of buffers with different capacities. In fact, we identify that Optane DIMMs
adopt multiple levels of on-DIMM buffers by inducing multiple overflows under different PC-
Region sizes (Section 2.3.3). To answer question (ii), the prober measures the data fast-forward
effect — the effect of reading the existing dirty data in a buffer before it is written back to the
underlying memory or the next level of buffer — by a pointer chasing read-after-write (RaW)
test. Independent buffers can fast-forward data from each buffer in parallel. Therefore, the RaW
latency is shorter than the sum of independently collected read latency and write latency. A
multi-level inclusive buffer hierarchy does not have such a parallel data fast-forward behavior.

To identify the buffer entry size, the prober evaluates the read/write amplification —
measured as a ratio of actually read/written data size to the requested data size. For example,

let’s consider a buffer with 256B entries, where a read request of 64B will read 256B into
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the buffer, leading to a read amplification of 4. As one memory bus transfer has a fixed size
with a fixed latency, a read/write amplification will result in more bus transfers detected as a
latency increase. In practice, the buffer prober identifies the entry size of various buffers by a
series of pointer chasing tests with different PC-Block sizes. Once the read/write amplification
drops to one, that PC-Block size is considered as the buffer entry size. We observe that Optane
DIMMs adopt different entry sizes in different levels of buffers (Section 2.3.3). Due to the lack
of hardware counters we can access on Optane DIMM machines, we indirectly evaluate the
read/write amplification by deriving an “amplification score”. It is calculated as the ratio of
latency of the buffer overflow case to the non-overflow case. As such, the amplification score

drops to one if and only if the actual amplification drops to one.

Policy Prober investigates NVRAM control policies, including data migration (e.g., for wear-
leveling) and multi-DIMM interleaving policy. Typical NVRAM wear-leveling schemes migrate
data from one NVRAM media location to another to maintain evenly distributed wear out. The
prober detects the frequency, granularity, and latency overhead of such data migration procedures.

To detect the migration frequency and latency, the prober employs the overwrite mi-
crobenchmark to constantly write 256B regions and measures the latency of each 256B write.
Once a migration occurs in this region, e.g., triggered by a wear-leveling algorithm, the subse-
quent writes cannot be issued until the migration completes. As a result, the latency of a write
delayed by a migration is over a magnitude higher than a normal write, showing as a tail latency.
The prober estimates the migration latency to be equal to the elevated tail latency. In addition,
the prober also collects the time intervals between two consecutive migrations to calculate the
migration frequency.

To detect the migration granularity, the prober performs overwrite tests on regions of
various sizes and collects the frequency of migration. Once the region size is sufficiently large to

cross over two migration blocks, the frequency will drop. Therefore, we identify the migration
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granularity as the overwrite region size that leads to a frequency drop.

The policy prober also examines the multi-DIMM interleaving behavior, which is an
address mapping mechanism to achieve higher bandwidth by spreading data among different
DIMMs. To detect such an interleaving scheme in an NVRAM design, the prober measures the
speedup of sequential and strided writes on NVRAM DIMMs. Compared to non-interleaved
DIMMs, interleaved DIMMs result in lower execution time with same-sized sequential writes
(Figure 2.7a). The prober also identifies the interleaving granularity (the size of the maximum
continuous memory block assigned to each DIMM) by detecting the repeated pattern in sequential

and strided writes execution time on interleaved NVRAM:s.

Performance Prober facilitates the analysis of the other two probers to measure the device
bandwidth and latency for on-DIMM architecture components. The performance prober measures
the read bandwidth of a buffer by a stride read experiment, with a stride size equals to the buffer
entry size. Each buffer entry is read exactly once to prevent the impact of an upper-level buffer
on the bandwidth. To measure the latency of accessing a buffer, the prober takes pointer chasing
latency results from the buffer prober and then estimates the buffer miss rate based on the buffer
size and access granularity. Then, the prober calculates the buffer latency as a function of pointer

chasing latency and buffer miss rate.

LENS Implementation. =~ We build LENS as a Linux kernel module to avoid the overhead
of switching between user and kernel spaces. We implement all our microbenchmarks in as-
sembly language to enforce a well-controlled memory access behavior. We also disable process

preemption and hardware prefetchers to avoid noises on probing results.
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Table 2.3: Server hardware configuration.

Intel Cascade Lake engineering sample

CPU 24 Cores per socket, 2.2 GHz

2 sockets, HyperThreading off

L1 Cache | 32KB 8-way I$, 32KB 8-way D$, private

L2 Cache | IMB, 16-way, private

L3 Cache | 33MB, 11-way, shared

L1D 4-way 64 entries, L11 8-way 128 entries

LB STLB 12-way 1536 entries

DDR4, 32GB, 2666MHz,
DRAM 2 sockets, 6 channels per socket
NVRAM Intel Optane DIMM, 256 GB, 2666 MHz

2 sockets, 6 channels per socket

2.3.2 Optane DIMM System Characterization

We employ LENS to characterize the architecture details of a real server memory system

with Optane DIMMs.

Real System Configuration. Table 2.3 lists our server hardware configuration. We set the
Optane DIMMs to App Direct mode and use a customized Linux v4.13 kernel that supports
App Direct mode. We use the —ipmctl— tool [41] to configure these Optane DIMMs in non-
interleaved mode; we also employ the —ndctl— tool [42] to create a Linux —pmem— device on
a single Optane DIMM from the local NUMA domain. LENS creates a dummy filesystem on
the —pmem— device and performs experiments in the kernel space. We set the Model Specific
Register (MSR) Ox1a4 to Oxf to disable the following CPU cache prefetchers to avoid noises in
profiling [43]: L2 hardware prefetcher, L2 adjacent cache line prefetcher, DCU prefetcher, and
DCU IP prefetcher. We run our experiments for over 500 times and show average profiling results

with error envelopes/bars (some error envelopes may be too narrow to be visible in the figures).

Overview of Our Characterization and Observations.  Figure 2.4 shows an overview of our

real-machine characterization. Each prober identifies certain memory system architecture and
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performance characteristics, as illustrated by arrows in the graph. Figure 2.8 shows details of
the Optane DIMM microarchitecture identified by our characterization. We identified the write-
pending-queue (WPQ) size and multi-DIMM interleaving scheme in iMC. We also identified two
on-DIMM buffers, a 16KB SRAM-based read-modify-write (RMW) buffer and a 16MB DRAM-
based address indirection translation (AIT) [44] buffer, with 256B and 4KB access granularity,
respectively. We find that these two buffers are organized as a two-level inclusive buffer hierarchy
rather than independent buffers. We also identified the size of a load-store-queue (LSQ) [45],
which reorders the incoming requests to perform write combining. Finally, we identified a long
tail-latency effect, which may be caused by wear-leveling data migration. We present details of

our characterization results and observations in Section 2.3.3 and Section 2.3.4.

The Existence of the Architecture Components. Industrial articles revealed the existence
of several aforementioned components, as described in Section 2.2.1. In addition, Intel’s an-
nouncement [13, 45] declared that transactions could be re-ordered in Optane DIMM, indicating
an on-DIMM reorder queue, which we refer to as LSQ. Optane DIMM is also believed to have
on-DIMM SRAM and DDR4 DRAM modules [46]. However, these articles do not provide
detailed information about these components, such as size, access granularity, management
policy, and latency. We employ LENS to profile these parameters and identify other architecture

components.

Profiling Results Confirmation. = We confirmed as much of our profiling results as possible
with the vendor, including our bandwidth profiling, idle latency of sequential and random accesses,

and load latency across various access granularities.
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2.3.3 On-DIMM Buffer Analysis

We run the LENS buffer and performance probers to profile the on-DIMM buffer architec-

ture design.

Buffer Capacity. Figure 2.5 shows LENS buffer prober results. Figure 2.5a and Figure 2.5b
show a pointer chasing read/write test with various PC-Block and PC-Region sizes. The exper-
iments measure latency per cache line (CL) access. The shape of the curves exposes the read
requests overflow points at I6KB and 16MB, where the read latency drastically changes. This
indicates that the Optane DIMM has two levels of read buffers, one 16KB and the other 16MB.
Figure 2.5a also shows that the write curve (denoted by s¢) has two overflow points at 512B and
4KB, respectively. This indicates that the memory has two write buffers, namely WPQ and LSQ,
of two distinct capacities. Note that the L2 TLB of our server machine has 1536 entries, which
can store the address translation of up to 4KB x 1536, i.e., 6MB, of data. However, Figure 2.5a
shows that the read latency significantly increases at 16MB instead of 6MB, ruling out that this
happens due to L2 TLB misses. Furthermore, we track L2 TLB misses for the load test. As
shown in Figure 2.5d, the L2 TLB miss rate remains stable without significant change at 16KB
and 16MB access regions. Therefore, we conclude that L2 TLB misses are not the main reason

for the sudden latency increases in Figure 2.5a.
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We refer to the 16MB buffer as AIT Buffer. Because its read latency is approximately
100ns as shown in Figure 2.5a, it is likely to locate inside the on-DIMM DRAM, where AIT
resides [13, 44]. We believe that the 512B buffer is WPQ [32], given its small size; the 4KB

buffer is an on-DIMM LSQ that reorders the read/write requests [45].

Access Granularity.  Figure 2.6a shows our read amplification tests. Our results indicate
that the RMW Buffer and AIT Buffer adopt 256B and 4KB access granularities, respectively.
Figure 2.6b shows our buffer write amplification tests. It demonstrates that the two write queues,
WPQ and LSQ, adopt 512B and 256B granularities, respectively. As a result, a mfence will cause
the WPQ to flush in total 512B data; the LSQ combines 64B writes into 256B in order to reduce

RMW operations.

Buffer Hierarchy Organization. Figure 2.5c shows our read-after-write (RaW) experiment
to characterize the buffer hierarchy organization. Figure 2.5¢ indicates that RMW Buffer and
AIT Buffer form a two-level inclusive hierarchy — if they were independent from each other, they
would have demonstrated a RaW latency speedup at 1I6MB by fast-forwarding data in parallel.
They do not appear to be exclusive either, because they adopt different access granularities and
entry sizes.

Figure 2.5c also demonstrates that the read-after-write latency (denoted as RaW) is
significantly higher than the total latency of performing individual reads and writes (denoted as
R+W) for small PC-Regions. The key reasons are small-sized RaW requests (i) trigger frequent
memory bus redirection [47] and (ii) under-utilize the WPQ and LSQ capacity. Therefore, due to
the identified architectural design, small-sized requests in Optane DIMMs tend to perform better
with pure reads and writes than with mixed read and write access patterns. In addition, the high
RaW latency with small PC-Region sizes also indicates that mfence flushes the LSQ, because:
(i) RaW latency reduces when the PC-Region size increases; (ii) RaW latency equals the R+W

latency when the PC-Region size reaches 4KB, the size of the LSQ.

23



. = 1 DIMM = 6 DIMMs
\(3/15
(D)
E10¢
5
et 5-
3
o
X . . , .
w 0
64 4 K 8 K 12 K 16 K

Access region size (byte)
(a) Execution time of sequential write test.

0.06

0.04

0.02

0.00 k- . \ .
256 1K 8 K 64 K

Access region size (byte)
(c) Ratio of long tail latency with various overwrite
granularities.

512 K

Ratio of long tail lat (%o)

o
<
o

10.0 |

=
o

Tail latency (us)

o
[}

0 100 k 200 k
Overwrite iteration
(b) Tail latency in overwrite test. Each iteration is

one 256B write.

(%]

1S

5 200 k

o

A

= 100 k |

o

>

] N PO R

0 30 60 90
Time (ms)

(d) L2 TLB miss per millisecond in the overwrite
test of (b).

Figure 2.7: LENS policy prober tests on Optane DIMM.

CORE Controller
regs On-DIMM Read-Modify-Write Buffer Addr Indirection Table
LLC Load/Store Queue dr Wear vedia
/] = m Translation| Leveling Load/Store
non-temporal = j Store - —
clwb store P = ADDR DATA STATE ( DRAM Controller )
a Load 1CL 0x0000 store rmw + faton
o : St
———
weo [ | W~ = Store 4cL 00200 load cold
Write Pendin = .
; 5 paddr wear lev maddr 8- tso (]
Queue caches <
write requests L 0x3|=oo_ store comb H | ROPQ -:D
d/St requests L ] i
to NVRAM reorder, write Per-request state machines, sync with [ ivedia n queuel RSSO |
Mem ctrl (ivc) Sonenind AIT states On-DIMM DRAM

Figure 2.8: VANS overview.

2.3.4 Policy Analysis

We run LENS policy and performance probers to profile Optane DIMM management

schemes.

Multi-DIMM Interleaving Analysis. Figure 2.7a shows a multi-DIMM interleaving policy

analysis. LENS measures the execution time of various sized sequential writes on interleaved and



non-interleaved DIMMs, respectively. In the interleaved experiment, the first 4KB has a similar
execution time as in the non-interleaved case, indicating that the first 4KB is written to a single
DIMM. We also observe a repeated execution time pattern every 4KB, indicating that different
4KB data writes are directed to different DIMMs. These observations indicate a 4KB granularity
for multi-DIMM interleaving. We consider the reason for the interleaving granularity is to fully

utilize the 4KB sized LSQ and 4KB entries in AIT Buffer.

Tail Latency Analysis. Figure 2.7b shows the overwrite experiment for tail latency analysis.
The policy prober constantly writes data to the same 256B memory region, and measures the
latency of each 256B write. We observe a long tail latency every ~ 14, 000 write iterations (i.e.,
every 3.4MB for 256B overwrite test), which incurs over 100 x latency penalty on average. We
do not observe similar trends on DRAM. Moreover, L2 TLB miss rate remains stable in the
overwrite experiment as shown in Figure 2.7d. Therefore, we consider wear-leveling as a major
contributor to the tail latency.

To study the size of the blocks that wear-leveling tracks, we increase the size of the
overwrite test region and count the frequency of the long tail latency. Each test writes the
same amount of data to NVRAM. As shown in Figure 2.7c¢, the frequency of long tail latency
dramatically drops, once we overwrite on 64KB or larger memory regions. This indicates that a

possible block size for wear-leveling is 64KB.

2.4 VANS: Validated NVRAM Simulator

Based on our profiling observations, we build Validated cycle-Accurate NVRAM Simulator
(VANS) that models Optane DIMM’s microarchitectural design and its parameters. Figure 2.8
depicts an overview of VANS (CPU core and LLC are not part of VANS). We adopt a modular
implementation by decoupling the architecture’s modules as much as possible, in order to allow

users to modify or extend the simulator with various architectural designs. VANS also offers an
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interface to be attached to full-system simulators, such as gem5 [48].

Because no publicly available formal verification tool exists for NVRAM DIMMs, we
validate VANS’s accuracy by comparing the simulated bandwidth, load and store latency, and
various SPEC CPU benchmarks performance results with Optane DIMM real-system profiling.
In addition, the on-DIMM DRAM model is verified by Micron’s verification model [49] and

Cadence toolchain [50].

2.4.1 Simulation Model Design

VANS models both released Optane DIMM hardware components (e.g., WPQ in iMC) and
undocumented microarchitectural components (e.g., LSQ, multi-level buffers). The iMC in VANS
supports multi-DIMM control, which controls multiple DRAM and NVRAM DIMMs to provide
both Memory and App Direct modes. We implement the WPQ in iMC with Asynchronized
DRAM Refresh (ADR). The NVRAM DIMM model consists of an LSQ, an RMW Buffer, and
an AIT. The LSQ serves as the highest-level storage in the DIMM, directly queuing load/store
requests from the iMC. During each scheduling epoch, the LSQ performs write combining to
reduce the number of read-modify-write operations.

The RMW Buffer receives read and write requests from the LSQ, and accesses the AIT
Buffer at certain granularity (by default 256B based on our Optane DIMM analysis). The RMW
Buffer performs read-modify-write operations if write requests are smaller than 256B. We place
this buffer in SRAM, based on our Optane DIMM profiling. The AIT consists of a translation
table and a data buffer (AIT Buffer). The translation table stores the records of CPU address to
media address translation. It also stores the media wear-leveling records in each table entry. If
one media block is wearing out, AIT stalls the inflight CPU writes to this block, migrates the
data into another media block, updates the translation record, and then resumes the CPU write.
The AIT Buffer stores data from the media to accommodate read and write requests from RMW

Buffer. We place the AIT table and buffer in the on-DIMM DRAM, based on our Optane DIMM

26



profiling.

VANS adopts a first-come-first-serve scheduling policy by default inside the NVRAM,
based on our Optane DIMM profiling. In addition, on the DIMMs, both RMW and AIT buffers
maintain a state machine for each buffer entry running in parallel. The RMW Buffer issues
FIFO requests to the AIT Buffer. The AIT Buffer issues FIFO requests to the NVRAM media.
The scheduling policy can be modified by users to adapt to other NVRAM DIMM devices
(Section 2.4.5).

The iMC and the NVRAM DIMM communicate by a request/grant scheme [45]: for
example, when the iMC needs to read a cache line from NVRAM DIMM, it sends a cache line
read request and waits for NVRAM DIMM'’s response. When the NVRAM DIMM finishes
fetching this cache line into the RMW Buffer, it notifies the iMC by sending a data-is-ready signal
and requests an entry in the iMC’s read pending queue (RPQ). It then sends data to the RPQ, after
the iMC allocates the space for it.

Optane DIMM adopts an unpublished DDR-T protocol, which extends DDR4 with
persistence-related commands. Therefore, we model the on-DIMM DRAM timing based on the

DDR4 protocol.

2.4.2 DRAM Model Verification

To verify our DRAM model, we first catch memory traces from SPEC2006 and SPEC2017
benchmarks listed in Table 2.4; these traces are fed into VANS to obtain internal DRAM command
traces. Then, we employ Micron’s DDR4 verification model [49] with Cadence toolchain [50] to
test these command traces. The results demonstrate that our model does not generate any illegal

DDR4 command, showing that our on-DIMM DRAM model complies with DDR4 specification.
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2.4.3 Validation with Microbenchmarks

We use microbenchmarks to validate the accuracy of VANS’s architecture model. We

catch memory traces of LENS microbenchmarks and feed them into VANS. We run VANS alone
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Figure 2.10: Sensitivity study of memory configurations.

in trace mode' and compare the simulated load/store latency, bandwidth, and read amplification
with Optane DIMM-based real-machine results. Overall, our evaluation shows that VANS
achieves an average 86.5% accuracy across four metrics (Figure 2.9¢). Figure 2.9 (a-d) shows
various performance curves generated by simulation and real-system profiling.

Figure 2.9a shows the load and store latency of the pointer chasing microbenchmark
across different access region sizes with single-DIMM configuration. The store latency curves of
VANS match the curves of real-system profiling well with a difference lower than 10% across
all the access region sizes. The reason for the deviation of store latency at access region sizes
smaller than 4KB (31.54%) is that small-sized write tests do not overflow the NVRAM buffers or
queues on the real machine. Therefore, the store latency collected from real machine experiments
is dominated by CPU on-core latency (e.g., the latency of executing —mfence—), which is not
evaluated by this set of simulations without attaching a CPU model.

Figure 2.9b shows the pointer chasing latency of six DIMMs with interleaved configura-
tion. We apply the 4KB-based interleaving scheme in VANS. Figure 2.9b shows an average 12%
difference between simulation and real machine profiling.

Figure 2.9¢ validates the RMW Buffer read amplification in pointer chasing. We employ

Intel’s in-house performance profile tool to investigate Optane DIMM’s read amplification in

'We run VANS alone without gem5, because gem5 does not support the non-temporal AVX512 instructions in
the microbenchmarks.
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RMW Buffer. We compare the results with the corresponding statistics generated by VANS. The
difference across the curves is within 9%. Due to the limitation of Intel’s profiling tool, we cannot
compare other hardware counters.

Figure 2.9d shows the tail latency for a 256B overwrite test. Each “iteration” performs a
256B write to a single NVRAM DIMM. The simulation matches the real-machine profiling in
terms of tail latency length and interval.

We validate VANS accuracy with 4GB DIMM capacity (i.e., 4GB NVRAM media size),
with a 256GB Optane DIMM media size. To study the impact of media size, we investigate
pointer chasing benchmark on VANS with different media sizes (buffer and queue sizes remain
unchanged). Figure 2.10a compares VANS-1d and VANS-st curves in Figure 2.9a (noted as 1d and
st in Figure 2.10a) with curves generated by various NVRAM media capacities. Media capacity
does not affect the latency curves, because the media latency is hidden by on-DIMM buffers and
queues. Figure 2.10b shows a sensitivity study on the number of DIMMs. With more DIMMs,
the buffering effect on load latency is postponed, and the store latency reduces once memory

access overflows the WPQ.
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Table 2.4: Evaluated SPEC CPU benchmarks.

SPEC | Workload | LLC MPKI | Footprint
gcc 2.9 1.2 GB
mcf 27.1 9.1 GB

sjeng 2.7 0.63 GB
libquantum 34 2.3GB

2006 omnetpp 2.1 1.4 GB

cactusADM 2.0 2.2GB
Ibm 7.7 29GB
wrf 24 1.0 GB
gcc 21.5 1.1 GB
mcf 26.3 8.7 GB
2017 omnetpp 2.1 0.96 GB
deepsjeng 2.5 0.58 GB
XZ 2.7 1.8 GB

2.4.4 Validation with SPEC CPU Benchmarks

To further validate VANS, we compare VANS+gem5 full system simulation with real-

machine profiling on SPEC CPU benchmarks [51, 52].

Benchmarks. We employ SPEC CPU 2006 [51] and 2017 [52] benchmark suites in our
experiments. We first run all SPEC CPU benchmarks in speed mode on the Optane DIMM-based
server machine. We use Linux perf [35] and Intel’s Emon [53] tools to profile each benchmark.
Based on the profiling, we select the memory-intensive workloads that have at least two last-level
cache (LLC) misses per thousand instructions (MPKI) for the rest of our experiments. Table 2.4

shows the selected benchmarks, as well as their LLC MPKI statistics and main memory footprints.

Simulator and Real Machine Configurations. = We attach VANS to gem5 to conduct full
system simulations. We modify gem5 to model the Cascade Lake microarchitecture [54] that we
adopt in our server machine. Table 2.5 shows the details of our server machine configurations.
We perform two sets of experiments on the server with (1) pure DDR4 DRAM DIMM main

memory and (2) Optane DIMM-based NVRAM main memory, respectively. The Optane DIMMs
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Table 2.5: Simulated system configuration.

CPU
Core 4 cores, out-of-order, 2.2GHz
ROB-SQ-LQ 224-56-72 entries
L1 Cache I$ 32KB 8-way, D$ 32KB 8-way, private
L2 Cache IMB, 16-way, private
L3 Cache 32MB, 16-way, shared
TLB L1I 128 entries 8-way, L1D 64 entries 4-way

L2TLB 1536 entries (1024 d-entries, 512 i-entries)
WPQ 512B
DRAM Main Memory
Configuration DDR4 2666MHz 4-channel, 4GB/channel
Timing tCAS(19) tRCD(19) tRP(19) tRAS(43)
NVRAM Main Memory

Configuration 2666MHz 6-channel, 4GB/channel
Interleaving 4KB interleaving
LSQ 64 entries, 64B line
RMW Buffer 64 entries, 256B line
AIT Buffer 4096 entries, 4KB line

Internal DRAM | 512MB DDR4 2666MHz
Operation Mode | AppDirect

Software

Linux Kernel v5.1.15
GNU gce vo.1

operate in Memory mode and are exposed as NUMA nodes [55]. Each workload is binded to a
local Optane NUMA node. Our full system simulation adopts the same system configurations.
The experiments on the DRAM-based server are used to evaluate the accuracy of our gem5
modification. To this end, we ensure the accuracy of the DRAM timing simulation attached to
gemS by modifying VANS to simulate DDR4 DIMMs with a formally verified DDR4 protocol
timing model (Section 2.4.2). In experiments on NVRAM DIMMs, we configure VANS to have
the same microarchitecture and parameters of Optane DIMM, based on industrial documents
and LENS characterization observations (Section 2.3). To compare VANS with other memory

simulators, we attach Ramulator [40] PCM model to gem5.

Results. Each simulation has two stages: (1) a warm-up stage that employs the gemS5 simple
CPU model to achieve a stable LLC MPKI; (2) an execution stage that executes at least two billion

instructions on gemS5 detailed CPU model. We first evaluate the accuracy of our gemS modification
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by DDR4 DRAM-based system experiments. We compare the execution stage instruction per
cycle (IPC) and LLC miss rate of each benchmark between DRAM-based simulation and server
profiling. Figure 2.11a shows that the accuracy of IPC is 61.2% on average (geometric mean). As
we ensure the accuracy of our DRAM timing simulation by formal verification, the main reason
for the accuracy loss is that we cannot fully implement Cascade Lake microarchitecture, due to
the limited architecture details that can be modeled in gemS5. Figure 2.11b shows a comparison
of LLC miss rate (LLC miss / LLC total references). The average accuracy is 85.5%. Note that
we turn off the cache prefetchers on both our server machine and simulation to avoid noises.
Figure 2.11c shows a comparison of our NVRAM-based simulation with Optane DIMM server

profiling. We calculate speedup as

ExecTimepgan (workload)

Speed kload) =
peedup(workload) ExecTimeny ran (workload)

VANS+gem5 achieves an accuracy of 87.1% on average (geometric mean) across various
benchmarks, despite the less accurate CPU simulation model used. Ramulator (PCM)+gem5 only

achieves an average accuracy of 65.6%.

2.4.5 Discussion

Simulator validation and verification methodologies. = We adopt the same verification and
validation methodologies used by various existing architecture simulators. DRAM simulators,
such as DRAMSim?2 [39] and Ramulator [40], also used the Micron’s verification model to verify
their DRAM models. Our performance-based validation methodology is also adopted by several
widely-used architecture simulators [56, 57]: Amber [56], an SSD simulator, is validated by
comparing simulation results with SSD products on (i) microbenchmark latency and bandwidth

and (i1) bandwidth, power, and system performance of real workloads. MGPUSim [57], a multi-
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GPU simulator, employs (i) microbenchmarks to stress test each microarchitecture component
and (i1) benchmarks, selected from two benchmark suites, to validate the performance accuracy

of the simulator.

Modeling Other NVRAM DIMMs.  VANS is initially developed to model Optane DIMM.
But it can be flexibly adapted to other NVRAM DIMM architectures. To do so, users first need
to run LENS on the target NVRAM system to obtain insights on its microarchitecture design,
e.g., internal latency and buffer structures. Then, the users can reconfigure VANS based on the
new parameters and microarchitecture design. Our modular software design allows users to add

additional architecture components.

2.5 Cloud Workload Optimizations

The advantages of capacity and persistence make NVRAM a natural fit for memory-
hungry cloud applications [58]. In this section, we use VANS to study the use of NVRAM for
cloud applications. We identify the performance overhead due to applications’ memory access

patterns and alleviate the overhead with two architecture optimizations.

2.5.1 Performance Inefficiency

To understand the NVRAM architectural behavior when running cloud applications, we
run two widely used cloud workloads, Redis [59] and YCSB [60], in VANS+gemS5 full system
simulation with the configuration in Table 2.5. The results show that the pointer chasing access
patterns and the wear-leveling triggered write amplification are the two primary sources of

inefficiency.

Notable Read Misses.  Figure 2.12a shows that read operations dominate the execution

overhead in Redis. Cycles Per Instruction (CPI) of read operations is 8.8 x higher than CPI of
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Rest case. “Top10” stands for the ten most frequently written cache lines.
other workload activities. The major overhead originates from reads leading to misses in LLC and
TLB, due to the pointer chasing memory access pattern that repeatedly shifts between random
memory regions. Such a pattern is commonly observed in data structures that are often used in

cloud workloads, such as B-Trees and hash tables [61-63].

Write Amplification Overhead. Figure 2.12b shows that most YCSB writes are concentrated
in ten cache lines, which are written over 100 more than the total of other cache lines. Compared
with accesses to other cache lines, the writes to the Top10 cache lines, which form only 15%
of total memory traffic, trigger 503 x more wear-leveling operations. These operations lead to

higher write amplification than others and elevate average memory access latency.

2.5.2 In Memory Pre-Translation

To address the read miss induced overhead, we propose Pre-translation to optimize the
address translation in the read operations. We obverse that the NVRAM performs a “page
translation” within the NVRAM DIMM that translates the physical address to the media address?.
To allow the CPU to concurrently receive data for the current memory access and the TLB entry

for the next memory access, Pre-translation combines the NVRAM translation with the CPU

%‘Physical address” refers to the address translated by MMU. The “media address” refers to the real physical
address used in the NVRAM media, which is transparent to CPU memory controllers.
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Figure 2.13: Customized Lazy cache (a) for write intensive workloads and Pre-translation
(a—c) for pointer chasing read intensive workloads. Baseline in (d—e) is measured without any
optimization mechanism.
translation. As shown in Figure 2.13a, Pre-translation consists of two hardware structures — the
Pre-translation table and the Read Lookaside Buffer (RLB) — and a new instruction mkpt.
The Pre-translation table is stored in the on-DIMM DRAM as a part of an AIT entry [44].
This table maps a physical address (paddr) to a page frame number (pfn) pointed to by paddr. In
practice, it stores only the pfn and employs paddr as an index; this allows the integrated DRAM to
store more Pre-translation entries. To take advantage of the existing translations in AIT, we add a
pointer to each AIT entry, so that it takes only one more DRAM access to find the corresponding
Pre-translation table entry (Figure 2.13b).
Similar to the TLB, RLB buffers the Pre-translation table and is stored in SRAM. Each
RLB entry consists of a page frame number from a Pre-translation table entry and a physical
address that is used as the index to the table entry.
The new instruction mkpt is used to update Pre-translation table. This instruction takes
one virtual address as an argument and hints the memory controller to read or update the Pre-
translation entry. To use this instruction, programmers or compiler need to insert it before load

and store instructions that lead to a pointer chasing access.
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A Pre-translation Involved Example. = We use an example of a linked list traversal to demon-
strate the detailed hardware operations in the Pre-translation, as shown in Figure 2.13b and
Figure 2.13c. In this example, the traversal currently visits the node stored in address vaddr0
(top right Figure 2.13c), and generates a pointer chasing access.

To use Pre-translation (Figure 2.13b), mkpt is invoked to “mark™ a read access to vaddr0
(@). When NVRAM receives the read request with this mark, it checks the RLB or Pre-translation
table for an entry, using paddrO as an index (@)). If the Pre-translation entry is found (@),
NVRAM uses the data at paddr0 and page frame number pfnl from the Ptr-translation entry
to create a TLB entry (@); this entry is sent to the CPU’s TLB when returning the requested data
(@). In this case, the CPU receives the data at vaddr0 and the TLB entry for the next access to
vaddrl simultaneously.

The Pre-translation table is updated by mkpt (Figure 2.13c): each time when mkpt is
invoked with an address vaddr 0 (@), the CPU checks if the corresponding Pre-translation entry
is missing or out-of-date. If so, the CPU updates the Pre-translation entry: it first translates
vaddr0 to paddr0 and fetches the data at this address, then it uses this data as a virtual address
(vaddrl) to find out the page frame number pfnl (@). Finally, the CPU writes the entry

<paddr0, pfnl>toRLB,if pfnl isnotequal to pfno ().

Validating Pre-translation Entry. Pre-translation entries may become stale, when the CPU
updates the page table. To reverse the effect of stale TLB entries, fetched from NVRAM, we
propose a “check-before-read” mechanism, which relies on the existing NVRAM memory request
queue in the CPU’s memory controller’. We extend each entry in the NVRAM request queue with
a new “uncertain” bit. When CPU gets a TLB entry from the NVRAM, the memory management
unit (MMU) uses this entry to translate the virtual address and issues a read request to NVRAM.

This read request enters the NVRAM request queue with the uncertain bit set. In the meantime,

3 According to Intel’s announcement [45], CPU and NVRAM work in a request/grant scheme. This indicates that
the CPU maintains a memory request queue in iMC for NVRAM accesses.

37



the MMU starts an asynchronized page table walk to determine whether this TLB entry from
NVRAM matches the latest record in the page table. If this TLB entry is stale, the memory
controller updates the corresponding NVRAM read request with the latest translation info, issues
the updated read request to NVRAM, and sets the uncertain bit to 0. If the TLB is up-to-date, then
the memory controller just resets the uncertain bit to 0. The data is not fetched from NVRAM if
the corresponding uncertain bit is 1, so the CPU never gets a wrong cache line caused by a stale

TLB entry.

2.5.3 Lazy cache

To reduce the write amplification in cloud workloads, we add a Lazy cache to NVRAM
(Figure 2.13a) to cache the frequently written data. It adopts a 2-level inclusive cache, LZ1 and
LZ2, with 64B and 128B granularity, respectively. It employs a Write Lookaside Buffer (WLB)
to store the addresses of Lazy cache entries.

We reuse AIT’s wear-out record to update Lazy cache: once a write triggers wear-leveling,
AIT calculates the Lazy cache priority during the data migration; it requires Lazy cache to cache
the incoming write to this location, if the priority is higher than a certain threshold. This Lazy
cache update does not exacerbate the performance and storage overhead, as AIT migration is
significantly slower than the Lazy cache access and we reuse the existing AIT records.

Lazy cache relies on the existing ADR [32] to ensure data persistence in the face of power
outages. In Section 2.5.4, we show that a small Lazy cache (3KB) is efficient in improving
performance and reducing memory traffic. The 3KB Lazy cache is much smaller than other

on-DIMM buffers (16KB and 16MB). Thus ADR is sufficient to ensure its persistence.
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2.5.4 Evaluation

To evaluate the performance of Pre-translation and Lazy cache, we use fio [64], two
PMDK [65] microbenchmarks (HashMap and LinkedList), and three cloud workloads from
WHISPER benchmarking suite [66] (Redis, TPCC and YCSB). Table 2.5 lists our simulation
setup. We run unmodified workloads without any architectural optimization to obtain the baseline
performance.

To compare with baseline, we configure (1) Pre-translation with a 1IKB RLB and a 16MB
Pre-translation table and (2) Lazy cache with a 1KB L1 cache and a 2KB L2 cache. We modify
the workloads’ source code to use Pre-translation, and use unmodified workloads on Lazy cache.

Figure 2.13d shows the evaluation results of Pre-translation, Lazy cache, and a combina-
tion of both. Pre-translation achieves 1% to 48% speedup across all six workloads. It efficiently
optimizes TLB misses to achieve this speedup: as shown in Figure 2.13e, Pre-translation reduces
the TLB misses per thousand instruction (MPKI) by 17% on average. Lazy cache achieves
an average of 10% speedup across all six workloads. It achieves this by detecting memory
patterns that trigger wear leveling on a small region, and caching these writes accordingly, thereby
reducing the write amplification overhead. Using both Pre-translation and Lazy cache achieves
8% to 49% speedup across all workloads. It does not achieve the ideal speedup, because enabling
both optimizations leads to higher memory bus contention.

Overall, Pre-translation optimizes pointer chasing, as it reduces the read operation over-
head as well as the TLB miss rate. Lazy cache is able to reduce the write operation overhead and
write traffic. The combination of these two mechanisms benefits cloud workloads running on real

NVRAM-based system under various settings.
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2.6 Related Work

To our knowledge, this is the first paper to unveil the architecture details of real NVRAM
DIMM products in server systems and develop an architecture-level simulation model for the

device. This section discusses related works.

NVRAM Emulation and Simulation. Besides PMEP [19] and Quartz [37], previous works
also explored using FPGA to emulate NVRAM, e.g., Lloyd et al. [67] proposed an FPGA
emulator to model the latency projected for NVRAM. However, most of the emulators model
NVRAM by injecting delays to mimic the NVRAM latency. Previous memory architecture
simulators used to model NVRAM, such as NVMain [68], DRAMSim?2 [39], and Ramulator [40],
model NVRAM based on conventional DRAM DIMM architecture and timing. However, as
discussed in Section 2.2, these emulators and simulators do not fully model the performance and

microarchitecture characteristics of Optane DIMM.

Optane DIMM System Studies. Most of the existing Optane DIMM system studies focus on
system-level performance profiling and system software design. Recent works observed inefficient
performance on Optane DIMM by running the existing NVRAM-aware system software with
certain access patterns. For example, several studies [1, 69, 70] observed that repeated writes to a
concentrated Optane DIMM memory area lead to high write latency. FlatStore [69] addresses this
issue by grouping small-sized writes and evenly spreading writes to multiple Optane DIMMs.
To reduce the overhead caused by the long write latency, MOD [71] proposes a framework to
build persistent data structures with minimal ordering instructions. Other studies observed that
concurrent or mixed reads and writes to the Optane DIMM in a remote NUMA node lead to
performance degradation with high-performance computing and storage workloads [17, 18, 70].
In addition, multi-threaded memory accesses do not scale well on Optane DIMM systems [1,

14, 16, 69]. A recent study [70] shows that one reason behind this issue is the contention in
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the WPQ and RMW buffers. Our study shows that the contention in the AIT Buffer and the
LSQ exacerbates this scaling issue. Recent work [25] investigated two data structure design
strategies for RocksDB: Memtable that generates small random accesses and FLEX that generates
sequential accesses. DRAM-emulated NVRAM experiments show that Memtable is 19% faster
than FLEX; but experiments on Optane DIMM show that FLEX is 10% faster than Memtable [25].
Our study indicates that one main reason is that the small random accesses of Memtable do
not fully utilize the buffer capacity and access granularity. Existing NVRAM-aware system
software design may also lead to high read and write amplification on Optane DIMM [1, 70].
However, these studies only show the inefficiency from the system software design perspective.
Our study indicates that one main reason for the amplification is the large on-DIMM buffer access

granularity.

Pointer Chasing Optimizations. Jump pointer [72] proposes a data prefetching scheme for
linked data structures. It requires a new data field in each data structure. Moreover, it does not
reduce the TLB miss overhead. Our Pre-translation reduces TLB miss overhead without requiring
modification on data structures. ASAP [73] proposes a prefetcher for page table walks to reduce

the execution time for each TLB miss. Pre-translation also reduces the TLB miss rate.

2.7 Conclusion

We design LENS and VANS, a low-level performance profiler for NVRAM systems
and an architecture-level memory simulator that models the recently released Optane DIMM
memory system. Using LENS, we perform a detailed characterization of the Optane DIMM
microarchitecture design. LENS allows users to characterize the performance and reverse engineer
the architecture design of real NVRAM DIMM systems. VANS allows researchers who do not
have access to Optane DIMM physical devices to explore and evaluate new design ideas on

architecture and systems. Furthermore, both LENS and VANS are flexible to be used with other
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NVRAM systems beyond the current Optane DIMM design.
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Chapter 3

Building Scalable Systems on

Heterogeneous Architecture

3.1 Introduction

Deep learning (DL) is a key enabler of tremendous breakthroughs in tasks ranging from
object detection [74] to speech recognition [75, 76] and language translation [77]. As DL models
evolve, the model size has been continuously increasing to adapt to complex tasks and improve
accuracy [78, 79]. The size of training data also increases to achieve higher accuracy [80-82].

A common practice to train a large DL. model with a large amount of input data is dis-
tributed DL training on multiple workers (computational devices such as GPUs or TPUs [83, 84]).
These workers are optimized for high-performance matrix multiplication, which is heavily used
in DL training. However, distributed DL training is increasingly constrained by (1) single device
parallelism and on-device memory capacity and, (2) cross-device communication overhead [85—
87].

On the one hand, the state-of-the-art GPUs and TPUs use tens of Gigabytes of on-device

high-performance memory [88, 89], which is an order of magnitude smaller than the system
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memory. The on-device memory capacity does not evolve as fast as DL. model sizes, leading to the
popularity of data parallelism [90], model parallelism [91], and pipeline parallelism [85, 87, 92].
Although parallelism schemes enable the training of large DL models, they inevitably introduce
additional code complexity and trade-offs without always leading to training speedup [93].
Another solution is to build extended parameter storage with system memory and storage [94].
But this only benefits a subset of DL models with certain parameter characteristics (e.g., parameter
data density) [94].

In addition, the bandwidth of commodity cross-device communication, including PCle [95],
NVLink [96], and the network, is an order of magnitude lower than on-device memory bandwidth.
This imposes a major performance bottleneck when adding more worker devices to a distributed
training system. As discussed in Section 3.2.2, the overhead due to cross-device communication
is up to 76% of total DL training time, significantly degrading the device utilization and training
performance [85, 86]. Recent efforts are devoted to decentralized training with the message
passing interface (MPI) to mitigate the communication bottleneck [97, 98]. However, MPI creates
a synchronous point that forces the faster workers to wait for the slower ones, hence degrading
the computation utilization of worker devices [99].

The emerging cache-coherent interconnection (CCI) [100, 101] promises new opportuni-
ties in addressing the memory capacity and communication challenges. CCI allows the memory
to be attached to serial buses (e.g., PCle) instead of only the memory bus (DDR channels). As
such, system memory capacity is no longer constrained by the memory channels supported by the
processor sockets. CCI protocols typically provide hardware-level cache coherence support and
customized protocols to reduce memory access latency. With CCI, host processors can directly
issue memory load/store instructions to memory devices on a serial bus without using a software
driver. CCI also enables disaggregated memory systems, where each memory device incorporates
an on-device processor with on-device memory. The on-device processor can access the host

CPU’s memory through CCI [100, 101].
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However, a naive design, which simply offloads parameter synchronization to the CCI
memory devices, falls short to enable efficient large-scale DL training due to critical design
challenges. First, parameter data transfer is bounded by a single memory device’s serial bus
bandwidth; coherence traffic also increases with the number of computation devices sharing
the same memory region, reducing the bandwidth available to accommodate parameter data
transfer. Second, both parameter size and local/remote communication bandwidth characteristics
are not uniformly distributed in different distributed systems; in addition, there is a non-uniform
bandwidth and latency demand with different parameter sizes in DL training. As a result, no
single partitioning and configuration of DL operations fit all.

Our goal in this paper is to enable efficient large-scale DL training by designing a
parameter synchronization scheme that addresses the previously described challenges. To this
end, we propose a Cache cOherent interconnected pARameter SErver (COARSE), which is built
on top of collective communication for synchronization similar to that of MPI-based decentralized
training. In particular, COARSE consists of three key design principles. First, we propose a
decentralized parameter communication scheme to decentralize parameter synchronization and
localize parameter storage. Second, we propose a tensor routing and partitioning scheme, which
exploits parameter granularity and non-uniform interconnection bandwidth to fully utilize serial
bus bandwidth and improve tensor locality in the GPUs. The tensor partitioning enables a
pipelined tensor synchronization and takes advantage of serial bus bi-directional bandwidth;
The bandwidth-aware tensor routing routes a GPU’s tensor to a bandwidth-friendly memory
device, even if they are not under the same serial bus switch. Finally, we develop a dual
parameter synchronization scheme to reduce parameter synchronization traffic and enable high
GPU computation utilization.

Internally, COARSE handles parameter synchronization with a set of collective communi-
cation based on CCI protocol — similar to that of MPI-based decentralized training — to reduce the

communication latency and improve the synchronization bandwidth. Yet to allow easy integration
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with the commodity DL training frameworks, we provide a parameter push/pull interface similar
to that of conventional parameter servers.
This paper makes the following key contributions:

e We propose COARSE, an efficient parameter synchronization scheme that accelerates dis-
tributed DL training by leveraging disaggregated memory systems.

e We identify non-uniform local and remote bandwidth distribution in different distributed
systems.

e We build a COARSE prototype integrated with TensorFlow, offering significant improvements
on training latency, computation utilization, and interconnection bandwidth utilization in

various distributed training workloads running in different cloud systems.

3.2 Background and Motivation

DL training has witnessed a wave of rapidly increasing scales of data sets and models.
This has led to the popularity of distributed training to scale-out training workloads on distributed
server nodes (workers), each with an increasing number of interconnected GPUs (Figure 3.1).
As a result, the data communication overhead is becoming one of the key obstacles for the
continuous scaling of distributed DL training [85, 86]. In this section, we motivate our design by
discussing the challenges and opportunities of enabling efficient parameter communication with

cache-coherent disaggregated memory systems.

3.2.1 DL Training Parallelism Schemes

Modern large DL models and data sets are too large to fit in a single worker while achieving
the target accuracy within a reasonable period of time [102]. This leads to the exploration of
various classes of DL parallelism schemes to train a DL workload on multiple server nodes —

data, model, pipeline, and hybrid parallelism [103] — without an obvious performance winner.
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Figure 3.1: Communication schemes in distributed DL training.

In this paper, we focus on data parallelism due to its popularity in commodity systems and
the opportunity introduced by the emerging cache-coherent disaggregated memory systems
(Section 3.2.3). The major advantage of data parallelism is that it is applicable to any DL model

without further domain knowledge of the model.

Data Parallelism. Data parallelism is widely used in state-of-the-art commodity DL training
systems [90]. Rather than training a model with all the available input data on a single server,
the system replicates the model across many workers and feeds each replica with a subset of the

input data. Because the model replicas are trained using different input data, their parameters will

typically diverge.

Parameter Server. To reconcile these parameters and ensure that all model replicas eventually
converge, each replica periodically pushes its local parameter values to a centralized server, i.e., a
parameter server. Parameter server is typically implemented as a distributed key-value store with
consistent shared metadata, including server status and/or a hash table with distributed key-value
mapping. The parameter server aggregates all the received updates for each parameter — e.g., by

averaging them — and then sends back to all replicas a newly computed set of values, which will

be used at the beginning of the next training iteration. However, not only the data but also the
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model size keeps skyrocketing. For instance, DLs used in recommendation systems or natural
language processing (NLP) tasks commonly have large network parameters, e.g., BERT [104]
model has ~ 300 million parameters. To accommodate the huge number of parameters in large
DL models, systems employ multiple parameter servers, with each one being responsible for a

subset of the parameters.

Model Parallelism.  Model parallelism partitions the operators in a training model across
multiple workers; each worker evaluates and updates a subset of the model parameters for all
inputs. However, model-parallel training suffers from computing resource under-utilization due to
data dependency and the large communication overhead of intermediate results, such as activation

and gradient [85].

Pipeline Parallelism. Pipeline parallelism partitions DL operations and splits a mini-batch
into multiple micro-batches. Each worker computes the output of a model partition with a set
of micro-batches, then propagates the output to the subsequent workers. By executing multiple
micro-batches in parallel and making communication traffic point-to-point (stage to next stage),
pipeline parallelism improves worker utilization compared to model parallelism[85, 87, 92].
However, such parallelism schemes lead to either low computing resource utilization [87] or

accuracy loss [85], depending on their implementations.

3.2.2 Communication Issues in DL Training

Data parallelism imposes severe communication and synchronization overhead due to
back-propagation updates. Such communication typically relies on two types of training system
architectures (i) centralized communication (Figure 3.1a) — commonly used for inter-node
communication between the parameter server and workers and (i1) decentralized communication

(Figure 3.1b) — commonly used for intra-node communication between worker GPUs [105, 106].
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Figure 3.2: Communication overhead in ML training.

In centralized communication, the computed gradients in each worker need to be transferred
back to the parameter server for model updates, before continuing to compute the next mini-
batch of training data. A parameter server provides a push/pull interface for each worker. As
a result, a critical performance bottleneck is the parameter server communication bandwidth.
In decentralized communication, workers directly communicate with each other via an MPI
interface, such as A11Reduce.

Recent studies show that data communication among workers is a major bottleneck in
distributed DL training [85, 86]. We further evaluate the communication overhead in decentralized
communication with eight DL models implemented by TensorFlow [107] and NVIDIA [108],
as illustrated in Figure 3.2. We use NCCL [97], which is an optimized decentralized commu-
nication scheme using the MPI A11Reduce interface. We train the models on an AWS EC2
g4dn.1l2xlarge instance [109] with various numbers of GPUs, and employ nvprof [110] to
measure the communication overhead in terms of the time spent on communication operations,

including CUDA memory copy operations and NCCL Al11Reduce. Figure 3.2a shows that
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an increasing number of GPUs leads to a higher percentage of communication overhead, with
up to 76% of training time spent on data communication using four GPUs. Figure 3.2b shows

that A1 1Reduce dominates the communication latency overhead among all the operations that

perform communication.

The key bottleneck with centralized communication in a single server node is the limited
serial bus lanes in the CPU, which constrains the service throughput of GPU requests on parame-
ters: In a multi-GPU server node, the number of serial bus lanes on CPUs is typically smaller
than the total serial lanes required by all the GPUs. As a result, the concurrent access from GPUs

to the parameter server is constrained by the CPU serial bus lanes.

The key issue with decentralized communication is that GPU computation is blocked during
parameter synchronization: First, a parameter synchronization operation blocks all GPUs involved
for synchronization, forcing the fast GPUs to wait for the slower ones [99, 111]. Second, the
MPI A11Reduce approach generates more communication requests than centralized training,
depending on the topology adopted. Third, using a commonly adopted ring topology, the
Al1Reduce performance is bounded by the lowest device-to-device bandwidth, leading to

bandwidth utilization, e.g., as low as 34% on NVIDIA DGX-1 systems [86].
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3.2.3 Opportunities With Disaggregated Memory Systems

Cache-coherent interconnection (CCI) protocols, such as CCIX [112], Gen-Z [100], and
Intel CXL [101], enable cache-coherent disaggregated memory systems. By offering a CPU-
transparent hardware coherence support, CCI allows the CPU to directly issue load and store
instructions to access multiple memory devices attached to the existing or customized serial
buses. These memory devices form a disaggregated memory pool: each memory device adopts
an on-device processor and a large capacity on-device memory; the memory devices map their
local memory into CCI-unified memory address space and share the address space with the
host CPU and other memory devices [100, 112]. CCI also allows the host CPU to distribute
memory-intensive computation jobs to the processors on memory devices, schedule the jobs, and

collect computed results.

CCI Performance Benefits. CCI reuses existing serial bus physical layer protocol and builds
a customized higher-level protocol stack [101]. This customized protocol focuses on improving
fine-grained memory access latency while providing sufficient peak bandwidth (e.g., 90% of
underlying serial bus peak bandwidth [101]). Thus, compared to existing serial bus protocols, e.g.,
PCle [95, 113, 114], CCI can achieve higher bandwidth when accessing small memory blocks.
This unique feature allows GPUs to seamlessly access external large-capacity disaggregated

memory devices through CCI.

Promising CCI-based Peer-to-peer (P2P) Communication. = We identify that peer-to-peer
accesses to CCl-based disaggregated memory achieve significantly higher bandwidth than indirect
access through the host CPU.

We evaluate the bandwidth of an FPGA-based disaggregated memory prototype imple-
mented on industrial CCI protocol (more details in Section 3.4.3) under three use cases: (i)

copying data from a disaggregated memory device to CPU memory (CCI). (i1) copying data from
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Figure 3.4: System deployment of a single server node.

disaggregated memory to CPU then to GPU memory (GPU Indirect). (iii) directly copying data
from disaggregated memory to GPU memory (GPU Direct). Figure 3.3 shows that GPU direct
peer-to-peer copy provides 17 read bandwidth and 4 x write bandwidth speedup. This motivates

us to enable GPU direct access to CCI memory for better performance.

Benefits to Data Parallel DL Training.  CCI is beneficial to data parallel training in two
aspects: (i) in data parallel training, cross-device communication is a major overhead; this
communication can take advantage of CCI low-latency memory access to improve the parameter
synchronization performance. (ii) the parameter synchronization operations block the training
procedure and take up GPU computing resources; while using CCI, GPU can work with memory
device processors coherently to offload these synchronization operations to memory device

processors, thus improving the GPU utilization and reducing the communication overhead.
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3.3 COARSE Design

Overview. Our goal in this paper is to enable efficient large-scale DL training by designing a
parameter synchronization scheme with (1) light communication traffic, (2) high interconnection
bandwidth utilization, and (3) high GPU computation utilization. To achieve our goal, we propose
Cache cOherent interconnected pARameter SErver (COARSE), which is a decentralized parame-
ter synchronization design offloaded to CCl-based disaggregated memory systems. COARSE
provides a parameter server push/pull interface for easy integration, while internally, it consists of
the following novel parameter synchronization mechanisms:

e A decentralized parameter communication scheme to decentralize and localize parameter
communication.

e A tensor routing and partitioning scheme which exploits non-uniform interconnection
bandwidth characteristics to fully utilize serial bus bandwidth and improve tensor locality in
GPUs.

e A dual parameter synchronization scheme to reduce parameter synchronization traffic and

enable high GPU computation utilization.

This section presents the key ideas of COARSE design. Implementation details will be described

in Section 3.4.

3.3.1 System Deployment

We assume a single server node deployment illustrated in Figure 3.4: GPUs are connected
to serial bus switches and communicate with other serial bus devices as in commodity systems [83].
Each GPU is paired with a CCI-based disaggregated memory device (referred to as memory device
in the rest of the paper) sharing the same serial bus switch, such that communication between a
pair of GPU and memory device achieves full bandwidth. A similar approach in existing systems

is to put a network card under each PCle switch to improve GPU RDMA bandwidth [83]. Each
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memory device incorporates an on-device processor (e.g., with ARM cores) and a large-capacity
memory. Intra-node memory devices are interconnected by a CCI. CCI protocols allow the
memory devices to support (1) full-bandwidth data copy through a serial bus interface (the solid
lines) and (ii) cache-coherence traffic through a CCI interface (the dashed lines) [100, 101]. As
such, serial bus devices can copy data peer-to-peer through a serial bus switch or host bridge [115],

bypassing data copy in system memory.

3.3.2 A Naive Design

We assume a baseline architecture — DENSE — as shown in Figure 3.5. In DENSE,
each GPU maintains a parameter data cache supported by CCI. To update parameters, the GPU
first updates the local parameter cache and then employs CCI to update the global parameter

coherently. The global parameters are stored in a memory device, which runs a parameter server
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on the on-device processor and stores the parameters in on-device memory. The memory device
maps the on-device memory to CCI address space and shares it with other GPUs through CCI.
This architecture bypasses the host CPU data copy, and we use it as a baseline in the following
sections.

In DENSE, parameter synchronization jobs are offloaded to the processors in memory
devices. Such offloading introduces promising benefits for DL training: Compared to conventional
centralized training, the offloading allows GPUs to directly communicate with memory devices
at full serial bus bandwidth, without being limited by CPU serial bus lanes; Compared to
decentralized training, the offloading allows GPUs to continue with computation during parameter

synchronization, substantially improving GPU utilization.

3.3.3 A Disaggregated Design

Simply offloading parameter synchronization to the memory devices in DENSE falls
short to enable efficient large-scale DL training. In the following sections, we identify critical
design challenges and insights obtained from our experiments in two different distributed system
infrastructures, from Amazon AWS [109] and San Diego Supercomputing Center (SDSC) [116],
respectively. Based on our observations, we propose a disaggregated parameter synchronization
architecture, COARSE, as illustrated in Figure 3.6.

In COARSE, the parameter synchronization service is further disaggregated to multiple
memory devices, providing higher communication bandwidth compared to DENSE’s centralized
architecture. Each memory device communicates with one GPU sharing the same serial bus
switch for parameter updates, and communicates with other memory devices for parameter

synchronization. The following sections introduce the design details of COARSE.

3.3.4 Decentralized Parameter Synchronization

55



DL Model DL Model
Parameter Parameter
Client Client
GPU O Memory Device 0 Memory Device 1 GPU 1
Parameter Parameter
Proxy Proxy
Parameter Parameter
Storage Storage
A A
\ \/

Parameter Parameter
Storage Storage
Parameter Parameter
Proxy Proxy
GPU 3 Memory Device 3 Memory Device 2 GPU 2
Parameter Parameter
Client Client
DL Model DL Model

Figure 3.6: COARSE architecture.

Interconnection Bandwidth and Scalability Issues.

Although disaggregated memory system

allows multiple computation devices (e.g., GPUs) to share memory at low latency, parameter
data transfer is bounded by serial bus bandwidth in the DENSE architecture. Such bandwidth
limitation will constrain the number of computation devices sharing the disaggregated memory
system. Furthermore, coherence traffic also increases with more computation devices sharing the
same memory region [100, 101], reducing the bandwidth available to accommodate parameter

data transfer on the CCI path.

Decentralized Parameter Communication. Our key idea to address the above challenges is
to localize parameter storage and decentralize parameter synchronization. To this end, we propose
a decentralized parameter synchronization scheme, which splits the original synchronization

functionality between parameter proxy and storage.

Figure 3.7 shows an overview of our design, which communicates parameters across three
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levels in a hierarchy: parameter client, parameter proxy, and parameter storage. Each worker
GPU runs a parameter client that maintains local parameters and communicates with a dedicated
proxy to perform parameter synchronization. Each client provides a push and a pull interface to
the local DL training operations — a parameter server functionality in conventional designs. Both
parameter proxy and parameter storage run on the memory devices. A proxy is a communication
service, acting as a bridge between a client and the parameter storage located in the same memory
devices. The proxy also maintains a cache of the parameters stored with the parameter storage in
the same memory device. As such, the multi-level parameter communication scheme reduces the
data traffic by localizing parameter communication between client-proxy and local proxy-storage
pairs. This allows the CCI path to accommodate proxy-proxy parameter synchronization at low

latency, as illustrated in Figure 3.7.

3.3.5 Tensor Routing and Partitioning

In COARSE clients, we propose (1) a tensor routing mechanism to exploit non-uniform
parameter size and bandwidth distribution; and (2) a fensor partitioning mechanism to exploit the

bidirectional bandwidth offered by the serial bus interface in disaggregated memory systems.

Non-uniform Parameter Size and Local/Remote Bandwidth Distribution. =~ We observe that
both parameter size and local/remote communication bandwidth characteristics are not uniformly
distributed in our experiments in AWS and supercomputing distributed systems. To investigate
communication bandwidth characteristics, we measure PCle peer-to-peer communication in
two systems: (1) an AWS EC2 p3 instance with eight NVIDIA V100 GPUs, interconnected
by NVLink and PCle; this is similar to an NVIDIA DGX-1 system [83]; (2) an instance in
the supercomputing center with four NVIDIA P100 GPUs, interconnected by PCle. Figure 3.8
shows the bidirectional bandwidth between pairs of GPUs. On the supercomputing instance,

local PCle bandwidth (under the same PCle switch) is higher than remote bandwidth, which is
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Figure 3.7: Decentralized parameter synchronization.

straightforward to imagine. However, the AWS instance appears to have a reverse bandwidth
characteristic — higher remote than local bandwidth'; such bandwidth “anti-locality” may be
caused by unbalanced physical signal paths in the PCle switch chipsets [117, 118]. In addition,
we observe a non-uniform bandwidth and latency demand with different parameter sizes in our
experiments with DL training in both systems: small-size parameter communication (less than
2MB) is latency-critical because the communication does not saturate the serial bus bandwidth;
instead, transfer of large-size parameters is bandwidth critical. These observations indicate that

no single routing and partitioning of DL operations fits all.

Tensor Routing.  Ahead of DL training, COARSE builds a routing table for each client,
which describes the destination proxies for various sized tensor push/pull requests. This tensor

routing mechanism is based on two observations: (i) using serial buses, small-sized data transfer

' This reverse bandwidth distribution is also observed by a recent study [117] and referred to as “anti-locality”.
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Figure 3.8: PCle device-to-device bidirectional bandwidth on (a) V100 from AWS and (b) P100

from SDSC.
is latency-sensitive while large data transfer is bandwidth-sensitive (Figure 3.14); (ii) non-
uniform bandwidth: local serial bus communication bandwidth is not always higher than remote
communication, although local latency is always better.

The routing table contains three entries, a data size threshold, a proxy id (Bw Proxy) for

large tensor requests, and another proxy id (Lat Proxy) for small ones. The client issues tensor
push/pull request to the Bw Proxy if the tensor size is larger than the threshold, otherwise to the

LatProxy.

Benefits of Bidirectional Data Transfer. Serial bus interfaces, such as PCle and NVLink,
support bidirectional data transfer that delivers close to 2x bandwidth of unidirectional transfer.
For example, we observe that for a pair of local GPUs, the unidirectional bandwidth is 13GB/s,
whereas the bidirectional bandwidth is 25GB/s, in an instance from the San Diego Supercomputing

Center.
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Tensor Partitioning. In COARSE, parameter synchronization includes three steps: client push,
proxy synchronization, and client pull. Serial bus bidirectional data transfer allows the client
push/pull to be processed concurrently. But with unequal-sized tensors, this bidirectional transfer
is not fully utilized: as shown in Figure 3.9 FIFO case, there is no client push/pull between the
tensor O push and tensor 1 pull.

To fully utilize bidirectional bandwidth, COARSE clients partition the tensors into equal-
sized small shards and synchronize them as a pipeline. With tensor partitioning, the communica-
tion pipeline is filled without idle time (Figure 3.9), and the proxy synchronization can start as

soon as the first tensor shard arrives.

Dynamic Partitioning. @ COARSE adopts a profiler to build the tensor routing table and

determine the tensor partitioning size at runtime.
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To build the routing table for a client, the profiler measures the client’s communication
bandwidth and latency to each proxy, then chooses a proxy with the lowest latency (Lat Proxy)
and one with the highest bandwidth (Bw Prozy). If Lat Proxry and Bw Proxy are not the same
one, the profiler further measures the communication time 7" under different sized data, and
determines a size S that makes 77.4¢prozy (S) = TBuwprosy(S). The client considers a parameter
latency-sensitive if it’s smaller than .S, and sends it to Lat Proxy.

To find the tensor partition size, the profiler measures communication bandwidth under
various sized data between a client and its Bw Proxy. The profiler determines the smallest data
size S’ among all tested data sizes that achieve the full bandwidth. The client partitions large
tensors into S’ sized small shards.

COARSE uses a dynamic profiling mechanism: before the training starts, COARSE
profiles the communication performance to determine the initial routing table and partitioning
size; while training is in progress, COARSE periodically profiles the communication and updates

the routing and partitioning strategies accordingly.

3.3.6 Dual Parameter Synchronization

To efficiently synchronize the parameters, we propose (1) a priority-based dual synchro-
nization mechanism to exploit the tensor locality and (2) a queue-based synchronization scheme

to prevent synchronization deadlocks.

Dual Synchronization. In a DL model backward pass, parameters are updated in reverse
order. Therefore, tensors from the first few layers are updated at the end of a training iteration
while immediately consumed by the forward pass of the next iteration. These tensors need to be
prioritized and synchronized as fast as possible to start the next iteration. To this end, COARSE
adopts dual synchronization (Figure 3.9): the first few layers’ tensors are synchronized by worker

GPUs, while the rest layers’ tensors are pushed to proxies and synchronized by proxies. In dual
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synchronization, high priority tensors are synchronized immediately on worker GPUs, instead of
being pushed to proxies and waiting until low priority tensor synchronizations to be finished.

COARSE determines the dual synchronization strategy with a performance estimation:
suppose there are p worker GPUs and p memory devices; the DL model synchronizes n bytes
of parameters in each iteration, the first m bytes are sent to memory devices, and the rest is
synchronized by worker GPUs.

Using ring AllReduce synchronization, each proxy sends X m bytes to one neighbor

2(p—1)
p
proxy, and receives the same amount. So the proxy synchronization time is Ty, (prozy) =
(@ X M)/ BWpouy, Where BW,, .., is the communication bandwidth between proxies. Simi-

larly, the GPU synchronization time is T,,.(GPU) = (@ X (n—m))/BWegpy.

Let T»p denote forward pass computation time and 7’z p denote backward pass time. The

training iteration time is estimated as:
Ttrain = max { T FP t TBP + Tsync(GPU)TFP + Tsync(proxy)

p is assigned by the user, n is defined by the DL model, BW}, .., and BWgpy are
measured by the profiler (Section 3.3.5), Trp and Tzp are measured by running a few iterations
of training.

COARSE calculates the optimal value for m that minimizes the training time 7},.4;,. This

m is then used for dual synchronization.

Deadlock Avoidance. A first-come-first-serve (FCFS) synchronization scheme may cause
deadlocks, as shown in Figure 3.10: client O send tensor 1 to proxy O and tensor 2 to proxy 1, for
synchronization. In FCFS scheduling, proxy 0 waits to synchronize tensor 1 while proxy 1 waits
for tensor 2, and thus causing deadlock.

To prevent such deadlocks, COARSE adopts a queue-based synchronization if one proxy

is shared by multiple clients: A proxy maintains a queue for each client that stores the tensors
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Figure 3.11: Parameter synchronization with sync cores (denoted as SC in figure b and c).

pushed by this client. The proxy synchronizes all tensor queues concurrently so that it’s not

blocked on a single tensor synchronization.

3.4 Implementation

In this section, we describe the implementation details of COARSE and the FPGA-based

disaggregated memory prototype.

3.4.1 Sync Cores

COARSE offloads parameter synchronization jobs to memory devices. These jobs rely on
simple computation operations such as the sum of float numbers, which do not require the full

features of a generalized processor. Executing synchronization jobs on low-power generalized
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processors, such as ARM Cortex-A53 on our Bittware Soc-250 FPGA, does not achieve high
performance due to the limited number of arithmetic logic units. COARSE adopts specialized
near memory processing cores — Sync Cores — to execute synchronization jobs with low design

cost and high parallelism.

Sync Core Design.  As shown in Figure 3.11a, each memory device is equipped with a set
of sync cores, which can access local DRAM through the memory controller, and remote CCI
memory device through the on-device CCI controller. Each sync core communicates with remote
sync cores on other memory devices to synchronize the parameters. Each sync core maintains
three buffers, a RecvBuf, a LocalBuf, and a SendBuf, to store the intermediate synchronization
results. The sync core maps these buffers to CCI address space to accommodate direct read and
write access from remote sync cores. To perform the arithmetic operations in parallel, each sync
core employs a set of arithmetic logic units (ALU) that computes with the first two buffers’ entries

and stores the result into SendBuf.

Sync Scheme. To synchronize parameters, the sync cores perform group-based collective
communication through CCI, where multiple groups synchronize different parameters in parallel.
Each group consists of sync cores from each memory device, and uses ring-based topology for
communication. Two adjacent groups use different ring directions to fully utilize the bidirectional
bandwidth. Figure 3.11b shows an example configuration of two synchronization groups with
four memory devices. In this configuration, group 1 use a reverse ring direction of group 0, so
that communication between each pair of memory device is always bidirectional.

Figure 3.11c shows an example of the parameter synchronization scheme with one group
of sync cores: Each sync core first loads a chunk of tensor data from local DRAM into LocalBuf
and starts the iterative synchronization. In each iteration, each sync core sends an entry from
SendBuf to the next sync core’s RecvBuf, and receives an entry from the last sync core. It then

applies the computation operation on the received entry and corresponding LocalBuf entry, stores
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the result in SendBuf, and sends it in the next iteration. When all entries are synchronized, the

sync core writes back the updated entries to DRAM and starts to synchronize the next chunk.

Fault Tolerance. Many existing ML frameworks rely on checkpointing to ensure fault toler-
ance: during the training process, the ML framework periodically takes a snapshot of ML model’s
parameters and saves it to disk. In case any worker GPU fails during the training, the framework
can recover its training progress with the latest checkpoint instead of training the model from
the start. The checkpointing typically requires GPUs to transfer their model parameters to a
centralized persistent storage and thus degrades the training performance.

To improve the checkpointing performance, COARSE leverages low-overhead copy-on-
write with fine-grained snapshotting: when a memory device receives a parameter, it performs a
copy-on-write procedure if the parameter contains updates to the previous version. Then at the
end of each epoch, the memory device takes a snapshot of the current version of all parameters

and saves it as a checkpoint.

3.4.2 COARSE

COARSE is implemented as a Python library with Python 3 and CUDA 11.4, and provides
a plugin to TensorFlow framework [119]. It manages device memory, schedules synchronization,
and handles requests between clients, proxies, and storage.

COARSE leverages GPUs to emulate the CCI memory device due to the lack of CCI
support in existing CPUs and motherboards. COARSE accepts a user-defined GPU partition table

that describes which GPU acts as a worker and which acts as a memory device.

Offline Profiling. = Ahead of DL training, COARSE profiles the communication latency and
bandwidth between GPUs and memory devices, as described in Section 3.3.5. This profiler is

implemented as a CUDA program and measures peer-to-peer GPU communication by default.
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Figure 3.12: Disaggregated memory prototype with two FPGAs.

However, if GPUs are interconnected with NVLink, the profiler disables the NVLink feature to

measure the PCle bandwidth.

Client. A client maintains a tensor queue in worker GPU memory. When the DL model pushes
a tensor, the client compares the tensor size with the partition threshold. If the tensor size is
smaller than the threshold, it’s enqueued directly without partitioning. The client partitions a
large tensor into multiple shards and enqueues them separately, where each shard’s size is equal
to or larger than the threshold to maximize bandwidth utilization.

The client actively dequeues tensors, sends small tensors to the latency-friendly proxy,
large tensor shards to the bandwidth-friendly proxy. After the first tensor is pushed to proxies, the
client starts to pull the updated tensors and reconstruct the original tensors based on the partition

history. These client operations are implemented in Python and integrated into the TensorFlow
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computation graph.

Proxy and Storage. Each GPU-emulated memory device runs one parameter proxy and one
parameter storage. The proxy leverages stream processors on existing GPUs as sync cores, and
uses NCCL AllReduce to emulate collective synchronization operations between CCI memory
devices. After each synchronization, the proxy copies the updated tensors to the storage. The
parameter storage maintains a key-value table that maps a tensor id to the tensor value. To model
the CCI communication characteristics, we implement a set of CUDA kernels that inject delays

to communications based on data sizes.

TensorFlow Integration. COARSE provides a distribution strategy for TensorFlow version
2 or later. To use COARSE, the user just needs to import COARSE Python library and replace
the original distribution strategy with COARSE strategy, which typically requires 2 lines of code

change.

3.4.3 Disaggregated Memory Prototype

We implement a disaggregated memory prototype based on an industrial CCI protocol
using two FPGAs, as illustrated in Figure 3.12.

The first FPGA works as a shared memory pool. We implement the host controller of
the CCI protocol in the first FPGA. This controller manages the FPGA on-device DRAM and
shares it with the host CPU and other FPGAs. To share the local memory with the host CPU,
the controller exposes the on-device DRAM as a byte-addressable PCle bar region. A program
running on the host CPU can mmap [120] this region and use load/store instructions to access the
FPGA memory. To share the local memory with other FPGAs, the controller accepts network
requests from other FPGAs through QSFP connections.

The second FPGA works as a near-memory processing device. It contains the client
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Table 3.1: Machines for DL training

Instance CPU & Memory GPU Network
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controller of the CCI protocol and connects to the first FPGA through a QSFP cable. The ARM

core on this FPGA can access the shared memory through the CCI client controller.

3.5 Evaluation

We first profile the CCI prototype performance and build a performance model based
on the profiling result. We then use the performance model to evaluate the DL training with

COARSE, on three different systems.

3.5.1 Experiment Setup

The disaggregated memory prototype adopts a Xilinx KCU1500 FPGA [121] and a
BittWare 250-SoC FPGA [122] to emulate the shared memory pool. Two FPGAs are intercon-
nected with one QSFP cable [123] so that the ARM cores on 250-SoC can access the shared
memory pool through CCI. KCU1500 exposes its shared memory as a byte-addressable PCle bar
region for the host CPU to access. The host system includes an Intel 8700K CPU, 32GB DDR4
memory, and an NVIDIA GTX1080 GPU. The motherboard adopts two PCle switches enabling
the GPU to access KCU1500 through peer-to-peer PCle communication.

We profile the performance of this prototype and build a performance model based
on profiling results to estimate the CCI bandwidth under different access sizes. We use this
performance model to evaluate DL training time only in the baseline DENSE case (Figure 3.16).

We evaluate DL training with COARSE on three machine instances, as listed in Table 3.1.
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On each machine, we use half of the GPUs to emulate the CCI memory devices. On AWS p3
machine, we provide an additional 2:1 configuration where each memory device is shared by two

worker GPUs.

3.5.2 CCI Prototype Performance

We map the disaggregated memory prototype’s memory to the host CPU memory space
using mmap [120], and evaluate its bandwidth in three use cases: (1) CCI: Host CPU accessing
CCI memory using memory load/store instructions. (2) GPU Indirect: GPU accessing CCI
memory by first copying data to host CPU memory. (3) GPU Direct: GPU directly accessing
CCI memory using cudaMemcpy with prototype’s PCle address.

Figure 3.13 shows the CCI bandwidth under different access sizes. Figure 3.13a shows
that CCI read bandwidth remains stable under all access sizes. The difference between CCI
line and GPU Indirect line is not visible in Figure 3.13a, which means the GPU Indirect read
bandwidth is bounded by CCI bandwidth. However, the GPU Direct read bandwidth achieves
9x-17x speedup compared to CCI. Figure 3.13b shows that GPU Direct write bandwidth achieves
1.25x-4x speedup. This bandwidth speedup shows that CCI memory is more beneficial to the
serial bus devices (e.g., GPUs) if CCI enables peer-to-peer communication.

We further profile the FPGA DMA bandwidth to estimate the full device bandwidth. As
shown in Figure 3.14, DMA read and write achieves max bandwidth with an access size of 2MB
or higher.

We build a bandwidth versus data size performance model for the following DL training
evaluations. We assume the GPU Direct method achieves full serial bus bandwidth, and use

correlated speedup/slowdown to derive CCI and GPU Indirect bandwidth in the DENSE system.
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Figure 3.14: PCle DMA bandwidth from host CPU to FPGA.

3.5.3 Tensor Routing

As discussed in Section 3.3.5, to build the tensor routing table for a client, COARSE
profiles the communication performance from the client to each proxy. Figure 3.15 shows the
profiling result for one client on each machine. Each figure shows client communication to (i) a
local proxy that shares the PCle switch with the client, and (ii) a remote proxy that achieves the
highest bandwidth.

On AWS machines with T4 GPUs (Figure 3.15a), communication to local or remote proxy
makes no difference, so each client always communicates with its local proxy.

On AWS machines with V100 GPUs (Figure 3.15b), accessing the local proxy achieves

lower latency, while the remote proxy achieves higher bandwidth. So a client communicates with
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Figure 3.15: Communication performance from one client to its local and remote proxies. The
local proxy shares the PCle switch with the client. Numbers are normalized to local proxy
performance.

the local proxy for small tensors, and the remote proxy for large tensors.

On SDSC machines with P100 GPUs (Figure 3.15c¢), accessing the local proxy achieves

lower latency and higher bandwidth. So the client always communicates with its local proxy.

3.5.4 Training Speedup

We choose two DL models, ResNet50 [124] and BERT [104], to evaluate our design. We
run ResNet50 training with ImageNet [125] dataset, using a per-GPU batch size of 64. We run
BERT fine-tuning with SQuAD 1.1 [126] dataset, using a per-GPU batch size of 2.

We evaluate three communication schemes, (1) a naive disaggregated CCI memory design
as shown in Figure 3.5 (DENSE), (2) AllReduce using NCCL without CCI memory (AllReduce),
and (3) COARSE where the number of worker GPUs is equal to the number of CCI memory
devices (COARSE). We use the training speedup (compared to the DENSE case) as the major
metric.

To estimate the communication time in the DENSE case, we run the DL training with a
parameter server running on CPU, and estimate the GPU to CPU bandwidth according to the CCI

prototype performance model (Section 3.5.2). This parameter server is provided by TensorFlow’s
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Figure 3.16: DL training on (a-b) AWS gddn instance with T4 GPUs, (c) SDSC machine with
P100 GPUs, (d) AWS p3 instance with V100 GPUs, (e) AWS single node with V100, (f) AWS
multi nodes with V100. In (d) COARSE(2:1), each memory device is shared by two worker
GPUs. In (e-f), the baseline is All[Reduce which is equivalent to AllReduce in (d); the numbers
in legends represent training batch sizes.

ParameterServer distribution strategy.

Figure 3.16(a-b) show the evaluation on AWS with NVIDIA T4 GPUs. COARSE achieves
3.3x and 4.3 x speedup for ResNet50, and 11.3x and 13.3x speedup for BERT, which is slightly
lower than AllReduce. COARSE does not work efficiently on this platform because there’s no
unbalanced bandwidth (Figure 3.15a) and this platform does not support GPU p2p communication.

Figure 3.16¢ shows the evaluation on SDSC with P100 GPUs, where COARSE achieves
3.4x speedup for BERT. On the AWS machine with V100 GPUs (Figure 3.16d), COARSE
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Figure 3.17: Blocked communication time in DL training. In (a-d) numbers are normalized to
the CCI case; in (e-f) numbers are normalized to the AllReduce case. The CCI bar is ignored for
better comparison between AllReduce and COARSE.

achieves 10.8x-13.8 x speedup for BERT. On these two machines, COARSE beats AllReduce by
leveraging non-uniform bidirectional bandwidth.

Figure 3.16(e-f) show single- and multi-node training performance. The baseline is set to
AllReduce because DENSE does not assume a multi-node system. On the single node system
(Figure 3.16e), AllReduce can only use a batch size of 2 due to memory capacity limitation, while
COARSE can use a batch size of 4 and achieves 48.3% faster training. On the multi-node system

(Figure 3.16f), COARSE is up to 42.7% faster than AllReduce. Even a single node COARSE with

a large batch size of 4 can achieve 38.6% speedup compared to a two-node AllReduce training.

73



3.5.5 Communication Time

To understand the speedups in DL training, we break down the training time and measure
the communication time that blocks the training computation. Figure 3.17 shows the result
of blocked communication time where numbers are normalized to (1) CCI communication
time in single-node evaluations (Figure 3.17(a-d)), and (2) AllReduce in multi-node evaluations
(Figure 3.17(e-f)). AllReduce and COARSE reduce the communication to less than 10% compared
to the naive parameter server running on CCI memory. AllReduce achieves this speedup by using
GPUs without external parameter storage. While COARSE provides additional parameter storage
through CCI memory, with comparable or even better performance.

On AWS machine with T4 GPUs (Figure 3.17b), COARSE introduces additional 18%-
20% blocked communication for BERT model. This is because COARSE exploits non-uniform
bandwidth for faster communication, but this machine does not have such a bandwidth feature. On
SDSC machine with P100 GPUs (Figure 3.17c), COARSE reduces the communication time by
28% for BERT. On AWS machine with V100 GPUs (Figure 3.17d), COARSE reduces the blocked
communication time by 20%-42% for BERT. On single node and dual node AWS machines with
V100 GPUs (Figure 3.17(e-f)), COARSE reduces the communication time by 23%-46%. These
results show that COARSE is highly efficient in reducing communication overhead in distributed

training.

3.6 Related Work

To our knowledge, this is the first paper to explore the cache-coherent disaggregated
memory system to accelerate communication in DL training. This section discusses previous

works related to our study.
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Parameter Server. Li et al. [127] propose a distributed parameter server design based on
Ethernet, while COARSE leverages cache-coherent interconnection. GeePS [128] is a GPU-
specialized parameter server which allows the parameter server to store part of the parameters
on GPU memory, so that parameter push/pull can be processed faster. GeePS enables the multi-
server-node training but limits to one GPU per node, while COARSE works with multiple GPUs
per node. ParameterHub [129] proposes a parameter server with software-hardware co-design
to optimize the rack-scale Ethernet latency, while COARSE reduces serial bus latency using

cache-coherent interconnection.

Speedup Communication in DL Training. Hop [99] is a queue-based parameter synchro-
nization in decentralized DL training. Hop leverages bounded staleness training, while COARSE
targets synchronized training and thus is orthogonal with this work. Prague [111] proposes a
group-based AllReduce synchronization scheme for distributed DL training. Prague uses partial
synchronization to achieve high performance, while COARSE provides full synchronization
without losing precision. Zhao et al. [94] propose a hierarchical multi-level parameter server
design with GPU memory, CPU memory, SSD, and network. This parameter server is helpful in
recommendation systems where most parameters are sparse. It relies on CPU-GPU communica-
tion to exchange parameters, while COARSE enables GPU direct access to CCI memory device
to exploit full serial bus bandwidth. ByteScheduler [130] introduces a communication scheduler
for DL training. It is beneficial when using low bandwidth Ethernet communication, but provides
less speedup when using intra-node serial buses for communication. Compared to ByteScheduler,
COARSE leverages CCI disaggregated memory to speed up the communication on fast serial
buses and support large DL models. Blink [86] is a collective communication scheme optimized
for GPUs interconnected by both NVLink and PCle. It runs parameter synchronization jobs
on GPUs while COARSE offloads these jobs to CCI memory devices to further improve GPU

utilization. Klenk et al. [131] propose an in-network accelerator for collective communication.
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This work does not support extended memory space for GPUs, while COARSE leverages CCI
memory devices to enable larger models to be trained. In addition, COARSE exploits the non-
uniform serial bus bandwidth to further improve the performance. As a result, COARSE achieves
48.3% BERT training speedup over AllReduce, while this prior work achieves less than 10%

speedup [131] in the same model training.

Disaggregated Memory Lim et al. [132, 133] propose a memory disaggregation architecture
with a memory blade connected over PCle to expand CPU accessible memory. COARSE takes
one step further to explore the potential of disaggregated memory using CCI. Kim et al. [134]
propose a memory network for GPU and CPU using packet routing from HMCs, while COARSE
does not rely on specific memory media technology. Kwon et al. [135] propose a memory-centric
architecture for distributed DL training. This work assumes unified communication bandwidth in

serial bus, while COARSE exploits the non-uniform bandwidth.

Near Memory Processing for DL Training TensorDIMM [136] provides a near memory
processing design to offload embedding operations in recommendation systems. It accelerates the
specialized operations while COARSE provides generic acceleration to parameter synchronization
operations. iSwitch [137] proposes a parameter synchronization design in Ethernet switch memory.
It is beneficial to reinforcement learning where model size is small enough to fit in switch memory,

while COARSE targets large models and provides extended parameter storage.

3.7 Conclusion

In this paper, we propose COARSE, a distributed parameter synchronization scheme
based on disaggregated memory, for distributed DL training. COARSE exploits the non-uniform
serial bus bandwidth and bidirectional bandwidth to accelerate the parameter synchronization in

DL training. It leverages disaggregated memory to offload the parameter synchronization jobs and
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hence improves the GPU utilization. It combines the emerging cache-coherent interconnection
with MPI-like collective communication to provide low-latency parameter synchronization. Our
evaluation shows COARSE significantly speeds up the DL training compared to the centralized

parameter synchronization design with CCI.
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Chapter 4

Attacking and Securing Heterogeneous

Systems

4.1 Introduction

Microarchitectural side channels allow attackers to leak information from other users
co-located on shared computing resources. Researchers have demonstrated such attacks by
exploiting various hardware resources that are shared among untrusted users [36, 138—142]. For
example, an attacker can construct a timing side channel based on the shared CPU cache and use
this to break cryptography [143, 144], steal keystrokes [145], and violate the privacy of encrypted
databases [146]. These side channels are also the basic block to developing more advanced
microarchitectural attacks that leak arbitrary data and undermine the confidentiality of several
isolation domains on modern systems [147—154].

The research community has put a lot of effort into proposing defenses against microar-
chitectural attacks, but these proposals are not comprehensive. For attacks that target components
internal to the CPU core [139, 140, 155], the recommendation is to isolate these resources

for security-critical operations spatially and temporally [156, 157]. On existing CPUs with no
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fine-grain support for isolation, this can be achieved by flushing CPU resources across context
switching or making sure untrusted threads are not simultaneously executed on the same core.
For attacks on the shared CPU cache and its directory structure [142, 158], mitigations based
on partitioning the cache and randomizing cache accesses are proposed [159-162]. These CPU
mitigations, promising for protecting security-sensitive computation, come with a performance
penalty. Unfortunately, systems practically benefit little from paying the corresponding perfor-
mance penalty to defend against CPU side channels if attackers can exploit other shared hardware
resources such as the on-chip interconnect [163—167] and the DRAM banks and row buffers [168].
This gap motivates us to look into attacks on new memory subsystems.

We study the security implications of scalable server-grade non-volatile RAM (NVRAM)
DIMMs as implemented by Intel’s Optane DIMM [13]. NVRAM DIMMs enable a larger memory
capacity and support for data persistence long desired by server developers. Recent performance
characterization studies [2, 169] have shown that the Optane DIMM delivers its high levels of
performance and scalability by employing various optimizations including multi-level buffers,
internal address remapping schemes, and wear-leveling mechanisms. This combination leads to
a discrepant performance behavior compared to what researchers expected before the product
release [1, 170, 171]. Although previous studies have investigated the microarchitecture of the
Optane DIMM and analyzed its performance, its security implications remain largely unexplored.
In this study, we investigate microarchitectural covert/side channels enabled by Optane DIMM,
their impact on the security of real-world applications, and how we can improve system security

against potential side channels. More specifically, we contribute the following:

1. Reverse-engineering (Section 4.3). We perform reverse-engineering of the opaque design
of NVRAMs, which helps us uncover new information leakage sources. Our goal is to detail the
on-DIMM cache structures and configurations, control policies, and performance behaviors. We

develop carefully crafted microbenchmarks that run in both kernel and user spaces to achieve this.
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These microbenchmarks trigger specific memory behaviors, which lead to detectable performance
variances that reveal the corresponding hardware designs. As a result, we unveil a much more
detailed picture of Optane DIMM microarchitecture compared to previous works [2, 169]. Our
findings include the on-DIMM cache structures and wear-leveling policies, which we then exploit

to develop new information leakage attacks.

2. Constructing covert channels (Section 4.4). We develop and quantify new covert/side-
channel attacks to empirically verify the existence of information leakage via the uncovered
knowledge of Optane DIMM microarchitecture. First, we exploit the previously-undocumented
on-DIMM cache structure to construct a cross-VM covert-channel attack. We show that cross-VM
covert channels using the NVRAM cache are stable and achieve high channel capacity and low
noise by solving several challenges. Second, we construct a covert channel that exploits the
NVRAM wear-leveling mechanism to leak updates to a filesystem, which allows an attacker to

monitor whether a victim updates its file without requiring elevated permission.

3. Side-channel attack case studies (Section 4.5).  Next, we show that our findings go beyond
covert communication channels and affect the security of real-world applications. We demonstrate
several side-channel attacks exploiting the NVRAM cache, under the umbrella of NVLeak attacks,
applicable to everyday use cases of NVRAM:

First, we demonstrate several attacks in the scenario where NVRAM is used as persistent
storage, compromising the privacy of a SQL database or key-value storage. Although an attacker
who shares the NVRAM with a victim does not have access to the victim’s database/storage
file and its queries, they can learn about its queries through NVRAM cache access patterns.
Ultimately, an attacker can learn the details of queries and parameters, and previous work [172]
shows that such information leakage is devastating for the privacy of encrypted databases.

Then, we demonstrate an NVLeak attack in the scenario where NVRAM is deployed like

a volatile memory (like the DRAM). In this common scenario, to speed up workloads that don’t
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require persistent storage, we show NVLeak can spy on code pages and detect which execution
path is taken by a program whose code pages are stored in the NVRAM. Ultimately, we show

that this has consequences for security-critical applications like cryptographic schemes.

4. Mitigations (Section 4.6).  We propose a set of mitigation mechanisms to defend against the
NVCache-based side channels based on the reverse engineering results and side-channel attacks.
We first propose a software-based L2 NVCache mitigation that allows a victim application to
allocate memory blocks from isolated NVCache sets that are not shared with other applications,
including the attackers, thus preventing information leakages. We develop this mitigation into a
PMDK [65] key-value store to make it resistant to NVCache-base side channels. The experimental
results show that this mitigation’s performance overhead is < 4%. We then propose a software-
based mitigation for L1 NVCache and WPQ, and a hardware-level mitigation for the entire

NVRAM hierarchy.

Open source and responsible disclosure. ~We open source our code' in the hope of facilitating
future off-chip memory security research. We have disclosed the vulnerabilities and our code to

Intel.

4.2 Background

In this section, we provide some background knowledge of the NVRAM and microarchi-

tectural side-channel attacks.

4.2.1 NVRAM

Like DRAM, Non-Volatile RAM (NVRAM) provides a byte-addressable interface that

allows the CPU to access NVRAM directly. NVRAM promises low-latency and high-bandwidth

"https://github.com/TheNetAdmin/NVLeak
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performance that is comparable to DRAM and faster than conventional NAND-based persistent
storage devices [1]. On the other hand, NVRAM can also work as persistent storage, guaranteeing
its data survives power reset, i.e., a user can rely on an NVRAM-aware filesystem for persistent

storage [23]. Intel Optane DIMM [173] is the most widely adopted commercial NVRAM product.

NVRAM-based server systems. Figure 4.1 shows an example architecture of a server
system equipped with Optane DIMM. Optane DIMMs (denoted as NVRAMs) are connected
to the memory bus along with DRAM DIMMs. Intel’s Cascade Lake processors, the first
microarchitecture to support Optane DIMM [29], can support up to 6 Optane DIMMs per
processor. The processor’s integrated memory controllers (iMCs) manage access to the memory
bus and connected memory modules, including the CPU’s last level cache (LLC) and off-chip
memory media. The iMCs have read-pending-queues (RPQs) and write-pending-queues (WPQs)
to process accesses to Optane DIMMs. WPQ, which is interesting for our work, stores the
pending cache line data to be written back to NVRAM and ensures its data is safely persisted
during power failures. Intel only documented the existence of WPQ [32] without further details

such as WPQ size.
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NVRAM operation modes. As shown in Figure 4.1, Optane DIMMSs can be configured to
operate in two different modes: Memory Mode or AppDirect Mode. In Memory Mode, a DRAM
DIMM becomes a data cache for the Optane DIMM in the same channel. This mode allows users
to enjoy the extra capacity provided by Optane DIMM, but it does not provide data persistence.
In contrast, in AppDirect Mode, the Optane DIMMs are used as stand-alone persistent memory
that is directly accessible to the software running on the CPU cores. The programmers can use
regular load/store instructions to the NVRAM region and access in-NVRAM data structures. In
this case, system software and NVRAM hardware should guarantee that the data structures are

recoverable during system crashes or power outages [23, 31].

NVRAM wear leveling. Persistent storage devices such as SSDs use wear-leveling mecha-
nisms to prolong the device service life: the persistent media’s cells generally only support a
limited number of write cycles [174], after which the cell is worn-out and not reliable to store
data. The wear-leveling mechanism tries to evenly distribute write accesses to the media cells
by migrating data from one cell to another after a number of write cycles. Optane DIMM uses
3D-Xpoint as its persistent media [33], which also requires wear-leveling to reduce the number of
bad media cells. Currently, there is no publicly available documentation about the details of its

wear-leveling algorithms.

NVRAM microarchitecture. = Recent works [2, 169] unveil several previously unknown
microarchitectural details of Optane DIMM. These works identify the existence of on-DIMM
buffers organized as a hierarchy and the presence of a wear-leveling mechanism and a multi-
DIMM interleaving scheme. In this work, we dive deeper into its microarchitecture, revealing
more details and correcting some of the findings of the prior work. Thus, this paper represents the
most comprehensive analysis of NVRAM to date, which also leads us to the first security analysis

of an NVRAM microarchitecture.
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4.2.2 Microarchitectural Side Channels

Microarchitectural side-channel attacks exploit contention on shared hardware resources
such as shared caches [138, 175-178], translation lookaside buffers (TLBs) [179], branch predictor
structures [139, 180], DRAM buffers [168], and CPU execution ports [155, 181] to bypass
software isolations and leak private information from other users. We discuss memory-related

attacks in more detail due to the focus of our work:

Cache attacks. In a cache-based side-channel attack (cache attack), an attacker who cannot
directly access the victim’s data can observe the cache state changes made by the victim applica-
tion. The attacker can monitor the state of the cache and derive the victim’s secret information
from its cache-access pattern. A typical cache attack comprises three main steps: (1) the attacker
prepares the cache into a desired state so that the victim’s cache activities are measurable. For
example, the attacker prepares the cache by evicting specific cache lines from the shared cache.
(2) the attacker waits for the victim to modify the cache state. (3) the attacker measures the cache
state to determine whether the victim has accessed a target cache line or not. An attacker can
achieve this by measuring the access time of its cache lines [175, 177] or the time of the victim’s
execution [138].

Cache attacks can be categorized into different classes based on their method for the
preparation step. Flush-based attacks [176, 177, 182] assume a shared memory (e.g., a shared
library) between the attacker and the victim, so the attacker can prepare the cache by simply
executing a c1f1lush [183] instruction to evict target cache lines. In contrast, conflict-based
attacks (e.g., Prime+Probe [175]) do not rely on shared memory. Instead, to prepare the cache
states, the attacker identifies and loads multiple cache lines mapped to the same cache set as the

target address, forcing the cache to evict the victim’s target cache line due to conflicts.
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DRAM row-buffer conflicts. = Previous research has also attacked on-DIMM structures.
These attacks leak secrets by exploiting DRAM-specific optimizations and features such as row
buffers [168] and row activation [184]. DRAMA [168], for example, exploits the DRAM row
buffer, an on-DIMM SRAM memory that caches an entire DRAM row and provides faster access
than DRAM banks. DRAMA performs a Prime+Probe attack by leveraging the timing difference

between row buffer hits and misses to detect victim activities such as keystrokes.

4.3 NVLeak Reverse-Engineering

In this section, we perform reverse-engineering of the NVRAM'’s microarchitecture. We
build our experiments on top of LENS [2], a recent performance characterization study of Optane
DIMM. Our results confirm some of LENS’ findings, including the capacity of DIMM caches
and their block size on two different versions of the Optane DIMM. Additionally, we recover
undocumented details such as the set associativity of the DIMM caches and their indexing
schemes (Section 4.3.2). Finally, we correct some essential details about the wear-leveling policy

and its implementation (Section 4.3.3).

4.3.1 NVRAM System Configuration

Table 4.1 shows the configuration of the NVRAM-equipped machines we use for our
experiments. We configure all DIMMs to be non-interleaved to ensure that our experiments always
run on a single DIMM. Additionally, we configure Optane DIMMs to operate in AppDirect mode.
For our reverse-engineering microbenchmarks, we mount a dummy filesystem on an Optane
DIMM which provides identity memory mapping on the Optane DIMM memory region. To
minimize the noise in our experiments, we turn off the CPU hardware prefetchers, disable
simultaneous multithreading (SMT), and boost the CPU to performance mode with the help of the

CPU scaling governor. This section presents results using Server A (Table 4.1), and Section 4.A.2
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Table 4.1: NVRAM-equipped server system configuration.

Server A Server B

Intel Xeon Cascade Lake Intel Xeon Gold 6230

CPU 24 Cores per socket, 2 sockets 20 Cores per socket, 2 sockets
HyperThreading off

L1 Cache 32 KiB 8-way |-Cache, 32 KiB 8-way D-Cache, private
L2 Cache 1 MiB, 16-way, private
L3 Cache 33 MiB, 11-way, shared 27.5 MiB, 11-way, shared
DRAM 6 channels per socket

DDR4, 32 GiB, 2666MHz DDR4, 16 GiB, 2666MHz

Intel Optane DIMM
6 channels per socket
256 GiB, 2666 MHz 128 GiB, 2666 MHz
Firmware: 01.01.00.5253 Firmware: 01.02.00.5355

Kernel Linux 5.4.0

NVRAM

shows results on Server B.

4.3.2 Recovering Details of NVCache and WPQ

We design a pointer chasing microbenchmark that reveals the structure of the NVRAM
cache (NVCache) and CPU’s write-pending-queue (WPQ). Here, we first describe the microbench-
mark, then briefly discuss how we instantiate this program to confirm the results of LENS on
cache capacity, block size, and WPQ structure. We then discuss how we recover NVCache set

associativity, the number of sets, and NVCache indexing scheme.

Pointer chasing microbenchmark. We divide a contiguous memory region—a pointer chasing
region (PC-Region)—into equal-sized blocks (PC-Blocks). We initialize each PC-Block with a
pointer to another random PC-Block. Recursively dereferencing the pointers results in accessing
all PC-Blocks in random order. This also defeats a cache prefetcher if that exists. To minimize the
effects of CPU caches on our measurements, we set the NVRAM memory region as uncacheable
through x86 Memory Type Range Register (MTRR) [183]. We ensure that every read or write
operation reaches the NVRAM DIMM by using non-temporal load and store instructions. In an

environment where MTRR is not available, e.g., user-space processes or virtual machines, one
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Figure 4.2: Pointer chasing microbenchmark results and amplification factors for each architec-
tural components.
can instead insert a c1f1lush instruction after each memory access instruction to imitate the

uncacheable effects.

Recovering cache capacity. To identify the cache capacity, we follow the LENS [2] methodol-
ogy and run the pointer chasing microbenchmark with varying region sizes (PC-Region) while
keeping the PC-Block size constant. The results of this experiment (Figure 4.2a) confirm the
presence of two levels of NVCaches with 16 KiB and 16 MiB capacities on both of our machines.

Hereafter, we refer to the 16 KiB cache as L1 NVCache and the 16 MiB one as L2 NVCache.

Recovering L1/L.2 NVCache block size.  To confirm the block size reported by LENS [2], we
use the pointer chasing microbenchmark with varying PC-Block sizes and measure the read/write
amplification factor. The read/write amplification factor is the ratio of data that is read/written
to the size of the requested data. For example, for a cache with 256 B block size, a single read
request of 64 B will bring a 256 B block into the cache; thus, we will have a read amplification of
4. Our read/write amplification results (details in Figure 4.2b) confirm that the two NVCaches

have different block sizes. L1 has 256 B blocks while the L2 NVCache has 4 KiB blocks.

Recovering CPU WPQ structure.  Figure 4.2a shows that pointer chasing write latency

drops until 512 B region size, which indicates a buffer or queue on the write path. Given its
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Figure 4.3: Detecting NVCache set structures with a strided pointer chasing microbenchmark.
In this example, NVCache has 4 sets, where each set has 2 cache blocks. The strided access
reaches a maximum cache contention once the stride size reaches 4 times the cache block size.
Figure (d) is cut off with 4 more memory block accesses out of the figure range.

small size and presence only on the write path, we believe it is the write pending queue (WPQ)
embedded in the Intel CPU’s on-chip memory controller [32]. The WPQ’s write amplification
factor (Figure 4.2b) drops to 1 when using 512 B PC-Block; considering the pointer chasing

microbenchmark inserts one mfence instruction after each PC-Block access, we believe that

one mfence instruction flushes the entire WPQ.

Recovering NVCache associativity and number of sets. = We run the pointer chasing mi-
crobenchmark with strides to identify the number of cache sets, which prior works [2, 169] have
not revealed. As illustrated by Figure 4.3, increasing the stride size directs the pointer chasing
accesses to fewer cache sets. For example, assuming a target cache has four sets (unknown to the
attacker) where each set stores two cache blocks, and the cache uses a linear indexing function
to index the sets. If the attacker runs the pointer chasing code to access eight continuous cache
blocks, the attacker can fill up the entire cache (Figure 4.3a). But if the attacker doubles the stride
size (Figure 4.3b), its accesses will skip every other set, and the attacker can only use half of the
cache sets. Finally, once the attacker reaches a stride that matches the number of sets, all memory
accesses will be mapped to only one cache set (Figure 4.3c). At this point, doubling the stride
size does not reduce the available cache capacity anymore (Figure 4.3d).

Using this method, we scan all possible stride sizes and measure the available cache
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Figure 4.4: Pointer chasing microbenchmark results. The heatmap shows the pointer chasing
latency under varying striding sizes and number of blocks. When we have 16 blocks or less, the
latency does not increase for any stride size, indicating that we have at least 16 block available,
i.e., associativity of 16.

capacity, and find a point where the cache capacity stops decreasing. We can then use that stride

size to deduce the number of sets in the cache, and since we already know the total number of

blocks in the cache, we can also derive its set associativity.
Figure 4.4 shows a heatmap of the pointer chasing read access with different stride sizes
and different numbers of blocks. We repeat the pointer chasing with strides for multiple rounds

(16 or more) and measure the average latency to get a stable result. We use a 64 B pointer chasing
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block size? so that each NVCache block gets only one memory access.

L1 NVCache set structure. We start with a stride size of 256 bytes. This stride size matches the
L1 NVCache block size, so all pointer chasing accesses reside in different consecutive L1 blocks.
We observe a rapid sizable increase in the read latency at 44 blocks. This overflow point is close
to L1 total blocks, so we believe this reflects the L1 NVCache overflow. This overflow point
remains at 44 blocks under various stride sizes, which means that the mapping of blocks to cache
sets does not depend on their addresses, indicating a fully-associative structure. These results
also suggest that L.1 employs a replacement policy different from Least Recently Used (LRU).
An LRU cache should overflow when it is full, but L1 starts to overflow at 44 instead of 64 blocks
(the maximum capacity of the L1 NVCache).

L2 NVCache set structure. When stride size is set as 4 KiB, which matches the L2 block size,
every memory access falls into a different L2 block, and we observe an additional distinguishable
latency change at 4096 blocks. The first overflow point at 44 blocks reflects the L1 NVCache
capacity, while the second one matches the size of L2 NVCache (4096 blocks x 4 KiB = 16 MiB
= Size(L2 NVCache)). Unlike L1, the L2 overflow point changes with the pointer chasing stride
size: it overflows at 4096 blocks with 4 KiB stride size, then at 2048 with 8 KiB stride, etc. The
overflow point stops at 16 blocks with 1 MiB stride and does not change with larger stride sizes.
This indicates that L2 is a set-associative cache because its overflow point changes and each L2
set has 16 cache blocks because the overflow point stops moving at 16 blocks. This result also
shows L2 likely uses LRU replacement, as L2 starts to overflow with 4096 blocks which match
the number of L2 blocks, i.e., L2 overflows when it is full. L2 NVCache is likely to use a linear
indexing scheme because there is a linear relationship between the number of PC-Blocks and the

stride size for L2 overflow points.

264 B is the AVX512 register size we use and is unrelated to the NVCache parameters. SSE and AVX2 registers
can also be used with non-temporal load/store instructions.
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Figure 4.5: Overwrite microbenchmark results. (b) shows a sample of results from Figure 4.6.

4.3.3 Recovering Wear-Leveling Policy

Next, we recover the wear-leveling policy used in the Optane DIMM. To that end, we
extend the overwrite microbenchmark from LENS [2] to measure the timing of the data migration

and its spatial granularity (i.e., the block size).

Triggering a data migration. We start with a variant of the overwrite microbenchmark that
repeatedly writes 256 B regions and measures the latency of each write operation. If a write in
this region triggers a data migration, e.g., by a wear-leveling algorithm, the subsequent writes
cannot be issued until the migration completes. As a result, a write stalled by a migration exhibits
a latency over a magnitude higher than an average write. We estimate the migration latency using
the elevated tail latency. Furthermore, we can calculate the migration frequency by measuring the
time intervals between two consecutive migrations.

Figure 4.5a shows the results of the overwrite microbenchmark for data migration latency
analysis. The results of Figure 4.5a show that long-latency writes (~60 us) happen at regular
intervals. We see one after writing every ~4 MiB (~16 K write operations) to the memory region
when using non-temporal stores. This confirms the behavior observed by previous work [2]. We
also performed the same overwrite experiment on DRAM and did not observe such a long latency

effect. Thus we consider the cause of this NVRAM long write latency is its data migration for
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wear-leveling or thermal control.

Data migration timing conditions. To further investigate the conditions upon which a data
migration happens, which is not covered by prior works [2, 169], we examine the effects of
write frequency in triggering long delays. We inject delays with varying lengths in the overwrite
microbenchmark and measure the 99.99 percentile latency. We can inject delays via two knobs:
the delay duration, which indicates the number of CPU cycles that we wait during each delay, and
the delay injection interval, which determines how much data we write between two consecutive
injected delays. By changing the delay duration and injection interval and observing the tail
latency, we can deduce the timing conditions for data migrations, i.e., the correlation between the
data write frequency and the data migration frequency.

Figure 4.6 shows the results of this experiment. Each point represents a 99.99 percentile
latency of the overwrite microbenchmark that writes 512 MiB data to the same 256 B NVRAM
region. We observe that injecting longer delays reduces the frequency of long latency writes
significantly. This might be due to the data migration process hidden in the delays. So, when the
delay duration is too long, the migration process is likely to happen when we execute delays, and
thus none of our writes encounters a long latency. In addition, we observe that overwrites trigger
the maximum amount of long latencies (i.e., highest P99.99 latency) if the delay is infrequent

(injection interval > 8 KiB) or delay duration is short (duration < 32 K cycle).

Data migration spatial granularity. = We run two threads writing data to NVRAM simulta-
neously but on different regions to detect the migration granularity, i.e., the block size for each
migration. Two threads inject delays at different frequencies: one scratch thread injects no delays,
and the other probe thread injects delays that do not trigger the full amount of long latency (the
migration timing conditions identify this delay setting). When two threads are working within
the same migration block, the probe thread observes the full amount of long latencies due to the

scratch thread’s activity. Once two threads’ regions are distant enough to guarantee they do not
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Figure 4.6: Overwrite 99.99 percentile (P99.99) latencies under various delay duration and
delay injection interval settings.
share a migration block, the probe thread is the only writer working on its region, thus observing
few long latencies.

On our machine, we set the probe thread to inject a 128 K cycle of delay after each 256 B
write, gradually increase the delta between the two threads’ starting addresses, and observe that
the probe thread’s P99.99 latency drastically drops when the delta reaches 4 KiB or larger. This
indicates that two threads are now separated into two different data migration blocks. Thus, the

migration block size is 4 KiB.
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Data migration robustness. Next, we examine the distribution of the number of writes needed
to trigger a single data migration. We repeatedly write to a memory region, where each repeat
consists of sequential writes to each 256 B block within the region. We then count how many
writes it requires to trigger one data migration (latency over 100 K CPU cycle). In this experiment,
we use the c1wb instruction instead of the non-temporal stores because c1wb executes faster
and generates more frequent writes to NVRAM, which trigger more frequent data migrations and
give us a more accurate observation of the data migration robustness.

Figure 4.7 is a box plot that shows the results of the above-mentioned experiment. The
figure shows that it is easier to trigger a migration when overwriting a smaller region, and at
minimum, it takes ~3,700 iterations (i.e., 3,700 x 256 = 925 KiB) to trigger one data migration.
This also shows that for a region size of 256 B, 50% of the time the required number of writes
is within the range of [3027:4552]. The migration happens at 4 KiB granularity, i.e., one
migration affects the entire 4 KiB page, but any of its 256 B blocks can trigger it. We also observe
a more frequent data migration in Figure 4.7 (every ~4 K writes) compared to Figure 4.5a (every

~16 K writes) due to c1wb’s faster execution than non-temporal stores.

Feasibility of side channel. = We analyze the feasibility of establishing a side channel based on

this data migration mechanism, using a proof-of-concept code: the victim and the attacker shares
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the write access to a 4 KiB page and update different regions. The victim writes to its region at

the highest frequency, while the attacker updates the region at a frequency that does not trigger

data migration on its own. In this POC, the attacker observes frequent data migrations when the

victim is updating the shared page, compared to when the victim is idle. We evaluated this POC

and found that the attacker can detect if the victim has written more than one MiB of data to the

shared page, which aligns with the data migration robustness analysis (it takes ~925 KiB writes

to trigger one migration). This channel may leak the information when the victim application

repeatedly updates metadata or a file: e.g., an attacker times a database row update to detect if

there are updates to nearby rows by the victim.
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4.3.4 Summary of Findings

Figure 4.8 shows an overview of our findings:

Optane DIMM has two data caches (NVCaches), organized as two-level inclusive caches:
The Level 1 NVCache is a fully-associative cache with 16 KiB size and 256 B block size.
The Level 2 NVCache is a 16-way set-associative cache with 16 MiB size and 4 KiB block

size.

The size of the write-pending-queue [32] is 512 B.

There is a long-latency effect (60 us) when frequently flushing data to NVRAM.

The data migration happens after ~4 K writes to the same migration block of 4 KiB.

Compared to LENS [2], we have corrected a set of observations, and discovered previously

unknown architecture designs, as shown in Figure 4.8.

4.4 NVLeak Covert Channels

Based on our findings from the previous section, we demonstrate covert channels across
isolated security domains. We first demonstrate a cross-VM covert-channel attack based on the
Prime+Probe attack technique [175] exploiting the on-DIMM NVCaches. We then demonstrate
a wear-leveling-based covert-channel attack across filesystem boundaries. These attacks are

demonstrated on Server A (Table 4.1).

4.4.1 Cross-VM NVCache Channel

This section presents our cross-VM covert-channel attack exploiting the level 2 NVCache.

Threat model. We assume the sender is a program running inside a guest VM that maps an

NVRAM memory region from the host system (the virtualization hypervisor) to the guest VM.
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Figure 4.9: Cross-VM covert channel. (¢) is a receiver signal from (b) that achieves 11 kbps
bandwidth with 3.5% error rate. This channel uses 14 blocks, 1 MiB stride size and 16 repeat
rounds. Y-axis shows the average per-block latency.
This region appears as a virtual NVRAM device in the guest VM. We assume the receiver is
another guest VM that maps a different NVRAM memory region. We assume the sender does not
have any shared memory with the receiver; their NVRAM memory regions are not overlapping
and can belong to two different partitions, as long as these regions are both on the same NVRAM

DIMM. We assume the sender and receiver have full control of their own guest VM’s software,

1.e., they can replace OS kernels or run code at the kernel level within their guests.

Challenges. To obtain a stable, low-noise, and high-resolution channel, we overcome the
following challenges:
Challenge 1: Bypassing L1 NVCache. Our reverse-engineering results (Section 4.3) showed that

the L1 NVCache is a fully-associative on-NVRAM cache shared by all cores. Its fully-associative
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property introduces noise and reduces the resolution of the channel. To bypass the L1 NVCache
effect in our Prime+Probe attack, we must flush the L1 NVCache before every Prime step. To
achieve this, we read data from an NVRAM region different from the Prime memory region. This
guarantees the Prime step’s memory accesses are cache misses in the L1, thus bypassing the L1
and directly accessing L2.

Challenge 2: Targeting L2 NVCache sets. We need to Prime and Probe each L2 NVCache set
separately to construct a high-resolution channel. We rely on the knowledge of L2’s indexing
scheme we discovered in Section 4.3—L2 takes bits [13:20] of each address—and use it as an
index to a set. Thus, to evict a specific L2 set, we first identify the set address of the target L2 set,
then create our conflict set with a set of 16 blocks that are based on the set address and are 1 MiB
apart. This ensures that all of these blocks go to the desired set.

Challenge 3: Avoiding noises due to cache prefetchers. There are multiple prefetchers for on-CPU
caches and on-NVRAM caches in our system. These prefetchers cause latency fluctuations in
the Prime+Probe accesses, adding noises to the channel. To defeat these prefetchers, we use our
pointer chasing access pattern, which accesses all memory blocks, but in a random order so that
prefetchers cannot detect a predictable pattern.

Challenge 4: Synchronizing the parties. Without synchronization, the sender and receiver can
easily drift, making the received bit sequence unreliable, especially for long bit sequences. To
overcome this challenge, we implement a timing-based synchronization, where the sender and
receiver use the same predefined time interval for each bit send/receive iteration: After the
pointer-chasing operation finishes, the thread waits until the time interval is finished, then starts
the next iteration. From our evaluation, this timing-based sync introduces ~10% additional

waiting time compared to the pointer-chasing operation time.

Evaluation. We configure a single-DIMM NVRAM into two non-overlapping DAX devices

(Figure 4.9a). Each DAX device is passed to KVM and QEMU to create a virtual NVRAM for
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Figure 4.10: Filesystem inode-based covert channel on NVRAM and DRAM.

the guest VM.

We use the KVM-unit-tests framework [185] to implement two OS kernels for the sender
and receiver to run at ring-0 within the guest VM. KVM-unit-tests provide a set of libraries to
build customized OS kernels, and each of its test cases is a small kernel that boots up from a guest
VM and runs a piece of testing code. We implement the sender and receiver as two test cases in
KVM-unit-tests that run covert channel code at kernel level or ring-0 level.

Figure 4.9b shows the performance of the cross-VM covert channel. Each point in the
figure represents one covert-channel experiment that sends/receives a binary data sequence.
Different points use different configurations for the underlying pointer-chasing microbenchmark,
including region size, block size, stride size, repeat rounds, and flushing L1 NVCache or not.
From Figure 4.9b we find the best configuration achieves 11 kbps bandwidth with 3.5% error rate

(Figure 4.9c¢).

4.4.2 Data-Migration-Based Channel

This section describes how we construct a covert channel that exploits the NVRAM-

specific wear-leveling data migration mechanism.

NVRAM data migration.  As described in Section 4.3, the Optane DIMM uses a wear-leveling

data migration mechanism that triggers long latencies in response to frequent writes to the same
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migration block. This migration mechanism is sensitive to the memory write frequency: the
migration happens less frequently (relative to the write traffic) once the write frequency drops to
a certain point (e.g., one access per 32 K cycles as shown in Figure 4.6).

We exploit the migration latency to construct a covert-channel attack where the receiver
and the sender write to the same NVRAM data migration block. The receiver uses a low-frequency
write and measures write latencies. If the sender frequently writes to the same migration block,
the block gets migrated more regularly, which results in long-latency writes detected by the
receiver.

This attack requires the receiver and the sender to write the same 4 KiB migration block.
However, this write access does not need to be direct. For example, we can assume a receiver and
a sender own two separate files, but the files’ metadata resides in the same migration block. In
such cases, any write to the sender’s file results in a metadata update, and the metadata update
involves a write to the migration block. Neither thread has direct access to the metadata, but they

leak information through underlying filesystem operations.

Threat model. We assume the receiver is a user-space program with access to a file. This file’s
inode-Linux filesystems metadata—is stored in a metadata page that also stores the sender’s file
inode. The filesystem maintains the inode, and the user space program cannot directly modify a
file’s inode. However, a user space program can use (1) futimes () to update a file’s access and
modify time, or (2) ftruncate () to update the file size, without the overhead of an actual file
data update. The size of an inode is typically sub-page-size, e.g., inodes in the EXT4 filesystem
are 256 bytes [186]. Thus one metadata page (4 KiB) stores multiple inodes, enabling the receiver

to access a file that shares a metadata page with the sender’s file.

Cross-filesystem covert channel.  We construct a covert channel based on the filesystem’s
inode updates triggered by the data migrations. The sender program updates its file’s metadata

at maximum frequency if sending bit 0; otherwise, it remains idle for a predetermined period to
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communicate bit 1. The receiver constantly updates its file at a low frequency to not trigger data
migrations on its own but to detect that of the sender. The receiver also times these inode update
functions and identifies the data migration as a long latency. The receiver picks up a bit O if it
detects data migrations.

The widely-adopted EXT4 filesystem allocates inodes sequentially, i.e., for each newly
created file, EXT4 allocates the first available inode from a list of free inodes sorted by the inode
number. The receiver can exploit this allocation mechanism to create its file at roughly the same
time the sender creates its files so that their inodes are placed on the same metadata page with a

high probability.

Evaluation. In our evaluation, we configure the NVRAM into filesystem DAX mode and
create an EXT4 filesystem on the NVRAM. We mount the EXT4 filesystem in DAX mode, which
disables the filesystem page cache and allows direct access to the underlying NVRAM. This is
the preferred use case of a filesystem for NVRAM [187].

Figure 4.10a shows the receiver signal on an NVRAM-based inode channel, where the
sender sends Oxcc followed by repeated 0x£0. In this example, this channel achieves 217 bps
bandwidth with 0% error rate. The bandwidth can be further improved to 1.5 kbps if we reduce the
number of inode updates for each bit. For comparison, we also evaluate the possibility of covert
communication if we use DRAM instead of NVRAM. As shown in Figure 4.10b, the DRAM

does not achieve a stable channel as it does not implement the data migration for wear-leveling.

4.5 NVLeak Side-Channel Attacks

We demonstrate three types of attacks on Server A (Table 4.1) where victims access
NVRAM through different interfaces: (1) attacking a database which accesses NVRAM through
conventional filesystem interface, where the attacker exploits L2 NVCache to learn information

about SQL queries (Section 4.5.1); (2) attacking an NVRAM-optimized key-value store which
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-- U1:
UPDATE
-- U2:
UPDATE
-- C1:
SELECT
-- C2:
SELECT
info.
-- C3:
SELECT
info.
-- 0Q1:
SELECT
info.
-- 1I1:
INSERT
-- S1:

Update 100 records in 'info' table

info SET name

"New Name"” WHERE npi

1144223363 ;

Update 1 record in 'address' table

address SET city = "New City"” WHERE npi

Count records
COUNT(*) FROM
Count records
COUNT(*) FROM
npi
Count records
COUNT(*) FROM
npi

address.

address.

1144223363;
in 'address' table

address WHERE LOWER(city)='athens';
in '"info' and 'address' tables
info, address WHERE

npi AND LOWER(city)='athens';

in '"info' and 'address' tables
info, address WHERE

npi AND LOWER(city)='houston';

Query both tables
* FROM info, address WHERE

npi
Insert 10,000

address.

npi AND info.npi 1144223363;
records in 'info' table

INTO info values (...), (...);

Sort records in

"address' table

SELECT * FROM address WHERE LOWER(city)='athens'
ORDER BY city DESC LIMIT 1;

accesses NVRAM through NVRAM-aware filesystem and libraries, where the attacker learns the
in-flight key-value pair information (Section 4.5.2); (3) attacking a victim program that links with

shared libraries that are stored in NVRAM and accessed without page cache, where the attacker

Figure 4.11: Evaluate SQL operations.

exploits L1 NVCache to learn the victim code execution path (Section 4.5.3).

4.5.1 Database Operation Leakage

This section describes an NVCache-based side-channel attack that can violate the privacy

of encrypted database applications.
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Threat model. Motivated by previous work on cache-based side-channel attacks on encrypted
databases [146], we assume the victim is a database application that accesses data stored in
NVRAM, and the attacker runs in another process or virtual machine. We assume an attacker who
does not have direct access to the database and whose goal is to learn about the queries that the
victim runs. The attacker repeatedly probes all the NVCache sets to detect the victim’s NVRAM
access pattern. The attacker first records access patterns of different database SQL operations and

uses them to categorize newly detected patterns.

System and software configuration. = We configure an Optane DIMM into two partitions, one
for the victim database to store files, and the other one for the attacker to probe the NVCache.
We use sqlite3 [188] as the victim database, and create the database tables from the NPPES
dataset [189], which results in a 286 MiB database file. There is an info table with users’ basic
info (e.g., full names) and National Provider Identifiers (NPI) as primary keys. There is another
address table that stores user addresses, including city and state, and NPI as a foreign key

referencing the info table.

Leak SQL statements. Figure 4.12a to Figure 4.12g show the access pattern under different
victim database operations (Figure 4.11), detected by the attacker program. Ul and U2 are
updating to two different tables, and their access patterns are visually different: U1 only affects
1-2 attacker iterations, while U2 affects 70 iterations. Ul and U2 also have different latency
distributions, as shown on top of the access pattern figure. U2’s latencies are more concentrated
around 900 cycles, while U1’s are more evenly distributed. All other operations have different
access patterns and latency distributions.

We use the k-nearest neighbors algorithm [190] (k-NN) with Pearson correlation coeffi-
cients to analyze and categorize these access patterns quantitatively: We first identify a latency
threshold range to filter out the non-relevant latencies and then encode the latencies into a binary

array, where bit 1 represents the corresponding latency within the threshold. We use this binary
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array as the feature of the corresponding database operation.

To categorize a newly detected database operation, we calculate the Pearson correlation
coefficients between its feature and previously-recorded features, and use their coefficients
as distances in the k-NN algorithm. We categorize this newly detected operation as one of
the previously-known operations that takes the majority of the k nearest neighbors of the new
operation. To evaluate this categorization algorithm, we run each SQL operation 100 times, then
for each operation, randomly choose 70 samples as the k-NN training set and use the rest 30
samples as the test set. In this evaluation, 240 SQL operations are tested and 202 of them are

correctly categorized, resulting in an accuracy of 84%.

Leak SQL range query. We then demonstrate that the NVCache-based side channel can leak
more detailed information in database accesses. As demonstrated by previous work [146, 172],
leaking range query details is specifically critical for encrypted databases where learning about
these queries can almost result in a complete loss of privacy. As an example, we assume the
victim executes a range query (Figure 4.13a) based on the creation date of NPPES data records;
And the attacker performs the side-channel attack to leak the victim’s memory access pattern.
This range-query attack improves the attack resolution and analysis correctness compared
to the SQL execution attack (Figure 4.12): (1) in the range query attack, the attacker probes
the memory in a per-set order, i.e., the attacker triggers the victim SQL query repeatedly and
probes different NVCache sets for each repeat. Compared to the previous per-iter probing that
sequentially probes all NVCache sets during each iteration, this per-set probing runs at a much
higher frequency (256 x faster) and retrieves information with a much higher resolution. (2) the
range-query attack uses a two-dimension Pearson correlation as distance in the k-NN algorithm
to categorize results, i.e., the attacker calculates the correlation for each cache set and uses the
average correlation coefficients as k-NN distances. This improves the categorization quality

because range query attacks generate much more iterations, leading to high-noise results when
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using the one-dimension correlation.

Figure 4.13b to Figure 4.13e shows the side channel results of four victim queries using
different date ranges. The color represents the memory access latency, which further indicates
the victim’s memory access in the corresponding NVCache set: Darker color represents a higher
attacker latency and indicates the victim has more memory accesses in the cache set. These
figures show that these queries have different memory access patterns in terms of access addresses
and timings. We run each ranged query 100 times and use 70% of the results as training samples
for the k-NN algorithm. In this evaluation, 120 queries are tested and 86 of them are correctly

categorized, resulting in a 72% accuracy.

4.5.2 PMDK Key-Value Store Leakage

‘We mount the NVCache-based side channel attack to leak information from NVRAM-

optimized applications.

NVRAM-aware applications. = NVRAM-aware applications are designed to leverage NVRAM
features, including byte-addressability, persistence, and DRAM-like performance. These appli-
cations (1) issue memory load and store instructions to access NVRAM instead of relying on
filesystem read/write APIs; (2) issue cache line flush and memory fence instructions to flush
data to NVRAM for persistence, instead of using conventional £sync () ; and (3) configure
the filesystem to bypass the DRAM page cache, thus ensuring CPU data is directly flushed to
NVRAM, without relying on £sync () to flush the page cache.

It is non-trivial to implement such applications from scratch as the programmer has to
manually insert the flush and fence instructions to proper code sites. Thus, programmers typically
rely on NVRAM programming libraries that abstract these low-level operations and provide
library functions to reduce the NVRAM programming complexity. PMDK [65] is one of the most

mature and widely-adopted NVRAM programming libraries.
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In this attack, we leak information from the applications that use PMDK to access

NVRAM.

Threat model. The Threat model is similar to the database operation leakage (Section 4.5.1).
The major difference is the victim in this attack is an NVRAM-aware application, which inherently
flushes data to NVRAM at a high frequency to maintain fine-granularity crash consistency. This
frequent memory access pattern enables attackers to detect more detailed information compared

to the conventional filesystem access approach (Section 4.5.1).

Leak PMDK KYV store accesses. We target an example key-value store application provided
by PDMK developers [191]. This example uses the libmemobj-cpp library [192] and stores
key-value pairs in NVRAM. To access them, it uses the PMDK library to achieve per KV-pair
persistence and crash consistency. We mount the NVCache-based side-channel attack on this KV-
store and leak which specific key-value pair is being accessed: Figure 4.14 shows four example
memory access patterns that are visually distinguishable. These patterns can be categorized using
the k-NN categorization described in Section 4.5.1. We evaluated 8 different key-value updates,
where each operation is executed 100 times and 70% of the results are used as the k-NN training
set. In this evaluation, 182 out of 240 samples are correctly categorized, resulting in a 76%
accuracy.

In conclusion, by targeting the NVRAM-aware victim applications that directly access
the NVRAM, the attacker can detect a detailed NVRAM access pattern that is not filtered by the

DRAM page cache, thus further learning high-resolution victim activities.

4.5.3 Code Execution Path Leakage

Motivated by the NVRAM memory mode (Figure 4.1), this section describes an attack

that leaks code execution paths, where the attacker leverages the .1 NVCache to detect which
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shared library function is being executed by the victim.

Threat model. We assume the NVRAM is running in the memory mode (Section 4.2.1), acting
as a large system memory instead of persistent storage. We assume the attacker and the victim
share library code pages, similar to the Flush+Reload attack [177], and shared code pages reside
in the NVRAM and are cached in the DRAM. The attacker repeatedly (1) flushes the shared
library code pages to NVRAM, (2) waits for the victim’s activities, (3) then reads the code pages
back and times page loads. Whenever the victim calls a shared library function, the corresponding
code page is loaded, which is further detected by the attacker as a low latency page load, thus

leaking the victim’s execution pattern of the shared library code.

System configuration. Instead of setting up the entire system to use NVRAM in the memory
mode, we emulate this attack environment based on existing settings: The shared library is stored
in an NVRAM-aware filesystem which enables direct access to the NVRAM and bypasses the
DRAM page cache. This emulates the library code stored using the memory mode, just without
the DRAM cache, as the attacker can follow prior approaches [193] to flush the code pages from
DRAM. To achieve high temporal resolution, the attacker assumes the victim mostly runs on a
certain CPU core, which is a realistic assumption. We emulate this setting by pinning the victim

process to one CPU core.

Temporal resolution. Figure 4.15a shows the victim code, which calls the library function,
flushes the code page, and waits for predefined cycles. And Figure 4.15b shows the attacker code
that times the library code page load, flushes the code page, and then flushes the L1 NVCache
to prepare for the next iteration. Figure 4.15c shows that the attacker can detect victim function
calls that take > 22 us, with a call interval > 5 us. The attacker can detect function calls shorter
than 22 us with a risk of losing precision. This proof-of-concept shows that even if systems

deploy mitigations for protecting on-chip side channels [159, 161], an attacker can still measure
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non-constant time code with relatively high spatial (256 B) and temporal resolution (22 us).

Feasibility to attack cryptographic operations. Based on the code execution leakage, we
analyze the feasibility of attacking real cryptographic code, the wolfSSL library [194] version
4.2.0. We identified a secret-key-dependent branch in wolfSSL’s _fp_exptmod () function as
part of the RSA private key decoding process®. This function loops over the key material of
an RSA private key using a sliding window algorithm which calls three extra functions in a set
of secret-depend if statements, fp_sqr (), fp.mul (), and fp montgomery_reduce (),
depending on secret values. We further assume the victim is vulnerable to code page flushes [193].
Hence, the attacker can flush the shared code pages and apply the code execution analysis on
these functions, to detect when secret-dependent branches are taken. The victim runs the full
RSA decoding algorithm instead of just the isolated functions vulnerable to attacks.

Figure 4.15d shows the attacker’s latency measurements of the fp_sqgr () function,
where low latencies indicate the victim calls of this function. In this example, the victim has
called this function 275 times, and the attacker detected 225 calls. We repeat this attack 100 times

with different secret keys and find that the attacker detects approximately 77% of the calls.

Recovering RSA private key bits. The detected function calls indicate that an attacker can
recover significant parts of the key material from such non-constant-time implementations: The
attacker monitors all three above-mentioned secret-dependent functions to learn: (1) the first bit
of each 6-bit sliding window data, and (2) all the zero bits between sliding windows. This on
average recovers 28.55% bits from 1000 randomly generated 2048-bit RSA keys. According
to prior attacks exploiting partial information [195-197], a partial RSA key (with > 27% bits
recovered) has a high probability for an attacker to recover the full RSA key using the branch and

prune technique [195].

3We disable wolfSSL’s harden feature to attack the original version of this function, which is vulnerable to
timing side channels.
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-- Query records using a ranged condition
SELECT * FROM info WHERE create_date BETWEEN 06-01-2005 AND 07-01-2005;
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Figure 4.13: Memory access pattern of SQLite ranged query.
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for (int i=0; i<n; i++) {

shared_lib_func();

while(cnt < wait_cycle) {

while (true) {
cycle_start = rdtscp();
tmp += *((char *)shared_lib_func);
cycle_total = rdtscp() - cycle_start;

cnt++;
3} clflush(shared_lib_func);
} flush_11_nvcache();
3
(a) Victim code. (b) Attacker code.
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Figure 4.15: Code execution leakage and wolfSSL analysis.
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4.6 Mitigations

We propose three mitigations based on reverse engineering results (Section 4.3) and
attacks (Section 4.4 and Section 4.5). We first propose a software-based partitioning mechanism
to protect L2 NVCache and evaluate its effectiveness and performance. We then propose a
software mitigation and a hardware mitigation to protect the NVCache hierarchy, based on prior

works that are proved to be effective in defending against cache side-channels [198-202].

Software-based mitigation for L2 NVCache. The NVLeak attacks are made possible mainly
because the performance of a security domain can be influenced by the memory accesses of
another as they compete for shared on-DIMM resources such as L1 or L2 NVCaches. In
particular, in our attacks, the victim and the attacker can compete for a single set in the 1.2
NVCache. Therefore, we propose a simple yet effective software-only mitigation scheme that
isolates the L2 N'VCache sets that belong to disjoint security domains. Since we know the exact
indexing scheme used by the Optane DIMM (Section 4.3), we can modify the memory allocation
such that the memory of a process can be mapped to specific sets in the L2 NVCache. This
software mitigation leverages the set-associativity and thus only protects the L2 NVCache.

We implement the NVLeak mitigation at the persistent memory library level where all
the persistent memory allocations are handled by PMDK [65]. We modify the PMDK’s memory
allocator, make _persistent (), to take an additional bitmap parameter that specifies a list of
NVCache sets to be used. The allocator then allocates memory in the next block whose NVCache
setis 1 in the bitmap. Hence, the allocator avoids the L2 NVCache sets that may leak information
to an attacker.

We converted PMDK persistent data structures to use this secure memory allocator, and
then converted the key-value store (Section 4.5.2) and a PMDK benchmark suite [192] to use the
secure data structures.

Figure 4.16a shows how the memory allocated to different keys in the PMDK key-value
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Figure 4.16: NVLeak mitigations applied to (a-b) PMDK key-value store and (c) a PMDK

benchmark suite.
store is mapped into different sets in the L2 NVCache. Without our defense, the memory
allocation is unrestricted, and any key can be mapped into any NVCache set. However, when we
enable our defense (Figure 4.16b), the memory allocator only allocates the memory regions that
are guaranteed to be mapped into the lower sets in the L2 NVCache, eliminating any potential
contention. We then perform the side channel attack described in Section 4.5.2 and confirm that
the attacker is not able to detect the victim’s L2 NVCache activities when applying this mitigation.
Figure 4.16¢ shows the performance evaluation of our defense using a PMDK benchmark suite.
The full description of the benchmarks can be found in Table 4.2. On average, our partitioning

mitigation incurs less than 4% performance overhead.
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Table 4.2: PMDK Benchmarks in Figure 4.16¢

Name Data Structure Operation

app Persistent Pointer Assignment

spp Swap

WP gelf-Relative Pointer Assignment

SSIp Swap

rti Insert

e Radix Tree Remove

rts Search

rtsn Search (key not present)
chmi  Concurrent Hash Map Insert

Software-based mitigation for WPQ and L1 NVCache. The WPQ and L1 NVCache leakage
can be mitigated in software by flushing the WPQ and L1 NVCache before accessing secret data
in NVRAM, or randomizing memory accesses in the program. This software mitigation can
significantly reduce the possibility of leakages in these fully-associative structures [198], while
the hardware mitigation is preferred to prevent these leakages at a lower performance cost [202,

203].

Hardware-based mitigation. To prevent information leakage in NVRAM, the hardware and
software need the ability to distinguish memory requests from different security domains at the
NVRAM DIMM level. This is similar to the Intel Cache Allocation Technology [204] (Intel
CAT), which dynamically partitions CPU caches for different processes. Thus it’s possible to
extend the Intel CAT to partition the WPQ and NVCache, and provide a software interface for
processes to allocate their private partitions. This prevents the sharing of these queue and cache

structures and thus prevents the corresponding information leakages [199-202].
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4.7 Discussion

In this paper, we present the reverse engineering and attacks in NVRAM systems, demon-
strate the results using Intel Optane DIMM, and propose mitigation designs. These techniques
and ideas are generic and can be applied to investigate future hardware designs because: (1)
Future NVRAM systems are likely to adopt similar design choices as Intel Optane DIMM, such
as using on-NVRAM cache to fill the performance gap between fast interconnection and slow
NVRAM media. These designs are likely to be vulnerable to off-chip attacks similar to the ones
described in our paper. (2) Our tools do not rely on specific CPU instructions to access Intel
Optane DIMM, thus can be used on future NVRAM devices as long as they support direct access
through CPU memory load/store instructions (e.g., using CXL [101] technology). We hope our

methodologies and tools influence the future NVRAM system design choices.

4.8 Related Work

To our knowledge, we are the first to develop covert and side-channel attacks on real

NVRAM systems. This section discusses related works.

NVRAM characterization. Wang et al. [2] are the first to reverse engineer the Optane DIMM
architecture with LENS, an NVRAM reverse engineering tool. That work revealed the NVRAM
on-DIMM buffer sizes and their block sizes, but failed to reveal more detailed structures such as
cache set sizes and indexing schemes. Zhang et al. [169] reverse engineered Optane DIMMs with
GORDON - an FPGA-based profiling tool — and confirmed most of the LENS observations. Xiang
et al. [205] investigated the on-DIMM buffer structures on the first and second generations of
Optane DIMM and confirmed many observations from LENS [2]. Several recent studies [1, 171]
observed that repeated writes to a concentrated Optane DIMM memory area lead to high write

latency. Compared to these prior works, our paper depicts more detailed NVRAM architectural
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designs that raise security concerns; our paper also revises several inaccurate conclusions from

these previous works.

NVRAM architecture security. Liu et al. [206] presented a set of side-channel attacks on
Optane DIMM, which is a concurrent work. Previous NVRAM architecture security works pri-
marily focus on protecting NVRAM data integrity: Triad-NVM [207] proposed a new persistence
mechanism of Merkle Tree and encryption counters to enable secure recovery of NVRAM data.
SuperMem [208] facilitated a write-through counter cache to guarantee the security and atomicity
of data writes at a low overhead. Freij et al. [209] proposed a set of optimizations to reduce the
overhead of persisting the Bonsai Merkle Tree that is used to encrypt the NVRAM data. Xu et

al. [210] proposed a framework to mitigate persistent memory object corruption vulnerabilities.

Off-chip microarchitectural side channels. Most previous attacks that bypass cache side-
channel defense focus on on-chip components [158, 163—-167, 211], but our work is an off-chip
attack that directly affects the applications running on the CPU, so we will discuss such attacks
further. Pessl et al. [168] showed that the DRAM row buffer could be used to spy on memory
operations. However, a single row buffer with 8 KB spatial resolution is shared across many
workloads on the system, which makes attacks relying on them highly noisy and impractical.
Gruss et al. [193] demonstrated the page-cache attack, which essentially exploits the contention
of memory pages within the DRAM. Page-cache attacks can be combined with NVLeak when
NVRAM is used in memory mode. On the other hand, page-cache attacks are noisier than
attacks based on the set-associative L2 NVCache and have a lower spatial resolution than the
L1 NVCache with 256 B granularity. Aside from the off-chip DRAM, attackers can also exploit
accelerators such as GPU [212] and FPGA [213] connected to the memory subsystem over PCle.
A major limitation of these attacks compared to NVLeak is that the memory shared by these
accelerators and the CPU is generally not as privacy/security-sensitive as the file system and code

pages, which are backed by NVRAM.
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4.9 Conclusion

We conclude that NVLeak is a practical concern for the security of NVRAM storage. We
demonstrate that attacks based on NVRAM’s cache structure can break cross-core and cross-VM
isolation and leak information from real-world applications such as databases, NVRAM-aware
key-value stores, cryptography libraries, and more; We also demonstrate a leakage channel
based on NVRAM-specific wear-leveling mechanism, which breaks the filesystem isolation and
leaks Linux file metadata updates. Our empirical attack study motivates the development and
deployment of new defense against NVRAM-based microarchitectural side channels, as we also
came up with such mitigation. Ultimately, we hope that our work encourages the community
to investigate more into the security of NVRAM and, in general, more holistic approaches to

prevent side channels on complex computing systems.
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4.A Additional Reverse Engineering Results

4.A.1 Additional Results on Server A

We present the majority of the Server A (Table 4.1) reverse engineering results in the main
paper, this section provides additional results of NVCache reverse engineering: Figure 4.17a to

Figure 4.170 are NVLeak’s strided pointer chasing results, which are detailed illustrations of the
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Figure 4.17: Pointer chasing latency under various stride sizes.

Figure 4.4.

4.A.2 Additional Results on Server B
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In this section, we provide reverse engineering on an additional server machine (Server B

from Table 4.1) which equips Optane DIMMs of different sizes and firmware versions compared

to Server A.

Figure 4.18 shows the NVLeak reverse engineering results. Following the analysis in

Section 4.3, we conclude that Server B’s Optane DIMMs have similar architecture design and

performance characteristics as in Server A: Server B Optane DIMM has two levels inclusive

NVCaches (Figure 4.18a), where L1 is 16 KiB fully associative cache with 256 B blocks, and

L2 is a 16-way set associative cache with 4 KiB blocks. This Optane DIMM also has a long

latency effect triggered by repeated writes (Figure 4.18c), and this latency is timing-sensitive

(Figure 4.18b and Figure 4.18d). This Optane DIMM’s data-migration trigger conditions (Fig-

ure 4.18e) under 256 B region have a median of 2,802 write iterations, with 50% of them falling

inthe [2782:2814] range, which is much more concentrated than in Server A (Figure 4.7).
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Chapter 5

Programming for the Future Heterogeneous

Systems

5.1 Introduction

Modern workloads heavily rely on heterogeneous systems. Such systems integrate multi-
ple types of specialized computing and memory devices toward high-performance computing.
GPU and high-bandwidth memory (HBM) support high-performance machine learning systems,
SmartNICs accelerate network processing in cloud computing, and processing-in-memory (PIM)
improves computing efficiency in memory-intensive workloads. With the advancement of device
interconnection technologies such as PCle, NVLink, and Compute Express Link (CXL), more
types of accelerators and memory will be integrated into heterogeneous systems to support irregu-
lar performance requirements of workloads such as large language models, graph processing, and
serverless.

Software support remains one critical limitation of heterogeneous systems’ scalability.
Historically, accelerators have established unique protocols to exchange data and manage tasks,

relying on specialized operating system drivers and programming libraries. Thus, to use het-
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#include <device_library>
int main() {
int r[N], s[NJ; // Results and inputs
for (int i = 0; i < TOTAL_DEVICES; i++) {
device_func(&(r[il), &(s[il));
}
}
void device_func(int *result, int *input){
device_copy(input, device_memory); // Explicit memory copy through PCIe
device_calculate(); // Call external library and compiler
device_wait_result(); // Device-specific synchronization
device_copy(device_memory, result);

(a) Heterogeneous code example.
int main() {
std: :thread t[NJ]; // N threads
int r[N], s[NJ]; // Results and inputs
for (int i = 0; i < N; i++){
t[i] = std::thread(thread_func, std::ref(r[il]), std::ref(s[il));
t[il.join(); // Native synchronization support

by
}

void thread_func(int &result, const int &input) {
result = calculate(input); // C++ native code, transparent memory sharing

3
(b) Multithreading code example.

Figure 5.1: Heterogeneous programming is generally more complex than multi-threading
programming due to the need of using external libraries, system drivers, and compiler toolchains.
erogeneous systems, applications must employ specialized code for accelerators while ensuring
compatibility between them, and the operating system must manage different drivers. Such
programming complexity drives the development of programming supports for heterogeneous
computing. However, they either introduce unconventional programming models [214-216]
requiring rewriting applications, or targeting domain specific use cases such as machine learn-

ing [217-219] making them hard to generalize.
Programming heterogeneous systems is a special type of parallel programming where
CPUs send data and code to accelerators, signal them to start tasks, and wait for results. In

this process, CPUs and accelerators work in parallel and communicate through PCle or similar
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interconnection buses. Such parallel computing in heterogeneous systems (Figure 5.1a) is con-
ceptually similar to multi-CPU systems (Figure 5.1b), where multiple CPU cores run different
program threads and communicate through core-to-core buses. However, multi-CPU program-
ming has a much more intuitive programming model where the parallel tasks are defined as
native functions and spawned by fork or clone system calls which are natively supported by
commonly used languages such as C, C++, Rust. Such multi-threading models are enabled by (1)
the unified CPU architecture that enables the code to be implemented in a unified language, and
(2) the cache-coherent connections between CPUs that enables different threads to share memory
transparently without relying on explicit calls to libraries. Historically, these two architectural
properties are not available in heterogeneous systems, because different accelerators implement
their unique architectures, and they are typically interconnected through non-cache-coherent
peripheral buses such as PCle. With the recent advancement of Compute Express Link (CXL)
as a general cache-coherent interconnection, we see an opportunity to generalize heterogeneous
computing.

We present CodeFlow, a unified programming model for heterogeneous computing.
CodeFlow leverages WebAssembly System Interface (WASI) [220] to build a language runtime
system, which serves as an intermediate layer between higher-level language and lower-level
heterogeneous architectures. This runtime system allows programs to be implemented in a
single language and compiled to a single runtime representation, without the need to explicitly
implement code for different architectures and compile with multiple toolchains. At low level,
CodeFlow leverages CXL to enable coherent memory sharing among heterogeneous accelerators,
thus minimizing explicit library calls for cross-devices data movements.

We demonstrate that CodeFlow can significantly simplify heterogeneous programming.
The heterogeneous code can now be written as plain multi-threading code, which leverages the
language’s native supports for standard multi-threading mechanisms, such as synchronization and

memory sharing. The runtime schedules different threads to run on different accelerators, handles
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memory sharing through CXL, and just-in-time compiles code for accelerator architectures.
CodeFlow also allows conventional multi-threading programs—designed for multi-CPU systems

only—to leverage heterogeneous systems by re-compiling with CodeFlow toolchain.

5.2 Background and Motivation

Heterogeneous computing is similar to multi-threading in many ways. We observe a few
fundamental limitations in existing heterogeneous computing that hold back the system scalability
and point out potential solutions with the recent advancements in programming and architecture

techniques.

5.2.1 Multi-Threading Programming

Multi-threading is a programming approach that allows a process to be divided into
multiple threads, with each thread capable of executing concurrently. This model enables
applications to perform multiple operations simultaneously, leveraging the computational power
of modern multi-CPU systems more effectively. In such systems, cache coherence plays a critical
role at architecture level, ensuring the consistency of data cross the caches of a multi-core or multi-
processor systems. When multiple threads running on different CPU cores access shared data,
cache coherence mechanisms ensure that all modifications are propagated across all caches. This
guarantees that any thread accessing a shared data will see the most recent update, irrespective of
which core the updating thread runs on.

Cache coherence fundamentally simplifies the multi-threading programming model while
ensuring correctness and improving performance. Cache coherence allows developers to write
multithreaded applications without the cumbersome need to manually synchronize data between
threads or processors. This abstraction reduces the complexity of coding for concurrency and

helps applications scale efficiently by adding more CPU cores.
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Figure 5.2: Heterogeneous system stack with conventional programming techniques, where
workloads have to use multiple libraries and compilers to utilize underlying heterogeneous
architectures. Such programming complexity limits the system’s scalability of adding new
architectures.

5.2.2 Heterogeneous Systems

Heterogeneous systems integrate diverse processors and accelerators, such as CPUs,
GPUs, FPGAs, and DSPs, to leverage their specialized computational capabilities for enhanced
performance and efficiency across various applications. This integration, while beneficial for
addressing the irregular demands of modern computing tasks such as machine learning and graph
processing, introduces significant programming challenges. As shown in Figure 5.2, developers
are imposed to utilize multiple programming models and languages, alongside the use of special-
ized libraries designated to each architecture. Although many libraries and languages emerges to
serve as an intermediate layer between developers and heterogeneous systems, aiming to provide
easy-to-use programming interfaces, they either introduce new programming models [214, 215]
or target scoped use cases, requiring application rewriting and raising the complexity of adopting

new architectures.
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}

(func $__wasm_init_memory (type 17)
memory.init $.data

)
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call $__pthread_create
end

end
call $__pthread_create

Figure 5.3: Heterogeneous system programming flow with CodeFlow.

Such programming complexity in heterogeneous systems is mainly caused by (1) the
absence of cache coherence and (2) the diversity of architectures. The lack of a unified cache
coherence mechanism leads to data inconsistencies, requiring explicit data management and
synchronization efforts. Moreover, the need to navigate and optimize for different execution
models and memory systems adds to the development burden. These two challenges underscore
the need for unified programming models and toolchains that can simplify data management
and exploit the full potential of heterogeneous systems. In following sections, we describe two
key techniques that enable us to address the cache coherence and architecture heterogeneity

challenges respectively.

5.2.3 Compute Express Link

Compute Express Link (CXL) [101] is an open industry-standard interconnection protocol,
designed to facilitate high-speed communications between processors, accelerators (such as GPUs
and SmartNICs), and memory devices in computing systems. A unique feature of CXL is its
capability at hardware level to enable coherent memory access across heterogeneous architectures.
This coherence ensures that various processors and accelerators can transparently share memory
resources, as though they were part of a unified system. By leveraging CXL, we can simplify the

memory access operations in heterogeneous programming models.
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5.2.4 WebAssembly System Interface

WebAssembly is a language runtime system initially designed to accelerate web appli-
cation. It is a hardware-agnostic binary instruction format designed as a portable compilation
target for high-level languages like C, C++, and Rust. It enables code to run with near-native
performance across various platforms, initially within web browsers to improve the performance
of web applications. Recently, WebAssembly System Interface (WASI) has been proposed to pro-
vide WebAssembly applications with a standardized system interface, allowing them to interact
with the operating system’s underlying capabilities, such as file systems, network sockets, and
other system resources. With WASI, high-level code can now compile to WebAssembly, run in
WASI environment, access system resources through standardized interface, and execute on any
suported architecture, all without rewriting or recompiling the code. This portability makes WASI
a perfect candidate for us to design an abstraction layer between high-level code and low-level

heterogeneous architectures.

5.3 Design

This section introduces the design of CodeFlow framework, from compilation, runtime

management, to CXL-based shared memory and heterogeneous system mapping.

5.3.1 Compile High-Level Code

As shown in Figure 5.3, the workload code is written in high-level language as a mul-
tithreading program. The workload is divided as a few sub-tasks each running as a standalone
thread, sharing the access to the shared memory. In this example, each thread is responsible for
a specific job, from reading the data from the file, to processing the data in parallel, and finally
transmitting the data. All threads are implemented in native language (C in this example) without

using any hardware-specific library or compiler. The program invokes the C standard libraries
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provided by WASI [221], which implement native library functionalities while inherently interact
with the WebAssembly runtime system instead of the bare metal operating system. The workload
can call third-party libraries for specific tasks such as network I/O, and all libraries are compiled
to WASI binary format with the workload.

WASI defines a hardware-agnostic assembly binary representation by extending the
WebAssembly binary representation with capabilities to access operating system resources such
as filesystem. The high level workload is compiled once as WASI binary, where each thread is
represented by a WASI code block, as shown in Figure 5.3. Such WASI binary is then executed

by CodeFlow runtime system which schedules threads in the heterogeneous system.

5.3.2 Runtime System

CodeFlow runtime system executes WASI multi-threading binaries in the CXL-interconnected
heterogeneous system. On loading a WASI binary, CodeFlow analyzes each thread’s code and
detects a processor or accelerator to execute the thread. E.g., a file access thread will be assigned
to CPU or an in-storage processor, a parallel data processing thread will be scheduled to use GPU,
and network traffic is scheduled to use SmartNICs. Developers can annotate the workload source
code to assist CodeFlow’s device detection process. Once devices are enumerated, CodeFlow
performs just-in-time (JIT) compilation that compiles the WASI binary to the device’s code
and executes it. This code generation is built on-top-of conventional heterogeneous computing
libraries, including device libraries such as CUDA, and frameworks such as PyTorch [217] and
SYCL [214]. The workload’s shared memory is placed in the CXL memory space shared by pro-
cessors and accelerators to provide coherent access across threads. To minimize the JIT overhead,
the developer can choose to perform ahead-of-time (AOT) compilation that compiles the WASI

binary to device code ahead-of-time, thus reducing the JIT time consumption at runtime.
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Table 5.1: System for Evaluation

Intel SapphireRapids 4416+

CPU
2 Sockets, 20 cores per socket
Memory 256 GiB DDRS5
Intel Agilex-7 FPGA
CXL CXL hard IP type 2 & type 3
64 GiB DDR4 SODIMM
OS Ubuntu 22.04, Linux 6.7

5.3.3 CXL Interconnection

The heterogeneous system is interconnected through CXL, where processors and accel-
erators share a coherent memory address space, allowing all connected devices to coherently
access such memory space. Following CXL’s specification, an accelerator with device memory is
defined as a CXL Type 2 device, and a pure memory device is defined as a CXL Type 3 device.
The heterogeneous system could be composed by a combination of Type 2 and 3 devices and
their on-device memory has divergent performance characteristics. CodeFlow places shared data
in CXL memory space for coherent accesses from different devices. To maximize the workload
performance, CodeFlow plans the data placement in device memory (e.g., GPU memory) as part
of its profiling-guided optimizations at runtime, and such data can be migrated between devices

to maximize temporal access performance [222].
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Table 5.2: CXL Performance

Performance
Component Latency (ns) Bandwidth (GiB/s)
Local DDRS5 108.2 105.0
Remote DDRS5 171.5 59.1
Local CXL 371.2 17.4
Remote CXL 538.0 9.0

5.4 Evaluation

We build an experimental system with CXL-capable CPUs and FPGAs. As shown in
Table 5.1, we use a two-socket Intel CPU machine. We configured the BIOS to enable CXL
connections between CPU and devices on PCle bus. We implemented CXL devices in Intel
Agilex-7 FPGAs by invoking Intel’s CXL hard IP on the FPGA, connecting these IPs with
on-board memory, and presenting the FPGA as a CXL device to the system. We modified the
Linux kernel’s CXL driver to recognize our CXL devices due to the incompatibilities between
our CXL 1.1/2.0 IPs and the Linux kernel’s implementation. We implemented CodeFlow on top
of Wasmtime [223] to be compatible with WASI SDK 21 with thread extension, and evaluated

the system’s performance.

5.4.1 CXL Performance

We built a memory performance microbenchmark suite based on prior research on het-
erogeneous memory systems [2, 5], and use it to profile the CXL device performance. This
benchmark suite uses strided memory access with pointer-chasing pattern to measure memory
access latency. Table 5.2 shows our evaluation of latency and bandwidth of CXL compared to

CPU system memory. The Local represents performance between a local NUMA CPU and a local
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Figure 5.4: CodeFlow runtime performance compared to running native x86 code, using pointer-
chasing read.
NUMA/CXL memory and Remote represents performance between remote NUMA nodes. We
find that local CXL latency is much lower than remote CXL latency, while being higher than CPU
system memory. The CXL memory bandwidth is lower than remote CPU memory bandwidth.
This is because our Intel FPGA has DDR4 on-board memory which is slower than DDRS, and
FPGA CXL controller adds up latencies due to FPGA frequency limited to 475MHz. We expect

production CXL memory to have higher performance.

5.4.2 WASI Performance

We adapt our microbenchmark suite to run in WebAssembly and profile the CodeFlow
runtime system performance. Figure 5.4 shows our evaluation of memory access latency given
different memory access sizes. We use a pointer chasing memory access pattern to minimize the
system noises (from cache prefetchers and compiler optimizations) in latency measurements. We

observe that CodeFlow has the same latency compared to x86 except a slightly higher latency
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when memory region is with CPU L1 cache size. This shows that CodeFlow introduces very

minimal memory footprint overhead when accessing memory.

5.5 Future Directions

We propose a new programming model in heterogeneous systems allowing workload to
be written in multi-threading programming model which is widely used in existing software.
To support this programming model, we present our initial effort on implementing a language
runtime system, CodeFlow, based on the WebAssembly System Interface. CodeFlow abstracts
the underlying architecture and generates code at runtime, relying on just-in-time compilations in
WASI. Looking forward, we envision this programming model is beneficial for future workloads
to easily adopt heterogeneous systems. We are working on extending CodeFlow’s compiler
and code generation system to support more types of accelerators. At architecture level, we are
implementing CXL accelerators on CXL FPGA to support high-level workloads’ requirements,

and converting conventional workloads to utilize heterogeneous systems through CodeFlow.

5.6 Conclusion

In this paper, we present CodeFlow, a unified programming model for heterogeneous
programming. CodeFlow employs the emerging CXL interconnection to provide coherent data
exchange between heterogeneous devices, and leverages WASI’s portable binary format as an
intermediate representation between high-level workload and the underlying heterogeneous
architecture. With CodeFlow, application developers can implement workloads as multithreading
programs using native language supports, compile it once, and let CodeFlow to execute these
threads on heterogeneous architectures. This programming model decouples the complexity

in heterogeneous programming, allowing programmers to focus on designing and optimizing
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high-level logics, leaving device-specific implementations to system developers, and leveraging
a multithreading programming model as a unified intermediate layer. We envision that with
CodeFlow, future workloads can be ported to various heterogeneous systems without rewriting or

recompiling code, thus incentivizing the adoption of heterogeneous computing.
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Chapter 6

Conclusion

In this dissertation, we have explored the challenges in current and future heterogeneous
systems and presented a full-stack approach to address issues across the computing stack. We
took a bottom-up path: This dissertation started from the architecture level, discovered scalability
challenges, and moved up to the system layer for solutions. We then attacked and secured
the architecture and system. And finally, we proposed new programming models for future
heterogeneous systems.

To recapitulate, we start with LENS and VANS to characterize and model the performance
of emerging memory architecture. We observed that new memory architectures introduce scala-
bility issues due to their requirement to use new programming interfaces, which led to COARSE,
our exploration at system level to seamlessly integrate heterogeneous memory architecture into
machine learning training systems. During the architecture- and system-level research, we
reverse-engineered many memory architecture properties that are not publicly documented and
are vulnerable to architectural attacks. We further studied the security at the architecture and
systems level, which led to our work NVLEAK, where we presented a software framework for
reverse engineering and attacking heterogeneous memory architecture. Throughout these prior

research at lower levels, we found that current heterogeneous systems encounter programming
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challenges due to the lack of a unified programming interface for various accelerators and memory
architectures. We then proposed a new programming model to rethink heterogeneous program-
ming as a multi-threading model, allowing a simplified and well-established programming model

to be used in heterogeneous systems.
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