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Multi-Agent Debate under Reasoning Chain Attacks: Exploiting Cognitive
Vulnerabilities

Gongyao Cao1, Bo Liu (kyle.liu@nudt.edu.cn)2, Xingkong Ma1 & Zongwei Tang1

1College of Computer Science and Technology, National University of Defense Technology, Changsha, Hunan, China
2Academy of Military Science, Beijing, China

Abstract

With the advancement in large language model (LLM) capabil-
ities, multi-agent debate has emerged as a crucial approach for
tackling complex problems. However, security research on this
front remains largely focused on traditional adversarial attacks
that manipulate surface-level semantics, neglecting the deep
reasoning pathways behind model decisions. To bridge this
gap, we propose a novel reasoning chain debate attack that tar-
gets cognitive vulnerabilities within LLMs’ internal reasoning
chains during debates. This framework dynamically identifies
cognitive vulnerabilities in target agents by deploying virtual
agents with real-time evolutionary capabilities. Subsequently,
it executes precise cognitive attacks using a weighted fusion
attack strategy. We also design an adaptive termination mecha-
nism that automatically halts debates when attack effectiveness
stabilizes, thereby reducing computational overhead. Experi-
mental results validate the framework’s effectiveness: across
mainstream LLMs, the attacker achieves over 56% persuasion
success rates while reducing token consumption by approxi-
mately 27%, providing novel foundational research for multi-
agent security.

Keywords: Reasoning chain attacks; Multi-agent adversarial
debates; Adaptive termination; Weighted-integration attack;
Cognitive vulnerability exploitation;

Introduction
Large language models (LLMs) excel in domains such as event

analysis (Cho et al., 2025), mathematical analysis (Yang et al.,

2024), and code optimization (Zheng et al., 2023) due to their

robust semantic understanding and multi-task adaptability,

thus offering users more efficient problem-solving approaches.

With continuous advancements in computational power, lever-

aging tools and APIs to achieve organic collaboration among

various LLMs for tackling more complex real-world prob-

lems has become a current focus. Among these, debate-based

multi-agent collaboration models have been proven to effec-

tively enhance overall algorithmic performance. For instance,

these methods (Li et al., 2024; J. Shi et al., 2025; Zhang

et al., 2025) encourage cognitive interaction among agents to

expand and optimize algorithmic capabilities. Du et al.(Du

et al., 2024) enhanced the system’s ability to discern misin-

formation by debate-based mechanisms. The aforementioned

findings fully demonstrate that multi-agent debate frameworks

are a more powerful and versatile algorithmic architecture.

However, the collaborative nature of such debates also ex-

poses a unique vulnerability: while the debate mechanism

aims to achieve optimal solutions, it renders individual agents’

Question: What happens if your 
smartphone falls into water?

(A) You will have a 
wet phone.

(B) The screen will 
crack.

(C) The phone will 
stop working.

(D) You will lose all 
your data.

r 
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Figure 1: Malicious attackers in multi-agent debates can exe-

cute effective attacksby reasoning chain analysis.

positions susceptible to manipulation by malicious attackers’

statements. Unlike traditional adversarial attacks relying on

surface-level semantic perturbations or static prompts, this

research uncovers deeper threats: as illustrated in Fig. 1, dur-

ing multi-agent debates, target agents expose their reasoning

processes. Attackers can systematically exploit the reasoning

logic of LLMs to identify cognitive vulnerabilities, thereby

gaining direct and effective attack vectors.

To systematically analyze security issues arising from these

inherent cognitive vulnerabilities in LLM reasoning chains,

we propose an innovative cognitive adversarial framework.

This framework aims to reveal and exploit these vulnerabili-

ties, providing critical insights for building more robust and

secure multi-agent collaborative systems. Specific contribu-

tions include:

1) To investigate this emerging attack paradigm and dissect

vulnerabilities in reasoning chains within multi-agent debates,

this paper proposes a reasoning chain attack framework. Its

core lies in deploying a virtual agent group equipped with

real-time evolutionary capabilities to dynamically identify and

exploit cognitive vulnerabilities in targets, thereby achieving

efficient attacks.

2) To address the inefficiency of existing attacks that persist

in debating even after successful persuasion, we propose an

adaptive termination mechanism based on real-time consensus

awareness. This mechanism evaluates consensus states using

multi-round support rate thresholds, thereby balancing attack

effectiveness and computational overhead.

3) To adapt to LLMs with varying performance levels, this

paper proposes a weighted ensemble attack model. By ad-

justing the weights to fuse the baseline attack strategies of

logical/creative attackers with multi-layer content generated

by virtual agents, it enhances the robustness of the attack.
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Related Work
With the continued proliferation and advancement of LLMs,

multi-agent debate has emerged as a critical component of

agent collaboration. This framework transforms traditional

static LLM outputs into dynamic discussions, thereby demon-

strating significant effectiveness in addressing complex open-

ended problems. For instance, by assigning unique role-based

positions to agents, multi-agent debate systems have signifi-

cantly improved performance in tasks such as software vul-

nerability detection or hypothesis generation(Bae et al., 2024;

Young et al., 2024).

Within this dynamic multi-agent debate process, persua-

sion serves as the core mechanism driving the process and

influencing outcomes. Persuasion refers to a model’s abil-

ity to alter others’ positions by generating high-quality argu-

ments (Breum et al., 2023; Carrasco-Farre, 2024; Potter et al.,

2024). Enhancing this capability primarily follows two direc-

tions: first, the algorithmic path, such as using reinforcement

learning to train models to discover optimal strategies in de-

bates (Keizer et al., 2017; Lewis et al., 2027; W. Shi et al.,

2020); second, learning foundational persuasion techniques

by fine-tuning based on human conversations (W. Shi et al.,

2020). Building on this, research focus has further shifted to

discussing how models generate high-quality arguments and

leverage these capabilities to foster group consensus or guide

debates toward truth (Khan et al., 2024; Rescala et al., 2024;

Salvi et al., 2024).

Method
This section details the proposed attack framework. As shown

in Fig. 2, its core innovation lies in deploying a swarm of vir-

tual agents capable of real-time strategy evolution. These

agents dynamically diagnose adversarial cognitive vulnera-

bilities across five dimensions: logical reasoning, emotional

stability, evidence evaluation, conformity tendencies, and cog-

nitive biases. Then the logical attacker constructs rigorously

structured arguments to exploit reasoning flaws. Creative at-

tackers generate novel and persuasive content that exploits

cognitive biases. Their outputs are fused by the synthesis

attacker through a weighted integration mechanism, enabling

precise adaptive strikes. Furthermore, the framework incorpo-

rates a consensus-aware adaptive termination mechanism that

automatically concludes debates when attack effectiveness

stabilizes, significantly reducing computational overhead.

Debate Task Formulation
The adversarial debate process is a multi-round dialogue

among multiple agents, including one adversarial agent X and

multiple normal agents 𝑃𝑛𝑜𝑟𝑚𝑎𝑙 = {𝑌1, 𝑌2, . . . , 𝑌𝑁−1}. N de-

notes the total number of agents participating in the debate.

The adversarial agent’s objective is to propagate an adversar-

ial answer 𝐴𝑎𝑑𝑣 . Formally, the complete dialogue for round

i is denoted as 𝑇𝑖 , and the dialogue history up to round i is

denoted as H𝑖 = 𝑇1:𝑖 , which includes the statements made by

each agent in round i and their chronological order.

I insist on choosing (A) ...

we unanimously agree that (B) is the correct 
answers ...

I think (A) is the correct answer ...

Literal 
interpretation take 

precedence...

Question: What happens if your 
smartphone falls into water?

(A) You will have a wet phone. (B) The screen will crack.

(C) The phone will stop working. (D) You will lose all your 
data.

Damage from 
falling is 

acceptable...

According to the 
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Figure 2: The overall workflow of the proposed algorithm.

This multi-agent cognitive adversarial framework deploys vir-

tual agents to dynamically identify target cognitive vulnera-

bilities for precision strikes, while leveraging adaptive termi-

nation strategies to optimize attack efficiency.

Since the speaking order among multiple agents in the dia-

logue follows a cyclical sequence of “attacker-normal agents-

attacker,” the generated result for the next round is:

𝑇𝑛

{
𝑃𝑋 (·|𝑝debate, 𝑄, 𝐴𝑎𝑑𝑣 ,H𝑛−1) in adversary’s turn

𝑃𝑌𝑗 (·|𝑝debate, 𝑄,H𝑛−1) 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
(1)

where 𝑝debate denotes debate task-specific prompts, while Q
represents the current debate question. 𝑃𝑋 and 𝑃𝑌𝑗 are used

to ensure that content generated by adversarial agents and

normal agents aligns with the current context.

Virtual Agent Group
To enhance persuasive effectiveness, we have constructed a

virtual agent group. This cognitive assault comprises logical

attackers and creative attackers, supported by a team of virtual

agents specializing in cognitive analysis.

Within the algorithmic framework, the set of virtual agents

is defined as V = 𝑉1, 𝑉2, . . . , 𝑉𝐾 . While these virtual agents

do not directly participate in the main debate loop, they gen-

erate counterarguments and consensus statements that are ref-

erenced by the main attacker to create a cognitive attack.

The opinion distribution of virtual agents in round 𝑡 is mod-

eled based on their generated content and alignment with the

target answer 𝐴𝑎𝑑𝑣 . The system maintains a probability dis-

tribution 𝑝𝑡 = [𝑝 (1)
𝑡 , 𝑝 (2)

𝑡 , . . . , 𝑝 (𝑀 )
𝑡 ] over the 𝑀 possible

answers to the question, satisfying
𝑀∑
𝑖=1

𝑝 (𝑖)
𝑡 = 1. This distri-

bution dynamically updates during the debate to ensure the

virtual agent’s viewpoint remains aligned with 𝐴𝑎𝑑𝑣 .

Cognitive Vulnerability Identification and Dynamic
Adaptation
Recognition refers to the process through which an intelligent

agent acquires and analyzes information via internal infor-

mation processing and decision-making mechanisms. When
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integrated with a dynamic learning module, this process can

be continuously refined throughout debates.

Consensus State Assessment To quantify persuasion ef-

fectiveness in real time, the system detects the proportion

of normal agents supporting the opposing answer after each

round of debate:

𝑃𝑅𝑡 =

𝑁−1∑
𝑖=1

Supports(𝑌𝑖 , 𝐴adv, 𝑡)

|𝑃normal |
(2)

where Supports(𝑌, 𝐴𝑎𝑑𝑣 , 𝑡) is a binary decision function: if

the normal agent Y explicitly expresses support for 𝐴𝑎𝑑𝑣 after

round t, it returns 1; otherwise, it returns 0. The support

detection employs a comprehensive keyword matching system

with explicit support phrases including "answer 𝐴𝑎𝑑𝑣", "𝐴𝑎𝑑𝑣

is correct", and "I support 𝐴𝑎𝑑𝑣". When the cognitive state

conversion rate PR𝑡 falls below 0.5, it indicates that their

cognitive defense mechanisms have not yet been effectively

breached. At this point, the system must conduct in-depth

cognitive state analysis to adjust the attack strategy. | · | ()

denotes the counting function.

Cognitive Adversarial Point Identification To construct

precise cognitive attacks, our framework follows a two-stage

process: it first predicts and evaluates the opponent’s potential

cognitive counterarguments; then, it quantitatively profiles the

opponent’s revealed cognitive vulnerabilities and dynamically

adapts the attack strategy accordingly. The technical details

are as follows:

Since agents lack cognitive insight capabilities, directly

leveraging them to predict opponents’ cognitive adversarial

points often has limitations. To address this, we designed a

cognitive adversarial point identifier that guides adversarial

agents to proactively predict adversarial points by prompts

¬𝑐1...𝑘 :

¬𝑐1...𝑘 = 𝑃𝑋 (𝑝counterpred
, 𝑄, 𝐴𝑎𝑑𝑣 , 𝑘) (3)

The prompt 𝑝counterpred
can be interpreted as: “Based on

the question Q and the adversarial response 𝐴𝑎𝑑𝑣 , list k
most plausible cognitive counterarguments that could be

raised by a normal agent”. ¬𝑐1...𝑘 serves as an interme-

diate output, which will be concatenated with the output

from Eq. (4) to form the final set of adversarial points

CC(𝐴𝑎𝑑𝑣) ∈ {𝑐1, 𝑐2, ..., 𝑐 | CC(𝐴𝑎𝑑𝑣 ) | }.

CC(𝐴𝑎𝑑𝑣) =
𝑊⋃
𝑤=1

𝐿𝐿𝑀𝜃𝑐𝑜𝑢𝑛𝑡𝑒𝑟 (𝑄, 𝐴𝑎𝑑𝑣 ,H ; 𝜏𝑤 , 𝑡𝑜𝑝 − 𝑝)

(4)

where 𝐿𝐿𝑀𝜃𝑐𝑜𝑢𝑛𝑡𝑒𝑟 denotes the cognitive adversarial point

generation model with parameter 𝜃counter, where 𝐿𝐿𝑀 refers

to the pre-trained LLM. 𝜏𝑤 = 𝜏base + 𝛼 · (𝑤 − 1) is the pro-

gressive temperature parameter, where 𝜏base ensures baseline

coherence and 𝛼 = 0.1 controls the diversity growth rate.

top−𝑝 is the core sampling parameter, which is used to fil-

ter low-probability vocabulary and ensure generation quality.

w ∈ [1, W] represents the generation round and W is the

recognition width, which adjusts the generation of cognitive

adversarial points in each debate round.

Subsequently, to ensure cognitive adversarial points are as

comprehensive as possible, the system will continuously eval-

uate prediction quality via Eq. (5):

𝐶𝑅𝑡 =
1

|𝑂 (𝑡 )
actual

|

|𝑂
(𝑡 )
actual

|∑
𝑖=1

min
���
| CC(𝐴𝑎𝑑𝑣 ) |∑

𝑗=1

𝐾𝑀 (𝑜𝑖 , 𝑐 𝑗 ), 1
	
� (5)

where 𝑂 (𝑡 )
actual

= {𝑜1, 𝑜2, . . . , 𝑜 |𝑂
(𝑡 )
actual

|
} represents the set of

actual cognitive adversarial points proposed by the normal

agent in round t. 𝐾𝑀 (𝑜𝑖 , 𝑐 𝑗 ) is implemented as a Jaccard

similarity function based on word overlap: 𝐾𝑀 (𝑜𝑖 , 𝑐 𝑗 ) =
|𝑤𝑜𝑟𝑑𝑠 (𝑜𝑖 )∩𝑤𝑜𝑟𝑑𝑠 (𝑐 𝑗 ) |

|𝑤𝑜𝑟𝑑𝑠 (𝑜𝑖 )∪𝑤𝑜𝑟𝑑𝑠 (𝑐 𝑗 ) |
, returning 1 when similarity exceeds

0.6, otherwise 0. The coverage ratio 𝐶𝑅 ∈ [0, 1] quantifies

the extent to which a prediction set covers actual adversarial

points.

Based on CR, the system dynamically adjusts the recogni-

tion width 𝑊𝑡 for the next round. When CR is low, the system

infers that the current thinking width is insufficient, thus in-

creasing 𝑊𝑡 to explore a broader range of adversarial points.

When CR is sufficiently high, 𝑊𝑡 is appropriately reduced to

conserve resources:

𝑊𝑡+1 = min(𝑊max,max(𝑊min,𝑊𝑡 + Δ𝑊)) (6)

where min(𝑊max,max(𝑊min, ·)) ensures the generated width

remains within a reasonable range𝑊min = 2,𝑊max = 8, which

avoids performance fluctuations caused by extreme values.

The adjustment factor Δ𝑊 can be calculated based on CR
combined with Eq. (7):

Δ𝑊 =

⎧⎪⎪⎨⎪⎪⎩
+2 if 𝐶𝑅𝑡 < 0.5
+1 if 0.5 ≤ 𝐶𝑅𝑡 < 0.7
−1 if 𝐶𝑅𝑡 > 0.9

(7)

Quantitative Cognitive Profiling and Strategy Adapta-
tion Based on identified cognitive vulnerabilities, the sys-

tem continuously monitors the opponent’s cognitive weak-

nesses throughout the debate. To ground this process in estab-

lished cognitive science, we adopted the heuristic-systematic

model (HSM) (Chaiken, 1980) and the dual-processing the-

ory (Kahneman, 2011). In multi-agent debates, an agent’s

vulnerability manifests both in surface-level heuristic cues and

in deep-level systematic reasoning flaws. Although keyword

matching alone cannot fully capture systematic reasoning,

prior research (Bago & De Neys, 2019) indicates that when

combined with semantic similarity, there is a reliable correla-

tion between heuristic cues and underlying biases. Therefore,

we operationalize each cognitive dimension 𝑑 using a care-

fully curated set of keywords K𝑑 .

Specifically, first, we designed a scoring mechanism to con-

vert abstract cognitive points of opponents into quantifiable

numerical metrics. Assuming the opponent’s statement set is

R = {𝑟1, 𝑟2, . . . , 𝑟𝑁 }, where each statement 𝑟𝑖 contains multi-

ple sentences.The dimensions of the cognitive vulnerability is
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𝑑 ∈ {1, 2, 3, 4, 5} (where 1-5 correspond to logical reasoning,

emotional stability, evidence evaluation, conformity tendency,

and cognitive bias, respectively). Its score 𝑤𝑑 is calculated as

follows:

𝑤 (𝑡 )
𝑑 = min

����1,
∑𝑁𝑡

𝑖=1

∑𝐿
(𝑡 )
𝑖

𝑗=1
KM (𝑠 (𝑡 )𝑖 𝑗 ,K𝑑)

𝑁𝑡 · 𝐿̄ (𝑡 )
· 𝛼𝑑

	

� (8)

where 𝑠 (𝑡 )𝑖 𝑗 denotes the 𝑗-th sentence of the 𝑖-th statement in

round 𝑡. 𝐿 (𝑡 )
𝑖 represents the number of sentences in the 𝑖-

th statement of the 𝑡-th round. 𝐿̄ (𝑡 ) = 1
𝑁𝑡

∑𝑁𝑡

𝑖=1
𝐿 (𝑡 )
𝑖 denotes

the average number of sentences. 𝛼𝑑 is the normalization

coefficient for dimension 𝑑.

Due to the dynamic nature of an opponent’s cognitive resis-

tance, 𝑤 (𝑡 )
𝑑 dynamically adjusts attack priorities by the policy

update mechanism in Eq. (9), forming an adaptive attack

cycle based on real-time cognitive assessment.
The specific details are as follows: the current round is

denoted as t, while k represents different debate strategies.
The weight of each strategy k will be dynamically adjusted
based on historical attack performance and Eq. (9):

𝑤 (𝑡+1)

𝑘

{
𝑤 (𝑡 )
𝑘 + 𝜂 · 𝑓𝑘 (𝑅𝑡 , 𝑉𝑡 , 𝐶𝑡 ), if 𝐶𝑅𝑡 < 0.5||𝑃𝑅𝑡 > 0.5,

𝑤 (𝑡 )
𝑘 , otherwise.

(9)

where, 𝑅𝑡 is the opponent’s resistance intensity, 𝑉𝑡 denotes a

set of identified cognitive vulnerabilities, each with a sever-

ity score, and 𝐶𝑡 is the rebuttal coverage rate (the propor-

tion of actual opponent objections that were pre-predicted).

The strategy-specific function 𝑓𝑘 (·) increases the weight

for evidence-based strategies when evidential vulnerabilities

dominate, for emotional appeal strategies when emotional re-

sistance is high, and for trust-building strategies when trust

gaps are identified. The learning rate is 𝜂 = 0.1. Updated

weights are normalized to sum to 1, forming a probability

distribution for strategy selection:

𝑤̃ (𝑡+1)

𝑘 =
𝑤 (𝑡+1)

𝑘

𝐾∑
𝑗=1

𝑤 (𝑡+1)
𝑗

(10)

The computed and updated cognitive score 𝑤 (𝑡 )
𝑑 will be

utilized during the integrated attack generation phase to pri-

oritize arguments targeting the opponent’s weakest cognitive

dimensions, ensuring maximum persuasive effectiveness.

Adaptive Termination Mechanism
We believe debates should not be mechanically set to a fixed

number of rounds, but should terminate appropriately upon

achieving consensus goals to ensure efficient attacks. Specific

details are as follows:

First, 𝑃𝑅𝑡 is the core metric for termination evaluation be-

cause it represents the proportion of normal agents persuaded

to support the adversarial answer. Comprehensive evaluation

of consensus state for normal agents is performed by Eq. (11):

𝑇 (𝑡) = I

(
𝑃𝑅𝑡 ≥ 𝜏

support
𝑡 ∧ 𝑃𝑅𝑡 ≥ 𝜆 · 𝑃𝑅𝑡−1

)
(11)
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Figure 3: Average accuracy of the majority voting system

after 5 rounds of debate among 3 agents.

where, 𝜏𝑠𝑢𝑝𝑝𝑜𝑟𝑡𝑡 = 0.6+0.05 · (𝑡−2) represents the consensus

threshold, which reflects progressively higher requirements

for consensus quality. 𝜆 is the consensus stability coefficient,

designed to prevent misjudgments caused by opinion fluctua-

tions. I(·) serves as an indicator function that returns 1 when

consensus conditions are met and 0 otherwise.

Weighted Integration of Attack Strategies
The content 𝐶𝑖,𝑡 generated by the virtual agent group V =
{𝑉1, 𝑉2, . . . , 𝑉𝐾 } is integrated into the final attack strategy

through a two-stage mechanism. The first stage evaluates

content quality, while the second stage performs dynamic in-

tegration based on cognitive vulnerability analysis. First, each

virtual agent’s content is evaluated based on its quality and

relevance to the debate context. The quality score 𝑄𝑆(𝐶𝑖,𝑡 )

for agent 𝑉𝑖 in round 𝑡 is computed as:

𝑄𝑆(𝐶𝑖,𝑡 ) = Re𝑙 (𝐶𝑖,𝑡 , 𝑄, 𝐴𝑎𝑑𝑣) + 𝑁𝑜𝑣(𝐶𝑖,𝑡 , C
∗
𝑡 ) (12)

where Rel(𝐶𝑖,𝑡 , 𝑄, 𝐴𝑎𝑑𝑣) measures the semantic relevance be-

tween content 𝐶𝑖,𝑡 and the debate question Q and the target

answer 𝐴adv: Re𝑙 (𝐶𝑖,𝑡 , 𝑄, 𝐴𝑎𝑑𝑣) = 𝛼𝑟𝑒𝑙 · 𝑆𝑆(𝐶𝑖,𝑡 , 𝑄) + 𝛽𝑟𝑒𝑙 ·
𝑆𝑆(𝐶𝑖,𝑡 , 𝐴𝑎𝑑𝑣). 𝑆𝑆(𝑋,𝑌 ) is a semantic similarity calcula-

tion function based on a pre-trained LLM, whose range is

[0,1]. 𝛼𝑟𝑒𝑙 and 𝛽𝑟𝑒𝑙 are weighting coefficients used to empha-

size the relevance of content to the question. 𝑁𝑜𝑣(𝐶𝑖,𝑡 , C𝑡 )
measures the novelty of 𝐶𝑖,𝑡 relative to the set of content

C∗
𝑡 = 𝐶1,𝑡 , 𝐶2,𝑡 , . . . , 𝐶𝐾,𝑡 which has already been generated

in the t-th round. Nov(𝐶𝑖,𝑡 , C
∗
𝑡 ) = 1 − max

𝑗<𝑖
KM(𝐶𝑖,𝑡 , 𝐶 𝑗 ,𝑡 )

is a dual-measurement method that combines lexical statis-

tical features with deep semantic understanding to precisely

evaluate the similarity between two text contents.

This phase will integrates the preliminary analysis into the

final attack. 𝐶𝑏𝑎𝑠𝑒 denotes the baseline attack generated by

logical and creative attackers based on cognitive analysis; 𝐶𝑖

represents attacks generated by virtual agents. The final attack

strategy is composed of elements selected from 𝐶𝑏𝑎𝑠𝑒, 𝐶𝑖
𝐾
𝑖=1.

First, content generated by virtual agents is filtered based

on quality scores 𝑄𝑆(𝐶𝑖), discarding any content satisfying
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Figure 4: Detailed result for debate with 3 agents and 5 rounds. (A)-(D) Different models achieved attacker persuasion rate on

the TruthfulQA, MMLU, MedMCQA, and Scalr datasets.
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Figure 5: Changes in PSR after increasing debate rounds.

𝑄𝑆(𝐶𝑖) < 𝜃𝑞𝑢𝑎𝑙𝑖𝑡 𝑦 . The minimum quality threshold is set

to 𝜃𝑞𝑢𝑎𝑙𝑖𝑡 𝑦 = 0.55. Subsequently, the final attack scheme

𝐴𝑡𝑡𝑎𝑐𝑘𝑡 is constructed using Eq. (13):

𝐴𝑡𝑡𝑎𝑐𝑘𝑡 = Γ(𝐶𝑏𝑎𝑠𝑒 × (1 − 𝛽), 𝐶𝑖
𝐾 ′

𝑖=1 × 𝛽, 𝑤 (𝑡 )
𝑑 ) (13)

where, Γ(·) is a composition function that organizes con-

tent through natural language structuring; 𝛽 represents the

weighting proportion of baseline content, the value of 𝛽 can

be adjusted to accommodate LLMs with varying performance

levels. 𝐾 ′ ≤ 𝐾 denotes the number of virtual agents whose

generated content meets the quality threshold.

Experiment and Results
Datasets And Settings
To evaluate the performance of the proposed algorithm,

we assess attack capabilities using four datasets: MMLU

(Hendrycks et al., 2021), MedMCQA (Pal et al., 2022), Truth-

fulQA (Lin et al., 2022), and Scalr–from LegalBench (Guha

et al., 2024). For all scenarios, we evaluate it three times to

compute the standard deviation of the subset. And we set the

baseline framework to three agents and five debate rounds.

We conducted testing using both proprietary and open-

source models, including: GPT-4o (OpenAI, 2024), GPT-5-

mini (Leon, 2025), and Claude-3-5-sonnet (Bae et al., 2024),

along with two open-source large models: Qwen 2.5 7B-

instruct (Team Q, 2024) and Deepseek-R1 (Deng et al., 2025).
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Figure 6: Average attacker persuasion rate across four datasets

after five rounds of debate among three agents.

Attack Effect
The effectiveness of the attacks in this section is primarily

demonstrated by the majority voting system accuracy (MVSA)

and persuasion success rates (PSR) achieved by different mod-

els across four datasets. The specific details are as follows.

Average MVSA decrease The attack results are shown in

Fig.3. The shaded areas indicate MVSA fluctuation ranges,

while the remaining parts display actual MVSA values after

attack. Experimental findings demonstrate that the proposed

algorithm induced MVSA value decreases across all tested

models. Notably, attacks on GPT-4o and Deepseek-R1 mod-

els exhibit more pronounced effects. These results strongly

validate the algorithm’s effectiveness in carrying out attacks.

To further illustrate the attack effectiveness, we summarize

the attacker persuasion rate (APR) across different models

and datasets in Fig. 4. As shown in Fig. 4, APR exhibits

an increasing trend as debate rounds progress. This indicates

that the attacker successfully executed the attack. This also

corresponds to the above experimental results.

Average PSR increase To highlight the superiority of the

proposed algorithm, Table I compares it with the baseline

method (Amayuelas et al., 2024). Results demonstrate that the
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Figure 7: The changes of MVSA after removing the cognitive

reasoning chain attacks.

Table 1: Comparison of PSR between the proposed algorithm

and baseline methods across four datasets

Dataset GPT-4o Deepseek-R1 GPT-5mini
(Ours) (Base) (Ours) (Base) (Ours) (Base)

TruthfulQA 0.642 0.272 0.610 0.252 0.362 0.172

MMLU 0.582 0.258 0.606 0.212 0.282 0.280

MedMCQA 0.612 0.362 0.622 0.292 0.312 0.142

Scalr 0.595 0.232 0.614 0.320 0.252 0.162

proposed algorithm achieves significantly higher PSR com-

pared to the baseline algorithm. This improvement stems

from the cognitive attack strategy’s ability to dynamically in-

fer adversary states and adjust tactics in real time, thereby

substantially enhancing attack efficiency.

Ablation experiment
To validate the necessity of each core component, this section

designs a corresponding ablation experiment plan.

Increasing the number of rounds. The objective of this

section is to validate how the algorithm’s attack effectiveness

varies across different rounds. Specifically, based on the Scalr

dataset, Fig.5 illustrates the changes in PSR across different

rounds. It can be observed that as debate rounds progress,

while all algorithms exhibit an upward trend in PSR across all

datasets, the proposed algorithm shows a more pronounced

attack effectiveness.

Increase the number of agents This section presents the

results of the proposed algorithm when confronting attacks

involving varying numbers of attackers. Specifically, Fig. 6

illustrates the variation in the APR over different agent counts.

It is evident that as the number of agents increases, the at-

tacker’s persuasion rate decreases. However, the persuasion

rate in a single round still shows an upward trend, indicating

that the attacker continues to persuade other agents. In sum-

mary, although increasing the number of models in the debate

enhances security, it remains susceptible to attacker influence.

Remove the multi-agent cognitive reasoning chain attacks
After removing the cognition attack module from the algo-

rithm, the attack process degenerated into a single generic

strategy, resulting in diminished attack capabilities. In Fig.

7, we test the changes in MVSA. For clarity, we used white

and red numbers to represent the increase in MVSA after re-

moval and the magnitude of that increase respectively. Exper-

imental results clearly confirm that identifying an individual’s

cognitive vulnerabilities by cognitive strategies is the key to

achieving effective attacks.

Remove the adaptive termination mechanism After re-

moving the adaptive termination mechanism, attacks often

persist beyond achieving their intended effect, leading to fur-

ther increases in token consumption. For example, on the

TruthfulQA dataset, GPT-5mini consumed 123,059 tokens

when attacking two normal agents and 270,730 tokens when

attacking five normal agents after five rounds of debate with-

out the adaptive termination mechanism. With termination

mechanism applied, token consumption dropped to 87,680

and 199,511, representing approximately a 25% reduction.

This effect is amplified across multiple debate rounds.

Impact of Cognitive Assessment Errors To quantify the

impact of cognitive vulnerability assessment errors on the at-

tack effect, we design a controlled variable experiment. We

tested the GPT-4o as the target on the TruthfulQA, employ-

ing 3 agents and 5-round debate. Specifically, we introduced

varying levels of noise into the cognitive vulnerability scoring

module to simulate assessment errors. In each debate round,

we randomly perturb 𝑤 (𝑡 )
𝑑 across five cognitive dimensions.

We simulate low, medium, and high levels of assessment er-

rors by randomly replacing 1, 3, and 4 dimensions with ran-

dom values from a uniform distribution 𝑈 ∈ (0, 1).
Experimental results show that under high-noise, PSR drops

from 64.2% to 52.2%, while PSR under low and medium noise

levels is 54.1% and 60.6%, respectively. It is evident that even

under the worst-case scenario, the proposed algorithm remains

capable of effective attacks. It because that the attack does

not rely on the accurate assessment of any single dimension.

Conclusion
To thoroughly explore security challenges in multi-agent de-

bates, we propose a cognitive adversarial framework for multi-

agent debates. The core of this framework involves deploying

virtual agents with real-time strategy evolution capabilities

to dynamically identify and target cognitive vulnerabilities

during debates, thereby enabling precise interference. Ex-

perimental results demonstrate that this framework achieves

effective attacks across multiple LLMs and datasets, caus-

ing target agents to produce erroneous responses. And, the

adaptive termination mechanism significantly reduces token

consumption during attacks. Our future work will focus on

enhancing the accuracy of cognitive vulnerability recognition

and expanding the defense mechanism to adapt to more com-

plex real-world debate scenarios.
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