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EPIGRAPH
“The most beautiful thing we can experience is the mysterious. It is the
source of all true art and all science. He to whom this emotion is a stranger, who
can no longer pause to wonder and stand rapt in awe, is as good as dead: his eyes

are closed.”

—Albert Einstein
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ABSTRACT OF THE THESIS

Detecting malicious Webpages using content based classification

by

Sushma Nagesh Bannur

Master of Science in Computer Science

University of California, San Diego, 2011

Professor Lawrence Saul, Co-Chair
Professor Stefan Savage, Co-Chair

In this thesis, we propose a supervised learning approach to detect mali-
cious Webpages. We use features from the URL, textual content, structural tags,
page links and visual appearance of a Webpage. First, we demonstrate an offline
classification model using batch learning algorithms and evaluate the benefit of in-
cluding each of the feature types. Then we illustrate an online classification model
using online learning algorithms on a larger dataset. For both these models, we
use a live feed of labeled data collected from a large webmail provider. For a base
rate of 66%, we achieve 98% accuracy using a combination of URL and Webpage
content features for classification. We observe that incorporating Webpage content

features in addition to the URL features, reduces the error rate by about 50%.



Chapter 1
Introduction

The ubiquity of the Internet and its applications have caused a steady
increase in the number of Web based crimes in the past few years. The growing
popularity of the World Wide Web, rise in e-commerce, absence of a strong security
model for the Web and the incentive to make large profits are driving more cyber
criminals towards the World Wide Web. Web crimes result in billions of dollars in
losses to both individuals and businesses worldwide. Be it simple or sophisticated
Web crimes, the scale and complexity of the Web make it highly vulnerable to
security threats. The absence of uniform regulations, compliance and laws across
different countries adds more fuel to the menace of Web crimes.

Scams that specifically target the World Wide Web come in a variety of
forms, but they fall into a few well-known categories based on what is compromised
or stolen.

In one category of attacks, users are spoofed by Websites that masquerade
as legitimate ones and try to extract information like usernames and passwords,
social security numbers, credit card numbers, etc. In a phishing attack, user infor-
mation is stolen by Websites that look identical to ones that are known and trust-
worthy. In a retail fraud attack, counterfeit products without legal licences from
the manufacturers are sold through legitimate looking Websites. The consumer
either never receives the purchased product, or receives a counterfeit product that
is much cheaper and of sub-standard quality compared to the original one. Online

pharmacies selling counterfeit drugs are a common example. These Websites are



often backed by commercial advertisements with spam emails.

In another category of attacks, user’s computers are infected with malware
such as viruses, worms and trojan horses. To facilitate malware injection, adver-
saries exploit vulnerabilities in either the browser or the applications launched on
the user’s computer. In some cases, malware can be injected as a result of some
explicit user actions. The user is spoofed into downloading malicious binaries by
making them appear like legitimate software. Examples of this includes prompting
the users to install some multimedia plugins in order to watch online video, or by
displaying graphics on the Webpage that resembles regular dialog boxes of oper-
ating systems (like a Windows dialog box). Spyware and some forms of adware
are examples of software that is installed surreptitiously as a result of some user
action. Spyware can track the activities of users and can interfere with normal
activity by causing browser redirections and installing programs that run when
the operating system starts executing. Key loggers record the keystroke activity
that might give them access to passwords, credit cards etc. Some malware can
be so damaging that they can completely seize control of the computer to send
spamming emails, initiating denial of service attacks and wiping out the hard disk
contents. Along with the growing number of Web scams, the nature of these at-
tacks is continuously evolving. What we have described just scratches the surface
of the number of possible Web attacks.

A victim is exposed to these attacks by visiting a malicious Webpage. The
URL to the malicious Webpage can be propagated by the adversaries in different
ways such as emails, social networking, altering results of search engine, posting
links on legitimate sites etc. Apart from these explicit means, there is a strong
chance of landing on a malicious Webpage as a result of general surfing on the
internet. Based on the analysis in [16], a large number of Webpages contain mali-
cious code. This suggests a clear need for a Web filtering system that can inspect
a Webpage and detect if it is malicious. Such a system can be incorporated by
the browser or various other Web services to identify the malicious Webpage and
protect the user from fraudulent activities.

One of the methods commonly used for this task is checking the member-



ship of the URL against blacklists. This involves comparing the properties of the
URL such as domain name, IP address etc against a compiled list of identified
malicious Websites. As one can imagine, this mechanism is not robust and fails
for a number of scenarios as elaborated in [14]. The other technique [15, 16, 17]
is to use a Virtual Machine (VM) environment to run browser instances and use
instrumentation techniques to investigate the impact of visiting a Webpage. All
state changes to the virtual machine are recorded by specifically checking if bi-
naries are downloaded or if any unauthorized file system or system configuration
changes occur as a result of visiting the Webpage. Detection using this method is
limited to identifying malware injection and does not address any of the traditional
spoofing scenarios such as phishing. Moreover, it is a heavyweight operation which
might not scale for performing realtime classification. Another technique, which is
the focus of this thesis, is to apply machine learning methods based on recognizing
prevalent patterns distinguishing malicious and legitimate Webpages. [18, 19, 20]
outline approaches designed specifically for phishing detection. [10, 9] demonstrate
classification using the information from the URL of the Webpage. We believe that
information extracted from the contents of a Webpage can be quite valuable and
an improved classification can be achieved by incorporating the same.

With this motivation, we describe a supervised learning approach to iden-
tify a malicious Webpage. The suggested approach is not specific to a particular
variety of threat and is designed as a generic method to detect any malicous Web-
page. We include information from both the URL and the content of the Webpage
for learning. We carefully design the feature selection and classification while pay-
ing attention to speed and scalability. We extract features from the URL, textual
content, structural tags, page links and visual appearance of a Webpage. We ana-
lyze the benefit of incorporating features from different categories of information in
a Webpage. We first propose a batch learning based offline classification method
and perform a detailed analysis to evaluate the model. Finally, we illustrate a
real time classification method for detecting malicious Webpages using the fea-
tures evaluated in batch learning. Our approach identifies malicious Webpages

with about 98% accuracy, with marginal number of false positives. We observe



that incorporating Webpage content information in addition to the URL features,
reduces the error rate by about 50%.

The outline of this thesis is as follows: Chapter 2 describes the infrastruc-
ture used for data collection. Chapter 3 provides a detailed illustration of the
features used to represent a Webpage. Chapter 4 elaborates on the offline classifi-
cation strategy; we discuss the batch learning algorithms used and the evaluations
performed. Finally, in Chapter 5 we present a realtime classification method based
on the features configured from batch learning evaluations. We explain the online

learning algorithms used and summarize our findings.



Chapter 2

Data

To train a classifier to detect malicious Webpages, we need a dataset of
labeled examples of Webpages. In this section we describe the data collection
infrastructure that is needed. The data for the malicious samples comes from a
live feed from a large Webmail provider. The details of the associated feed sources
can be found in [13]. The data for the benign samples consists of a random selection
of URLs obtained from Twitter. These Twitter URLs have been already inspected
and confirmed as legitimate. Considering the immense variety of URLs on Twitter,
we expect the collection to be a fairly diverse and unbiased sample. The data from
the feed comprises of the URL and the raw HTML contents of the Webpages. In
case of a Webpage with URL redirection, the raw data corresponds to the URL of
the final landing page. Thus we never get shortened URLs as input. In addition
to the raw Webpage data, we also use a screenshot of the Webpages to be further
analyzed using computer vision methods. We render the screenshots of Webpages
using the screengrab utility of firefox. We build the necessary infrastructure to
collect and process the data from these feeds in real time. The raw data is processed
as soon as it arrives to gather the information required to represent the Webpage.
The malicious Websites are generally short lived, as they are taken down soon after
being detected as malicious. Thus, it is necessary to perform the feature extraction
in real time when the data is fresh to guarantee that we have access to the original
Webpage that was marked malicious.

Figure 2.1 describes the data collection and feature extraction infrastruc-
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Figure 2.1: Data collection and feature extraction infrastructure.

ture. Chapter 3 outlines the URL, structural, page-link, semantic and visual fea-
tures in detail.

The ratio of malicious to benign URLs in the collected data is approximately
1:2. The live feed supplies approximately 6000 URLs per day. For the offline
classification experiments we use a smaller set of data, corresponding to the data
collected over a period of about 10 days. For realtime classification we integrate
the classification engine with the data collection and feature extraction system,

performing classification over about one month of data.



Chapter 3
Features

Features extracted from a Webpage define a measurable representation of
the Webpage that can be used by the classification algorithm to distinguish between
malicious and benign samples. We extract features from both the URL and the
content of the Webpage. In this section we provide a detailed outline of our feature
extraction design.

The contents of a Webpage provide numerous types of information, some
of which are directly visible to the end user and some of which are hidden. Visible
information includes the URL, textual information, non-textual information in the
form of images, audio and video, page links to other sources and the overall visual
appearance of the Webpage. The hidden information consists of the HTML code
of the Webpage, the embedded scripts and the stylesheets used for formatting. We
extract features from both the hidden and visible content of the Webpage. Addi-
tionally, we gather a number of indirect features using the information available
on the Webpage.

As explained in Chapter 2, it is necessary to extract features from a Web-
page as soon as it is received. Thus, our feature extraction step is tightly coupled
with data collection. We observe that extracting features when the data is fresh
improves classification results.

The gathered information is processed to represent each Webpage by a
vector of numerical values containing boolean, integer and real valued components.

When converting the raw data to numerical values corresponding to the features,



we ensure that the increase or decrease in the values corresponds to a meaningful
correlation. The features are derived from a diverse variety of attributes from the
Webpage and hence each feature can assume a range of numerical values that is
completely different from another. It is important that we scale all the features to
ensure that features with large numerical values do not dominate the classification
output. We scale the features such that each feature is within the range [0, 1]. We
scale the features using the min-max scaling method. For a feature vector @, the
normalized value of each feature component x; is:

mima:c - wimin

where x; . and ;. are the minimum and maximum value of the feature com-
ponent x; over all examples.

We categorize the information gathered for a Webpage as URL, structural,
page link, semantic and visual features. Features corresponding to each of these
categories are explained in detail in the following sections. Gathering information
from the various attributes of a Webpage results in a very high dimensional feature
representation with a feature size of about a half a million for the data collected
over 10 days. However, most of these features are sparse. Figure 3.1 outlines the
feature size for each of the feature categories. Figure 3.2 presents the growth in
the cumulative number of features over a period of about one month. With such a
large number of features used, it is important to confirm that a significant number
of features are participating in the classification decision. Section 4.3 explains the
algorithm used for this task.

While gathering information from a Webpage, it is sometimes required to
strike a balance between the features extracted and the time it takes to extract
those features. For example, when extracting the features from the page links of
a Webpage, we limit the feature extraction to a few links to ensure it completes
within acceptable time limits. Basically, we make a trade-off between speed and

classification performance.
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3.1 URL

9, 10] illustrate detection of malicious webpages using just URL informa-
tion. URL features are categorized into lexical and host based features. We incor-
porate the described features and additionally propose some new URL features.
We first give a brief overview of the features included from [9, 10] and then propose
some new URL features.

Lexical features correspond to the tokens present in the URL. These tokens
are found using /, 7, ., = and - as delimiters and distinguished based on their
occurrence in the specific part of the URL. Length of the URL and hostname are
also included as separate features.

Hostname features describe the properties of the entity hosting the Web-
page. The whois information provides details on when the domain name was
registered and updated, as well as the associated registrar and registrant name.
These attributes constitute the whois features. Blacklist membership is included
as a feature, which is determined by looking up the hostname against known mali-
cious hosts. Features based on the location of the host constitute the geographical
features. These include information about the associated city, state, language, con-
nection speed etc. Other than these, DNS related properties are also incorporated
as features.

In addition to the features described above, we design other URL features.
We include the information in the http header as the header features. Header
carries a number of useful details about the Webpage such as content-type, content-
language, server, mime-version, cookie, the http status code etc. For example,
header fields server and z-powered-by indicate the software used by the server to
handle the request. It is likely that a Webpage injecting malware might be running
outdated versions of software with known vulnerabilities. Another example is the
information in the http status code: it is unlikely to associate an error page as
being malicious. We include most of the http header details as features except for
information that is related to the time of crawling.

Based on the observation that it is uncommon for a legitimate Webpage

to contain an explicit port id after the domain name in the URL, we include the



11

existence of the port id as a feature. Similarly, it is rare for a legitimate Webpage
to have an explicit ip address as the domain name; therefore we also include this
as a feature.

A Webpage with https protocol has a digital certificate. The certificate
authority (CA) issuing the certificate validates that the Webpage is legitimate and
trusted. However, it is important to check the credibility of the issuer. We use the
details on the CA issuer and the start/end dates of the certificate as features. For
any feature which is a date, its numeric value in the feature vector corresponds to

the measure of elapsed or remaining time.

3.2 Structural

The HTML code contains the entire description of the Webpage. Only part
of this information is visible to the user on the Webpage; the rest remains hidden.
We use the hidden information which describes the structure of the Webpage as
structural features.

To get a high level summary of the structure, we gather information from
the HTML tags that appear in the HTML code. We model this by counting the
number of times each HTML tag appears. This simple HTML tag count can
give an idea if the Webpage has content which requires attention, such as if the
page contains any forms, embedded objects, scripts, etc. For example, a Webpage
created for a phishing attack contains a form where the victim is expected to enter
his credentials. Another scenario could be heavy use of scripting languages such
as javascripts. It is common to use javascripts to frame malicious attacks. For
example, javascript code can be used to find out the vulnerabilities present on the
victims computer which can be further used to design appropriate exploits.

Additionally, the HTML tag feature describes the general layout of the page
- if the page contains a title, sub headings, tables etc. It also gives information
on specific display formatting - if the HTML contains stylesheets, specific fonts,
frames etc. Layout of the Webpage describes how much attention is paid to make

the Webpage look good. Considering that malicious pages are likely to be designed
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with careful attention so as to attract users, the layout information is useful.

To capture detailed structural properties, we include the HTML attribute
associated with the HTML tags as features. Specifically, we count the number of
times an HTML attribute and an HTML tag-attribute pair appear in the HTML
code. Some HTML tag attributes are assigned values; for selected meaningful value
types, we incorporate the HTML tag attribute and value pair as a feature. For
example, the value of type attribute for the input tag within a form conveys useful
information. An input type of radio or checkboz looks less suspicious than an input
type text. The language attribute for a script specifies the scripting language used;
it is likely that some scripting languages are more commonly used for framing
malicious attacks than others. For example, it is common for scripts designed for
malicious attacks to contain obfuscated code and certain scripting languages are
easier to obfuscate. Thus, these languages might be a common choice for attacks

that use code obfuscation.

3.3 Page link

Links on the page have a strong influence in determining if a Webpage is
malicious. We incorporate a number of features summarizing the properties of the
links on the Webpage.

We include features defining the number of internal links, external links, and
total number of links. A page link is an internal link if its domain name matches
that of the base URL; otherwise it is an external link. A Webpage containing only
internal links appears less suspicious than the one containing external links. The
number of unique hostnames on the page is included as a feature, which explains
the number of different domains the external links on the page are directed to. For
external links, we also count the number of links associated with a particular URL
protocol.

Objects such as images, audio, video, plugins, binaries etc are often em-
bedded within a Webpage with a link to the source of the object. To capture

information on the objects embedded within a Webpage, we incorporate features
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that define the file types associated with the page links that appear on the Web-
page. Specifically, based on the associated file type we categorize the page link
as image, video, audio, data, text, binary, Web, game, system file, compressed
file, code or display related file. We include features specifying the number of
times page links associated with a specific file category appear on the Webpage.
Moreover, the extension of the file gives further details. We count the number of
times a particular file extension appears on the Webpage. We expect that certain
object types are more likely to be suspicious. For example, it is known that a lot
of malicious attacks are framed using image, audio and video files.

We explore if there exists a pattern associated with the size of these files.
Thus, we include features corresponding to the minimum, maximum and median
file size for every file extension type that appears on the Webpage. Computing the
file size by downloading the file can be very expensive for large file sizes, hence
we retrieve this information from the Content-Length attribute in the http header
of the file. Extracting this information from the header for every link can be
expensive. In practice, the file size is more useful for image, audio and video files,
and hence we compute the file size only for these types.

All the URL features described in Section 3.1 can be applied to the links on
the page. However, extracting all of these features for every link can turn out to be
computationally expensive. Moreover, it is possible that including all the features
may blow up the feature size to a very large value resulting in a deteriorated
classification performance. Hence, we carefully select the URL features applicable
to the page links ensuring it is computationally efficient.

We summarize the URL lengths of all the links on the page by computing
the mean and variance of the URL lengths. We count the number of links with
hostnames specified as explicit IP address. We count the number of links with a
particular URL protocol. Since extracting the header attributes for every link can
be expensive, we limit the header properties only for links that are either image
or video extensions. We summarize the header features by counting the number
of times a specific header attribute was identified.

The network properties of the URL being powerful features, we incorporate
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the WHOIS and geographical features for the page links. These properties being
unique for a given hostname, we skip the explicit computation for links with the
same hostname. In order to keep the computation efficient, we limit the number of
hostnames to 20. For the domain name registration dates, we include the minimum,
maximum and the median value of these features over all the links. We perform
blacklist lookups for the page links, limiting the number of hostnames inspected
as mentioned earlier. We skip the lexical features and the DNS features for the

page links, owing to the sparsity and high dimensionality of these features.

3.4 Semantic

The semantic features correspond to the textual information visible on the
Webpage. The text on the Webpage identifies the associated context, indicating
if the Webpage is about shopping, banking, news, sports etc. We investigate
if certain textual information is more likely to be associated as malicious than
benign. For example, a shopping Website selling clothes sounds less suspicious
than a Website selling male enhancement drugs. Also, certain words in the text
such as “password” and “credit-card” can convey important information.

We use the Hpricot parser to distill the textual information. We preprocess
the text to remove stop words and filter text such as numbers and most single
characters. Extracted text is modeled as a bag-of-words, simply counting the
number of times a word appears in the text. We also use the length of the text as
a feature.

We also explore the term frequency-inverse document frequency (tf-idf)
model, often used in text-mining. In a tf-idf model, a weight is assigned to each
word in the document representing the importance of the word in the document
relative to the entire corpus. Term frequency defines the frequency of the word
within the document and inverse document frequency is given by the inverse of
the number of documents containing that word. The weight assigned to a word
in a document is the product of the term-frequency and the inverse document

frequency. The idea is to come with a model such that a word that occurs rarely
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in the corpus characterizes the document well compared to the common words
which appear in most documents in the corpus.

[19] uses textual information for phishing detection. However, they generate
a lexical signature using only the 5 words with largest tf-idf weights. These words
are further used to define a Google search engine query. This is different from
our approach where we use all available textual information to derive the textual
features.

For Webscale learning, bag-of-words representation over large vocabularies
result in very large number of textual features. We suspect that too many features
can hurt performance as well as scalability. To address these issues, we explore an
alternative topic modeling representation for the semantic features. Specifically,
we model the textual information on the Webpage as a distribution over topics.
Intuitively, these topics capture higher-order features of each Webpage’s content

and context. Section 4.2 elaborates on the application of topic modeling.

3.5 Visual

Visual features represent the information related to the appearance of the
Webpage. We use visual features to encode attributes as simple as the colors on
the page and as complex as the other previously recognized images.

To extract various visual features we process the image obtained from the
screenshot of the Webpage. We limit our analysis to the holistic screenshot and
do not consider the images on the page as candidates for individual visual feature
extraction. It is interesting to investigate the visual features of individual images
within the Webpage. However, retrieving each image and computing individual
visual features can be very expensive and might not be practical over a large scale.
In our experiments, we include features defining the color histogram, the holistic
image summary and the recognizable local image patterns within the Webpage.

Color histogram of an image gives the distribution of the various colors
in the image. It is a vector of counts of the number of pixels corresponding to

each unique color. We compute the color histogram over RGB colorspace. We
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preprocess the image by converting it to a standard size so that all samples have
a uniform size. As the number of color shades in RGB colorspace can be as large
as 256 x 256 x 256, we limit the color space to a precomputed fixed color palette.
We use a 3-3-2 bit color palette corresponding to 256 unique colors. We use color
histogram features to analyze if there exists any similarity between the pattern of
colors used for each class of Webpages.

We capture the holistic visual appearance of the Webpage using a low di-
mensional feature vector. The idea of using the holistic representation is to obtain
the high-level summary of the visual appearance. We do not want to focus on rec-
ognizing individual objects here but rather broadly try to understand the visual
category to which the Webpage belongs. For example, we could have different cat-
egories corresponding to Webpages containing only text and no images, Webpages
containing many small images and the ones containing single large image.

For this task, we use gist [11], which estimates the holistic visual struc-
ture using a few perceptual dimensions which describe the spatial properties of
the image. Spatial properties measure each image’s degrees of naturalness, open-
ness, roughness, expansion and ruggedness. If we consider just the gist features,
we expect the similar looking Webpages to be projected close to each other in
the multi-dimensional gist feature space. We preprocess the input to gist by con-
verting the screenshots to grayscale and resizing the image to 100 x 100 size for
computational efficiency.

We use SIFT (Scale-Invariant-Feature-Transform) [12] to identify local vi-
sual objects in each Webpage and also to obtain a global summary. SIFT computes
the feature descriptors at particular points of interest in an image such that the re-
sulting representation is invariant to scale, orientation, affine distortion and noise.
This makes SIFT ideal for matching images based on the similarity of their local
visual content.

The SIFT algorithm detects the keypoints representing the image. These
keypoints correspond to the high contrast regions of the image such as local object
edges. Gradient directions and magnitudes are computed in a local region around

each keypoint and these orientations define the kepypoint. Each keypoint fea-



17

NETFLIX

Member Sign In

NETELIX

Remember me on tis computer.

e _
B ) “‘T“\ A

b

Figure 3.3: Keypoints identified by SIFT, arrows indicating the locations, scales

and orientations of the keypoints.

ture descriptor has 132 dimensions with 128 dimensions for the orientations, and
the remaining for coordinate, scale and rotation. Figure 3.3 illustrates keypoints
detected for a sample Webpage.

We use SIFT to extract visual features in two ways. Firstly, we incorporate
features corresponding to the statistics of the SIFT keypoint descriptors. We
include the number of keypoints, and the mean and variance of the SIFT keypoint
orientations as features. This corresponds to a 257 dimensional feature vector. We
refer to this representation of SIF'T features as sift-stats.

Secondly, after using SIFT to identify the local visual objects in the Web-
page, we match the local images found in the Webpage against a set of known
images corresponding to popular logos. The repository of known images consists
of images with logos of popular banks, e-commerce brands, social-networking sites

etc. We use the SIFT matching algorithm for recognizing logos in Webpages.
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Output of the SIFT matching algorithm: white lines from the logo

on top-left to the one on bottom-left indicate the matching locations identified by

SIFT.
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The matching algorithm identifies the local objects in a Webpage by searching the
images in the respository to find the nearest neighbors to the Webpage keypoint
descriptors. Distance between keypoints is computed using Euclidean distance
measure. The images in the repository are assigned a score based on their distance
to the local object in a Webpage. Images with scores below a threshold are dis-
carded and the one with the highest score is the best match. Figure 3.4 presents
the output of the sift matching algorithm for a sample Webpage.

We include features indicating if a particular logo was identified in the Web-
page and the associated matching score. It is possible that an exact match is not
found and there are a number of candidate matches with about the same matching
score. Hence, we also incorporate information for the logos which are candidate
matches but do not have the highest matching score. We refer to this set of SIF'T

features as sift-matching.



Chapter 4
Offline classification

Classifying a Webpage as malicious or benign is an instance of the binary
classification problem. In offline classification, also known as batch learning, the
classification model is built in one step using a finite set of training data and the
trained model is deployed for making future predictions.

Offline learning has the advantage of building a precise model for a given
training data because it can learn by considering all the examples in the training
set. However, offline learning algorithms are not practical for large scale learning
when the data is much larger than the available physical memory. We apply offline
learning as the first step towards designing and evaluating the optimal feature
configuration for the task of malicious Webpage detection.

Section 4.1 gives a brief overview of the offline classifiers explored. We in-
vestigate the benefit from dimensionality reduction when very high dimensionality
is a concern; this is outlined in Section 4.2. Section 4.3 discusses the feature vali-
dation technique applied to scrutinize the achieved classification. Finally, Section
4.4 gives a detailed description of the experiments performed and summarizes the

experimental results.

4.1 Classification algorithms

The training data includes a data matrix X consisting of n feature vectors

x; € R? and a label matrix Y consisting of n labels y; € {—1, +1} such that y; is

20
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the label of example ;. A malicious Webpage is associated with a positive label
and the benign Webpage with a negative label. The problem at hand being of large
scale learning, we select classification algorithms that are fast and scale well for
large number of samples with very high dimensionality. We limit our experiments
to linear classifiers.

Linear classification involves learning the parameter w of a linear function
f(x) = g(w.x + b) that specifies the output label for example . We use logistic-

regression (LR) and linear support vector machines (LSVM) for our evaluation.

4.1.1 Logistic regression

LR is a probabilistic model for binary classification where the probability
of a positive label for the input sample « is determined by the value of the logistic

function:
1

e (@)

Ply]a; w) =

The binary output label is computed by thresholding the output of the logistic
function. The model is trained to learn the parameter w that maximizes the con-
ditional log-likelihood. A positive component in w indicates a positive correlation
between the associated feature variable and increases the probability of the positive
label. Conversely, a negative correlation is characterized by a negative component
in the weight vector.

Regularization is incorporated to build a robust classifier that avoids over-
fitting the training data. The idea is to avoid very large components in w to
ensure that the prediction is not dominated by a single feature variable regardless
of the others. This is achieved by including the minimization of the magnitude
of the w in the objective function. The regularization strength ;1 determines the
balance between maximization of conditional log-likelihood and penalty for large
weight components. The model is trained by maximizing the /s-norm regularized

objective function:

LCL(w) = Y n Plyila:) - plwl} (4.2)
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We use the logistic regression implementation for large scale learning from

[3] in our work.

4.1.2 Linear support vector machines

SVMs are known to provide a robust solution for the problem of binary
classification on high dimensional data. SVM finds a hyperplane that partitions
the positive and negative samples in the vector space such that the margin of
correct classification is maximized. To achieve a maximum margin classifier, the

algorithm tries to minimize the hinge loss function:

[(f(x),y) = max{0,1 — y(w.x + b))} (4.3)

Incorporating ly-norm regularization and considering the average hinge loss over

all examples, the objective to be minimized is:

L(w) = C> max{0,1 — y;(w.x;)} + |wl]; (4.4)

i=1
where C is the SVM cost function. Value of C determines the trade-off between
the regularization and minimizing the loss function. The objective function being
convex, the solution is globally optimal.

The described SVM model is called the unconstrained primal formulation.
There exists an equivalent corresponding dual formulation where the model is

trained to learn the support vector @ that maximizes the objective function:

La) = Y= 3303 avaguy(wias) (4.5)

i=1 j=1

subject to the constraints 0 < a; < C.
There exist quadratic programming solvers to solve the formulated con-
strained optimization problem efficiently. The parameter w is computed from the

support vectors o as:

w = Z oY (4.6)
i=1
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The parameter w is a linear combination of the input samples where a¢ determines
the contribution of any input sample to the classifier. The output label for an
input feature x is obtained by thresholding the dot product w.z.

We use the Linear SVM implementation for large scale learning from [3] for

our work.

4.2 Dimensionality reduction

Dimensionality reduction can be used to extract low dimensional features
from the original features that are very high dimensional. Such feature extraction
transforms the original data in d dimensions to k dimensions such that £ < d. We

explore non-negative matrix factorization (NMF) for dimensionality reduction.

4.2.1 Non-negative matrix factorization

NMEF [1, 2] is a dimensionality reduction algorithm that learns a part based
representation of the data. It factorizes the data matrix X, into non-negative
matrices V and H with dimensions d xk and k xn respectively, such that X ~
VH. V represents the basis vectors of the data matrix and H provides the
distribution over the basis vectors, the low dimensional representation of X.
Divergence between X and V H can be measured in different ways. We use the

Kullback-Leibler divergence given by:

D(X|VH) =Y [XiIn(Xi/(VH)i;) — Xij + (VH),j] (4.7)
tj
The divergence is minimized using multiplicative update rules. In the training

phase, V and H are computed w.r.t the training data X using:
Zi ‘/zain/(VH)zn

H,, + H,, (4.8)
>_; Via
HanXin VH in
Via < Via Zon /(VH) (4.9)
Zp Hap

The low dimensional features H serve as the input to the classification algorithm.

For the test samples X', for which the output label is to be predicted, the low
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dimensional representation H’ is computed using the basis vectors V' identified

for the training data:

Zi WaX:m/(VH,)zm
>_; Via

Minimization of divergence as described above does not involve any learning rate

U4 /
Ham - Ham

(4.10)

to be specified. This saves significant computation time as selecting an optimal
learning rate can be expensive for large data.

We apply NMF to represent the HTML textual content of a Webpage as a
distribution over topics. The NMF part based representation corresponds to the
semantic topics in the Webpage text. The non-negativity constraints enforce the
textual content to be modeled as additive combinations of topics, which correlates
to the fact that the textual content of each Webpage belongs to a subset of top-
ics. NMF reduces the high dimensional bag-of-words representation of the HTML
textual content to low dimensional topic coefficients. The topic coefficients corre-
spond to the NMF extracted features. As NMF discovers the semantic features

from context, it is capable of handling synonymy and polysemy.

4.3 Feature validation

With the large number of features used for the task of Webpage classifica-
tion, it is important to understand the contribution of the features. As the positive
samples and negative samples are collected from different feeds, we need to vali-
date that the classification decision is not biased by a specific characteristic of the
current feed which cannot be generalized to always hold. We analyze the classifi-
cation to confirm that (i) the prediction is not dominated by a handful of features
overfitting the training data, (ii) a reasonable number of features are participating
in classification, and (iii) the involved features are generic.

We use logistic regression with [-regularization for this task. The objective

function is:

L(w) = Zlﬂp(yilwi) — plwl]; (4.11)
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The regularization strength p controls the number of non-zero components in
weight w; with the number of non-zero components decreasing with increasing
. The set of solutions for a range of regularization values is computed. The
range of regularization values explored defines the regularization path. The idea
is to keep increasing u till the classification accuracy degrades significantly. We
can then validate that the number of non-zero weight components for a reasonable
classification accuracy is not due to a handful of features.

If it is observed that only a handful of features obtain high classification
accuracy, then the corresponding features are investigated. If the features are
found to be specific to the training data, then those features are not included for
the classification experiments.

We use the l;-norm regularized logistic regression implementation from [4]

for the task of feature validation.

4.4 Evaluation

In this section we outline the experiments performed for offline classification

and provide a detailed analysis of the experimental results.

4.4.1 Experimental design

We perform the offline classification experiments on data collected over a
period of 10 days. This corresponds to about 60,000 Webpages with 1:2 split
between positive and negative samples. We use 70% of the data for training and
30% of the data for evaluating the prediction of the trained classifier. We repeat
the classification over 10 random splits of data and report the average value of the
classification results.

We perform a preliminary analysis for semantic features to select between
tf-idf, bag-of-words or topic modeling representation for the textual content. Simi-
larly, for the visual features we analyze the gist, sift-matching, sift-stats and color-
histogram features individually.

First, we present a classification model combining features from each of
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the URL, structural, page link, semantic and visual categories. We then evaluate
the classification using features from each category independently to get an esti-
mate of the contribution of a particular category of features. We demonstrate the
classification using Linear SVM and LR.

Each of the URL, structural, page link, semantic and visual features provide
different information about the Webpage. It is interesting to understand how the
classification using features in one category differs from the others. We explore
this by finding the overlap between classification output of classifier trained on
each of these features individually. A lower overlap between different classification
outputs indicates that the classifier learns something new from features in each
category.

We carefully select the parameters for the different algorithms. Parameters
for LR and LSVM are selected by performing 10 fold cross validation over the
training data.

When applying topic modeling over the textual content of the Webpages,
it is important to select the right number of topics k to represent the entire data.
We repeat NMF for different number of topics in the range 100 to 1500 and select
k based on the divergence cost. We select k£ which minimizes the divergence such
that increasing the number of topics further would not provide a large decrease in
the divergence cost.

We validate the contribution of the features towards the classification out-
put using LR with [;-regularization. We analyze the features associated with posi-
tive and negative weights and measure the relevant feature size given by the number
of features with non-zero weights.

We keep the ratio of positive to negative samples 1:2 for the above described
experiments. However, we inspect the performance of the classifier for varying
splits of positive and negative samples. We want to confirm that the classification
performance does not deteriorate significantly for skewed distributions of positive

and negative samples.
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Figure 4.1: Classification with tf-idf, bag-of-words and topic-coefficients repre-

sentation of semantic features.

4.4.2 Results

In this section we present the results for the experiments outlined above.

For NMF based topic-modeling for semantic features, we find that the model
identifies about 500 topics to represent the dataset. Table 4.1 lists the top weighted
words for some of the topics identified by NMF.

We perform a preliminary analysis on the semantic features by compar-
ing the classification results using the tf-idf, bag-of-words and topic coefficients
representation for the textual content. Figure 4.1 details the classification results
using SVM for the different semantic feature representations. We observe that
topic-coefficient approximation performs poorly compared to the full textual con-
tent representation and tf-idf achieves the best results. Hence, we select tf-idf as
the optimal representation for semantic features. From here on, semantic features
refers to the the tf-idf representation of the textual content.

We perform a similar analysis to determine the useful visual features among
the gist, sift-matching, sift-matching ezact, sift-stats and color-histogram features.

Table 4.2 details the feature size for the different visual features. For sift-matching
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Table 4.2: Feature size for the different visual features.

’ Feature \ Size ‘

Gist 960
Sift-matching ezact | 339
Sift-matching 53077
Sift-stats 257
Color-histogram 256

features we consider two representations, sift-matching and sift-matching ezact.
Sift-matching ezact includes information only for the logos with the highest match-
ing score whereas sift-matching incorporates the logos with highest matching score
as well as the logos corresponding to the candidate matches. Other than the
sift-matching features, all the other visual features are dense and hence can be
computationally expensive for classification. Additionally, the overhead involved
for extracting the visual features is much higher than the other feature categories.
This makes it important to analyze the benefit of including these features.

We expect the visual features to contribute more when combined with the
URL and other content features. However, we consider that if a particular feature
category is useful, it will be reflected partially when used independently. Figure
4.2 illustrates the classification results using SVM for the different visual features
used individually. We observe that there is no gain from the gist and the color-
histogram features. Both the sift-matching and sift-stats features are useful, with
sift-matching performing better than sift-matching exact. We discard the gist
and sift-matching ezact features. We consider the sift-matching, sift-stats and
color-histogram features as visual features for further evaluations. We include
color-histogram features assuming it might be useful in combination with the sift
features.

To find the ideal feature combination, we perform classification using SVM
for different combinations of the features from the various categories. We begin
with the URL features and demonstrate the gain by adding the features in the other

categories. Table 4.3 summarizes the classification results. In Table 4.3, feature
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Figure 4.2: Classification with different visual features.

category URL* corresponds to the URL features from [9, 10] and feature category
URL combines URL* with the additional URL features proposed in Section 3.1.
We find that classification using the URL and the content features achieves classi-
fication accuracy upto 98.1%, reducing the error rate by more than 50% compared
to using just the URL features. We notice that the ratio of false positives to false
negatives remains about the same for the different feature combinations. We ob-
serve that incorporating sift-matching and the color-histogram features does not
result in noticable gain in classification accuracy. Thus, here onwards we use only
sift-stats features to represent the visual features. Except for the gist and sift-
matching visual features, we note that it is benificial to combine features from all
the other categories. The combination of URL, structural, page-link, semantic tf-
idf and sift-stats features results in highest classification accuracy. We consider this
combination of features as the optimal feature configuration. Figure 4.3 presents
the ROC curve for classification with this feature configuration.

We measure the gain from features in each of the URL, structural, page-link,
semantic and visual categories by performing classification using the features in
each category individually. For visual features, we limit the evaluation to only sift-

stats features. It is interesting to study the variation in classification results using
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Table 4.4: Actual and relevant feature size for different feature cate-

gories.

’ Feature Category ‘ Actual ‘ Relevant ‘ Positive ‘ Negative ‘

URL 153,918 | 7,608 5,713 1,895
Structural 51,973 4,742 2,568 2,174
Page-link 88,251 9,657 6,556 3,101
Semantic 77,689 8,170 3,634 2,083
Visual 257 257 106 151

Body 272,387 | 11,368 6,949 4,419
All 426,305 | 15,470 9,875 5,595

different classification algorithms. Figure 4.4 illustrates the classification results
for the various feature categories using LR and SVM. LR-1 corresponds to LR with
[;-norm regularization and LR-2 corresponds to LR with lo-norm regularization.
We observe that LR and SVM provide similar classification results, with LR-2
performing better.

Table 4.4 details the number of features for the different feature categories,
outlining the actual feature size and the relevant features participating in classifi-
cation. We notice that the classification is not dominated by a handful of features.
Also, the number of features with positive and negative weights seems to be almost
balanced. To compute the relevant features, we run LR with [;-norm regulariza-
tion, increasing the value of regularization strength in small steps until the point
that the classification accuracy begins to deteriorate. The classification results
LR-1 in Figure 4.4 present the classification accuracy associated with the feature
validation experiment.

Table 4.5 displays the classification error overlap between the output of
classifier trained on the features in different categories individually. The reported
percentage value is computed w.r.t the feature category with higher number of
misclassifications. A low value of overlap for the different feature category pairs
illustrates that features in each category provide new information and the classifier

is likely to predict with higher accuracy by combining features from the different
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Table 4.5: Misclassification overlap (%) between different feature cate-

gories.

’ ‘ Structural ‘ Page-link ‘ Semantic ‘ Visual ‘

URL 14.1 21.9 14.5 5.0
Structural - 22.3 19.6 8.9
Page-link - - 20.2 9.7
Semantic - - - 8.9

Table 4.6: Classification results using the optimal feature configuration

for different datasets with varying ratios of positive to negative samples.

| Ratio | Precision(%) | Recall(%) |

1:2 97.6 96.6
1:5 95.4 92.9
1:10 94.5 86.7
1:15 94.9 85.0
1:20 94.2 81.6

categories.

We evaluate the classification for the optimal feature configuration on dif-
ferent datasets with varying ratios of positive to negative samples ranging from
2 to 20. We perform classification using linear SVM. We use 70% of the data
for training and 30% for testing. The ratio of the positive and negative samples
is same for the training and test data. For unbalanced data, accuracy is not an
ideal measure of classification success and hence we use precision and recall to
evaluate the classification. Table 4.6 presents the precision and recall measures for

classification on different datasets.



Chapter 5
Realtime classification

In realtime classification, also known as online learning, the data sample
consists of an infinite sequence of input samples and the classifier learns incremen-
tally from each input sample.

Online learning algorithms have the advantage of being simple, fast, scalable
and robust. The incremental learning combined with a simple update rule makes
the algorithm fast. Since the algorithms looks at only one example at a time,
unlike batch learning, it is not required to load the entire dataset in memory and
hence scales very well for large-scale learning. As the classifier learns continually,
it can add new features and can generally adapt to changes in data, resulting in a
robust classifier.

Section 5.1 gives an overview of the linear classifiers used. Section 5.2

describes the experiments performed and summarizes the experimental results.

5.1 Classification algorithms

For online learning, the classifier makes a prediction for @, the input sample
at time ¢, and then receives feedback based on the true label y;, and updates the
model incrementally using the feedback for the single input sample. The linear

classifiers explored are described below.

35
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5.1.1 Perceptron

Perceptron [5] is one of the simplest and oldest classification algorithm. It
distinguishes between the positive and negative samples by learning a hyperplane
that partitions the input vector space. The classifier learns the parameter w that
defines the partitioning hyperplane. The output label for an input sample x is
defined by sign(w.x). Whenever the classifier makes a mistake, it updates the

parameter w with the update rule:
Wiyl < Wy + YTy (51)

However, the simple update rule does not capture the severity of misclassi-
fication. Thus, the classifier fails to make precise updates based on the amount of

misclassification.

5.1.2 Passive-aggressive

Passive-aggressive(PA) algorithm [6] learns the weight parameters w to
find a hyperplane which separates the positive and negative input samples with a
margin of atleast 1. The margin of prediction is defined as y,(w;.x¢), for instance

{x¢,y:}. The algorithm tries to minimize the hinge loss defined as:
[(w) = max{0,1 — y(w.x)} (5.2)

A loss is incurred only when the classification margin y(w.x) < 1. The

algorithm solves the following constrained optimization problem:
1
Wy yq = arg min w§Hwt —w|? s.t y(w.zy) > 1 (5.3)

The algorithm remains passive and does not update the weights when the
classification margin achieved is atleast 1. However, the weights are updated ag-
gressively when the margin is less than 1. Closed form solution for the optimization

problem gives the following update rule:
l(w)

a2 |2

Wiy1 = wy + Sy e where 3, = (5.4)

Thus, passive-aggressive algorithm makes precise updates based on the

severity of misclassification.
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5.1.3 Confidence weighted algorithm

Confidence Weighted(CW) algorithm [8, 7] learns the confidence measure
for each feature and updates the parameters in accordance to the measured confi-
dence. The idea is that the confidence for the weight associated with a feature is
related to frequency of occurrence of the feature such that the rare features cor-
respond to a low confidence measure. The mistake in classification is attributed
more to the less confident features and the weights for these features are updated
more aggressively than the high confidence features.

A Gaussian distribution {u, 3} is used to model the confidence in the
parameter such that p; and 3; indicate the parameter confidence associated with
feature 7. A rare feature with low confidence measure is characterized by high
deviation from the mean value for the feature parameter.

The algorithm updates {u, £} by selecting the distribution with minimum
KL Divergence to the current distribution such that the probability of correct
prediction in round ¢ is atleast the value of the defined confidence hyperparameter

n € [0,1]. The constrained optimization problem is:

(Btt1, Beg1) < arg%lngKL(J/(ﬂw )| (e, 24)) (55)
’ 5.9

s.t Prly(w.xg) > 0] > 1

Solution to the constrained optimization problem results in following update

rule:

i1 < oy + 0y e
(5.6)

1
Yo B+ augu, Pdiagia,

where oy, u; and ¢ are detailed in [7].

5.2 Evaluation

In this section we present the experiments performed for online learning

and discuss the results.
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5.2.1 Experimental design

For realtime classification, as we receive a data sample from the live feed,
we extract and process the raw features and perform classification immediately.
(Classification is tightly coupled with data collection and feature extraction, all
three steps being performed in realtime. We evaluate the realtime classification
over a period of about a month, corresponding to a data of about 156,000 webpages.
The ratio of the positive and negative samples is 1:2, same as that used for offline
classification. As classification is performed in realtime, the classifier receives the
data samples in chronological order.

We perform classification using the URL, structural, page-link, semantic
and sift-stats features. We decide the features to be used for online learning based
on the offline classification evaluation results. We analyze the classification results
obtained using the URL, body and combination of all the features. We compare the
classification achieved using Perceptron, PA and CW algorithms for these features.

Perceptron and PA algorithms do not require any parameter setting. For
CW we choose the value of n to be 0.95.

We evaluate the feature size for each of the feature categories, measuring

the actual feature size and the relevant feature size.

5.2.2 Results

In this section we outline the results for the experiments described above.

Figure 5.1, Figure 5.2 and Figure 5.3 present the results for classification
with URL, body, and combination of URL and body features using different clas-
sification algorithms. We note that the CW algorithm achieves the lowest error
rate, performing significantly well compared to PA and perceptron. These results
are consistent with the definition of these classification algorithms. We observe
that the classifier has a very steep learning curve in the beginning which tends to
stabilize after training for about 10 days. This observation holds true for URL,
body, and combination of URL and body features.
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Figure 5.1: Classification on URL features using Peceptron, PA and CW.

Table 5.1: Actual and relevant feature size for different feature cate-

gories.

’ Feature Category ‘ Actual ‘ Relevant ‘ Positive ‘ Negative ‘

URL 302,331 | 112,108 | 43,205 | 68,313
Body 432,702 | 208260 | 90,151 | 118,109
All 735,033 | 254,127 | 111,091 | 143,036

Figure 5.4 compares the classification achieved with URL, body, and combi-
nation of URL and body features. These results correspond to classification using
CW algorithm. We observe that the realtime classification results are consistent
with the findings for offline classification experiments detailed in Chapter 4. Clas-
sification with URL features attains about 96% accuracy and combining all the
features provides about 98% accuracy. Figure 5.5 outlines the false positves and
false negatives corresponding to these results. We find that including the features
from the body of the Webpage reduce both the false positives and false negatives
equally, reducing the error rate by more than 50%.

Table 5.1 elaborates the feature size for the different feature categories,
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Figure 5.2: Classification on features from the body of the Webpage using Pe-
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presenting the actual and relevant feature size. On comparing these numbers with
the feature size measurements made for data over 10 days in Table 4.4, we note
that the feature sizes have almost doubled. The feature size is growing as new
Webpages are visited and hence an online learning setup provides the classifier a

chance to learn continually as new features get introduced.



Chapter 6
Discussion

In this thesis we present the design and evaluation of a supervised learn-
ing approach to detect the malicious Webpages. One of the key contributions of
our work is the design of the features that can be used for classifying a Webpage.
We explore features from the URL, structural, page-link, semantic and visual con-
tent of the Webpage. We demonstrate the gain from incorporating features from
these different feature categories by performing classification in batch mode. Our
experiments validate that the classifier learns something new from the features
in each category. Based on the classification results, we confirm that the com-
bination of URL, structural, page-link, semantic and sift-stats features provides
optimal classification. We find that including the color-histogram, sift-matching
and gist features does not improve classification. Combined with the URL fea-
tures, among the different categories of features from the body of the Webpage, we
observe that including the structural features results in a significant drop in the
error rate, followed by the sift-stats visual features. What makes the structural
features more useful is that they are lightweight, as the extraction of these features
is fast and the feature size is relatively small. Hence, the structural features scale
very well for large data. On the other hand, computation of the visual features
is relatively expensive. Our method of using just the sift-stats features provides a
way of including the visual features without a huge computational cost.

Our offline classification experiments on the data from the live URL feed

illustrate that the proposed classification method can identify malicious Webpages
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with an accuracy of about 98%. Our evaluations confirm that including the features
from the content of the Webpage in addition to the URL features reduces the error
rate by more than 50%. We also find that the classification result is not sensitive
to the classification algorithm used, as both LR and SVM achieve similar results.
Analysis on datasets with varying ratios of positive and negative samples indicates
that the classification results do not deteriorate significantly as the data gets highly
unbalanced.

Our realtime classification experiments demonstrate that with the latest
online learning algorithms we can achieve accuracy as high as batch learning algo-
rithms. The findings in realtime classification experiments reiterate the observa-
tions made for offline classification.

Our future goal is to deploy the real time classification method on much
larger data. In our current experiments the feature size exceeds the number of
examples. It is interesting to evaluate the classification when the data size is
larger than the number of features. We believe that studying the behavior of
different features on large scale data might provide useful insights. We would also
like to evaluate the suggested approach further, exploring new features and using

non-linear classification algorithms.
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