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Towar d a  Unifie d Mode l  o f  Deceptio n 

Donald D. Rose 

Irvin e Computationa l  Intelligenc e Projec t 
Departmen t  o f  Informatio n an d Compute r  Scienc e 

Univereit y o f  California ,  Irvine ,  0271 7 

Abstract 
We wil l  first  argu e tha t  ignorin g possibl e deceptio n i n multi-agen t  scenario s ca n lea d t o plannin g 

failures ;  specifically ,  w e sho w ho w standar d deductio n m a y b e abl e t o solv e th e Wis e M a n Problem ,  bu t  no t 
a varian t  wher e som e agent s ar e deceptiv e (i.e. ,  th e Wise-Yet-Deceitfu l  M a n Problem ,  o r  W - Y - D ) .  Second , 
we wil l  sho w ho w t o avoi d plauinin g failure s i n scenario s suc h a s W - Y - D ,  b y developin g model s o f  bot h (1 ) 
th e deceptiv e tendencie s o f  othe r  agents ,  an d (2 )  ho w thes e othe r  agent s themselve s reaso n abou t  deception ; 
th e concept s o f  beat-cas e an d worst-cas e deceptiv e agent s wU l  b e introduce d a s examples .  Third ,  w e wil l 
sho w ho w t o represen t  deceptio n axiom s withi n KonoUge' s deductio n mode l  o f  belief ,  an d th e fourt h sectio n 
wil l  mor e closel y analys e ho w on e solve s W - Y - D .  Finally ,  w e wil l  sugges t  ho w th e ne w mode l  develope d fo r 
thi s proble m ca n b e generalize d int o a  mor e unifie d mode l  o f  deception . 

Introduction 
Thi s pape r  deal s wit h increasin g th e sophisticatio n wit h whic h agent s reaso n abou t  othe r  agents ' 

beliefs ,  a s wel l  a s thei r  own .  Th e particula r  enhancemen t  o f  interes t  her e i s  aUowin g agent s t o pla i  no t 
onl y fo r  case s wher e a n agen t  i s truthful ,  bu t  als o fo r  case s wher e h e i s deceitfu l  (t o others ,  t o himself ,  o r 
t o both) .  Thus ,  w e wil l  rela x th e assumptio n tha t  wha t  a n agen t  say s h e believe s alway s equal s wha t  h e 
i s actuall y believin g (i.e. ,  i f  othe r  agent s ar e foole d b y agen t  d ,  the n d' s belief s wil l  no t  b e th e sam e a s th e 
others '  belief s abou t  <f s beliefs) .  W e begi n b y illustratin g th e Wis e M a n Problem ,  considere d " a goo d tes t 
of  th e competenc e o f  an y mode l  o f  belie f  [KoNOLlGE ,  84] .  Usin g W ,  B  an d U  t o represen t  th e possibl e 
response s (i.e. ,  black ,  white ,  o r  don' t  know) ,  her e is : 

THE WISE MAN PROBLEM. A king, wishing to know which of his three advisors is the wisest, paints 
a whit e do t  o n eac h o f  thei r  foreheads ,  tell s  the m ther e i s a t  leas t  on e whit e dot ,  an d ask s the m t o tel l  th e 
colo r  o f  thei r  ow n spots .  Afte r  a  whil e th e firs t  replie s U ;  th e second ,  o n hearin g this ,  als o replie s U .  Th e 
thir d the n respond s W . 

The problem is whether No. 3 can ascertain his color, based solely on seeing the others' dots, and 
reasonin g abou t  thei r  beliefs .  Hi s reasonin g proceed s a s follows :  "Suppos e m y spo t  wer e black .  The n No .  2 
woul d kno w tha t  hi s ow n spo t  wa s whit e (since ,  i f  i t  wer e black ,  th e first  o f  u s woul d hav e see n tw o blac k 
spot s an d thu s woul d hav e know n hi s ow n spot' s  color) .  Sinc e bot h answere d U ,  m y spo t  mus t  b e white " 
[KONOLIGE,  84] .  Note ,  however ,  tha t  No .  3  di d no t  conside r  th e possibilit y  tha t  No .  1  o r  No .  2  (o r  both ) 
migh t  giv e a  respons e tha t  the y di d no t  believ e themselves .  No r  doe s No .  3  addres s a  mor e subtl e question : 
whethe r  o r  no t  No .  £  plan s fo r  deceptio n a s well .  Thus ,  th e standar d Wis e M a n Proble m le d t o a  correc t 
answer  b y No .  3 .  Bu t  suppos e th e followin g scenari o ensued : 

THE WISE-YET-DECEITFUL MAN PROBLEM. The King, after No. S's success, decides to test 
No.  S' s abilitie s further .  H e replace s th e othe r  wis e m e n wit h tw o evi l  m e n an d repaint s al l  th e dots .  Th e 
firs t  man ,  experience d i n deceit ,  get s white ;  hi s  protege ,  a  naiv e deceiver ,  get s black .  Th e thir d agai n get s 
white .  Th e sam e rule s apply :  there' s a t  leas t  on e whit e dot ,  an d eac h mus t  tel l  th e Kin g hi s color .  (Th e Kin g 
warn s th e thir d o f  th e others '  deceptiv e abilities ;  th e thir d dismisse s thi s sinc e n o on e ha s eve r  lie d befor e 
th e King. )  Th e firs t  replie s W ;  hi s proteg e say s B .  The n th e thir d m a n incorrectl y respond s B .  Th e Kin g 
banishe s hi m fro m hi s court . 

This sad ending could have been avoided if the warning had been properly reasoned with. If No. 3 
ha d codifie d th e othe r  men' s deceptiv e abilitie s int o rules ,  the n adde d thes e t o hi s existin g rule s abou t  ho w 
he an d th e other s dra w inferences ,  thi s plannin g failur e woul d no t  hav e happened .  W e no w loo k a t  wh y No . 
3 gav e a n incorrec t  answer ,  an d ho w hi s reasonin g shoul d procee d i n orde r  t o solv e thi s ne w problem . 

Solving the Wise-Yet-Deceitful Man Problem 
Let  us  us e P i  t o represen t  th e propositio n " t  ha s a  whit e dot "  (an d -"P i  fo r  black) .  Now ,  th e wa y No .  3 

reasone d i n tryin g t o solv e ou r  ne w proble m wa s th e sam e a s fo r  th e standar d Wis e M a n Problem .  Recallin g 
initia l  configuratio n (P i  A  -iP 2 A  P3) ,  No .  3  reasons :  "Suppos e I  wa s white .  The n No .  I' s  respons e woul d 
hav e bee n U ,  becaus e h e coul d no t  hav e know n hi s colo r  unles s No .  2  an d I  wer e bot h black .  Sinc e h e sai d 
W,  I  mus t  b e black. "  Not e tha t  No .  2' s  respons e seem s t o furthe r  confir m No .  3' s reasoning .  Upo n seein g 
No.  3  i s  black ,  an d hearin g No .  1  sa y W ,  No .  2  woul d immediatel y conclud e h e wa s blac k (again ,  sinc e 
seein g tw o blac k dot s shoul d mak e No .  1  sa y W ) .  Sinc e No .  2  di d sa y B ,  No .  3  migh t  fee l  secur e i n th e 
conclusio n tha t  he' s black . 
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Th e dilemm a her e i t  tha t  agent a No .  1  aa d No .  2  ar e modelle d a e completel y trathfn L However ,  i n 
real-worl d envirounenU ,  ageBi e ofte n inUrrac t  wit h othe r  a f  ent e tha t  no t  oml y migh t  poeubl y lie ,  b« t  ca n 
ofte n hid e rach  deception .  Th e type e o f  behavio r  w e nee d t o accoun t  fo r  her e ar e (1 )  whethe r  o r  no t  a a 
agen t  i s bein g deceitfol ,  an d (2 )  whethe r  o r  no t  tha t  agen t  himsel f  consider *  tha t  other s m a y tr y t o deceiv e 
kim .  S o ho w doe s No .  3  solv e th e Wise-Yet-Deceitfu l  M a n Problem ? First ,  w e mus t  tah e int o accoun t  th e 
King' s warnin g abou t  No .  1  an d No .  2 .  Thu s No .  3  wil l  mode l  No .  1  a s a  h€»t-em t  deceptiv e agen t  -  i.e. . 
No.  1  m a y o r  m a y no t  lie ,  an d h e believe s other s ma y o r  m a y no t  d o th e same .  No .  2  wil l  b e modelle d a s a 
vjorat-eat e deceptiv e agen t  -  Le. ,  No .  2  atway s lies ,  ye t  believe s othe r  agent s alway s tel l  th e truth .  Finally , 
everyon e know s thes e trait s o f  bot h No .  1  an d No .  2 .  Thus ,  on e ca n se e w h y No .  2' s i s "worst-case" ;  i n a 
deceptiv e world ,  he' s infinitel y gullible ,  ye t  hi s infinit e decei t  i s  alway s recognised .  No .  1 ,  however ,  trust s 
no on e (and ,  sinc e everyon e know s it ,  other s thin k twic e befor e tryin g t o deceiv e him) ;  i n addition ,  everyon e 
knows hi i  response s ar e unpredictabl e (Le. ,  h e m a y o r  m a y no t  b e lying) .  Thu s No .  1  i s i n th e 'beet * 
positio n t o capitalis e i n a  deceptiv e world . 

Here is how No. 3 should solve the WiM-Yet-Deceitful Man Problem (W-Y-D). Remembering the 
initia l  do t  c(»ifigurati< » (P i  A  ->P 2 A  P3) ,  a  mor e war y No .  3  reasons :  "Ther e ar e onl y tw o possibl e 
assumptions :  eithe r  Nc .  1  i s truthfu l  an d I' m black ,  o r  No .  1  i $ lyin f  an d I' m wkit *  (se e informa l  proo f 
sectio n fc» -  wh y thi s i s  so) .  Suppos e th e first  assumptio n holds .  The n No .  2 ,  w h o alwajr s believe s everyon e i s 
truthful ,  woul d believ e No .  1  whe n h e sai d W ;  henc e No .  t  beli*ve t  h e ' $ hlac k (sinc e seein g tw o blac k dot s 
would ,  i n No .  2' s view ,  lea d t o No .  I' s  W response) .  Thu s I  kno w tha t  No .  2  would'v e sai d anythin g esetf t 
B a t  thi s point ,  sinc e everyon e know s No .  2  alway s lies .  However ,  No .  2  di d sa y B ;  henc e No .  2  m%$t  no t 
htliev t  kt' i  black .  Thus ,  m y first  assumptio n i s false ,  an d s o th e secon d mus t  b e true .  Hence ,  I  tel l  th e Kin g 
I' m W ,  I  expos e th e fac t  tha t  No .  1  lie d befor e hi s majest y -  an d I  kee p m y job. '  (Not e tha t  tellin g th e 
Kin g ̂ o u t  No .  2' s li e i s n o revelation ,  sinc e everyon e ahead y know s No .  2  alway s lies. ) 

Reprenenting Axioxnn of Deception 
The nex t  ste p i s t o formall y represen t  axiom s tha t  mode l  al l  form s o f  reas<min g a n agen t  m a y g o 

throug h i n a  possibl y deceptiv e environmen t  (Le. ,  th e mode l  shoul d accoun t  fo r  an y response ,  an d an y belie f 
abou t  th e truthfulnes s o f  th e agen t  responding) .  I n additio n t o thes e axiom s wil l  b e axiom s fo r  modellin g 
specifi c  agent s (e.g .  No .  2) .  Al l  axiom s ar e base d o n Konolige' s deductio n mode l  o f  belie f  [KONOUGB,  84] . 
First ,  som e notation :  th e belie f  operato r  [S ^  i s use d t o indicat e whethe r  agen t  t  believe s a  certai n proposition . 
For  example ,  fS3lP 3 say s tha t  agen t  No .  3  believe s th e propositio n P S ("No .  3' s do t  i s  white") ;  IS31-.P 3 say s 
he believe s ->P z ("No .  3' s do t  i s  black") .  I n short ,  [St] x \ » tru e i f  z  i s  i n i' s  belie f  set ,  fo r  an y propositio n o r 
belie f  z  [KONOUGE,  84] . 

Now, the final W-Y-D conclusion was that No. 3 believed not only that his dot was white, but 
als o tha t  No .  1  wa s lying ;  i f  L t  i s  th e propositio n "agen t  i  lied" ,  the n No .  3' s final  conclusio n woul d b e 
state d a s [S3](P 3 A  Ll) .  I n short ,  th e simples t  kin d o f  propositio n ha s n o belie f  operator ;  mor e comple x 
proposition s star t  wit h a  belie f  op«:at<x -  (indicatin g w h o hold s th e proposition) ,  an d m a y o r  m a v no t  hav e 
belie f  operator s afto r  it ,  dependin g o n th e degre e o f  nestin g bein g represoited .  ( A final  note :  [SO ]  mean s 
tha t  whateve r  fellow s i t  i s  a  "commo n belieP ,  an d woul d b e hel d b y an y agent) .  Thos ,  th e first  fenr  axiom s 
we desir e shoul d c^tur e th e mos t  basi c element s o f  ou r  W - Y - D scenario :  f  1 )  No .  2' s do t  i s  black ,  th e other s 
ar e white ;  (2 )  it' s  a  c o m m o n belie f  tha t  there' s a t  leas t  on e whit e dot ;  ii \  whe n a n agen t  ha s a  whit e dot , 
al l  other s kno w it' s  whit e (an d thi s rul e itsel f  i s  a  c o m m o n belief) ;  an d (4 )  i i  th e sam e a s (3) ,  bu t  fo r  blac k 
dots .  Usin g th e forma l  languag e o f  th e deductic m mode l  o f  belief ,  w e have : 

Wl PI A -.P2 A PS 

WJ [S0](P1 V P2 V PS) 

WS (PtD[S;lPOA(SO](P»3(SilP.O i#j,j?tO 

W4 (-P.- D [S,bPi) A [SO](-P.- 3 [S,bPO i?«J. J/0. 

In a world where deception is not modelled, the next actions taken would occnr after each agent's 
response ,  whe n axiom s ar e asserte d statin g tha t  (1 )  th e agen t  believa s wha t  h e said ,  an d (2 )  al l  othe r  agent s 
believe d hi m a s well .  Fo r  example ,  i f  No .  1  ha d responde d U  (" I  don' t  know" )  i n ou r  proble m (wher e hi s 
dot  happen s t o b e W -  Le. ,  wher e P i  i s  true) ,  th e non-deceptiv e mode l  creates : 

W5 -.(SlJPl A [S0]-^S1]P1. 
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Thi s reads :  "i t  i s  no t  th e cas e tha t  No .  1  believe s P I ,  an d i t  i s  a  c o m m o n belie f  tha t  thi s  i s so. *  Thi s 
i s exactl y th e aixio m create d whe n th e deductio n mode l  i s use d t o solv e Konolige' s variatio n o f  th e Wis e 
M an Proble m (th e Not-So-Wis e M a n problem ,  mentione d later ;  se e KONOLIGB,  8 4 ,  p .  48) .  However ,  thi s 
i s exactl y th e typ e o f  axio m w e mus t  avoi d i f  w e star t  plannin g fo r  tn e possibilit y  o l  dishones t  responses ;  i t 
shoul d no t  b e a  universa l  give n tha t  wha t  a n agen t  believe s i s als o believe d b y everyon e else .  Thus ,  instea d o f 
assertin g thi s W 5 axio m (an d a  simila r  W 6 afte r  No .  2  responds) ,  w e ad d t o th e initia l  axiom s si x deceptio n 
axioms .  Eac h ha s th e sam e them e concernin g a  possibly-deceptiv e agen t  k  dependin g o n wha t  i  sai d (an d 
whethe r  o r  no t  agen t  ;  believe s i  i s  lying) ,  ;  wil l  mak e som e deductio n abou t  wha t  agen t  i  believe s abou t  hi s 
own dot' s color .  Fo r  example ,  i f  j  believe s t  i s truthfu l  whe n h e say s W ,  the n j  believe s tha t  t  believe s he' s 
whit e ( W 6 *  below) .  I n W l O ,  however ,  j  believe s t  i s  lyin g whe n h e say s h e doesn' t  kno w hi s colo r  (i.e. , 
U ) ;  thus ,  j  believe s t  actuall y eithe r  believe s he' s white ,  o r  believe s he' s black .  Th e first  thre e axiom s ar e o f 
interes t  w h e n j  believe s »  i s no t  lying ;  th e las t  thre e fo r  whe n j  feel s »  i s lying .  Rememberin g tha t  W t  bein g 
tru e mean s tha t  " t  sai d W " ,  etc. ,  th e ne w axiom s are : 

W5» {(S^K-L.- A WO D (Sjl[Si]PO A [sol(...) 

we* ([Sil(-^Li A Bi) D [Sjl[Sil-.Pi) A [sol(...) 

WT (IS,1(^.- A Ui) D [SjI(-[Si]Pt A -(Sil-PO) A [S0](...) 

W8 ([Sil(Li A WO Z> [S,b[S.lPO A [soi(...) 

W8 (lSil(L.- A BO D (SjMSibPO A [S0](...) 

WlO (lS,l(Lt A UO O [Si]((Si]Pi V [Stl-PO) A (S0](...). 

([S0](...) abbreviates the fact that the left side of the conjunction is a common belief.) Now, since we 
assume al l  si x axiom s ar e know n t o al l  agents ,  ho w ca n w e mode l  a n incomplet e (less-than-ideal )  agen t  -  on e 
w ho i s no t  cognisan t  o f  possibl e deceptio n -  i f  deceptio n abilitie s ar e c o m m o n beliefs ? Ther e ar e actuall y tw o 
ways i n whic h t o mode l  a n agen t  w h o i s naiv e abou t  deception .  First ,  th e agent' s rul e se t  m a y b e incomplet e 
becaus e h e ha s lef t  certai n deceptio n axiom s ou t  o f  hi s se t  o f  'Relevan t  problem-solvin g information" .  Thus , 
th e hear t  o f  th e axiom ,  a s wel l  a s th e fac t  i t  i s  c o m m o n knowledge ,  woul d neve r  b e use d i n th e agent' s 
reasoning .  Thi s behavio r  i s calle d circumscriptiv e ignoranc e [KONOLIGE ,  82| .  I n short ,  on e wa y a n agen t 
migh t  no t  pla n fo r  possibl e deceptio n i s t o exhibi t  relevanc e incompletenes s -  b y ignorin g axiom s tha t  ar e 
essentia l  t o solvin g a  problem ,  a n agen t  m a y becom e ignoran t  o f  som e o f  th e logica l  consequence s o f  hi s 
beliefs .  However ,  w e mode l  naiv e deceptiv e agent s a  secon d way ;  w e allo w al l  agent s t o have ,  an d use ,  th e 
si x deceptio n axioms ,  bu t  defin e tw o specifi c  axiom s whic h mode l  No .  2' s specifi c  behavior .  Th e first  <ixio m 
capture s No .  2' s belie f  tha t  n o agen t  eve r  lies ;  th e secon d state s tha t  everyon e know s No .  2  alway s lies : 

Wll ([S2]-.L0 A (SO]((S2l-.L0 ^2 

W13 IS0]L2. 

This approach is useful for agents who must reason about No. 2*8 beliefs: if No. 3 desires, he can 
alway s perfor m voluntar y circumscriptio n an d ignor e W l l  (an d speculate :  "perhap s No .  2  isn' t  completel y 
?;ullible") ,  o r  ca n ignor e W 1 2 (i.e. ,  "perhap s No .  2  doesn' t  alway s lie") .  I n th e forme r  case .  No .  2  woul d 
i n No .  3' s view )  star t  "recognising "  rule s W 8 - W 1 0 ,  becaus e (t o No .  2 )  th e possibilit y  o f  L » (i.e. ,  "agen t  t 

lied" )  no w exists .  Suc h circumscriptiv e ignoranc e b y No .  3  woul d mos t  likel y b e don e i f  a n answe r  wa s no t 
foun d b y othe r  mean s first;  i n th e W - Y - D scenario ,  suc h a  ste p wa s no t  necessary . 

One final step is needed to model No. 3's reasoning in the W-Y-D scenario: representing the axioms 
constructe d afte r  No .  1 ,  the n No .  2 ,  giv e thei r  responses .  Afte r  No .  1  look s an d see s No .  2  i s blac k an d No . 
3 i s white ,  h e doe s no t  kno w hi s colo r  (white) ;  however ,  h e lies .  Althoug h bot h thes e fact s ar e know n onl y 
t o No .  1  ( W I S ) ,  wha t  No .  1  say s i s a  c o m m o n belie f  ( W 1 4 ) : 

WIS -.[S1]P1 A LI 

W14 Wl A [SOlWl. 
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Thus ,  al l  agent s excep t  No .  1  wil l  no t  hav e W I S i n thei r  reasonin g system .  (Remembe r  tha t  ou r  ai m 
was t o distinguis h betwee n wha t  agent s «a y the y believe ,  an d wha t  thei r  actua l  beliefi s  are ;  thes e tw o axiom s 
do jus t  that. )  Now ,  No .  2 ,  w h o blindl y believe s tha t  No .  1  know s he' s white ,  canno t  ge t  an y informatio n 
fro m No .  I' s  response .  Thus ,  upo n seein g tw o whit e dots ,  No .  2  conclude s h e doesn' t  kno w hi s colo r  (whic h 
i s  black) .  However ,  h e alway s lies ,  s o h e canno t  sa y U ;  thu s h e say s B  (althoug h a  W respons e woul d stil l  fit 
hi s deceptiv e behavic v pattern) : 

W15 -(S21-.P2 A L2 

Wie B2 A [S0]B2. 

An Informal Proof of the W-Y-D Solution 
Let  u s furthe r  illuminat e No .  3' s reasoning .  Th e diagra m show s ho w No .  3  use s hi s axioms ,  hi s sens e 

(an d "given" )  beliefs ,  an d hi s belief s abou t  wha t  other s believ e i n orde r  t o solv e th e W - Y - D problem .  Eac h 
of  No .  3' s belief s ar e generate d fro m on e o f  No .  3' s 1 6 sixioms ,  whic h completel y mode l  wha t  h e see s an d 
think s abou t  othe r  agent s (e.g .  No .  3  know s No .  2  i s lyin g ([S3]L2 )  from  W 1 2 (whic h state s "i t  i s  a  c o m m o n 
belie f  tha t  No .  2  alway s lies". )  Not e first  ho w No .  3  deduce s ther e ar e onl y tw o possibl e assumptions.  Afte r 
No.  I' s  respons e o f  W ,  No .  3  reason s abou t  th e fou r  combination s betwee n No .  1  possibl y lying ,  an d No . 
3*8 possibl e colors .  (L l  A  P3) :  possibl e (i f  No .  1  lied .  No .  3  woul d hav e t o b e white ,  assumin g n o othe r 
incompletenes s o n No .  I' s  part) ;  (->L l  A  ->P3) :  possibl e (i f  honest .  No .  1  woul d sa y W upo n seein g tw o 
blac k dots) ;  (L l  A  -iP3) :  impossibl e (sayin g W upo n seein g tw o B s isn' t  lying) ;  an d (-iL l  A  P3) :  impossibl e 
(i f  No .  3  i s  white ,  there' s n o wa y No .  1  ca n deduc e h e himsel f  i s  white ;  thus ,  i f  h e sai d W ,  No .  1  woul d b e 
lying) .  Sinc e onl y th e first  tw o option s ar e possible ,  w e prov e th e first  i f  th e secon d lead s t o a  contradiction : Firs t  I  assum e m y do t  i s black ,  an d tha t  No . 
sai d he' s W ([S3]W1) ,  i t  foUow s No .  2  hear d thi s hi s ( 

ite ( 
S3 

1 tol d th e trut h ([S3](--L l  A  --P3)) .  Sinc e No .  1 
S2 W l [ .  Sinc e No .  2  believe s everyon e i s honest ,  h e 

S3-.P3 )  the n 
52]P1) .  Thes e 
believe s h e i s 

believe s tha t  No .  1  actuall y believe s h e i s whit e (  S3 j  S2][SllPl) .  N o w ,  i f  m y do t  i s blac k ([S3I-.P3 )  the n 
No.  2  sa w I  a m blac k ([S3][S2]-P3) .  Also ,  No .  2  an d I  se e No .  1  i s whit e ((S3]P l  an d [S3][S2]Pl) .  Thes e 
las t  thre e belief s abou t  No .  2' 8 belief s (i.e. ,  [S3l[S2]... )  lea d t o th e conclusio n tha t  No .  2 
blac k ([S3llS2]-'P2) .  Thi s make s sense :  i f  No .  2  believe s tha t  I' m black ,  tha t  No .  I' s  white ,  an d tha t  No . 
1 actuall y believe s he' s whit e -  the n No .  2  mus t  no w believ e he' s blac k (se e botto m o f  "contradiction") . 
Continuing :  sinc e I  believ e tha t  No .  2  alway s lie s ([S 3 L2) ,  an d I  hear d hi s respons e o f  B  ([S3JB2) ,  deceptio n 
axio m W 9 lead s m e t o conclud e tha t  No .  2  canno t  b e noldin g th e belie f  tha t  he' s black .  I n othe r  words , 
rule s W 8 - W 1 0 tel l  m e tha t  whe n someon e lies ,  I  mus t  deduc e tha t  h e actuall y believe s th e negatio n o f 
what  h e sai d h e believed .  I n thi s case ,  I  thu s believ e th e negatio n o f  [S21-.P 2 ((S3)->[S2)-.P2 )  (se e to p o f 
contradiction) .  Sinc e a  contradictio n ha s bee n found ,  m y initia l  assumptio n mus t  b e false ,  s o I  deduc e th e 
"opposite "  o f  (-L1A-P3) "  -  i.e. ,  [S3](LlAP3) . 
-W4—> [S3]-P2 W4 > [S3l[Sl]-pa *»**Mod«l of Bo. 3'i Boliof Sy«toB**»* 
. W12 > [S3] [S1]L2 
-*12- > [S3]L a . 

I  yg .  >  [S3 ]  -  [S2 ]  -P 2 
-WIS—> [S3]B 2 •  I 

contradictio n —> [S3 ]  ai*P3 ) 
-W14—> [S3][S2]B 2 I 

I 
-Wll" > [S3][S2]-L 1 .  I 

l~WB—> [S3 ]  [S2 ]  [S1]P 1 - .  I 
-W14" > [S3]W 1 -W14- > [S3][S2]W 1 - '  I I 

I  I 
-W3—> [S3]P 1 - -  W3—> [S3][S2]P 1 1  I 

I—W2~> [S3][S2]-P 2 
••41»» > [S3]<-L1—P3 )  --W4— > [S3][Sa]-P 3 ' 
The Four Classes of Deceptive Behavior 

Up t o thi s point ,  ou r  discussio n ha s focuse d o n generalizin g th e deductio n mode l  o f  belie f  t o allo w 
fo r  th e cas e wher e on e o r  mor e agent s exhibi t  deceptiv e behavio r  (makin g othe r  agent s believ e wha t  i s 
not  true) .  Th e behavio r  discusse d s o fa r  w e cal l  intentiona l  deceptio n o r  "misle<uiing "  behavior) ,  becaus e 
one deliberatel y attempt s t o mislea d others .  W e propos e generalizin g thi s notio n o f  deceptio n int o a  large r 
framework ,  <tddin g thre e othe r  basi c type s o f  deception :  unintentiona l  deceptio n ("misinterpreted "  behavior) ; 
unintentiona l  self-deceptio n ("naive "  behavior) ;  an d intentiona l  self-deceptio n ("irrational "  behavior) .  Ou r 
first  exampl e illustrate s intentiona l  deception : 
/ went out with Agnes because I wanted Linda to get jealous and thus bake me a cake. Linda thought 
I  wa s losin g interest ,  s o whe n I  cam e hom e ther e wa s a  bi g cak e o n th e table .  I t  worked . 
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Here ,  a  deceive r  deliberatel y trie s t o mak e Lind a thin k h e use d a  certai n lin e o f  reasonin g (e.g .  'I' m 
fe d u p wit h Lind a s o I' m goin g t o star t  datin g othe r  girls") ,  whe n i n fac t  suc h reasonin g wa s no t  use d a t  al l 
by th e deceiver .  Ye t  a  sligh t  variatio n result s i n unintentiona l  behavior : 

/ went out xvith Agnes, a cousin I had not seen in years. Linda thought I was losing interest, so when 
I  cam e hom e ther e wa s a  bi g cak e o n th e table .  I  wa s totall y surprised . 

Here, Linda assumed the "deceiver" was using the same line of reasoning laid out above, and so 
too k th e sam e action .  Th e differenc e i s tha t  ther e i s n o inten t  t o deceiv e here ;  Lind a misinterprete d he r 
boyfriend' s behavio r  a s los s o f  interest .  Thus ,  th e mos t  basi c form s o f  deceptio n ar e (l )  intentional :  on e trie s 
t o foo l  anothe r  an d succeeds ;  an d (2 )  unintentional :  on e doe s no t  tr y t o foo l  another ,  ye t  succeed s i n doin g 
so anyway .  Th e las t  tw o form s involv e th e notio n o f  deceivin g oneself .  I n unintentiouc d self-deception ,  on e 
doesn' t  tr y t o foo l  oneself ,  ye t  (unfortunately )  succeeds : 

/ did not know the bear's growling was relevant to my petting him, so I petted him. He bit off my 
hand . 

Thus the classification "naive behavior". Another explanation is that one holds a belief, even though 
one' s belie f  syste m woul d deduc e th e opposite .  Th e ke y i s tha t  yo u ar e no t  cognizan t  o f  thi s latte r  fact , 
an d henc e no t  awar e tha t  you r  behavio r  wa s illogica l  •  i.e. ,  yo u don' t  kno w wher e you r  reasonin g wa s naive . 
However ,  eve n i f  on e i s awar e o f  certai n deduce d beliefs ,  on e migh t  stil l  continu e t o believ e th e opposite : 

/knew the bear's growling meant he was angry, but I petted him anyway. He bit off my hand. 

Why one would try to deliberately deceive oneself seems difficult to understand. One explanation: 
emotio n m a y interfer e o n th e logica l  reasonin g process ;  someon e wantin g t o pe t  a  beji r  m a y lov e bear s s o 
m u ch tha t  rationa l  dange r  sign s ar e cicknowledged ,  bu t  disobeyed .  Feci r  ca n cils o interfer e wit h rationa l 
behavior ;  on e m a y kno w tha t  th e odd s o f  acciden t  ar e les s i n plane s tha n i n cars ,  ye t  stil l  refus e t o tak e 
a plan e fo r  n o valid ,  logica l  reason .  I n short ,  anyon e w h o ha s performe d a n activit y eve n thoug h "logi c 
dictate d otherwise "  ha s exhibite d intentiona l  self-deception .  Agent s d o no t  alway s believ e deduction s tha t 
the y mak e an d ar e awar e of ,  an d ofte n accep t  th e opposit e withou t  th e nee d fo r  justification .  Peopl e ca n g o 
eve n furthe r  an d "rationalize "  thei r  irrationa l  behavio r  -  acknowledgin g reason s fo r  non-justifie d belief s tha t 
do no t  actuall y exis t  i n thei r  belie f  system .  Thes e fou r  propose d classe s meri t  close r  analysi s tha n thi s pape r 
provides ;  w e clai m al l  fou r  ca n b e modelle d b y slightl y modifyin g th e beisi c deceptio n axioms . 

Conclusion 
Thi s pape r  ha s fou r  mai n conclusions .  First ,  w e foun d tha t  bein g abl e t o mode l  possibl e deceptiv e 

behavio r  i s  a n essentia l  abilit y  fo r  problem-solvin g agents ,  an d constructe d a n exampl e wher e reasonin g abou t 
deceptio n wa s th e onl y wa y t o solv e th e problem .  Specifically ,  i n oiu -  varian t  o f  th e Wis e M a n Proble m (th e 
Wise-Yet-Deceitfu l  M a n FVoblem )  w e showe d ho w reasonin g abou t  th e abilitie s o f  "worst-case "  an d "best -
case "  deceptiv e agent s allowe d agen t  No .  3  t o deduc e no t  onl y tha t  hi s colo r  wa s white ,  bu t  tha t  agen t 
No.  1  mus t  hav e bee n lying .  Second ,  w e showe d ho w fundamenta l  deceptio n axiom s coul d b e represente d 
i n Konolige' s deductio n mode l  o f  belief ,  an d ho w reasonin g wit h thes e axiom s ca n mode l  differen t  type s 
of  deceptiv e behavior .  Third ,  w e suggeste d a  taxonom y o f  deceptiv e behavior ,  wher e standar d intentiona l 
deceptio n i s show n t o b e relate d t o thre e othe r  types :  unintentiona l  deception ,  unintentiona l  self-deceptio n 
("naivete") ,  an d intentiona l  self-deceptio n ("irrationality") .  Th e final  conclusio n i s tha t  Konolige' s notio n o f 
incompleteness ,  an d ou r  modellin g o f  differen t  facet s o f  deceptiv e behavior ,  <ir e actuall y quit e closel y related . 
We'v e see n tha t  whe n a n agen t  doe s no t  pla n fo r  possibl e deceptio n b y othe r  agents ,  h e i s exhibitin g a  for m o f 
relevanc e incompletenes s (i.e. ,  ignorin g deceptio n axiom s ca n lea d t o incorrec t  deduction s abou t  othe r  agents) . 
Yet ,  reversin g ou r  poin t  o f  view ,  w e se e tha t  whe n a n agen t  exhibit s non-deceptiv e incompleteness ,  anothe r 
agen t  (e.g .  No .  3 )  vieufin g thi s behavio r  i s  ofte n deceive d i f  suc h incompletenes s i s no t  explicitl y  reveale d (and , 
i n real-worl d situcitions ,  i t  ofte n i s  not) .  Thus ,  bein g foole d becaus e euiothe r  agen t  exhibit s incompletenes s 
i s a n instanc e o f  unintentiona l  deceptio n (becaus e anothe r  agen t  di d no t  us e line s o f  reasonin g yo u assume d 
he wa s capabl e o f  using) .  Thi s paper ,  o n th e othe r  hand ,  ha s focuse d o n h o w t o mode l  bot h intentiona l  an d 
unintentiona l  deceptio n wit h explici t  axioms .  Thus ,  w e fee l  tha t  addin g suc h explici t  deceptio n axiom s t o 
Konolige' s paradigm ,  plu s usin g hi s model' s abilit y  t o reaso n wit h incomplet e agents ,  wil l  resul t  i n a  mor e 
unifie d mode l  o f  belie f  i n general . 
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