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Abstract

Due to the grow of modern dataset size and the desire to harness computing power of
multiple machines, there is a recent surge of interest in the design of distributed machine learning
algorithms. There are many algorithms in this research area. First order methods use gradient
information for update in each iteration. Second order methods employ second order information
to harness the computer power of each worker and reduce the cost of communication. Zeroth
order methods use estimated gradient information to solve the problem where the gradient is
not available. However, since distributed algorithms require communication between workers
and server, they are sensitive to Byzantine attackers who can send falsified data to prevent the
convergence of algorithms or lead the algorithms to converge to value of the attackers’ choice.
Some recent work proposed interesting first order algorithms that can deal with the scenario when
up to half of the workers are compromised.

In this thesis, we investigate different order algorithms that can deal with Byzantine attackers.

Firstly, we discuss the robust first order distributed algorithms in distributed network. A
commonly used algorithm is distributed gradient descent algorithm. But most existing algorithms
assume that there are no attack in the network. However, in practice, there is a risk that the some
workers are compromised. We provide a novel first order algorithm that can deal with an arbitrary
number of Byzantine attackers. The main idea is to ask the parameter server to randomly select a
small clean dataset and compute noisy gradient using this small dataset. This noisy gradient will
then be used as a ground truth to filter out information sent by compromised workers. We show
that the proposed algorithm converges to the neighborhood of the population minimizer regardless
the number of Byzantine attackers. We also proposed an algorithm that deal with arbitrary number
of Byzantine attackers when we know the upper number of the Byzantine attackers. We show this
algorithm can have a better convergence rate than the former one. We further provide numerical
examples to show that the proposed algorithm can benefit from the presence of good workers and

achieve better performance than existing algorithms.
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Secondly, we discuss the robust second order distributed algorithms that can deal with
Byzantine attackers. We propose two robust second-order algorithms. The main idea of the first
algorithm, named median-based approximate Newton’s method (MNM), is to ask the parameter
server to aggregate gradient information and approximate Newton’s direction from all workers
by geometric median. We show that MNM can converge when up to half of the workers are
Byzantine attackers. To deal with the case with an arbitrary number of attackers, we then propose
a comparison-based approximate Newton’s method (CNM). The main idea of CNM is to ask
the server to randomly select a small clean dataset and compute noisy gradient and Newton’s
direction using this small dataset. These noisy information will then be used as an approximation
of the ground truth to filter out bad information from Byzantine attackers. We show that CNM can
converge to the neighborhood of the population minimizer even when more than half of the workers
are Byzantine workers. We further provide numerical examples to illustrate the performance of the
proposed algorithms.

Finally, we discuss the robust zeroth order distributed algorithm in decentralized distributed
network. We propose a zeroth order adversarial robust alternating direction method of multipliers
(ZOAR-ADMM) that can deal with Byzantine attackers for the zeroth-order methods in a
consensus network. The main idea of the algorithm is to ask each worker store a local deviation
statistics of distance between neighbor’s model parameter and its own model parameter for every
neighbor. These information will then be used to filter out bad model parameter from Byzantine
attackers. We show that this algorithm can converge to the sample minimizer and the function can
converge to the optimal value. We further provide numerical examples to illustrate the performance

of the proposed algorithm.
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Chapter 1

Introduction

In our daily life, machine learning is everywhere. Virtual personal assistants, like Siri, Alexa, will
find information when we ask over voice. In virtual personal assitants, machine learning will help
to collect and refine the information on the basis of your previous involvement. Traffic prediction is
also an example of machine learning. When we use GPS navigation services, our current locations
and velocities are being saved at a central server for managing traffic. This data is then used to
build a map of current traffic. This helps in preventing the traffic jam.

In machine learning, optimization is the core part. Most machine learning problems reduce
to optimization problems. In machine learning problem, when solving a problem for some set of
data, people formulates the problem by selecting an appropriate family of models and massages
the data into a format amenable to modeling. Then the model is typically trained by solving a core
optimization problem that optimizes the variables or parameters of the model with respect to the

selected loss function and possibly some regularization function.

1.1 Centralized and distributed optimization methods

In this section, we first introduce the optimization problem. Suppose that the data X € X C R"
is generated randomly from a unknown distribution D parameterized by unknown vector 6 taken

value from a set © C R¢. Our goal of optimization problem is to infer the unknown parameter ¢



from data samples. In particular, consider a loss function f : X x © — R, with f(x,6) being the
risk induced by data point = under the model parameter . We aim to find the model parameter 6*

that minimizes the population risk £'(6):

0* € arg min F(0) £ E[f(X,0)]. (1.1)

When we know the distribution of X, the population risk can be evaluated exactly and 6* can
be computed by solving the above problem (1.1). However, in a typical machine learning problem,
the distribution is unknown. To handle this, one normally approximates the population risk F'()
from the observed data samples. In particular, we assume that there exist /V independently and
identically distributed (i.i.d.) data samples X;, with ¢ = 1,2, --- | N, from the distribution D.

Instead of minimizing the population risk (1.1) directly, we minimize the empirical risk

1
min - ; F(X:,0). (12)

In centralized optimization method, /V data are all stored in central location, and computing is
done at a central location. The central location stores all the data and controls all the processing
when solving optimization problem (1.2).

Nowadays, a lot of challenges will arise when using centralized optimization method.

Firstly, as the amount of data keeps growing at a fast pace both in size and coordinate, it
is challenging to fit all N data in one machine [36, 37, 55]. For example, automatic speech
receoginition (ASR) can transcrible speech into correspoding text, which have been used in
Apple Siri, Google Assistant. Using ASR, we need to solve an optimization problem to obtain
high-performance models. The key is having access to lots of data: thousands of hours of speech.
People always uses SWB2000 as the dataset when studying ASR, but SWB2000 has over 30
million training samples and 32,000 classes. The datasize so large that the data cannot be stored in

a typical database, or even a single computer.



Secondly, in certain scenarios, data is naturally collected at different locations, and it is too
costly to move all data to a centralized location [21]. For example, consider there is a model
to treat patient, and the performance is roughly propotional to the number of patients trained on.
Patient data are readily available at different hospitals, but unfortunately,sharing these data between
hospitals is hampered by ethical, administrative, legal, and political barriers. In this example, we
cannot share patient data, so we should consider to train model on local data in distributed method.

Thirdly, distributed optimization algorithms are useful to harness the computing power of
multiple machines. When the data size is very large, even all data could be filled into one
central location, the burden of computing is still very high, and it will slow the computing speed.
Distributed optimization algorithm can reduce this burden by harnessing the computing power of
multiple machines. Nowadays, there are many high performance computing systems built around
multi-core processors, GPU-accelerators and computer clusters, which use multiple machines.

Due to these factors, decentralized optimization problem attract significant research interest [4,
6,14,15,18,22,26,29,30,32,33,42,44,53].

In a distributed optimization setup, there are two kinds of network: decentralized network and

fully decentralized network.

Q¥ O
o O NaRe

|:| . Server
O : worker O - worker

Figure 1.1: Dentralized network Figure 1.2: Fully decentralized network

In Figure 1.1, we can see the structure of a decentralized network in optimization problem. The

decentralized network is built with one server and many workers. The information communication



are happens between server and workers, and there are no information communication between
workers directly. For example, server will broadcast parameter and order to all workers, then
workers finish the work by themselves then respond to the server.

Figure 1.2 shows a fully decentralized network in optimization problem. The fully
decentralized network works among several machines, instead of relying on a single central
server. Workers will communicate with its neighbor workers. For example, a market economy
is a decentralised economic system because it does not function via a central, economic plan but

instead, acts through the distributed, local interactions in the market.

1.2 Zeroth, first and second order distributed optimization
methods

When considering distributed optimization methods to solve empirical risk in (1.2), we will
consider a decentralized optimization model in Figure 1.3, there are one server and m workers
in the system. These /N data samples are distributed into these m workers, and the server machine
can communicate with all workers synchronously. Let S; be the set of data samples that the j-th
worker receives from the server. In a system with data shuffling, S; changes over iterations, while

in a system without shuffling, S; is fixed. There are mainly three kinds of distributed optimization

\S worker to server

——» :server to worker
Server

|Worker1 | s | Worker j | e | Worker m ‘
S] SJ Sm,

Figure 1.3: Distributed optimization model

methods: zeroth, first and second order distributed optimization methods.



1.2.1 First order distributed optimization methods

First order distributed optimizaiton methods employ the gradient information to find the local
minimum of the loss function. Various distibuted first-order methods, which use gradient
information and are often easy to implement, have been proposed in many existing works.

Distributed stochastic gradient descent (SGD) [4,32] is a drastic simplification when comparing
with gradient descent. Instead of computing the gradient from all data exactly, each iteration the
server estimates this gradient on the basis of a single randomly picked data. This stochastic process
depends on the examples randomly picked at each iteration. Since the examples are randomly
drawn from the ground truth distribution. The stochastic gradient descent directly optimizes the
expected risk. However, because of the noisy approximation of the true gradient, the stepsize need
to be decayed, then the convergence speed of stochastic gradient descent is limited. Therefore,
SGD requires a large number of communication rounds which could be costly.

Distributed variance reduced SGD [11, 26, 34] reduces the variance of SGD, then the stepsize
does not have to decay. In distributed variance reduced SGD, there is an update frequency m, the
algorithm computes the average of all gradient based on model parameter every m iterations. When
updating the model parameter in iteration ¢, the direction is computed from the gradient of a single
random picked data at iteration ¢, the average recorded before ¢ and the gradient of a single random
picked data at iteration at iteration when the recorded happens.

Batch gradient descent (BGD) solves the convergence speed problem in SGD in another way.
Each worker solves (1.2) using distributed gradient descent. In particular, at iteration ¢, each worker

J € [1,m] calculates V?U) (6;—1) based on local data

V7Y (6:1) N V(X0 6i), (13)

| ‘7|’LES

and sends it back to the server, where |S;| is the size of data in j-th worker. After receiving



information from all workers, the server updates the parameter using

0= 01— 1Y wVT” (0-1) (1.4)

=1

where w; = |S;|/N and sends the updated parameter 6, to workers. Here 7 is the step size. This
process continues until a certain stop criteria is satisfied. In this algorithm, the stepsize will not
need to be decayed, which can improve the convergence speed.

Distributed coordinate descent method [36,37] is also proposed to solve the problem when the
coordinate is very large. In this method, they initially partition the coordinates {1, 2, ...,d} into
c sets and assign each set to a single worker. Each worker owns the coordinates belonging to its
partition for the duration of the iterative process. Also, these coordinates are stored locally. The
data matrix describing the problem is also partitioned in such a way. Now, at each iteration, each
computer, independently from the others, chooses a random subset of 7 coordinates from those they
own, and computes and applies updates to these coordinates. Hence, once all computers are done,
¢t coordinates will have been updated. The resulting vector, stored as ¢ vectors of size s = d/c
each, in a distributed way, is the new iterate. This process is repeated until convergence.

In these methods, workers will compute gradient information and dual information from a
small size of data and sends these information to its neighbor or server for updating. Since each
worker only compute based on a small size of data, the first-order methods significantly reduce the

amount of local computation.

1.2.2 Second order distributed optimization methods

In distributed optimization problems, workers must communicate with its neighbors or its server.
These first order distributed optimization methods may require a far greater number of iterations
for communication. Some algorithms also require synchronization in every iteration for parameter
updating. In order to mitigate the negative impact of the large number of iterations for distributed

optimization, communication-efficient second-order methods have also been proposed [17, 35, 38,



40,48, 55].

Shamir et al. [38] proposed DANE algorithm to minimize a cost function consisting of local
loss function, local gradient and global gradient on each worker. The method performs two
distributed averaging computations per iteration, and outputs a predictor which, under suitable
parameter choices, converges to the optimum. DANE maintains an agreed-upon iterate model
parameter, which is synchronized among all machines at the end of each iteration. In each iteration,
we first compute the gradient at the current iterate, by averaging the local gradients. Each machine
then performs a separate local optimization, based on its own local objective function and the
computed global gradient, to obtain a local iterate model parameter. These local iterates are
averaged to obtain the centralized iterate model parameter.

DiSCO in [55] contains an outer-loop and an inner loop. The outer-loop employs an inexact
damped Newton method to minimize loss function. But the number of steps needed to reach the
superlinear convergence zone still depends on the condition number. To solve this problem, DiSCO
uses the machinery of self-concordant functions, where the iteration complexity of the inexact
damped Newton method has a much weaker dependence on the condition number. The inner
loop, DiSCO employs a distributed preconditioned conjugate gradient (PCG) method to compute
an inexact Newton step. In each iteration in inner loop, the server carries out the classical PCG
algorithm and each worker computes the local gradients and Hessians and perform matrix-vector
multiplication and send it to the server.

GIANT [48] requires the exact global gradient and approximate Newton direction.

| Server | > server to worker
@ @ 7777777 » : worker to server
Q @
| Worker 1 | - ‘ Worker j | e | Worker m |
S S S

Figure 1.4: Information flow of GIANT algorithm in [48]. (D: V?U)(Ht_l); @: Vfb,1); D :
H;, L VF(0:_1); @ : 0,. In this figure we only draw the information flow between machine j and
the server, all other machines have similar information flow.



Global improved approximate Newton method (GIANT) solves (1.2) using approximate
Newton’s method by two-steps computing and communication between the server and workers.
Figure 1.4 illustrates information flow between the server and workers during iteration ¢. In

particular, at iteration ¢, each worker j € [1, m] first calculates Vf(j) (6;—1) based on local data:

Vi (0) |ZVf (Xi,001), (15)

| 1€S;

and sends it to the server, where |S;| is the size of data in the j-th worker and we assume the size
of data in each worker is equal. After receiving information from all workers, the server computes

the gradient information using
(gt 1) Z Vf et 1) (1.6)

and broadcasts the V (6, ;) to workers. After receiving Vf(6,_,), each worker j € [1,m)]

calculates H LV f(6,_) based on local data and V f(6,_,) where

Hyoy = V27 (0,1) ZV2 (X:,0) (1.7)
168
and sends it back to the server. After receiving Newton’s direction information from all workers,

the server updates model parameter by
et_etl——z AV (6i), (1.8)

where they use - g Hp ' [V f(6,_1) to approximate the true Newton direction

(& SN V2f(X;,0,1)) "'V f(6,_1), since the inverse of all data Hessian matrix cannot be
computed through distributed setup. After updating, the server broadcasts the updated parameters
to the workers. This process continues until a certain stop criteria is satisfied. Algorithm 1.1

summarizes steps involves in the GIANT algorithm.



Algorithm 1.1 GIANT algorithm [48]

Parameter server:
Initialize randomly selects 6, € O.
repeat
1: Broadcasts the current model parameter estimator ¢;_; to all workers;
2: Waits to receive gradients from the m workers;
3: Computes Vf (0, 1) = = >0, Vf(j)(ﬁt,l)_;
4: Broadcasts the current gradient estimator V f(6;_;) to all workers;
5: Waits to receive estimators from the m workers;
6:Updates 0, = 0,1 — 77% Z;”:l ijt1_1Vf(6t_1);
until ||0; — 6*| <e.
Worker j:
1: Receives model parameter estimator #; 1, computes
the gradient Vf(]) (0;_1), sends it back;
2: Receives gradient estimator V f(6;_; ), computes the parameter H Y L Vf(0;_1), sends it back;

ADN in [17] is built on an adaptive block-separable approximation of the objective function.
Based on the block-separable approximation, the objective function is divided into local objective
function model. Then each worker compute the direction locally parallel and server will average
it to get a global direction. After each iteration, ADN will adjust parameter in model based on the
agrrement between the model function and the ojective function for the current iteration. By this

adjustment, the Hessian approximation will be more closer to the true Hessian matrix.

1.2.3 Zeroth order distributed optimization methods

In both first and second order distributed optimization methods, we assume the function is
differentiable, but in some situations, for example, when only black-box procedures are available
for computing, we do not have access to the gradient of the object loss function. Zeroth-order
optimization use the approximate gardient to update the parameter.

Tang’s method [43] cosider the distributed optimization methods in a two direction network.
Each worker will compute the maps to approximate gradient by difference quotients along d
orthogonal directions. During communication, workers will send model parameter information

to its neighbors’. Then each worker will weights it neighbors’ model information to updates the



local variable.

Z00-ADMM in [27] adopts a random gradient estimator to estimate the gradient. By replacing
the gradient in the Online-ADMM, [27] proposes an extension of O-ADMM, which is call
Z00-ADMM.

[54] considered distributed zero-order methods for constrained convex optimization. It is
somewhat different from Tang’s method and ZOO-ADMM. Instead of establishing a gradient-free
method based on Euclidean projection, [54] carries Bregman non-Euclidean structure for solving
the distributed convex optimization over time-varying network. It uses Bregman divergence instead
of using the classical Euclidean norm, leading to the non-Euclidean projection feature of the
proposed algorithms. As a result, the classical distributed zeroth-order projection algorithm is

generalized to the non-Euclidean circumstance.

1.3 Byzantine attack

Most of the existing works in distributed optimization assume that workers behave honestly and
follow the protocol. However, in practice, by using distributed optimization methods, there is a
risk that some of the workers might be compromised. Byzantine attack to distributed optimization
was first studied in [24]. When Byzantine attack happens, compromised workers will send wrong
information during communication with its neighbor or its server. Compromised workers can
prevent the convergence of the optimization algorithms or lead the algorithms to converge to a
value chosen by these attackers by modifying or falsifying intermediate results during the execution
of optimization algorithms. In Figure 1.5, we use distributed gradient descent as an example to
illustrate this. In this figure, we consider gradient descent in one iteration, the gradient information
computed by honest workers are toward right, but a single attacker sends wrong information, which
is toward left, to the server. When server averages the received information, it will go to the wrong
direction, then the algorithm cannot converge.

There have been some interesting recent works to design distributed machine learning
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attacker

average

Figure 1.5: Example of attack in averagement.

algorithms [2,3,12,13,16, 18,30,41,49-53] that can deal with Byzantine attacks. The main idea
of these works is to compare information received from all workers, and compute a quantity that
is robust to attackers for algorithm update.

The algorithm in [13] uses the geometric median mean of gradient information received from
workers for parameter update. This algorithm employs the idea of Batch Gradient Descent. In
Batch Gradient Descent, the parameter server sends the current model parameter estimate to all
working machines, then each working machine computes the gradient based on all locally available
data, and then sends the gradient back to the parameter server. Finally, the parameter server
averages the received gradients and performs a gradient descent step. Since taking the average has
no ability to defend against Byzantine attackers. The parameter server in this algorithm aggregates
the local gradients reported by the working machines by three steps: (1) it partitions all the received
local gradients into k batches, where £ is smaller than the number of workers and computes the
mean for each batch, (2) it computes the geometric median of the £ batch means, and (3) it performs
a gradient descent step using the geometric median. By adjusting value £, this method can trade the
balance between the number of Byzantine attackers algorithm can tolerate and the accuracy of this
algorithm. When k£ = m, the aggregate method is gometric meidan. When k£ = 1, the aggregate
method is average, which has best accuray but cannot defend against Byzantine attacker at all.

The algorithm Krum in [3] uses a different way to aggregate gradient from all workers. In
this algorithm, the server will collect all gradient vector from all workers, then for each received

gradient g;, it computes s; = >°, - [|g; — g;||*, where g; belongs to the m — p — 2 closest vector of
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g; and m is the number of workers and p is the number of compromised workers, finally the server
choose g; which has the smallest score s; as the estimated gradient for parameter updating.
Alistarh et al. [2] proposed a Byzantine-resilient SGD algorithm, in which at each iteration
the server combines the current and past gradient information from each worker to compute next
update, to solve convex problem with high dimension. For worker 7, the server will collect and

(k)

store the received gradient information g, ', where k is the number of iteration, then the server
will compute B; = Y}, gft)/ kand A; = Zle(gz(t), 0; — 61)/k in each iteration, and the server
will use the median B,,.; and A,,.q as the ground truth to check B; and A; in each iteration. If
the server discover some worker is Byzantine attacker, the the server will remove it from future
consideration. By this algorithm, the server can find good worker, then update parameter based on
the those.

Xie et al. [49] studied the dimensional Byzantine-resilient algorithms, where Byzantine values
can happen in all workers but for each dimension, the number of Byzantine valued must be
less than the number of correct ones. The server receives all gradients {g,...,¢9,} and sorts
values in dimension j, it compute Trmean; = m+2p ZZ:;H Jrj, then it sort the values by
{lg1.;/Trmean; —Trmean,|, ..., |gm;/Trmean; —Trmean;|} and average the first m—b number
of g1 ;/Trmean; values as the update gradient value in dimension j. For high dimension, the server
applies it in coordinate-wise manner. Then using it to update parameter.

Yin et al. [51] proposed a median-based algorithm that uses only one communication round
to perform parameter updates. In each parallel iteration of the algorithms, the master machine
broadcasts the current model parameter to all worker machines. The honest workers compute the
gradients of their local loss functions and then send the gradients back to the master machine.
The Byzantine workers may send any messages of their choices. The master server then performs
a gradient descent update on the model parameter, using either the coordinate-wise median or
trimmed mean of the received gradients, where the coordinate-wise median is a vector with its k-th

coordinate being the one-dimensional median for each k € [d].

Chen et al. [12] proposed DRACO algorithm that uses ideas from coding theory to determine
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which machines are under attack. In DRACO, each worker is allocated a subset of the data set,
which is redundant. Each workers computes redundant gradients, encodes them, and sends the
resulting vector to the parameter server. These received vectors then pass through a decoder that
detects where the adversaries are through the encoded redundant gradient information and removes
their effects from the updates. The output of the decoder is the true sum of the gradients. The
parameter applies the updates to the parameter model and we then continue to the next iteration.

Su et al. [41] proposed an approximate gradient descent algorithm that employs iterative
filtering for robust gradient aggregation in high dimensional estimation. The parameter will collect
all gradient information and using an iterative filtering algorithm to find the updating direction.
The iterative filter will construct a cost function with parameter (1, U) by the received information
and finding the saddle point (W*, U*), then using it iteratively to find the direction along which all
data points are spread out the most, and filters away data points which have large residual errors
projected along this direction. Finally, the server will use this direction to update parameter.

These algorithms in [2,3,12,13,16,41,49,51,52] can successfully converge to the neighborhood
of the population minimizer even if up to half of all workers are compromised. However, once
more than half of the workers are compromised, the algorithms in these interesting work will not
converge.

As machine learning algorithms are increasingly deployed in security and safety critical
applications, it is important to consider the robustness of these algorithms in adversarial
environments where we need to make less or no assumption about the attackers (including the
assumption that less than half of the workers are attackers in the distributed learning) [20].
These attacks may be achieved by a variety of ways including but not limited to: vulnerable
communication channels, poisoned datasets, or virus. In 2006, 65% of companies surveyed in the
CSI/FBI Computer Crime and Security Survey [19] reported that they had been attacked by virus.
Once captured by virus, these devices can be used to attack the network from inside. For example,

Xie et al. [50] considered the case that the number of Byzantine worker is arbitrarily large and

proposes an algorithm named Zeno. The server will have n,, number i.i.d. samples draw from the
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unknown distribution. Then we can denote f,.(0) = n%« f(0; z;), For any update gradient estimator

u, based on the current parameter ¢, learning rate eta, and a constant weight p > 0, Zeno defines

its stochastic descendant score as follows:

Score(u;0) = f.(0) — f(0 — pu) — ||u|. (1.9)

This score composed of two parts: the estimated descendant of the loss function, and the magnitude
of the update. The score increases when the estimated descendant of the loss function f,.(6)— f,.(6—
pu) increases. The score decreases when the magnitude of the update ||u|| increases. Intuitively,
the larger descendant suggests faster convergence, and the smaller magnitude suggests a smaller
step size. Even if a gradient is Byzantine, a smaller step size makes it less harmful and easier to
be cancelled by the correct gradients. With this score, the server will first sorts the gradient by a
stochastic descendant score then averages the m — b gradients with highest score, in which m is
the total number of workers and b is an important parameter in the algorithm. The algorithm must
have at least one good worker, it cannot solve the problem when server is isolated. Furthermore, in
order to properly set the parameter b, Zeno must know an upper bound on the number of Byzantine
workers. In addition, if b is selected to be larger than the true number of attackers, the algorithm

may not benefit from all good workers.

1.4 Main contributions

In this research thesis, we propose robust distributed first, second order and zeroth order algorithms
that can converge to the neighborhood of the population minimizer when there are compromised

workers.
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1.4.1 First order distributed optimization method

The main idea for our proposed robust distributed gradient descent algorthm is to ask the server
to randomly select a small subset of clean data and compute a noisy gradient based on this
small dataset. Even though the computed gradient is very noisy, it can be used as a proxy of
the ground truth to filter out information from attackers. In particular, once the server receives
gradient information from workers, it compares the gradient information from each worker with
the noisy gradient it has computed. If the distance between the gradient from worker and the noisy
gradient computed by itself is small, the server accepts the gradient information from that worker
as authentic. After the comparison step, the server then computes the average of all accepted
gradient and its own noisy gradient as the final estimated gradient for updating. We prove that
the algorithm can converge to the neighborhood of the population minimizer regardless of the
number of compromised workers. We show this result by proving that the distance between the
estimated gradient and the true gradient can be universally bounded. In the analysis, we consider
two different scenarios. In the first scenario, we do not assume any knowledge about the number of
attackers. We provide a convergence proof in this case with minimal assumption about attackers. In
the second scenario, we assume that the number of attackers is bounded from above by a constant
p. We note that, here p is an upper bound of the number of attackers, it is not the exact number of
attackers. Hence, this additional knowledge is not too restrictive. With this additional knowledge,
we provide a modified algorithm that has a tighter convergence bound. The results in this part have

been published in [8,9].

1.4.2 Second order distributed optimization method

For robust distributed second order algorthm, we proposed two algorithms to defend against
Byzantine workers. The first method, named median-based approximate Newton’s method
(MNM), can converge to the neighborhood of the population minimizer when less than half of
the workers are Byzantine attackers. The main idea is to use geometric median to aggregate

information from workers. The geometric median enables the server to mitigate the impact of
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attackers when up to half of the workers are Byzantine attackers. Using these, we prove that the
algorithm can converge to the neighborhood of the population minimizer when ¢, the number of
Byzantine attackers, is less than m /2 with m being the total number of workers. We show this
result by proving that the distance between the approximate Newton’s direction and true Newton’s
direction can be universally bounded. However, once ¢ > m /2, MNM fail to converge.

The second method, named comparison-based approximate Newton’s Method (CNM), can
converge to the neighborhood of the population minimizer server regardless whether ¢ is larger
or smaller than m /2. Compared with MNM, CNM requires additional computation at the server.
The main idea is similiar to proposed robust distributed gradient descent algorithm, instead of
only compute noisy gradient, it also compute the noisy Newton direction as an approximation
of the ground truth to filter out information from attackers during two times communication in
each iteration. We prove that CNM can converge to the neighborhood of population minimizer

regardless number of Byzantine attackers. The results in this part have been published in [10].

1.4.3 Zeroth order distributed optimization method

For robusted distributed zeroth order algorithm, we propose a new robust zeroth-order information
based distributed optimization algorithm that is robust to Byzantine attacks. We name the method
as zeroth-order adversarially robust alternating direction method of multipliers (ZOAR-ADMM).
At each iteration, each worker will first receive model parameter from its neighbors. Then each
worker will test received parameter information by computing the distance from the received
parameter to the model parameter computed using local data, and then sum all such distances
obtained in history to build a deviation statistic for all neighbor workers. If the deviation statistic
computed for its neighbor worker is smaller than a specially designed threshold, the worker
will accept the model parameter from that neighbor. If the deviation statistic is larger than the
threshold, the worker will reject the model parameter and decide that worker to be an attacker.
After testing, each worker will first update dual variable by using accepted model parameter,

then compute temporary model parameter based on accepting parameter and using deterministic
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gradient approximation from its own data and update new model parameter then broadcast it to its
neighbors. By this method, we prove that the algorithm can solve the optimization problem and the
objective function can converge to the minimum value. We show this result by first investigating
how the distance between model parameter and optimal value is affected by the attack vector
generated by the attackers, and then carefully analyzing how the proposed testing method can
mitigate these effects and eventually proving that the value of objective function of the proposed
algorithm will converge to the optimal value despite the presence of Byzantine attackers. The

results in this part have been submitted in [7].
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Chapter 2

Distributed Gradient Descent Algorithm
Robust to an Arbitrary Number of

Byzantine Attackers

2.1 Introduction

In this chapter, we focus on first order methods. In particular, we aim to design gradient descent
methods that are robust to Byzantine attackers, and analyze their convergence rates. We consider
two different scenarios. In the first scenario, we do not assume any knowledge about the number of
attackers. We provide a convergence proof in this case with minimal assumption about attackers. In
the second scenario, we assume that the number of attackers is bounded from above by a constant
p. We note that, here p is an upper bound of the number of attackers, it is not the exact number of
attackers. Hence, this additional knowledge is not too restrictive. With this additional knowledge,
we provide a modified algorithm that has a tighter convergence bound.

This chapter is organized as follows. In Section 2.2, we describe the model. In Section 2.3,
we describe the proposed robust gradient descent algorithm. In Section 2.4, we analyze the

convergence property of the proposed algorithm. In Section 2.5, we provide numerical examples
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to validate the theoretic analysis and show that we can benefit from the good workers to obtain
a better convergence accuracy. Finally, we offer several concluding remarks in Section 2.6. The

proofs are collected in Appendix.

2.2 Model

In this chapter, we assume that F'(f) discrible in introduction satisfies the following typical

assumption.

Assumption 1. The population risk function F' : © — R is L-strongly convex, and differentiable

over © with M-Lipschitz gradient. That is for all 6,0" € ©,

F@)>FO)+(VF@®),0 —0)+h| 0 —0]>/2 (2.1
and
| VE@®') = V@) |< M || 0" =0 |,
in which || - || is the {y norm and 0 < h < M.

We consider a system with Byzantine workers, in which an unknown subset of workers might
be comprised. Furthermore, the set of compromised workers might change over time. If a worker is
compromised, instead of the gradient calculated from local data, it can send arbitrary information
to the server. Now, we will have a distributed optimization model similiar to figure 1.3, but the
receiving information may not be correct. From figure 2.1, we let B, denote the set of compromised

workers at iteration ¢, the server receives data g(j ) (6;_1) from j-th worker with

—() .
. Vi () j¢B
99 (0,1) = t . 2.2)
* ] c Bt

in which % denotes an arbitrary vector chosen by the attacker.
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Figure 2.1: Distributed optimization model with Byantine attacker

We assume there are up to p Byzantine attackers in the system. Note that, in this chapter, p is
not the exact number of attackers, it is merely an upper bound on the number of attackers. In this
case with Byzantine attackers, if one continues to use the classic batch gradient as in (1.4), the
algorithm will fail to converge even if there is only one attacker [3, 13]. As discussed above, [3,
13] designed algorithms that converge to the neighborhood of the population minimizer if the
number of compromised machines p is less than m /2 (i.e., more than half of the machines are not
compromised).

The goal of the chapter is to design a robust batch gradient descent algorithm that can tolerate

any number of Byzantine attackers.

2.3 Algorithm

In this section, we describe our algorithm that can deal with an arbitrary number of Byzantine

attackers under two scenarios: p being unknown and knowing the value of p.

2.3.1 Unknown p

In the first scenario, we do not have any knowledge about p. Main steps of the algorithm under
the first scenario is listed in Table 2.1. The main idea of our algorithm is to ask the server to
randomly select a small set of data points Sy at very beginning, where |Sy| < minjepy ) |S;|. Once

Sy is selected, it is fixed throughout the algorithm. Then at each iteration ¢, the server calculates a
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Algorithm 2.1 Proposed algorithm with unknown p

Parameter server:
Initialize: Randomly selects 6, € O.
repeat
randomly selects Sp;
1: Broadcasts the current model parameter estimator 6, _; to all workers;
2: Waits to receive gradients from the m workers, where ¢\)(6,_,) denote the value received
from worker j;
3: Computes VT(O)(Ht_l) using So;
4: Compares ¢ (6,_,) with V' (6, 1) I || g9 (01) — VT (0,) < €| VI (0,-1)
the server accepts it and sets it to be ¢\" (Qt 1)
5: Assume the acceptable value are in V;, then G(6;_1) <« Zzezt wlqt(l)(é’t_l) +
woV T (B,1);
6:Updates 0, < 0,1 — nG(0;,_1);
until |0, — 6%| <e.
Worker j:

)

1: Receives model parameter estlmator 6;_1, computes the gradient V f (Gt 1)

2: If worker j is honest, it sends V f (Ht 1) back to the server; If worker j is compromised, it
sends the value determined by the attacker;

noisy gradient using data points in Sy:

V70,1 Zw Xi,01).

| ’LESO

Different choices of the size of Sy will strike a tradeoff between convergence speed and
computational complexity.
The server then compares gV)(,_,) received from worker j with V f (Ht_l). The server will

accept g/ (,_,) as authentic value and use it for further processing, if

1990 1) — VIV 0 0) <€ | VIV (00 Il (2.3)

where ¢ is a constant. The choice of £ will impact the proposed scheme. Roughly speaking,
choosing a smaller £ can limit the effect of an attack, but it may also reject more correct information

from honest workers. On the other hand, a larger £ can increase the probability of data from honest
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workers being accepted, but it will also increase the probability of accepting information from
attackers. We will discuss how to choose this parameter in the analysis.

Assuming there are |V;| values (which is a random variable) being accepted after the
comparison step at iteration ¢, we denote these values by qt (Qt 1)s wons qtlvf (0;_1). Then the

server updates the parameters as 0; = 6;_; — nG(6;_1), where

Gl1) = wig(Or1) + woV T (G-), 24)

leVy

|Si]

where w; = ooy SISl

2.3.2 Known p

In the second scenario, we assume that we know p. We again note that here p is an upper bound of
the number of attackers, it is not the exact number of attackers. Hence, this additional knowledge
is not too restrictive. With this additional knowledge, we modify the algorithm at the server side
above slightly. The worker side remains the same. This modification will allow us to prove a tighter
bound in the convergence analysis section. Main steps of the modified algorithm at the server side
is listed in Table 2.2. The main difference with the algorithm in Table 2.1 is that we now sort the
gradient information accepted by the server in an increasing order by ||¢(?(6,) — VT(O) (6:)||, then
keep the first m — p gradient value in a set (as we know the number p). We call this set I/; at

iteration ¢. Using this notation, the gradient used for updating at the server can be written as
Gl1) = > wig? (Bior) +woV T (Bim),
JEU:

1S5

where w;, = =—2——.
1= Tic, ISiFIS0]
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Algorithm 2.2 Proposed algorithm with known p

Parameter server:
Initialize: Randomly selects ¢, € O.
repeat
randomly selects Sp;
1: Broadcasts the current model parameter estimator 6, _; to all workers;
2: Waits to receive gradients from the m workers, where ¢\)(6,_,) denote the value received
from worker j;
3: Computes VT(O)(Ht_l) using So;
4: Compares g/ (6,_,) with Vf(o)(ﬁt_l). If || g9 (0;-1) — Vf(o)(ﬁt_l) 1< €|l VF(O)(Gt_l)
the server accepts it and sets it to be ¢.” (61-1);
5: After accepting, the server collects m — p gradient information which are closest to its own.
Then G(01) = 10 s (611) + woV T (6;1).
6:Updates 0; < 0,1 — nG(6;_1).
until ||0; — 6*|| <e.

)

2.4 Convergence analysis

In this section, we analyze the convergence property of the proposed algorithm. We consider two
different scenarios: 1) In scenario 1, we do not have any knowledge about p; 2) In scenario 2, we
assume that we know the value of p.

In this section, we will prove results that hold simultaneously for all # € © with a high
probability. Hence, in the following, we will drop subscript ¢ — 1. Before presenting detailed
analysis, here we describe the high level ideas. It is well known that if VF'(#) is available, then
the gradient descent algorithm will converge to 8* exponentially fast. The main idea of our proof
is to show that, regardless of the number of attackers, the distance between G(0) and VF'(6)
is universally bounded in © in both scenarios. Hence, G(f) is a good estimate of VF'(#). As
the result, we can then show that the proposed algorithm converges to the neighborhood of the

population minimizer.

2.4.1 Scenario 1: no assumption on p

In this scenario, we assume that we do not know even the upperbound on the number of bad

workers. We first show that ||G(6) — VF(0)]| is universally bounded in © regardless the number
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of attackers.

Lemma 2.1. For an arbitrary number of attackers, the distance between G(0) and VF(0) is

bounded as
1GO) = VFO)| < (1+&)|VF©O) - VIV O) +&|VF@©)], V. (2.5)

Proof. Please see Appendix A.l. [

We next need to bound the two terms in the right hand side of (2.5). The term |VF(0)| =
|IVE(0) — VF(6*)] can be bounded using the M -Lipschitz gradient assumption in Assumption 1.
In the following, we show that the term ||V F(0) — V?(O)(G) || can also be bounded. For this, we
need to present several assumptions and intermediate results. These assumptions are similar to

those used in [13], [41,51], and proofs of some lemmas follow closely that of [13].

Assumption 2. There exist positive constants oy and o such that for any unit vector v € B,

(VF(X,0%),v) is sub-exponential with oy and «, that is,

sup Elexp(\(V (X, 6%),v))] < P2 V]A| < 1/a,

veEB

where B denotes the unit sphere {v : ||v||s = 1}.

With this assumption, we first have the following lemma that shows ﬁ Y ies, V(Xi,07)

concentrates around V F'(6*).

Lemma 2.2. Under Assumption 2, for any 6 € (0, 1), let

Ay = V2011/(dlog 6 +10g(3/6))/|Sol, (2.6)
and if Ay < 0%/, then
1 . . 5
Pr{ WZVf(Xi,H ) — VF(O")|| > 2A1} <3
0 1€So
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Proof. Please see Appendix A.2. O

Second, we define gradient difference h(z,6) = V f(z,0) — V f(x,0*) and assume that for

every 6, h(x,0) normalized by ||  — 6* || is also sub-exponential.

Assumption 3. There exist positive constants o, and o such that for any 0 € © with 0 # 0* and
any unit vector v € B, (h(X,0) — E[h(X,0)],v)/ || 0 — 6* || is sub-exponential with o5 and «s,

that is,

AMK(X,0) — E[h(X, 9)],@)} 22 1
E < BNy < —.
2 o [6 =] - M=

This allows us to show that ﬁ > ics, (X, 0) concentrates on E[h(.X, 0)] for every fixed 6.
Assumption 2 and 3 ensure that random gradient V f(6) has good concentration properties, i.e.,

an average of |Sy| 4.i.d random gradients 2 V f(X;,0) sharply concentrates on V F'() for
|So

1€8p

every fixed 6.

Lemma 2.3. If Assumption 3 holds, for any § € (0,1) and any fixed 0 € O, let A| =
V209+/(dlog 6 +10g(3/0))/|So|, and if A} < 02/aw, then

P{‘

Proof. Please see Appendix A.3. [

Wl >

éJE:MX@m—JMMXﬂH

1€So

22A’1||9—9*||} <

Assumption 4. For any 0 € (0, 1), there exists an M' = M'(0) such that

J

IVF(X.0) = VX0 _ M/} 1.0

Pr sup
{0,9/6@:07&9/ 16— o]l

w

Assumption 4 ensures that V f (X, 6) is M'-Lipschitz with high probability.

With these assumptions and intermediate lemmas, we are ready to state our universal bound for

IVF@®) - Vi 0)].
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Proposition 2.1. Suppose Assumptions 2-4 hold, and © C {0 :|| 6 — 6* || < r/d} for some r > 0.

For any ¢, € (0,1),

Pr{v0 : |[VF(9) — VI (0)]| < 82q)|f — 67| + 4A,} > 1 — 6, @.7)

in which Ay = /201+/(dlog 6 +log(3/61))/|So| and Ny = 209/ (11 + 72)/|Sol, with 7 =
dlog 18 + dlog((M V M’) /), and 15 = 0.5d log(|So|/d) + log(3/81) + log( 22V 1%l

a0

Proof. (Outline): The proof relies on the typical e-net argument. Let ©, = {6y, ...,0y_} be an

e-cover of O, i.e., for fix any § € O, there exists a §; € O, such that || § — 6, ||< e. By triangle

inequality,
‘ ﬁ > V(X 0) = VE@O)|| < [[VF(0) — VF(0))]
1€S0
b SOV 0) = V(X 6)
’SO‘ 1€8Sy
N ’_1‘ N VI(XL ;) — VE®G))| .
0 1€Sp

Then first term can be upper bounded using Assumption 1. The second term can be bounded using
Assumption 4, and the third term can be bounded using Lemma 2.3. We can then employ union

bound over O, to finish the argument. Please see Appendix A.4 for details. 0

Combining Lemma 2.1 and Proposition 2.1, we know that G(f) is a good approximation of

V F(0). Using this fact, we have the following convergence result.

Theorem 1. If Assumptions 1-4 hold, and © C {0 :|| 6 — 6* ||< r/d} for some r > 0, choose

0 < n < L/M?, then regardless of the number of attackers with probability at least 1 — 0, that

100 — 071 < (1= p1)"[l00 — 07| + (4021 + 4nEAL) /i,
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in which

pr=1— (ﬂ T EMZ — ik 4 8Ag1 + nE(8As + M)) . 2.8)
Proof. Please see Appendix A.S. 0

This theorem shows that under an event that happens with a high probability, the estimated
can converge to the neighborhood of #* exponentially fast. However, the convergence accuracy
bound is not tighter than the bound one could obtain if the algorithm uses gradient descent
calculated from Sy only. This is because we are working with an adversarial setup, for which
we need to derive a bound that holds in the worst-case scenario. When there is no assumption on p,
the worst-case scenario is when all workers are under attack, which corresponds to the case where
the server can only trust the data from &, only but it still using data from these Byzantine workers
since these data pass the comparison test. Our numerical results in Section 3.5 will illustrate that
the actual performance of the proposed algorithm is better than the case with using data from
Sp only and it can benefit from the presence of honest workers even when more than half of the

workers are Byzantine workers.

2.4.2 Scenario 2: known p.

In this section, we assume that we know an upper bound on the number of Byzantine workers. Note
that p is not the exact number of Byzantine workers, it is merely an upper bound. Furthermore, p
could be larger than m /2. Hence, this is not a too restrictive assumption. With this additional
knowledge, we can derive a tighter convergence result. To proceed, we use H, to denote the set of
honest workers whose gradient information are accepted by the server at iteration ¢, and .4, denote
the set of attackers whose information are accepted by the server at iteration ¢. The values of these
two sets are unknown. We only know that |A;| < p. Let k = |#H;| + |.A;|. Using this notation, the

gradient used for updating at the server can be written as

Gy =Y wVI”0) + wViY0) + Y wg?0,).

JEHNU FEANUL
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in which U; is defined in Section 3.3.

Similar to Section 2.4.1, we will prove results that hold simultaneously for all § € © with
a high probability. We will show that all gradient information from all honest workers have a
high probability to be accepted, hence we will drop the subscript ¢ from H; to H. By exploiting
the knowledge of p, we provide a tighter bound on ||G(0) — VF(0)|| than the one presented in

Lemma 2.1.

Lemma 2.4. [f there are up to p attackers, at iteration t, the distance between G(0) and V F(0) is

bounded as
> ienru, 1Sil + S0l
G(H) - VF( Jer Cy(0) — VF(0
1G(0) il > 5118 1C( il
+ Y willgV0) - VEO), (2.9)
JEANUL
—(4) —(0) S; o S;
where C’t(Q) = Zje?-mut BJVf (9) +50Vf (9) y 5j = m Cll’ld U)j = m
Proof. Please see Appendix A.6. 0

Before further simplifying (2.9), we present several supporting lemmas.
The following lemma shows that, by choosing & properly, the gradient information from an

honest user will be accepted by the server with a high probability.

Lemma 2.5. Suppose we set £ as c|Sy|~/* and |Sy| sufficiently large, then for each honest worker

jandé; € (0,1)
IV 0) = v o)) < <Ivi o)), 6 € © (2.10)

holds with probability (1 — §;)% — 6.
Proof. Please refer to Appendix A.7. [

From Lemma 2.5, we can see that data sent by a honest worker has a high probability to

pass the comparison test in the server. We can define event Y such that information from all ||
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good workers satisfies (2.10). Using union bound, we know that information from these |#| honest
workers will all be accepted with Pr{Y;} > 1—43, where 65 = 1 —{[(1—6,)?—01||H|—(|H|-1)}.

We now bound the first term in (2.9), namely ||C;(6) — VF(0)]| at iteration ¢. Towards this
goal, consider a set NC; = {C},C?,C?, ...}, each of which represents one possibility of choosing

|H N U;| workers from || at iteration ¢. We have |NC;| = (QZ;‘L'M).

Proposition 2.2. Suppose Assumptions 2-4 hold, and © C {0 :|| 6 —0* ||< rv/d} for some positive

parameter r, at iteration t, for any d5 € (0,1)

Pr{v0 - |C,(0) — VF(O)|| < 8Aq]|0 — %] + 4A5} > 1 — 65,

in which
As = V201/(dlog 6 +1og(3|NC:|/02)) /]S, (2.11)
Ag = V205 (11 +72) /]S4, (2.12)
max ,; (Xjec, 1Sil+ISol)
with 7y = dlog 18 +dlog((M v M')/a3), 75 = 0.5d log ( GieNC Zd u ) +1og(3/8,) +

2ro2 St .
log(* V) and |8,] = mingieye, (Y ect 1511 + 1Sol).

Q2071

Proof.
IC(6) = VE@)| < sup [|Q4(6) — VF(@)], (2.13)
CileNCt
where
Qi) = > BV IV (0) + 57T 0), (2.14)
ject
where 3; = % Then by union bound, at iteration ¢, we need to proof
iect 191 ol
0.
Pr{V0 : ||Q}(0) — VF(0)| < 8A¢]|0 — 67| +4A5} > 1 — W—2C!
t

The remaining proof is similar to the proof of Proposition 2.1 and hence is omitted for brevity. [J
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For the second term in (2.9), each Byzantine gradient information in /; must follow the
inequality

l9(6) = VF®)] < max [VF”0) - vFe)|. (2.15)
Using this fact, we have the following proposition.

Proposition 2.3. Suppose Assumptions 2-4 hold, and © C {0 :|| 6—0* ||< r/d} for some positive

parameter r. For any 5 € (0,1)

Pr{¥9 : max Hw“ VF(e)H < 8AGJ|0 — 07| + 447} > 1 — 6,
in which
Ay = ﬁol\/(dlogG + Log(3[H1/02)) (min [ S)]). (2.16)
and
ASZ\/§U2\/(7—3+T4)/%2} |8j|, (217)

with 73 = dlog18 + dlog((M V M")/o3), and 7, = 0.5dlog (m—“'s‘> + log(3/8,) +
log( 2ro34/minjey |S; )

Q201

Proof. The proof is similar to the proof of Proposition 2.2 and hence is omitted for brevity. [

Using these two propositions, we now further bound (2.9) from above by examining the
worst-case scenario with regards to U,;. At iteration ¢, the right-hand side of (2.9) has a high

probability to be bounded by

EjeBmut ‘Sj’

8A6||9—9*||+4A5+8(A8_A6)||0_0*HZ 1S+ |So|
JEUL 1T

ZjeBmut |8j|
> jeu, 1Si| =+ 1Sol

(2.18)

4(A7 — As)

When [H NU;| > 1, we can find Ag > Ag and A; > As, as Ag and A; have a smaller

denominator. Hence, the coefficient of (3 _;cp, Si])/ (D e, [Sil + |So|) in the second term
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and third term of (2.18) are non-negative. As the result, (2.18) is a nondecreasing function of
(3= enrun 1SiD/ (X c, 1Si] + 1So])- We now consider two different cases with fixed denominator.

Case 1): p < m/2. In this case, p < m —p, hence max{} . pr,, |S;|} with setting |[BNU;| = p
will maximize (2.18) and also maximize the right-hand side of (2.9) in iteration ¢. This implies that,
when p < m/2, the worst-case scenario is that there are p Byzantine workers and these gradients
are all in U/, all the time.

Case 2): p > m/2. In this case, since [BNU| < m—pandm—p < p, max{}_; 5, |S;|} with
setting |[BNU;| = m — p— 1 will maximize (2.18) as argued above. We need to consider additional

value when max{) |S;|} with |BNU;| = m — p, which means m — p gradient information

JEBNU
in U, are all from Byzantine workers. In this case Ag < Ag and A; < Aj, since we assume

minjey |Sj| > |So|- The obtained bound with max{}_; 5, |S;|} by setting [BNU| =m —pis
larger than the bound obtained by setting |B N ;| = m — p — 1 in (2.18). This implies that, when
p > m/2, the worst-case occurs when all m — p gradient information in U, are from Byzantine
workers.

From the discussion above, we know that with a high probability, the gradient information
from all honest works will be accepted. Furthermore, regardless of the true number of attackers,
the right-hand side of (2.9) is bounded by the scenario where min{m — p, p} number of gradient
in U, are from Byzantine workers all the time.

With these supporting lemmas and propositions, we are ready for our main convergence result

under 2 cases.

Theorem 2. If there are up to p attackers, Assumptions 1- 4 hold and © C {6 :|| 6 — 6* || < r/d}

for some r > 0, choose 0 < 1 < L/M?, we have

10 = 0[] < (1= p2)" 1160 — 0°[| + (171)/ P2, (2.19)
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hold simultaneously for all 6, with probability at least 1 — 20, — 03. Here

pr=1— (VI+PMZ = nh+1m7). (2.20)
Y= 4(1 - wmaaz>A5 + 4wmaxA7a (221)

and
Y2 = 8(1 - wmam)AG + 8wmaa:A8a (222)

With Wyge = maX{(ZjeBmut |Sj|)/(2jeut |S;| + |Sol)} and |B N U] = min{m — p,p} and

U;| =m — p.
Proof. Please see Appendix A.8. [l

Theorem 2 shows that under the event which would happen with highly probability, the
estimated # can converge to the neighborhood of #* exponentially fast.

From the discussion above, since s, [S;| + [Sol is greater or equal to [So, Ag < Ay.
Then, 72 < (8As 4+ 8§As + €M) and po > py1, Hence, the convergence performance benefits from

knowing an upperbound on the number of Byzantine workers.

2.5 Numerical results

In this section, we provide numerical examples, with both synthesized data and real data, to

illustrate the analytical results.

2.5.1 Synthesized data

We first use synthesized data. In this example, we focus on linear regression, in which

K:X?9*+€“Z:1,2, 7N7
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where X; € R% 6* is a d x 1 vector and ¢; is the noise. We set X = (X1, -+, Xn]asd x N data
matrix.

In the simulation, we set the dimension d = 20, the total number of data N = 100000, the
number of workers m = 100, and evenly distribute data among these machines. We set ¢; i
N(0,1). Here N'(j1, 0?) denotes Gaussian variables with mean y and variance o, Furthermore,
we set |Sy| = 1000, £ = 1.5|Sy|"1 = 0.2667. We use N(0,4) to independently generate each
entry of 6*. After 0* is generated, we fix it. The data matrix X is generated randomly by Gaussian
distribution with ¢ = 0 and fixed known maximal and minimal eigenvalues of the correlation
matrix X7 X. Let Amaz () and A, (+) denote the maximal and minimal eigenvalue of XX
respectively. In the following figures, we use A (X7 X) = 200 and i, (XTX) = 2 to generate
the data matrix X, then generate Y; using the linear relationship mentioned above. We illustrate
our results with two different attacks: 1) Inverse attack, in which each attacker first calculates
the gradient information V?(j)(Gt,l) based on the its local data but sends the inversed version
—Vf(j)(&f_l) to the server; and 2) Random attack, in which the attacker randomly generates
gradient value. In our simulation, we compare three algorithms: 1) Gradient descent using only

data from Sy, i.e., the server ignores information from all workers; 2) Algorithm proposed in [13];

and 3) The proposed algorithm described in Table 2.1.

90 inverse attack

3071 " Proposed algorithm without p | |
& I — — -Median-mean algorithm
3 5r ,’ ————— Gradient descent using Sy only| |
O
SQO
[
S
a0t
syl
8

5 L

0 50 100 150 200 250
iteration 2

Figure 2.2: Synthesized data: 90 Inverse attack. Median-mean algorithm in [13]
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48 inverse attack
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Proposed algorithm without p

= — — -Median-mean algorithm
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Figure 2.3: Synthesized data: 48 Inverse attack. Median-mean algorithm in [13]

Figures 2.2 and 2.3 plot the value of the loss function vs iteration with 90 and 48 inverse attacks
respectively. When the attacker number is 48, which is less than half of the total number, all three
algorithms can converge. However, from Figure 2.2, it is clear that the algorithm in [13] does
not converge as the number of attackers is more than half of the total number of machines. The
proposed algorithm, however, still converges in the presence of 90 attackers. Furthermore, even
though there are only 10 honest workers and the server does not know the identities of these honest
workers, the proposed algorithm can still benefit from these workers, as the proposed algorithm
outperforms the algorithm that only relies on information from S.

90 random attack

0 ‘
I Proposed algorithm without p

=5 1' -— —Medi?m—mean algorijchm
=1 T Gradient descent using Sy only
+~

=20
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iteration 2

Figure 2.4: Synthesized data: 90 Random attack. Median-mean algorithm in [13]
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48 random attack
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Figure 2.5: Synthesized data: 48 Random attack. Median-mean algorithm in [13]

Figures 2.4 and 2.5 plot the value of the loss function vs iteration with 90 and 48 random attacks
respectively. Similar to the scenario with inverse attack, all three algorithms can converge when
there are less than half of the total number attackers. However, when there are 90 attackers, our

algorithm outperforms the algorithm that uses Sy only, while the algorithm in [13] diverges.

60 random attack

25
Proposed algorithm with known p
————— Gradient descent using Sy only
20 '\ |- —-Proposed algorithm without p
<]
ERAY
EAN
S50\
+
O
20t
Q£
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5 L
0 1 1
0 100 200 300

iteration 2

Figure 2.6: Synthesized data: 60 Random attack.

Figures 2.6 and 2.7 plot the value of the loss function vs iteration with 60 random and 60
inverse attacks respectively for the cases with and without knowledge of p. For the case with
knowledge about p, we set p = 75. From Figures 2.6, we can see that the proposed algorithm

without knowing p has a lower convergence accuracy and convergence rate when comparing with
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60 inverse attack
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Figure 2.7: Synthesized data: 60 Inverse attack.

the proposed algorithm knowing p. The main reason is that, when facing random attack, some
attack vectors can pass the comparison test. In Figure 2.7, since the attacks are inverse attack, the
proposed algorithm can successfully reject all the information from attackers, then the proposed

algorithm without knowing p has more data to update the parameter.

90 inverse attack

£1=2.1339

D5+ ——-£=0.53348
Q —e—£,=0.088914
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1teration 1

Figure 2.8: Synthesized data: Different .

In Figure 2.8, we show the effect of different s on the convergence speed on testing with 90
inverse attack by using the proposed algorithm without knowledge of p. With £ = 0.55348, the

comparison step (2.3) can successfully reject attack data with large amplitude, and our proposed
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algorithm still benefit from the good workers (even though their identities are unknown). With
& = 2.1339, the comparison step (2.3) can not reject inverse attack, then our proposed algorithm
will diverge. With ¢ = 0.088914, the comparison step (2.3) rejects all the accepted data since &
is too small, then our proposed algorithm has the same performance as using Sy only. Hence, the
convergence speed in our proposed algorithm can be improved by choosing an appropriate €.
Table 2.1 lists the running time for three algorithms under 60 inverse attacks, and we measure
the number of iterations needed for the loss function to reach 1.9. In Table 2.1, the simulations are
produced under the same testing environment. From Table 2.1, we can see that, compared with the
case of using data from &, only, the proposed algorithms have a higher complexity per iteration,
but they reduce the number of iterations. Both proposed algorithms have a better performance than
the gradient descent using |Sy| only, since they can benefit from the gradient information received

from workers, even though the server does not know whether the workers are honest or not.

Table 2.1: Running time comparison

loss function 1.9 time/iter iteration | time
algorithm without p | 1.0904 x 10~ | 140 0.0153
algorithm with p 1.5575 x 10™* | 174 0.0271
GD using Sy only 9.5889 x 107" | 300 0.0288

2.5.2 Real data

Now we test our algorithms on real datasets MNIST [25] and CIFAR-10 [23], and compare our
algorithms with various existing work [3, 13,50]. MNIST is a widely used computer vision dataset
that consists of 70,000 28 x28 pixel images of handwritten digits 0 to 9. We use the handwritten
images of 3 and 5, which are the most difficult to distinguish in this dataset, to build a logistic
regression model. After picking all 3 and 5 images from the dataset, the total number of images
is 13454. It is divided into a training subset of size 12000 and a testing subset of size 1454. The
CIFAR-10 dataset consists of 60,000 32x32 images in 10 classes. For CIFAR-10 dataset, we pick

the images of car and plane, and build a training subset of size 10000 and a testing subset of 2000.
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For these two datasets, we set the number of workers to be 50 and we random pick 200 images from
both subset to build S, and set the step size to be 0.01 for MNIST and 0.005 for CIFAR-10. Similar
to the synthesized data scenario, we illustrate our results with two different attacks, namely inverse
attack and random attack, and compare the performance of five algorithms: Zeno [50], where we
set the cutoff number (a design parameter in Zeno) to be 5, Krum [3], median-mean [13], proposed
algorithm without known p and the algorithm that server using only data Sy. The following figures

show how the testing accuracy varies with training iteration.

20 random attack

907 P s B
80 i
>
Q
£70
8 Gradient descent using Sy only
chﬁo ! Zeno 4

—— Median-mean algorithm
— — -Proposed algorithm
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50 100 150 200 250
iteration ¢

o

Figure 2.9: MNIST: 20 Random attack. Zeno [50], Krum [3], Median-mean algorithm [13]

30 random attack

or i |- Zeno

7' / —— Median-mean algorithm
: — — —-Proposed algorithm
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iteration 7

Figure 2.10: MNIST: 30 Random attack. Zeno [50], Krum [3], Median-mean algorithm [13]
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Figure 2.11: CIFAR-10: 20 Random attack. Zeno [50], Krum [3], Median-mean algorithm [13]
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Figure 2.12: CIFAR-10: 30 Random attack. Zeno [50], Krum [3], Median-mean algorithm [13]

Figures 2.9, 2.10, 2.11, and 2.12 illustrate the impact of 20 and 30 random attacks on different
algorithms respectively. Figures 2.9, 2.10 are generated using MNIST, while Figures 2.11, and 2.12
are generated using CIFAR-10. Figure 2.9 and 2.11 show that all algorithms have high accuracy
when there are 20 attacks. Gradient descent using Sy only have the lowest accuracy since it uses a
small size of data for training. The proposed algorithm has the best performance even though less
than half of the workers are attackers. Figure 2.10 and 2.12 show the algorithm using median-mean
and Krum fail to predict if there are 30 attackers. Our proposed algorithm and Zeno still show high

accuracy, and outperform the algorithm that only relies on information from Sy. Furthermore, the
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proposed algorithm has better performance than Zeno.
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Figure 2.13: MNIST: 20 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]
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Figure 2.14: MNIST: 30 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]

We plot the impact of different number of inverse attacks on real data in Figures 2.13,2.14, 2.15,
and 2.16 using MNIST and CFAIR10 respectively. All algorithms can converge when there are 20
inverse attacks. However, as the number of attackers is very close to half of the total number, the
algorithm in [13] converges very slowly. Again, the proposed algorithm has the best performance
even though less than half of the workers are attackers. Furthermore, if there are 30 Byzantine
workers, Krum and median-mean algorithm cannot properly work. The algorithm that only based

on information from Sj still performs well, since it does not use the information from all workers.
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Figure 2.15: CIFAR-10: 20 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]
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Figure 2.16: CIFAR-10: 30 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]

Our proposed algorithm and Zeno can still work well. They can benefit from the 20 good workers,
and outperform the scheme with Sy only. Our proposed algorithm also outperforms Zeno.

In Figures 2.14 and 2.17, we plot the impact of choosing different cutoff values in Zeno. In
Figure 2.17, the cutoff value is 20, Zeno and our proposed algorithm both use all good gradient
information, so both algorithms have similar performance. In Figure 2.14, the cutoff value is 5.
Although there are 20 good workers, Zeno can only benefit from 5 good workers, but our proposed
algorithm can still benefit from all good workers and has a better performance.

Figures 2.18 and 2.19 illustrate the testing accuracy v.s. training time under 20 and 30 inverse
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Figure 2.17: MNIST: 30 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]
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Figure 2.18: MNIST: 20 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]

attacks with different algorithms. All algorithms can converge when there are 20 inverse attacks.
Since algorithms have higher complexity, some algorithms converges slower than the gradient
descent using |Sy| only. But our proposed algorithm has a better performance in general.

Figure 2.20 plots the value of the accuracy for ¢ = 1,--- 250 with 3 different £s on testing
with 30 inverse attacks by using the proposed algorithm without p. Similar to the scenario with
synthesized data, the choice of ¢ has an impact on the accuracy of the algorithm. In particular, if £
is too large, our algorithm will have a low accuracy since the the comparison step (2.3) will accept

more data but it may fail to reject wrong information. However, when setting an appropriate &, our
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Figure 2.19: MNIST: 30 Inverse attack. Zeno [50], Krum [3], Median-mean algorithm [13]
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Figure 2.20: MNIST: Different &.

algorithm can have a better accuracy.

Figure 2.21 plots the accuracy of three algorithms: the proposed algorithm without knowing p,
the proposed algorithm known p and the algorithm using Sy only. We consider the p = 40 while the
actual number of Byzantine worker is 30. From Figure 2.21, we can see that the proposed algorithm
without knowing p has a higher accuracy and convergence rate than the proposed algorithm
knowing p, since the algorithm knowing p discards some correct gradient information and use
less gradient information to update. Both proposed algorithms have a better performance than the

gradient descent using Sy only, since they can benefit from the gradient information received from
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Figure 2.21: MNIST: 30 Random attack.

workers.

In Figure 2.22, we plot the accuracy of three algorithms: the proposed algorithm, the algorithm
using Sy only and the gradient descent algorithm using all data. We consider the case when there is
no Byzantine attacker in the system. From Figure 2.22, we can see that the proposed algorithm have
similar performance when comparing with gradient descent using all data. Proposed algorithm and
gradient descent using all data have a better performance than the gradient descent using Sy only,
since they can benefit from the gradient information received from workers.

Figure 2.23 plots the accuracy of proposed algorithms and the algorithm using Sy only with
three different size of Sy. We consider that there are 20 random attacks. From Figure 2.23, we can
see that the algorithms using different size of Sy only show different performance, but proposed
algorithms showing similar performance since after comparison testing, proposed algorithms can

benefit from the gradient information received from workers.

2.6 Conclusion

In this chapter, we have proposed a robust gradient descent algorithm that can tolerant an
arbitrary number of Byzantine attackers. We have shown that the proposed algorithm converges

regardless the number of Byzantine attackers and have provided numerical examples to illustrate

44



No attack

90 :&ﬁ__,_-_n—“‘-""—' :
>80 T
O
<
=
70
]
® I Gradient descent using Sy only
ry === Proposed algorithm
60 i — — — All data gradient descent
50 : : : :
0 50 100 150 200 250
iteration ¢
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Figure 2.23: MNIST: 20 Random attack.
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the performance of the proposed algorithm. In terms of future work, we hope to extend the analysis

to scenarios with non-convex cost functions.
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Chapter 3

Distributed Approximate Newton’s

Algorithm Robust to Byzantine Attackers

3.1 Introduction

First-order methods significantly reduce the amount of local computation. But first-order methods
may require a far greater number of iterations for communication. Some algorithms also require
synchronization in every iteration for parameter updating. In order to mitigate the negative
impact of the large number of iterations for distributed optimization, we will propose two robust
approximate Newton’s algrothms in this chapter.

The first method, named median-based approximate Newton’s method (MNM), can converge
to the neighborhood of the population minimizer when less than half of the workers are Byzantine
attackers. The main idea is to use geometric median, which enables the server to mitigate the impact
of attackers when up to half of the workers are Byzantine attackers, to aggregate information from
workers.

The second method, named comparison-based approximate Newton’s Method (CNM), can
converge to the neighborhood of the population minimizer server regardless whether ¢ is larger

or smaller than m /2. Compared with MNM, CNM requires additional computation at the server.
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The main idea is to ask server to randomly collect a small clean dataset and compute noisy value
as an approximation of the ground truth to filter out information from attackers.

In this chapter, we analyze the two proposed approximate Newton’s method to tolerate
Byzantine attackers, and show that that these methods can converge to the neighborhood of the
population minimizer server. This chapter is organized as follows. In Section 3.2, we describe
the model. In Section 3.3, we describe the proposed algorithms. In Section 3.4, we analyze the
convergence property of the proposed algorithms. In Section 3.5, we provide numerical examples
to validate the theoretic analysis. Finally, we offer several concluding remarks in Section 3.6. The

proofs are collected in Appendix.

3.2 Model

We consider the same population optimizaiton problem in (1.1) and emprical optimization problem
in (1.2). And our goal is the same goal as in Chapter 2, to infer the model parameter #* € R of
the unknown distribution.

In this chapter, we assume the population risk function F'(6) satisfy Assumption 1.

We will again consider a system with Byzantine workers. Furthermore, the set of compromised
workers might change over time. In each iteration, if a worker is compromised, it can send arbitrary
information to the server when sending gradient information and Newton’s direction. We will again
let B; denote the set of compromised workers at iteration £. When receiving gradient information,

the server receives data ggj ) (6;—1) from the j-th worker with

—() .
: Vf (9 —1) J ¢ B
dD0,_1) = t " (3.1)
* ] € Bt

in which % denotes an arbitrary vector chosen by the attacker. After receiving g%j ) from workers,
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the server computes and broadcasts

g(0_1) = Aggr61(9§1)(9t_1)7 cee 9§m)(‘9t—1))7 (3.2)

in which Aggre;(-) depends on how the server aggregates gradient information from workers.
Each worker then computes Newton’s direction based on g(6;_1). After workers send Newton’s

direction, the server receives data ggj ) (0;—1) from j-th worker

Hj_,thg(@t—l) J ?é B,

95" (6, 1) = (3.3)
* j € B,
The server finally computes the final update direction using
G(Bim1) = Aggrea(gs” (0r), - 95" (Bi-1), (3.4)

in which in which Aggres(-) depends on how the server processes géj ) (0;_1) from workers.

Note that if both Aggre;(-) and Aggres(-) are mean functions, the algorithm is the same as the
GIANT algorithm [48]. But from Introduction 1.3, the GIANT algorithm is not robust to adversary
attacks. The goal of this chapter is to design robust Newton’s method algorithms, by designing

proper Aggre;(-) and Aggres(-), that can tolerate Byzantine attacks.

3.3 Algorithm

In this section, we describe two algorithms that can handle different number of Byzantine attackers.
Let ¢ be the number of attackers in the system. We will first describe our algorithm that can deal
with ¢ < m/2, i.e., up to half of the total number of workers are Byzantine attackers. We then
describe our algorithm to deal with an arbitrary number of Byzantine attackers, i.e., there is no

restrict on g. This algorithm requires additional computations at the server.
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Algorithm 3.1 Median-based Approximate Newton’s Method (MNM) Algorithm

Parameter server:
Initialize randomly selects 6, € O.
repeat
1: Broadcasts the current model parameter estimator ¢;_; to all workers;
2: Waits to receive gradients from the m workers; g(j )(Ht,l) denote the value received from
worker j;
3: Computes g(f,_1) = med{g{" (0,—1), ... ¢{" (6:1) };
4: Broadcasts the current gradient estimator g(6;_) to all workers;
5: Waits to receive estimators from the m workers; géj ) (0;—1) denote the value received from
worker j;
6: Computes G(6,_1) = med{gs" (6,—1), ..., ™ (6,1 };
7: Updates 6, = 0,1 — nG(0,_1);
until ||0; — 6*|| <e.
Worker ;:

1: Receives model parameter estimator §;_;, computes the gradient Vf(]) (0¢—1);

2: If worker 7 is honest, it sends Vf(j) (0:—1); If not, it sends the value determined by the attacker;
3: Receives gradient estimator g(6;1), computes the parameter H, Lg0,-1)

4: If worker 7 is honest, it sends Hlftl_l g(0;_1) back to the server; If not, it sends the value
determined by the attacker;

3.3.1 Case with ¢ < m/2

In the first scenario, we consider the case where there are at most ¢ < m/2 Byzantine attackers.
We propose a median-based approximate Newton’s method (MNM). Main steps of the algorithm
are listed in Algorithm 3.1.

Instead of computing the average, the main idea of our algorithm is to use geometric median of
the received information as the aggregation function aggre;(-) and aggres(-). In particular, after

receiving the gradient information from workers, the server computes

9(0i—1) = med{g{" (0:—1), -, 8™ (0,1)}, (3.5)

in which med{-} is the geometric median of the vectors. Geometric median is a generalization of
median in one-dimension to multiple dimensions, and has been widely used in robust statistics. In

particular, let z; € R%,i = 1,--- | n, then the geometric median of the set {x1, zy, ..., z,, } is define
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as

med{xy, Lo, ..., Tp} 1= argminz |x; — || (3.6)
i=1

Then the server broadcasts value g(6;_1) to all workers. After receiving the Newton’s direction
information, the server compute the final Newton’s direction information by geometric median
again,

G(0,_1) = med{g\" (0,_1), ..., ¢S (6,_1)}. (3.7)

Finally, the server uses G(6;_1) to update parameter ¢;_1,

Ht = Qt,l — T]G(et,1>. (38)

3.3.2 Case with an arbitrary number of Byzantine attackers

The MNM algorithm described in Section 3.3.1 will converge if ¢ < m/2, which will be shown
in Section 3.3. However, it will fail to converge once ¢ > m/2. In this subsection, we propose
another algorithm, named comparison-based approximate Newton (CNM) method, that converges
for an arbitrary value of ¢, regardless whether ¢ is larger or smaller than m /2. Compared with the
MNM algorithm, the CNM algorithm needs additional computation at the server side. In particular,
we assume that the server keep a small set of clear data to compute a noisy gradient and a noisy
Newton’s direction. These information, which are noisy version of the ground truth, will help the
server make decision to whether accept information from each worker or not. Main steps of the
algorithm are listed in Algorithm 3.2.

More specifically, in our algorithm, the server will randomly select a small set of data points S
at the very beginning, where |Sy| < |S;| and j € [1,m]. Once S; is selected, it is fixed throughout
the algorithm. Then at each iteration ¢, the server calculates a noisy gradient using data points in
So:

VI (0) =5 SO > V(X 01) (3.9)

j €So
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Algorithm 3.2 Comparison-based approximate Newton’s Method (CNM) Algorithm

Parameter server:
Initialize randomly selects 6, € O.
repeat
1: Broadcasts the current model parameter estimator ¢;_; to all workers;
2: Waits to receive gradients from the m workers; g(j )(Ht,l) denote the value received from
worker j;
3: Accepts g\ (Qt 1) which pass test ||g (Qt—l) — V?m) (O:—1)] < &HVT(O)(@t_l)H, consider
them in set A"
4: Computes g(0:—1) = a7 (Zicaw 9" (0i) + VI (0,0)):
4: Broadcasts the current gradient estlmator g(0;— 1) to all workers;
5 Accepts gé”(et 1) which pass test [|g5” (6, 1) — Hy 'g(6:1)|| < &l Hy 9(0:-1)].
them in set A2,
6: Computes G (0;_,) = m(ZzEA@ gg (9t D+ Hylg(0,1));
7: Update model parameter 6, = 0, 1 — G(0;_1) ;
until |0, — 6%| <e.
Worker ;:

1: Receives model parameter estimator 6;_;, computes the gradient Vf(j) (0:-1);

2: If worker j is honest, it sends VT(J) (6;_1); If not, it sends the value determined by the attacker;
3: Receives gradient estimator g(f;_;), computes the parameter H 19(0i-1);

4: If worker j is honest, it sends ]:[iﬁl_lg(ﬁt_l) back

to the server; If not, it sends the value determined by the attacker;

After computing V?(O)(Qt_l) the server compares g1 (Ot 1) received from worker j with
Vf(o)(ﬁt,l) The server will accept g1 (Gt 1) as authentic value and use it for further processing,
if

9 (61) = VIO Gen)ll < &I VT Bl (3.10)

where ; is a constant. The server will collect all accepted g1 (Qt 1) in set A0, The main enabling
observation is that, even though V? (Qt_l) 1S noisy, it is an approximation of the ground truth
and hence can be used to filter out bad information from Byzantine workers as done in (3.10).

Then the server computes g(f,_,) based on the accepted gradient information in set A

1

(1) —(0)
1—|—]A ) Z g1 (0e=1) + V7 (0e-1)

ic A

9(0i-1) =
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The server will broadcast g(6;_;) to all workers, each of which will compute H i +.9(0;_1), where
H ji—1 = Hj; 1+ pIl with g > 0 and I being the identity matrix. Here uI is added to make sure the
matrix is invertible. The server also computes a noisy Newton’s direction ﬁo_ '9(6,_1), in which
H, is computed using data points in Sp:

N 1
Hy = | > VP(Xi,0i-1) + pL (3.11)

|SO i€So

Then the server compares géj )(Qt_l) received from worker j with ]:-]0_ '9(0,_,). If the following

condition is satisfied

199 (0,—1) — Hy g(6,-1)|| < &||Hy g(0,_1)| (3.12)

the server will collect géj )(6,5,1) in set A, Here, &5 is a constant. Then the server computes the

final update direction:

1

GO) = Ty

" g 0i) + Hy'g(0r) | - (3.13)
icA(2)

3.4 Convergence analysis

In this section, we analyze the convergence property of the proposed algorithms.

3.4.1 Convergence of MNM algorithm

In this section, we will prove results that hold simultaneously for all § € © with a high probability.
Hence, in the following, we will drop subscript ¢ — 1. Before presenting detailed analysis, here
we describe the high level ideas. If H~'V F(6) is available, where H = V2F(0), the Newton’s
method will converge to §*. The main idea of our proof is to show that the distance between G(6)

computed in (3.7) and H 'V F(0) is universally bounded in © when the number of attackers is at
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most m /2. Hence, G(0) is a good estimate of H 'V F'(6). As the result, we can then show that the
proposed algorithm converge to the neighborhood of the population minimizer.

We first show that ||G(0) — H 'V F(0)| is universally bounded in ©. To start with, we first

write
|H-'VE(9) — G(0)]
= |[H7'VF(0) — med{g" (0), ..., ™ (0)}]
= ||2(6) — H'g(0) + H'VF(0)]
< N Z@)| + [|1H 1 (g(8) — VF(8))],
< Nz + |H T ()], (3.14)
where
Z(0)=med{H"g(0) — g5 (0), ..., H ' g(0) — g5 (0)}
=med{Z,(0), ..., Z(0)}, (3.15)
and

J(0) = med{VF(®) - g"9),... VF(0) — " ()}

= med{J,(0), ..., Jn(0)}. (3.16)

To further bound the terms in (3.14), we need to use Assumption 2-4 in Chapter 2 and new
assumption presented below.

We also assume data in each worker j € [1, m] has following assumption.

Assumption 5. For any § € (0,1/S;

), there exists an M' = M'(0) and h' = h' () such that

IVI(X,0) = VX, 0|
16— "]l

Pr{ve,e’eah'g §M’}21—

Wl >
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Assumption 5 ensures that V f (X, 6) in each worker is M’-Lipschitz and f (X, 6) is i’ strongly
convex with high probability.

Now, we make another standard assumption in analyzing Newton’s method for population risk.

Assumption 6. The Hessian matrix V>F(0) is L-Lipschitz continuous,i.e, there exists an L such

that for 0,0' € ©

IV2F(0) = V2F(©)]l2 < LI — '],

in which || - ||2 is the matrix spectral norm.

From (3.15), we need to bound the geometric median Z(0) of Z,(0), ..., Z,,(6). We will use

the following property of the geometric median from [31].

Lemma 3.1. [31] Let x1, 2, ...,z, be n points in a Hilbert space. Let x* denote the geometric

median of these points. For any o € (0,1/2), and given v > 0, if Y " | 1jjz,1<ry > (1 — @), then

|lz*|| < Cqr, (3.17)
where
2(1 — @)
= —————=. 3.18
¢ 1 -2« ( )

From Lemma 3.1, we can see that, if majority of points are inside the Euclidean ball of radius
r centered at origin, then the geometric median must be inside the Euclidean ball of radius C,r. To
use this lemma, we need to show more than half of information received by the server are bounded
by some quantity.

We first have the following lemma regarding the spectral norm of H; — H.

Lemma 3.2. If Assumption 5 holds, for any 6 € (0,1), with probability at least 1 — g, |S;| data
satisfy

B < ||V2f(X,0)]. < M, (3.19)
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for any 0% € (0,1), let

14(M v M")? log(2d /6"
AS — ( ) Og< / 3)’ (320)
3|Si
then
Pr{|[H;— Hll> <Az} >1—ds. (3.21)
with 62 = 5é + % and (52 € (O, 1)
Proof. Please see Appendix B.1 for detail. [

Now, with these lemmas and assumptions, when worker ¢ is honest, we can show the bound for

Z;.

Proposition 3.1. Suppose Assumptions 1-3, 5, 6 hold, and © C {6 :|| 6 — 6* ||< rv/d} for some

r > 0. Forany d3 € (0,1),a € (¢/m,1/2) and 6, = 65 + e~mPla=a/mli%s)

8CaAsAy  AzM L ACLASA,
1 Z:(0)) < - b > 16 G
Pr{ve 1Z,(0)]] ( et hh,)ne 0|l + = } 1—6:. (322)

where Al = \/§O’1\/<d10g6 + 10g(6/53))/|82 , Ag = \/50'2 (’7'1 + 7—2)/|Si|7 with T = leg 18+
dlog(MV M /), 75 = 0.5d log(|S;] /d) +1og(6/85) +log (225 o 20-0) 4y p(||6) =

201 1-2a
o log%/ +(1—0")log 11__‘;/.
Proof. Please see Appendix B.2 for details. 0

Now we have already shown that for honest workers, the local Newton’s direction received at
the server is uniformly close to the true Newton’s direction. Now using Lemma 3.1, we can show

the median Z(6) is bounded.

Proposition 3.2. Suppose Assumptions 1-3, 5, 6 hold, and © C {0 :|| 0 — 6* ||< rV/d} for some

r > 0. Forany o € (q/m,1/2) and 0 < 64 < o — q/m,

8CoA3Ay  AsM 4C2AsA
PriVo: || Z(0)| < 0—0" —
w120 < (Kol S e o)+ LaoSe ]

> ] — g mPla—a/m|da) (3.23)
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Proof. Please see Appendix B.3. [l

With Proposition 3.2, we are ready to show that G(6) is a good approximation of H 'V F'(6)

from (3.14), and show the convergence of the proposed MNM algorithm.

Theorem 3. If Assumptions 1-3, 5, 6 hold, and © C {0 :|| 0 — 6* || < rv/d} for some r > 0, then

forany0 <n <1, a€ (qg/m,1/2),0<d3 < a—q/mand0 < 6y < o — q/m with probability

at least 1 — e~mPla—a/mllds) _ g=mDla=a/mlids) ypqy

Lo g* 2 4
/’7 H t—1 || —CQASAI—‘FT]ECQ’Al’

10 — 0| < pll0—1r — || + o i Ca

where

A
p—1—77+?7hh,6 A3y + 1+ CA2+nc sM (3.24)

Proof. Please see Appendix B.4. 0

This theorem shows that under an event that happens with a high probability, the estimated
6 can converge to the neighborhood of 6* with a linear-quadratic rate. Since we consider 6* €
arg mingeg F'(0), there is always a gap between estimator ¢ and ¢*. This gap is due to the

approximation error introduced by solving (1.2), instead of (1.1).

3.4.2 Convergence of CNM algorithm

In this section, we prove the convergence of CNM algorithm regardless the number of Byzantine
attackers. In other words, ¢ could be larger than m /2. Towards this goal, we will show that the
distance between G(0) defined in (3.13) and H~'V F(6) is universally bounded in © regardless
the number of attackers. As the result, G(6) is a good estimate of H~'V F'(0). Finally, we will
show that the proposed algorithm converge to the neighborhood of minimizer of the population

risk.
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Lemma 3.3. For an arbitrary number of attackers, the distance between G(0) and H 'V F(0) is

bounded by
[ VE(©) = GOl
< (1+&)|Hy I2lg(0) — VE@O)|
+ QllHy o VEO) + [ HVE®) - Hy 'VF(@)].
(3.25)
Proof. Please see Appendix B.5. 0

Now, in order to bound the distance between G(6) and H 'V F'(), we need to bound the three
terms in the right hand side of (3.25).

For the second term, from Assumption 1, we have ||VF(0)|| = ||[VF(8) — VF(0")| < M|6 —
6*||, since VF(0*) = 0.

For the third term, we have ||(H~! — Hy)YWVF(0)| = ||(I - Hy'H)H-'VF(9)| < ||T -
A | H 5|V F )]

Then, we use the following lemma to bound ||I — Hy ' H||s.

Lemma 3.4. If|Hy — H|], < Band 5 < —};(hhg,‘f,

% 20

+ < 1. 3.26
+un h+p—p (3.26)

1= A Hl <

Proof. Please see Appendix B.6. 0

From this lemma, we have that ||I — H; ' H||, is bounded by a constant value smaller than 1,

when ||Hy — H ||, is bounded.

Proposition 3.3. Suppose Assumptions 1-3, 5, 6 hold, and © C {0 :|| 6 — 6* ||< vV/d} for some

58



r >0, and Ay < " Forany 6 € (0,1),05 € (0,1),8, € (0,1) and 6, = 840

3h+2p
~ AyM
pr{w (1 - ) VFO < S o - o)} 21 -0 (327)
with
H 275
Ay = + , 3.28
YT+ o h+p—As (3-28)
and
14M?log(2d/6%)
Az = . 3.29
’ \/ 3[Sol -2
Proof. Please see Appendix B.7. 0

Using these intermediate results, we have the following convergence result.

Theorem 4. If Assumptions 1-3, 5, 6 hold, and © C {0 :|| 6 — 0* ||< r/d} for some r > 0,
> 0and |Sy| is sufficiently large, then for arbitrary number of attackers with probability at least
1 — 05 — 0y that

L
16 = 0711 < 7161 = 071 + 7ll6r—1 = " + 2. (3.30)

2A
where Ay = hf_—# + i, and

1+ & M Ay
= [(8A 8Ay + M —, 3.31
86! (8Ag + &1 (8A, + ))h’+u+h’+u+ 3 ( )

and

(3.32)

Proof. Please see Appendix B.8. U

This theorem shows that, with high probability, the estimated 6 can converge to the
neighborhood of #* with a linear-quadratic rate when there are arbitrary number of Byzantine
attackers. Since we consider 0* € arg mingeg F'(6), we can only use empirical risk to approximate

population risk, there is always a gap between estimator 6 and 6*.
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3.5 Numerical results

In this section, we provide numerical examples, with both synthesized data and real data, to

illustrate the performance of the proposed algorithms.

3.5.1 Synthesized data

We first use synthesized data. In this example, we focus on linear regression, in which

Y= X0 +e,i=1,2 N

YLy T Y,

where X; € R%, #* is a d x 1 vector and ¢; is the noise. We set X = (X1, -+, Xn]asd x N data
matrix.

In the simulation, we set the dimension d = 20, the total number of data N = 50000. We use
N(0,9) to independently generate each entry of 6*. Here N (v, o) denotes Gaussian variables with
mean v and variance 2. After 0* is generated, we fix it. The data matrix X is generated randomly
by Gaussian distribution with ¥ = 0 and fixed known maximal and minimal eigenvalues of the
correlation matrix X7 X. Let A\q0(-) and A, (+) denote the maximal and minimal eigenvalue of
XTX respectively. In the following figures, we use Aq: (X7 X) = 200 and A5 (XTX) = 2
to generate the data matrix X. We set ¢; as i.i.d. A/(0, 1) random variable. Finally, we generate Y;
using the linear relationship mentioned above. In the simulation, we set the number of workers m =
50, and evenly distribute data among these machines. Furthermore, for robust gradient descent
in [9] and proposed algorithm CNM, we set |Sy| = 1000, £ = 1.5]80\*i = 0.2667,&; = 0.2667
and & = 0.2667. For the GIANT algorithm in [48] and proposed MNM, we set = 1. For CNM,
we set 1 = 0.001. We illustrate our results with 4 different cases: 1) 20 Inverse attack, in which
each attacker first calculates the gradient and Newton’s direction based on its local data but sends
the inverse version of gradient information or vector information to the server; 2) 45 Inverse attack;
3) 20 Random attack, in which the attacker randomly generates gradient value; and 4) 45 Random

attack. In our simulation, we compare four algorithms: 1) MNM in Table 3.1; 2) CNM described
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in Table 3.2; 3) Algorithm proposed in [9]; and 4) The GIANT algorithm proposed in [48]. The

algorithm proposed in [9] is a first-order method which is robust to Byzantine attackers.

20 inverse attack

10—
] = MNM
81 A B Robust gradient method
! ---- GIANT
6 —— CNM

-6

0 10 20 30 40 50
iteration

Figure 3.1: Synthesized data: 20 Inverse attack. Robust gradient method in [9], GIANT in [48]

20 random attack

= MNM

-------- Robust gradient method
---- GIANT

—-— CNM

le—-6"|

0 10 20 30 40 50
iteration

Figure 3.2: Synthesized data: 20 Random attack. Robust gradient method in [9], GIANT in [48]

Figures 3.1 and 3.2 plot the value of the norm of distance between estimated and the true
parameter vs iteration with 20 inverse attacks and 20 random attacks respectively. From Figures 3.1
and 3.2, GIANT method does not converge, since computing average cannot defend Byzantine
attacks, but the proposed MNM, CNM and robust gradient method can still converge. Furthermore,
the proposed two algorithms still perform better than the robust gradient method in [9] in iteration,

since our proposed algorithms compute Hessian matrix on each worker, which generate more
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information in each communication iteration.

45 inverse attack

10
- MNM
gl Robust gradient method
---- GIANT
— ‘ —-— CNM
©
e
© | e
= Sho T,
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iteration

Figure 3.3: Synthesized data: 45 Inverse attack. Robust gradient method in [9], GIANT in [48]

45 random attack

- MNM

-------- Robust gradient method
---- GIANT

—— CNM

le—-o7|

0 10 20 30 40 50
iteration

Figure 3.4: Synthesized data: 45 Random attack. Robust gradient method in [9], GIANT in [48]

Figures 3.3 and 3.4 plot the value of the norm of distance between the estimated and the
true parameter vs iteration with 45 inverse attacks and 45 random attacks. From Figures 3.3
and 3.4, we can observe that GIANT and MNM do not converge, as more than half of the workers
are compromised. However the proposed CNM and robust gradient method can still converge.
Furthermore, the proposed CNM can benefit from Newton’s direction information and outperforms

the robust gradient method in [9] in iteration.
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3.5.2 Real data

Now we test our algorithms on real datasets MNIST [25] and compare our algorithms with various
existing gradient method work [9] and GIANT. MNIST is a widely used computer vision dataset
that consists of 70,000 28 x28 pixel images of handwritten digits 0 to 9. We use the handwritten
images of 3 and 5, which are the most difficult to distinguish in this dataset, to build a logistic
regression model. After picking all 3 and 5 images from the dataset, the total number of images
is 13454. It is divided into a training subset of size 12000 and a testing subset of size 1454. For
the dataset, we set the number of workers to be 50. For algorithm in [9] and algorithm CNM,
we random pick 200 images from both subsets to build Sy, For the proposed MNM and GIANT
in [48], we set the learning rate 7 = 1. For CNM, we set ;# = 0.0001. Similar to the synthesized
data scenario, we illustrate our results with four cases, namely 20 inverse attack, 20 random attack,
45 inverse attack and 45 random attack, and compare the performance of four algorithms. The

following figures show how the testing accuracy varies with training iteration.

20 inverse attack

90
>\80A .....................................
N ol Rt
E 70 ot
-] ——
8 | Robust gradient method
60
" ---- GIANT
. CNM
o | —om
40

5 10 15 20 25
iteration i

Figure 3.5: MNIST: 20 Inverse attack. Robust gradient method in [9], GIANT in [48]

Figures 3.5 and 3.6 illustrate the impact of two cases on different algorithms using MNIST
respectively. Figures 3.5 and 3.6 show the GIANT fails to predict if there are 20 attackers.
Our proposed algorithm and robust gradient descent still show high accuracy. Furthermore, the

proposed MNM has a better performance than robust gradient descent in [9].
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20 random attack
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Figure 3.6: MNIST: 20 Randome attack. Robust gradient method in [9], GIANT in [48]
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Figure 3.7: MNIST: 45 Inverse attack. Robust gradient method in [9], GIANT in [48]

We plot the impact of 45 attacker case on real data in Figures 3.7 and 3.8 using MNIST
respectively. When there are 45 attackers, which is more than half of the total number of workers,
MNM and GIANT can not properly work. CNM and robust gradient descent [9] still perform
well, since these algorithm are generated to defend arbitrary number of attackers. Our proposed

algorithms outperform the scheme using robust gradient descent in iteration.
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45 random attack
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Figure 3.8: MNIST: 45 Random attack. Robust gradient method in [9], GIANT in [48]

3.6 Conclusion

In this chapter, we have proposed two robust distributed approximate Newton’s method that
can tolerant Byzantine attackers. We have shown that the proposed algorithms can converges
to the neighborhood of true parameter and have provided numerical examples to illustrate the

performance of the proposed algorithm.
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Chapter 4

Distirbuted Zeroth-order ADMM Robust to

Byzantine Attackers

4.1 Introduction

In this chapter, we focus on problems in which the first-order gradient information is difficult
to obtain. In particular, we propose a new robust zeroth-order information based distributed
optimization algorithm that is robust to Byzantine attacks. We name the method as zeroth-order
adversarial robust alternating direction method of multipliers (ZOAR-ADMM). In the proposed
method, at each iteration, each worker will first receive model parameter from its neighbors.
Then each worker will test received parameter information by computing the distance from the
received parameter to the model parameter computed using local data, and then sum all such
distances obtained in history to build a deviation statistic for all neighbor workers. If the deviation
statistic computed for its neighbor worker is smaller than a specially designed threshold, the worker
will accept the model parameter from that neighbor. If the deviation statistic is larger than the
threshold, the worker will reject the model parameter and decide that worker to be an attacker.
After testing, each worker will first update dual variable by using accepted model parameter,

then compute temporary model parameter based on accepting parameter and using deterministic
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gradient approximation from its own data and update new model parameter then broadcast it to its
neighbors. By this method, we prove that the algorithm can solve the optimization problem and the
objective function can converge to the minimum value. We show this result by first investigating
how the distance between model parameter and optimal value is affected by the attack vector
generated by the attackers, and then carefully analyzing how the proposed testing method can
mitigate these effects and eventually proving that the value of objective function of the proposed
algorithm will converge to the optimal value despite the presence of Byzantine attackers.

This chapter is organized as follows. In Section 4.2, we describe the model. In Section 4.3,
we describe the proposed algorithm. In Section 4.4, we analyze the convergence property of
the proposed algorithm. In Section 4.5, we provide numerical examples to validate the theoretic
analysis. Finally, we offer several concluding remarks in Section 4.6. The proofs are collected in

Appendix.

4.2 Model

In this section, we introduce our model. For an unknown distribution D, our goal is to infer the
model parameter §* € O of the unknown distribution. It is popular to formulate this inference

problem as an optimization problem
0" € argreniélF(Q) =E{f(X,0)}, 4.1)
€

in which X is the data generated by the unknown distribution D, f : & x © — R is the loss
function, © € R? is a closed convex set of all possible model parameters, and the expectation is
over the distribution D. F'(0) is called population risk function.

Since the expectation in (4.1) is over the unknown distribution D, the population risk function

F(6) is unknown and hence we cannot solve (4.1) directly. Instead, one typically aims to minimize
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the empirical risk:

N
.1

min — ; f(X.,0), (4.2)

which uses N data samples X, s = 1,..., N generated by the unknown distribution D. By solving

(4.2), we obtain an estimate of the true model parameter #*. When the number of data points N
is large, we can employ distributed optimization methods. In particular, we consider a network
consisting of n workers bidirectionally connected with £ edges. We can describe the network
as a symmetric directed graph G; = {V, A}, where V is the set of workers with |V| = n and
A is the set of directed edges with | A| = 2E. In a distributed setup, a connected network of
workers collaboratively minimize the sum of their local loss functions over a common optimization
variable. Each worker generates local updates individually and communicates with its neighbors to
reach a common minimizer in a consensus network. Then we can have a distirbuted optimization

problem with population risk,
min Y F'(6;),s.t.0; = ¢;;,0; = ¢:;,V(i,7) € A. 4.3)

where F'(0;) = E{f(X,0;)}, where f(X,0;) repesents the loss function based on the data
generated by the unknown distribution D and the model parameter 6;. §; € R? is the local
optimization variable at worker 7 and ¢;; € R? is an auxiliary variable imposing the consensus
constraint on neighbor workers 7 and j. Again, since we do not know the distribution D, we cannot
solve (4.3) directly. Instead we can focus on the distributed optimization problem for empirical risk

function formulated as follows

. —0) .
g}lég ; [(6:),st.0; = 94,0, = ¢i;,V(i,7) € A 4.4)

where 7(i) (0;) = ﬁ > ses, [ (X5, 0;) with S; being the set of data samples at worker .

RQEd

Define § € R™ as a vector concatenating all 6;, ¢ € as a vector concatenating all ¢;;,
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then (4.4) can be written in a matrix form as

min f(0) +T(0), (4.5)

st. A+ Bp =0,

where f(0) = S 77(6;) and T'(¢) = 0. Here A = [A}; As]; Ay, Ay € R2F4nd are both
composed of 2E x n blocks of d x d matrices. If (7, j) € A and ¢;; is the gth block of ¢, then
the (g, )th block of A; and the (g, j)th block of Ay are d x d identity matrices /;; otherwise the
corresponding blocks are d x d zero matrices 0y4. Also, we have B = [—Iypy; —Iopq] With Iy
being a 2Ed x 2FEd identity matrix.

In this chapter, we assume that F'(f) and 6 satisfy the following assumptions.

Assumption 7. F(0) is mp-strongly convex and F(0) has Mp-Lipschitz gradients on 6 € © for

any 0.

Assumption 8. The constrain set © is convex and compact, there exists some constant R such that

160 — 0’| < R forany 6,0 € ©.

These assumptions are common assumptions in existing works for optimization problem [3,
28].
The iterative updates of the distributed ADMM to solve problem (4.4) is given in [39]. In

particular, consider the augmented Lagrangian of (4.5), we will have
L(6,6,v) = £(6) + (v, A0 + B9) + 5|40 + Bo|* (4.6)

By using ADMM method, the updates are

VF(OM) + ATVRT 4 cATB(oF — 6T = 0, 4.7)
BTVk-i-l — 0, (48)
IR c(AOMT + BeFtY) = 0. (4.9)
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By letting v = [3;~] with 3,7 € R2E? and recalling B = [—Isp4; —Ioz4], we will have v = —f3.

By choosing ¢° = $ M 6°, the ADMM form will be reduced to the following form:

0 — update : V f(0"+) + M_gH! — gM+MIQk 4.10)
+§M+M19k+1 =0, (4.11)
8 — update : B+ — gk — nge’f“ —0, 4.12)

where 8 € R?F4, the matrices M, = AT + AL and M_ = AT — A7 Let W € R"™" be a block
diagonal matrix with its (4, 7)th block being the degree of agent i multiplying /; and other blocks
being 04, Ly = sM . MT L_ = IM_MT and W = (L, + L_). By defining a new multiplier

a = M_f3 € R™, the algorithm reduces to the following form:

0 — update : Vf(0F1) + oF + 2eWO ! = cLFoF (4.13)
a — update : oFtt — o — cLEFLPFL = 0. 4.14)
Note 6 = [01,...0,], a = [ay,...,a,] € R™, and there is an optimal solution §* € ©. These

matrices are related to the underlying network topology. From above, we can find that I is a block
diagonal matrix with its (7,7)th being the number of neighbor of worker 7. L_ is the Laplacian

matrix, and L is the nonnegative Laplacian matrix.

o Worker 2 [¢

Qg

Figure 4.1: Information flow of ADMM algorithm in [39].

Using the matrices defined above, the matrices form iterative updates in (4.14) can be
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distributed to each worker. For example, Figure 4.1 illustrates information flow of 5 workers in
the network by using this algorithm. In iteration k, worker ¢ will receive all model parameter

9;“, j € N; from its neighbors, then it will first calculate af based on received information:

of = ok NGO — e > ot (4.15)
JEN;
Then it will update 6% by solving
VIV O05) + ok + 2N |0F = NG [0F 4 ¢ S o, (4.16)
JEN;

based on received model information 6;‘? and local data. After updating 6+, worker i will broadcast
it to its all neighbors. Algorithm 4.1 (from [39]) summarizes these steps.

In this chapter, we consider two problems based on Algorithm 4.1. First, we consider a system
with Byzantine attackers, in which an unknown subset of workers might be compromised. In each
iteration, compromised worker ¢ can send arbitrary information to its neighbors which can be
defined as: z; = 6; + e;. In particular, let 5 denote the set of compromised workers, then ¢; has the
following form

0 i¢B
e = 4.17)

* 1€B
in which % denotes an arbitrary vector chosen by the attacker. Secondly, We also consider the
system where gradient or subgradient information is hard to be explicitly evaluated. Instead, we
will use a deterministic estimator g;(6;) to estimate Vf(i) (0;), which approximates each coordinate

of the gradient and then sums them up [1]:

vy

d s 02 - saei_
0:(0:) = %sz(X, +uvl)2uf(X uwy)

seS; 1=1

Here u is a scalar, whose value will be specified in the algorithm analysis, and v; is a standard basis
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vector with 1 at its [th coordinate.

Then the corresponding algorithm becomes

giOF ) + af + 2 NS = NG| + e D 2, (4.18)
JEN;
At = af + N[ — eyt (4.19)
JEN;

For a clearer presentation, we will use following equivalent form of the updates in analysis when

there are Byzantine attackers:

0 — update : g(0F) + o 4 2eWHFHGF = cLFF1F (4.20)

a — update : ot — oF — cLEFLATL = 4.21)

where g(6) = >°" | gi(6;). Compared with (4.14), 6" is replaced by 2" and 6" is replaced by
2#*+1 The goal of this chapter is to design robust zeroth-order algorithms, by designing proper tests
for each worker that can tolerate Byzantine attacks. For ¢g(f) generated by deterministic estrimator,
we will use g(0) to estimate V f(6). For V f(#), we have following assumption, which are similar
to those used in [13], [41,51],

We also assume data in each worker has following assumption.

Assumption 9. For any 6 € (0,1/m), there exists an My = M (6) and my = m(9) such that

IVF(X,0) - VX, 0)]
16— 6"

Pr {ve,e’ €0,m; < < Mf} >1— (4.22)

Wl >

Assumption 9 ensures that V f(.X,6) in each worker is M-Lipschitz and f(X,6) is my

strongly convex with high probability.
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Algorithm 4.1 ADMM [39]

Initialize 0! = 0,¢,a® =0, T.
for k. =1to7 do
For the worker i:
1: Recieves the model parameter 9;? from its neighbor;

2: Computes af = af ™' + ¢|N;|0F — e}y 0%

3: Solves V fi(0]*") + af + 2¢| NG |05 = c|Ni[0F + ¢35, O
9§+1

to gets updated and communicates it with its neighbors;

end for

Algorithm 4.2 ZOAR-ADMM

Initialize ' = 0,¢,a® = 0,7, U.
fork =1to 7T do
For the worker i:
1: Recieves the model parameter 9?’ from its neighbor;
if S0, 16! — 04| > U then
2: worker ¢ detects that worker j is an attacker, rejects 0;“ and removes worker j from AF;
else
2: worker ¢ accepts 0
end if
3: Computes of = a1 4 c|NF|oF — €D jent 0%
4: Solves g;(0511) 4+ af + 2¢|NF|OF ! = ¢ NF|oF + ¢ jent 05
95+1

to gets updated and communicates it with its neighbors;

end for

4.3 Algorithm

In this section, we describe our algorithm in distributed network that can tolerate Byzantine attacks
in ADMM updates.

If there is no network, each worker will compute model parameter by itself, then in each
iteration, different workers will have different model parameter. But in a network, workers will
communicate with its neighbor, then each worker can know the model parameter deviation between
itself and its neighbor. The main idea of our algorithm is to use this model parameter deviation to
detect Byzantine attackers. As we will show in Lemma 4.4, for the case where all the workers are
honest, the deviation statistic Zle > i jyeallff — 05 will be bounded by a quantity value U no

matter what the value £ is. From this property, this bound can serve as the standard threshold for
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each worker to decide whether its neighbor is honest or not. We will discuss how to choose U in
Lemma 4.4 in the analysis. Inspired by this bound, in our algorithm, each worker maintains the
local deviation statistic Zle |0; — 05| for every neighboring worker j, and compares it with U
to test if neighboring worker j is providing a reasonable value or not. The local deviation statistic
from an honest worker will always smaller than U, no matter how many iterations have passed.

In particular, in iteration k, worker ¢ tests all the model information 6’;? from its neighbor j, 7 €
N;. If the local deviation statistic S}, [|6? — 0% from neighbor j is larger than U, neighbor j
will be considered as a Byzantine attacker. The model parameter sent by a Byzantine attacker will
be rejected forever and worker ¢ will not send information to worker 7. Worker j will be removed
from set V; and worker 7 will be removed from set V;. Then worker i and worker j will have new

neighbor set NV} and /F. After testing all neighbors, worker 7 updates o} first:

of = a4 e NFIOF — ¢ Z 0% (4.23)

(2
JjeNF

Then worker ¢ will update 6; by solving

gi(0:) + of + 2c|NF|0; = c|NFIOF + ¢ Y oF, (4.24)
JENF

where we use deterministic gradient estimator g;(6;) using its own local m data:

d
MOEES 9) SEACURAL e EL AL (4.25)

2u
s€eS; 1=1 k

here u;, = # 1s a scalar and v; is a standard basis vector with 1 at it /th coordinate. After worker ¢
update 6;, it will communicate its value with its neighbors.

Main steps of the algorithm are list in Algorithm 4.2.
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4.4 Convergence Analysis

In this section, we analyze the convergence property of ZOAR-ADMM in the consensus network
with Byzantine attackers.

Before presenting detailed analysis, here we introduce some notations for the network and
describe the high level ideas. On iteration k, when we describe the network, we let QF = LD%LT,
where LDLT = % is the singular value decomposition of the positive semidefinite matrix %, and
Lk represents the Laplacian matrix of the network at iteration k. We will define a new auxiliary

k

sequence v = 25:0 Q°(0° + €°) to represent the accumulation of the network constraint in

optimization problem over iterations. In addition, we define matrix p and matrix G as

rk cl 0
= G = . (4.26)

ok 0 cLht)2

We also define two constants that will be used in the analysis:

Ay = V201y/(dlog6 +log(3/8))/m, 4.27)

Ay = V205 (11 +72)/m (4.28)

with 71 = dlog 18 4+ dlog(Mp V My/03), o = 0.5dlog(m/d) + log(6/6) + log(%gg‘/m),

Q2071

In our analysis, we will first study the properties of the zeroth-order gradient estimation at an
honest worker. We will then analyze the impacts of attacks on each iteration of ADMM. Finally,
we will show that our proposed algorithm can reduce the error caused by Byzantine attackers and

the function value will converge to the function value based on the optimal parameter.

4.4.1 Bound of zeroth-order gradient estimation

In this section, we will derive an upper bound on the gradient estimate at an honest worker. This

bound will be used in the subsequent analysis.
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Recall that we have f(0) = >" | f(i)(ﬁi). To consider the difference between zeroth-order
gradient estimation and the true unknown gradient of f(6), we denote h(0) = V f(0) — g(@). For

h(#), we have

Lemma 4.1. ([1]) Under Assumptions 7-9, in iteration k, for any 6 € (0,1), with probability at
least 1 — §/3, the deterministic estimator g(0%) satisfies

nM3d*ug

4dm

lg(6%) — V £(6%)]]* < (4.29)

Lemma 4.1 illustrates that there is a bound for the distance between zeroth-order estimate and
the true gradient. From this lemma and assumptions mentioned above, we have the following upper

bound on ||g;(9)]|.

Lemma 4.2. Under Assumptions 2-3, 7-9, in iteration k, for any § € (0, 1), with probability at

least (1 — §), the deterministic estimator g;(0F) satisfies

lg: (B < Vi + M|67 — 67| (4.30)
2 2u2
where V), = Mfi P AL
Proof. Please see Appendix C.1 for details. 0

4.4.2 Impact of Byzantine attackers in ADMM

In this section, we analyze the impact of Byzantine attacks on the iterations of ADMM. To facilitate

the analysis of the algorithm, we show that the algorithm has the following equivalent form.

Lemma 4.3. The algorithm satisfies

g(0F) = 2eW Lkt c[/if“l(zlngl — 2F) — 2eQr*T,

Lﬁ_+1+Lli+l

where Wkt = >

and () is a matrix that makes 2Qr*+! = Zfiol L* (0% + e°)
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Proof. Please see Appendix C.2 for details. [l

Using this lemma, we are ready to show that, if each node blindly accepts information from
neighboring workers, Byzantine attackers can change the distance between #* and §* by changing

the model parameter during information transmission.

Theorem 5. If Assumptions 2-3, 7-9 hold, by choosing u; = d—}ﬁQ for k iteration, for any 6 € (0, 1),

with optimal value

0
p= : 4.31)
0*
then with probability at least (1 — §)", we have
15 = pllgen < 37— (19 = pllgen + Ak +1). (4.32)
where
maac(Lk+1) k 2 \/_MfR
+c? 72m(L’“+1)||6’“||2 te ffmm;(L":“)IIffk“II2
(" 2QrF Y + 2(p — 1)nV2 | + 8ALR?, (4.33)
and
— 1o Lk+l
p = mn { 2 ’ L)kffn( - zo e & e 0 } > 0.4.34)
1070 ( )Omaz(L2) —mept=s 4 B2M; mm(L )Omaz(L2)
Proof. Please see Appendix C.3 for details. [
From this theorem, we can see that when there is no attacker, i.e., ||e*|| = |[e**!|| = 0, then

A(k + 1) decreases and goes to 2(u — 1)A? + A; R + 8Ay R? as k — oo, which is generated from
the approximation of population risk function by using empirical risk function. We can find the

sequence ||p* — pl|Z,, converges linearly to the neighbor of optimal p with a rate of - when there
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is no attacker in the network. However, when there are attackers, this theorem shows how the error
values ||e¥|| introduced by the attackers affect the term A(k + 1), and these errors will accumulate
after each iteration. These error values can be any value decided by the Byzantine attackers. The
bound will become larger and larger, the ADMM algorithm will not converge.

To provide further insights on how attackers can impact the algorithm, we analyze how the
convergence rate is related to the value of p. In the no attacker case, by maximizing p, we can have

a better convergence result. Then we will show how to maximal p.

Proposition 4.1. If the algorithm parameter c is chosen as

2M max L(l %
1) Omaa(L2) /11 435)

c= ,
O-max(Li—’—l)O-min(L}frl)
and
K2 mazx LO K max LO 8 K2
=1+ L9 2( —)_ LOmaz(L2) - +4_1;7
Kf 2Kf Umax(L_) Kf
then we have
1 8 4 1
p= S (4.36)
2Ky \/UWM(LQ)K%,C+1 K]% 2K]%
o e o e . Umaz(LiJrl) Mf
maximizes the value of p in iteration k + 1, where Kr+1 = Py and Ky = s
Proof. Please see Appendix C.4 for details. [

The minimum non-zero singular value of the signed Laplacian matrix L_ and the maximum
singular value of signless Laplacian matrix L are related to network connectedness but former is
less. Roughly speaking, larger L, and L_ mean stronger connectedness, and a larger K; means
weaker connectedness. From this proposition, we can observe that the value of p is related to K.
The value of p decreases as K increases. This proposition suggests that another way that the
Byzantine attacker can influence the result is to reduce the network connectedness, which makes
the convergence arbitrarily slow.

In summary, Theorem 5 and Proposition 4.1 provide useful insights the impact the adversary
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attacks. In particular, when we consider the defending method as in the proposed ZOAR-ADMM,
we are going to identify the Byzantine attackers and remove them from the network. Then in
the network, the attackers may have two difference methods for attacking: 1) From insights in
Theorem 35, the attacker may choose to change the model parameter but only make small changes so
that changed model parameter pass the test to accumulate the wrong information; 2) From insights
in Proposition 4.1, the attacker may choose to make large changes to the value so it does not pass

the test, which will break the network and change the value of p and impact the convergence.

4.4.3 Convergence analysis of ZOAR-ADMM

Using the insights obtained in Section 4.4.2, in this section, we will prove the convergence of
ZOAR-ADMM when there are Byzantine attackers in the network.

In Section 4.3, we mention that, when there is no Byzantine attackers, the deviation statistic
S5, |Q6Y|| will be bounded by some value no matter what the value k. The following lemma

shows how to find such a bound.

Lemma 4.4. Consider a network without attacker, starting from 0° = 0 and u; = #, for any

§ € (0, 1), with probability at least (1 — $)", we have

4C R /nM;x?
— E ( ) t < N [ 0 R2 - _—f
H 9 | (Uma:ﬁ( ) O'min<L(i>02 + 4) —+ 5T 12 , (437)

where C' = nV{ + M} R®.
Proof. Please see Appendix C.5 for details. 0

Using this lemma, we can set the bound for testing as U = 5 f (amm ( L0 ) R? 4+ % + 4) +

f‘{;‘;jﬂ When there is no attacker, from Lemma 4.4, >/ [|Q#| < U/+v/2. Note that

Zt:l QO = ﬁ Zt:l Z(z}j)eA 16; — 95‘”’ thus, we will have 75 Zt:1 16; — 0;” <
U/v/2,¥(i,j) € A. Then we can design our attacker testing method in the following way: in

each iteration k, each worker i maintains the local deviation statsitics Y, [|6! — 0%|| for every
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neighbor worker j € N;. For an honest worker, this deviation statsitics will not exceed U. If this
value is greater than U, then worker j will be regarded as a Byzantine attacker by worker ¢, since if
in one iteration, this value is greater than U, then after this iteration, the value will still be greater,
so worker ¢ will reject the information from worker j forever.

Next, we show that the proposed ZOAR-ADMM algorithm can converge to the optimal value
in a consensus network. Considering after 7' iteration, the whole consensus network has been
attacked to several small consensus networks. Assume first 7 < n workers are in one consensus
network. Then consider the initial network between these workers, we will have Lr, L_ for such
network and f 0) = Z?Zl T(i)(@-). Then we have the following theorem showing the proposed

algorithm can work in a consensus network.

r
Theorem 6. If Assumptions 2-3, 7-9 hold, there exists optimal p = , with r = 0 and

9*
noo_ Z£=1 6% . 1 . e A s
O = =t=—, with u, = 55 and for any § € (0, 1), with probability (1 — )", it holds

L . 1 o2 (LT) 72 /A M;R
Or) — f(0") < = [|Ip° = p|%; + c—me Tt gE2y? 4 X ) (438
FlOr) = f(07) < = (Hp plla +cagm(ﬂ> 5 ongm (4.38)
Proof. Please see Appendix C.6 for detail. 0

This theorem shows that, when the whole network is separated by Byzantine attackers into
several smaller network, ZOAR-ADMM can work in each small consensus network. Now we
consider the convergence of ZOAR-ADMM in the whole network. Consider different network in
whole algorithm, for signless Laplacian matrix, we have ||z* — x*HQL'i =12 jen, 1T —
z* + x; — 2*||*. Now consider the whole network, define f,;(x) = > }(a:) =", fi(z;), which

consider the whole network, then we get the following theorem for whole network.

r
Theorem 7. If Assumptions 2-3, 7-9 holds, there exists optimal p = , withr = 0 and

9*
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O = 222" it wy, = L5 and for any 6 € (0, 1), with probability (1 — 8)", it holds

1 0 2 Uznax<L£) 2772 w2 \/ﬁMfR
S 7 (||p —pllen +Cm8E U? + EW) . (4.40)

Proof. Please see Appendix C.7 for details. [

This theorem shows that the algorithm achieves a sub-linear convergence rate of (’)(%) The
upper bound in (4.40) introduces two additional terms. The first term comes from the method for
defending against Byzantine attackers and the second term comes from the estimate gradient by

using zeroth-order approximation.

4.5 Numerical results

In this section, we provide numerical examples, with both synthesized data and real data, to

illustrate the performance of the proposed algorithm.

4.5.1 Synthesized data

We first use synthesized data. In this example, we focus on linear regression, in which

Yz:H'LTx*_FEHZ:]-?Qv 7N7

where H; € R%, 2* is a d x 1 vector and ¢, is the noise. We set H = [Hy,---,Hy|asd x N data
matrix.

In the simulation, we set the dimension d = 10, the total number of data N = 50000. We
use A/(0,9) to independently generate true model parameter x*, where A/ (v, 0?) denotes Gaussian
variables with mean v and variance o2. After x* is generated, we fix it. The data matrix H is

generated randomly by Gaussian distribution with = 0 and fixed known maximal and minimal
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eigenvalues of the correlation matrix HYH. Let \,..(+) and ;. () denote the maximal and
minimal eigenvalue of HTH respectively. In the following figures, we use .. (H'H) = 100
and A, (HTH) = 1 to generate the data matrix H. We set the white noise ¢; as i.i.d. A(0, 1)
random variable. Finally, we generate Y; using the linear relationship mentioned above. In the
synthesized data simulation, we set the number of workers n = 100, and data are evenly distributed
in each worker. The original network is generated by a connected Erdos-Renyi graph £ R(100, 0.2),
meaning that 100 workers connect with each other with probability 0.2. We first randomly select
20 workers to be attackers. We illustrate our results with 2 different cases: 1) 20 Inverse attack,
in which each attacker first calculates the gradient based on its local data but sends the inverse
version of gradient information or vector information to the server; 2) 20 Random attack, in which
the attacker randomly generates gradient value. In our simulation, we compare 2 algorithms: 1)
The proposed ZOAR-ADMM as presented in Algorithm 4.2; 2) The DS-ADMM in [28] which

considers zeroth-order ADMM with two times communication in each iteration.

20 random attack

=
o
o
o
o

8000
6000
4000+

—— ZOAR-ADMM
2000+ ---- DS-ADMM

average optimiality gap

%0 20 40 60 80 100
communication iteration

Figure 4.2: Optimality gap comparison using synthesized data: 20 Random attack.

Figures 4.2 and 4.3 plot the value of the average optimality gap vs iteration with 20 inverse
attacks and 20 random attacks respectively, where the average optimality gap is defined as:
S Doy filaf) =301, fi(x*)]. From Figures 4.2 and 4.3, we can see that DS-ADMM method
does not converge, since computing average cannot defend Byzantine attacks. On the other hand,

the proposed ZOAR-ADMM can still converge, since it helps workers to detect the Byzantine
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5 10001

> 0 ! : ‘ ‘
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communication iteration

[

Figure 4.3: Optimality gap comparison using synthesized data: 20 Inverse attack.

attackers and converge under the trusted sub network.

20 random attack

= ZOAR-ADMM
---- DS-ADMM

106
104 ]
102 J

100 ]

=
o
N

10—4,

node disagreement

=
o
o

0 10 20 30 40 50
communication iteration

Figure 4.4: Node disagreement comparison using synthesized data: 20 Random attack.

Figures 4.4 and 4.5 plot the value of ||Q°z*||? vs iteration with 20 random attacks and 20
inverse attacks. As we discussed above, ||Q°z*||? can be used to show the node disagreement.
From Figures 4.4 and 4.5, we can observe that DS-ADMM has a large disagreement, since the
attackers successfully make the algorithm fail. However the proposed ZOAR-ADMM has a small

disagreement.
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Figure 4.5: Node disagreement comparison using synthesized data: 20 Inverse attack.

4.5.2 Real data

Now we test our algorithms on real datasets MNIST [25] and compare our algorithms with the
existing zeroth order method in [28]. MNIST is a widely used computer vision dataset that consists
of 70,000 28 x28 pixel images of handwritten digits 0 to 9. We use the handwritten images of 3
and 5, which are the most difficult to distinguish in this dataset, to build a logistic regression
model. After picking all 3 and 5 images from the dataset, the total number of images is 13454. It
is divided into a training subset of size 12000 and a testing subset of size 1454. For the dataset,
we set the number of workers to be 50, and generate network by a connected Erdos-Renyi graph
ER(50,0.2). We then randomly select 20 workers from these 50 workers to be attackers. Similar to
the synthesized data scenario, we illustrate our results with two cases, namely 20 inverse attack, 20
random attack, and compare the performance of two algorithms by comparing the testing accuracy
and node disagreement. When testing accuracy, we consider T = % 2?21 x; to be the output
testing model parameter and testing with testing data. The following figures show the result.

Figures 4.6 and 4.7 illustrate the impact of two cases on different algorithms using MNIST
respectively. Figures 4.6 and 4.7 show that the DS-ADMM fails to predict if there are 20 attackers.
On the other hand, the proposed ZOAR-ADMM algorithm still show high accuracy.

We then plot the impact of 20 attackers case on real data with value of ||Q°2*||? to show
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Figure 4.6: Accuracy comparison using MNIST: 20 Inverse attack.
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Figure 4.7: Accuracy comparison using MNIST: 20 Random attack.

node disagreement in Figures 4.8 and 4.9 using MNIST respectively. When there are 20 attackers,
DS-ADMM has large disagreement, it cannot properly work. Our proposed ZOAR-ADMM has
a low disagreement. As the iterations increase, the simulation result shows that our proposed
ZOAR-ADMM has better accuracy and lower disagreement.

Figure 4.10 plots the average test error vs iterations when there are 20 inverse attackers.
Figure 4.10 shows the number of honest worker that our proposed algorithm may misjudge when
there are exist 30 honest workers and 20 attackers. Our algorithm can successfully defend all

Byzantine attackers, but it may misjudge 1 or 2 honest workers in 30 honest workers.
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Figure 4.8: Node disagreement comparison using MNIST: 20 Inverse attack.
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Figure 4.9: Node disagreement comparison using MNIST: 20 Random attack.

4.6 Conclusion

In this chapter, we have proposed a robust zeroth-order ADMM named ZOAR-ADMM algorithm
that can tolerant Byzantine attackers in a distributed network. We have analyzed the effect of
Byzantine attacks, and have proved that the proposed algorithm can converge to optimal value. We

also have provided numerical examples to illustrate the performance of the proposed algorithm.
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Figure 4.10: Testing error using MNIST: 20 Inverse attack.
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Chapter 5

Conclusion

This dissertation discusses three different distributed network scenarios where might be attacked
by Byzantine attackers and alogrithms to defend against it.

Firstly, we have proposed robust distributed gradient descent algorthm to defend againts
Byzantine attackers in distributed network. We prove that the algorithm can converge to the
neighborhood of the population minimizer regardless of the number of compromised workers by
proving that the distance between the estimated gradient and the true gradient can be universally
bounded.

Secondly, we have analyzed ditributed network which uses second order information. For
robust distributed second order algorithm, we have proposed two algorithms to defend against
Byzantine attackers. The two algorithms are Median-based approximate Newton’s method (MNM)
and comparison-based approximate Newton’s Method (CNM).For MNM, we have proved that the
algorithm can converge to the neighborhood of the population minimizer when ¢, the number of
Byzantine attackers, is less than m /2 with m being the total number of workers. For CNM, we have
proved that the algorithm can converge to the neighborhood of population minimizer regardless
number of Byzantine attackers.

Finally, we have designed and analyzed a new robust zeroth-order information based distributed

optimization algorithm that is robust to Byzantine attacks in decentralized distirbuted network. We
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name the method as zeroth-order adversarially robust alternating direction method of multipliers
(ZOAR-ADMM). We have proved that the algorithm can solve the optimization problem and the
objective function can converge to the minimum value. We show this result by first investigating
how the distance between model parameter and optimal value is affected by the attack vector
generated by the attackers, and then carefully analyzing how the algorithm can mitigate these
effects and eventually proving that the value of objective function of the proposed algorithm will

converge to the optimal value despite the presence of Byzantine attackers.
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Appendix A

Appendix of Chapter 2

A.1 Proof of Lemma 2.1

1G(6) = VE@)]

= 1> w0 (O1) + wo VT (0,-1) — VF(0)
leVy

= |I>= wila” 01) = V) + VI (0) - VE(O)

leVy

<> wila”0) - VI 0)| + |V 0) - VF(©)|

leVy

<> wel| V7V o) + V77 0) - vF0)]

leVvy

<> weIVTV0) - VEO) | + 3 welVFO) | + [V (6) - VF@©)|

eV, 1€V
< (1+0)|VF0) = VFO)|| + £|VF©O)). (A1)
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A.2 Proof of Lemma 2.2

Let V = {vy,v9, ..., va} denote an %—cover of unit sphere B, i.e., for fix any v € B, there exists

av; € Vsuch that || v — v; ||< 3. From [46], we have log Ny /5 < dlog6 , and

ZVf X;,0%) — VE(6*)

IS

|30

§2sup{|SO|ZVfX“9*) VE(6"), >}. (A2)

veV i€So

By assumption 2 and the condition A; < 0?/ay, it follows from concentration inequalities for

sub-exponential random variables [47] that

{, 5 VI - VF<9*>,v>zA1}gexp< SolA3/(201). (A

1€So

By union bound and (A.2), we have

"Us

Setting A; = v/201+/(dlog 6 + 1og(3/5))(|So]) in (A.4), we obtain the desired result.

|ZVf X;,0) — VF(6*)

i€So

S > 2A1} < exp(—|So|AT/(207) + dlog6). (A4
0

A.3 Proof of Lemma 2.3

Define a set V' using the same way in Appendix B. We have

Iisg Sovcsy MX0 0) ZBIM O, [ 1 = (1(X006) — ER(X6)] v)
[6—o] §2065{|0|Z T @A)

By assumption 3 and the condition A} < 03 /ay, it follows from concentration inequalities for

sub-exponential random variables [47] that

{l 5 Z X“9| — ElMX, 0)), v) > A’l} < exp(—|Sol(A})?/(203)). (A.6)

0 ||
1€Sp
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By union bound and (A.5),

P

ﬁ 3" h(X.,0) — E[A(X,0)]

i€So

> 24 116 — Q*H} < exp(—[Sol(A1)*/(203) + dlog6).

By setting A} = v/2091/(d1og 6 + log(3/5))(|So|), the proof is complete.

A.4 Proof of Proposition 2.1

Suppose assumption 2, assumption 3 and assumption 4 hold, 6; € (0,1) and © C {6 :|| 6 — 0* ||<

7’\/8} for some positive parameter r.let

(A.7)

202 m,u |7

oy [ A, {r\/ﬂ

We define ©,, for any positive integer 1 < u < u*. ©, = {0 :|| & — 6* ||< 7u}. Suppose that

01, ...,0n, is an e-cover of ©,, where € is given by

O9TU d
= . A.8
“=arvar\ s, (&.8)

Then log N. < dlog(37u/e). Fix any 6§ € ©,, there existsa 1 < j < N that || § — 0; ||< €. By

triangle’s inequality,

1

5 2 V(X0 0) ~ VF(@)

1€Sp

<|[IVE(@) = V(O]

X ﬁ D (VX 0) = V(X 9j))H

i€So
1
+ |l D VX, 0;) — VE(0))]]. (A.9)
|SO| 1€Sp
By assumption 1,
IVE() ~ VE@O)]| < M6 — 6, < Me. (A.10)
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Define event

£ = { sup ||Vf(X, 8) — Vf(Xa 8/>H < M/}.

0,0'€O:046" 16— o]
By assumption 4, Pr{e;} > 1 — %, and on event ¢,
sup D (VAXi,0) = VF(Xi,07)|| < M (|6 —6; [|[< M'e.
6o, |So| =

By triangle’s inequality,

E:VfX@G) VF(6;)

‘ 1€Sp

D V(X 07) — VF(07)

IS

-{k
-

Id [S0o] £

Define event

= > Vf(X;,07) = VF(0")

1€8So

2 2A1}7

> 27uA2} ,

and event

|&ﬂ§:hX@6 E[h(X,6;)]

IS

where

dlog6 + log(3/d
A1:\/§01\/ & |S’g(/1)’
0

Ay =209/ (11 + 1) (|So]), with

71 = dlog18+dlog((M Vv M') /o),
1 2ro2\/|S
T, = §dlog(|80]/d) +log(3/01) + log <m2—|0|> :
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E:hX@G E[h(X,6,)]

(A.11)

(A.12)

(A.13)

(A.14)

(A.15)



Since Ay < 0?/ay, by Lemma 2.2, Pr{e,} < 6,/3. Similarly, by Lemma 2.3, Pr{F,} < 6;/(3u*).

In conclusion, it follows that on event £, N €§ N F,

1

S > V(X 0) = VF(6)

1€8p

sup
0O,

S (M+M,)E+ 2A1 +2A27’ S 4A27'U,+ 2A1,

where the last inequality holds due to (M V M')e < AyTu. Let

e=¢e1NesN(NELFS).

(A.16)

(A.17)

It follows from the union bound, Pr{c} > 1 — ;. On event ¢, for all § € O+, there exist a u such

that (u — 1)7 < ||0 — 0*|] < ur.Foru > 2, u < 2(u — 1), then

0cO,

5] 2 V(X ) = V(D)

1€So

For u = 1, since Ay > 01+/d/|So| and Ay < 03 /s, by using 7 in (A.7), we get

1
sup ||— Vf(X;,0)—VF(0)| <4A;.
o ] & VX0~ V) <4
Then on event €, we have
1
sup || o= > VA(X:,0) — VE(O)|| < 8, |0 — 07| + 44,
oce, || 150l £

As Ay < 0}/a; and Ay < 03 /a, then
Pr{V0 : [VE(0) — VI (0)] < 8Ax)|0 — 0% +4A,} > 1 — 4,

is proved by the assumption © C O,..
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A.5 Proof of Theorem 1

Under proposition 2.1, fix any ¢ > 1,

16 = 67]]

= 181 — 1 | D wig (Bimr) +woV T (Grr) | — 67

eV

= ||0t—1 =V F(0r—1) — 0" +n(VEF(6;—1) — Vf 9t 1) +1n

sz '(0,-1) — 4" (0 1))] H

eV

* —(0 —(0
<01 =0V F(O) = 01|+ 0V F01) = VTV O 0) |+ 0 Y [TV 0-1) = 0 0-)
leVs

* —(0 —(0
< N6y = nVE 1) = 0| + 0| VE O 1) = VIO Ol +0E S will T (01)]

eV,

< 0oy =gV EOpy) — 07| + 0| VE(0r-1) — VF (6)

16 S wil([F2 (Bi1) — V)| + [VF(6,—1) — VF(6)]))

eV,

< (\/1 + 2 M? — L 4 8Aqn + n&(8A; + M)) 10:—1 — 07| + (n4A1 +nédAy). (A.19)
Then

10, — 0*|| < (1 —p1)*]|60 — 07| + (4021 + 4nEAL) /pr, (A.20)
where

p=1- <\/1 FPM2 — L + 8007 + 780 + M)) .
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A.6 Proof of Lemma 2.4

1G(6) = VE@)]

= H( S w Vi 0) + w0 + Y wjgm(e)) — VF(0)

jEHNUL JEANU
, S|+ |S , S;
< ZyeHmut | ]’ ’ 0‘ |’Ct<9) H 4 Z wjg deAtmut ‘ ]’ VF(@))
Zjeuz |8j| + |80’ JeAnUy Zjeut |Sj| + |80’

3. S5+ 1Sol j
< S S TICO) - VEO) + 3 willg(6) - VFO).
jeuy 197 0 JEANU,

A.7 Proof of Lemma 2.5
By triangle inequality,

IV 0) = Vi o) < V7V 0) - VE@O)| + [VF©) - VT 0)]. (A21)

From Proposition 2.1, we know that [|[VF(0) — VT(O)(Q) || can be universally bounded. Using
the same arguments, we have that ||V F'(0) — V?U) (0)]| is universally bounded. In particular, under

the same assumption as that of Proposition 2.1, for any §; € (0, 1)
Pr{V0 : [VF(0) — VIV (0)] < 8A4]|6 — 07| + 425} > 14, (A.22)

in which

A =201,/ (d10g 6 + log(3/61))/15, (A23)

and Ay = V20:\/(11 +7)/|S;], with 7y = dlog18 + dlog((M VvV M')/oy), and 75 =
0.5d1og(|S;]/d) + log(3/8,) + log(ZZ2 V1%l

201

Combining Proposition 2.1 and equation (A.22), we know that for each good worker,

IVF () = VT2 0)| < 8(Ag+ A0 — 67| + 4(A, + A3), V0 € © (A.24)
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with a probability larger than (1 — ;).

In the following, we provide a lower bound on & HV7(0) (0)||- By triangle inequality,

IviP o) = ¢IVE@e)| - ¢|VE®) - VIV 0)]. (A.25)

The second term of (A.25) can be bounded using Proposition 2.1. Next we bound the first term

of (A.25). Using Assumption 1, we have

L
P(07) = FO)+ < VE(0),0" 0>+ [ 6 =0 |

L
> F(0) = IVE@)Ilo =6l + 5 [ 6 =6 ]” - (A.26)
Since F'(0*) < F(6),
L
—IVE@)lIlle" =61+ 5 116" =6 <0, (A27)
hence,
L *
IVE@) > 516 - 6°]|. (A28)

Plugging (A.28) and Proposition 2.1 to (A.25), we have V6 € ©
— L
VTV O] = 20— 0| — sl — 0] — €A, (A29)

with probability larger than 1 — d;. Then we need to choose value of £ to guarantee that the

right-hand side of (A.29) will be larger than the right-hand side of (A.24).

8(Ag + Ay)||0 — 07| + 4(A1 + Az) < 164,10 — 07| + 8A;. (A.30)
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Since £ < 1,

(16 + 8)Aq||0 — 67| 4+ (8 + 4€) A4

L
< 240,10 — 07| + 124, < 75||9—9*||. (A31)

log(|So))
[Sol

), when ||0 — 0*|| # 0. As the result,

|~/ , then we can choose

Since |S converges more slowly than , we set & = ¢|Sy| /4

¢ = (480,10 — 0% + 24A,)[So|V4 /(L) — 67

IvFV ) - V7O 0)) < &IvFP0)],v6 € © (A32)

holds with probability (1 — 6;)? — d;.

A.8 Proof of Theorem 2

From Assumption 1, Proposition 2.1, Proposition 2.2 and Lemma 2.4 , fix any £ > 1, the norm of

difference between G() and VF'(0) is

|G(0) — VE(O)]
> jenrw 1S5l + S0l .
< gmulsﬂr S ICi(0) = VEO) + > w;||[Vg?(6) — VF(0)]
JEU 1] 0 FEANUy
< 72/l0 = 67| + (A.33)
where
= 4(1 - wmaz>A5 + 4wma$A7u (A34)
and
Y2 = 8(1 - wmaz)AG + 8Winae Asg. (A.35)
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with Wyee = max{(}_;cpm, 1Si1)/ (X jc, 1Sil + [Sol)} and |B N U = min{m — p,p} and

Uyl = m — p.Fixany ¢t > 1,

||9t - Q*H = ||9t71 - UG(Qtfl) - 9*“

< Nbra =0V E(Or 1) = 0% + 0| G(0ra) = VE(O, )|

< (VIHPMZ 0L+ ) 601 — 0*| + 1. (A.36)

Then,

16; — 0| < (1 — p2)[|60 — 0" || + (171)/ P2, (A.37)

where po =1 — <\/1—|—7]2M2 —77L+7772) .
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Appendix B

Appendix of Chapter 3

B.1 Proof of Lemma 3.2

When Assumption 5 holds, from union bound theorem, for any ¢ € (0, 1), with probability at least
1—2,|S;| data satisfy

h/ S HVQf(Xa 0)”2 S Mla (Bl)

When |[V2f(X,0)|]s < M’, we have

1
Hi—H=Y |Si|(v2f(xj,9)—H), (B.2)

JES;

and

H Lo - m| < (90l + H]L)
S , S 8
< % (B.3)

Before proceed further, we define matrix variance statistic v(Y) of a random Hermitian matrix
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with zero mean Y as

v(Y) = [Var(Y)llz = [IE[(Y — E[Y])*]]l2 = B[]

Using this definition, we have

v(H; — H) = ZE{

JES;

f(X;,0) — )}

= Z|3|2 F(X;,0) — H)?]

JES;:

IN

5 0)7]

jGS

8|E||V2

2

IN

07
2

_ 20(X, 2
o |S|E”V 79)”2

(M v M')?
|Sil

IN

(B.4)

Since H = E[H;], for 0 < v < 2(M VvV M'), we can use Matrix Bernstein inequality from [45] to

get

Pr{|H; — H|l2 = 7}

IN

—7*/2
2d exp ("U(Hi —H)+2(MV M’)’}//3’Si|>

IN

/2
2d exp ((M\/M’)Q/’Sz’ +2(MVMI)7/3|Si|)

—37°|Si]

By picking Az = v = \/ 14(M VM?;?;l'C’g(Zd/ %) we achieve

Pr{|H; — H|> = As} < 5. (B.6)
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when | V2f(X,0)| < M.
From union bound theorem, suppose Assumption 4 holds, let 6, = g + d5 and 02 € (0,1), we
have

Pr{[|H; — H[|z < Az} > 1 — 0. (B.7)

B.2 Proof of Proposition 3.1

Suppose Assumptions 1-3 hold, and © C {6 :|| & — 6* ||< rv/d} for some r > 0. From (3.15), for

an honest worker 7, we have

Z(6) = (H' = H)g(0)

= H(H,~ H)H9(0)

= H '(H;— H)H;'(J(0) + VF()). (B.8)
Using the properties of the spectral norm, we have
1Z:O) < I1H ™ I Hs — Hl H (1O + [VE @)

Following similar steps in [9, 13], we can show that, for any o € (¢/m,1/2) and 0 < 3 <

a — q/m, we have

Pr{||J(0)| < 8Cals — 67| + 4CaA } > 1 — e~mPlama/mlids) (B.9)

where A = ﬂal\/(dlog(i +1og(6/03))/|Si], Ay = V205+/ (11 + 72)/|S;|, with 7 = dlog 18+
dlog(M/o3), 7 = 0.5dlog(|S|/d) + log(6/8;) + log(Z2YEy ¢, = 2020) anq D()16) =

Q01 1—2«

log & + (1 — &) log =2
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Combining it with Assumption 1, Assumption 4, Lemma 3.2, we have the following bound

8CuAszAy  AgM 4C, A3 Ay
Pri Vo : || Z;(0)| < 0 — 0" ——3>1-94 B.1
S T e | A R~ o SR A1)

with 1 — 6, = 1 — 0y — e~ mP(@—aq/ml|ds)

B.3 Proof of Proposition 3.2

Suppose Assumptions 1-3 hold, and © C {# :|| 6 — * ||< rv/d} for some r > 0. From
Proposition 3.1, we have the bound || Z;(0)|| for honest worker .

From Lemma 3.1, in order to bound the geometric median Z () of Z,(0), ..., Z,,(0), we need
to have more than half of the workers to be honest.

Then we can define a good event £.0.¢, ¢, = {321 Lica| Z0)lo<tslo—0 61} = (1 — ) + g},

where
B 8CoAsANy  AsM
53 - ( hh, + hh/ )COH
and
€ = 4C2A3A1
YT

From proposition 3.1, for all 1 < ¢ < m, correct Z; satisfied

Pr {Cal|Z:(0)]| < &5]|0 — 07| + &4} = 1 = 04, (B.11)

forany o € (¢/m,1/2) and 0 < 64 < o — g/m. Then following similar steps as in [13], we have

Pr{&ae e} > 1 — e mPloma/mioy, (B.12)
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Then using Lemma 3.1, we obtain an bound for norm of geometric median Z(6),

8CA3Ay  AsM 4C2A3A
PriVo . ||Z(0)| < 0— 0" —_—
v s 120 < (o=t 4 S ) Calle - o)+ Cacatt ]

> ] — e mPlama/mld), (B.13)

B.4 Proof of Theorem 3

Suppose Assumptions 1-3,5,6 hold, and © C {6 :|| § — 6* ||< r+/d} for some r > 0. Following

similar steps in [9,13], we have the following bound for any o € (¢/m,1/2)and 0 < 03 < a—q/m,
Pr{[[J(0)|| < 8Cas]|0 — 0%|| + 4CaA1} > 1 — e~ mPloa/miids) (B.14)
From (3.14), combined with Proposition 3.2, we have

1 VE(©) — GOl

< 2@+ 1H2J0)

A
< (hh,CiA3A2+ ZColdy+ Co— >||9 9*|\+WC§A3A1+ te.An (B3
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Then for any 0 < n < lL,a € (¢/m,1/2),0 < 03 < o —¢/m and 0 < 04 < o — ¢/m with

probability at least 1 — e~P(a—a/mlids) _ g=mD(a—gq/mlids) for any ¢ > 1,

16 — 6]

=[|0—1 — nG(0i-1) — 6]

=01 = nH\VFE(6:1) = 0"+ nHVF(0;,1) —nG(0,1)|

=[0:-1 = nH AV F(0:1) — 0" +0Z(0:-1) — nHZ19(0s—1) + nH,,VE(6,-1) |
<[|6-1 — 77Ht_11VF(9t 1) — 9*|| + | 2| + [nHZy T (0r-1) |

AM

L[|, — 07|
L t21h = hth§A3A1+nECQA1. (B.16)

B.5 Proof of Lemma 3.3

I VE(©) — GOl

1 i _
=|HTVEO) — (2 95" (0) + Hy ' 9(0)
i€ A(2)
1 (i - - .
ST A0 (i§>(92 () — Hy 'g(0)))|| + [1H'VE(0) — Hy 'g(0)]
AP _ _ B B
< TAD] IH; g(0)] + [|1Hy ' g(0) — Hy 'V F(0)|| + |H "V F(0) — Hy 'V F(6)]|

<L+ &)Hy 2llg(®) = VEO)| + &l Hy 2/ VE@)]] + [|[HVE©) — Hy 'VE(©O)].
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B.6 Proof of Lemma 3.4

If |Hy — H||s < fand § < 3hh:2“), we have

T — H |l

= |T—(H+ ) 'H+ (H+ )" H— Hy 'H|

N

—1
< i I () ®.17)

Consider Hy ', let A = H + pl and Ay = H, — H noting that ||A~*Aglly < A2 Aoz <

1 h(htp)

T shion < 1, we have

Hy' = (H+pl+ Hy—H)™!
= (A+280)7"

= (AT + ATA))™!

= (I+A—1A )7tAT!

- A _1_2 )AL (B.13)
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Then, we can have

I(Hg " — (H + pd) ™) H||2

= 1D (1) (AT A ATHA = D) 2

IA
HM8 EME@W

=

=

=

o

N

: (h Jﬁrru) Uty i u)

= h S O Z (h + w)"

_ h+25—5' (B.19)
Then, we have

IT— H H|y < hiu h+2f_ 5<1 (B.20)

when [ < 3:3:3
B.7 Proof of Proposition 3.3
From Lemma 3.4, we have the bound for ||[I — Hy ' H||s, if |[Hy — H||» < S and 8 < 20 From

3h+2u

Lemma 3.2, we have showned when Assumption 4 holds, that for any ¢ € (0,1),0, € (0,1),0% €

14M? log(2d/4%)

(0,1) and 6o = d5 + ¢/3 with probability at least 1 — 0y, ||Hy — H||2 < 3750] . Then
if ||So|| is sufficiently large, we have Ay = /XA loe@d/d) };(h}fz“ , and we have the following

3|So|
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bound for any J, € (0, 1) with probability at least 1 — 5

I(H™ — Hy)VE@O)]

= (T~ " H)H'VE @)

< | IT— Hy'H|2 || H L[ VE(0) — VE@©7)]

ILL 2A3 M *
< Lo — 6. B.21
= (h+u+h+u—A3> p 16 =9l (B.21)

B.8 Proof of Theorem 4

If Assumptions 1-3, 5, 6 hold, and © C {6 :|| § — 6* ||< r/d} for some r > 0 and Ag < };(hh—:;:l,)

for the first term in Lemma 3.3, we already have the following bound from [9], regardless of the

number of attackers, that with probability at least 1 — 5

19(0) = VE(0)] < (842 + &1(8Az + M) |01 — 07|| + (4A1 + §14Aq),

in which Al = ﬂal\/(dlogG + 10g(3/(55))/|80‘ and Ag = \/50'2 (7'1 + 7'2)/’80‘, with T =
dlog 18 + dlog((M V M')/03), and 75 = 0.5d log(n/d) + log(3/d5) + 10g(2m§\/|§0|)_

Q201

Combine it with Assumption 1 and Proposition 3.3 and Lemma 3.3, fix any ¢ > 1, for any
dy € (0,1), and 05 € (0, 1), with probability at least 1 — §, — J5, the norm of difference between

G(0) and VF(0) is

[1HVE(©) — GOl
< L+ &)H 29(0) = VEO) + &l Hy 2 VE@)|| + || H 'V F(0) — Hy 'VE@O)]|

< 0 =07 + 72, (B.22)
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2A
where Ay, = hj:—u + m,

1+ M AM
52+§2 e

= |(8A 8Ay + M , B.23
Y1 = [ (80 + &1 (8As + ))h,JrM Wt N (B.23)
and
1+
72 = (401 + 644 f;. (B.24)
Fixany ¢t > 1,
16 — 6]
= [[0i—1 — G(O—1) — 07|
< N0y — H'VE (B 1) = 0°|| + | G(0,-1) = H'VF(0,-)]|
L
< opllfer = 011> + 71161 — 0% + 1. (B.25)
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Appendix C

Appendix of Chapter 4

C.1 Proof of Lemma 4.2

To bound the zeroth-order estimate, we first need to bound the distance between the empirical
gradient and the population gradient.
From [13], under Assumption 2, for any ¢ € (0, 1),with high probability we have the following

bound for the optimal parameter 6*.

Pr { HV?(”(Q*) _VE(§)

Wl >

> 24} <
Then for any ¢, when Assumptions 2-3, 7-9 hold, for any § € (0, 1), from [13], we have
Pr{V0 : |[VE(0) — VI (0] < 8A[|0 — 07| + 4A,} > 1 — 6.

From this inequality, we know that by increasing the number of data samples in each worker,
A and A, will decrease to zero, then we know the gradient of emprical risk is a good apprixmation

of gradient of the population risk.
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Then for the zeroth-order gradient estimation, we have

lgi (O < Ng:(0%) — V205 + IVF(0F) = VFO(0r) | + VT (07) — VF(0")]

Mf2d2ui

IN

4 M6 — 0°]| + A

C.2 Proof of Lemma 4.3

Using the second step of the algorithm, we have
ak+1 — ak + CL_(9k+1 + €k+1).

Then sum and telescope from iteration 0 to k, and assume a® = 0, we have

k

of = cZLi(QS + ).

s=0
Then consider the first step of the algorthm, we have

k
g(ekJrl) _ _zcwk+19k+l + CLI_T_Jrle - CZLS_(QS + 68).
s=0

Then we have
k

g6 + CZ L (6° + e°) = —2cWhHigh+t 4 cLlflzk.
s=0

By adding cL*™!(6%+1 + ¢¥+1) on both size and rearrange the equation, we obtain

g(0F) = 2cW ekt c[/l_f“l(z’CJrl — 2F) — 2eQrF T
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(C.1)
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(C4)
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C.3 Proof of Theorem 5

We have

mpl[0FFT = 0|[F < (" — 0% Y VE(0FT)
=1

— <0k+1 _ 0*79(0k+1)> + <9k+1 . 0*’ h(9k+1)>

+ <9kz+1 _ 9*’ zn:VFz<ef+l) _ Vf(9k+1)>

=1
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For the first part, we have

<0k+1 - 0*7 g(0k+1)>

S —C<9k+1 o 0*7 L’fl(zkH o Zk:)) + C<0k+1 . 0*’ Llj_+1€k+1>
+C<9k+1 o 0*,L’i+16k+1> o c<9k+1 . 0*,2Q(Tk+1)>

= (0 g7, LEFI(GF — L)) (0 — 07, LA (R - 0Y))
+C<9k+1 . 0*, L’i+l(zk+1 . 9k+1)> + C<9k+1 o 9*7 —2Q7“k+1>

= (0 g7, LEF(GF — L)) (g — 07, LA (R - 0))
Fe( = 67,2Q(0 = ) + e, 2QrM)
+C<9k+1 — b* L’j+1(zk+1 o 6k+1)>

= (0 07, LEFN(GF — ) (0 — 07, LA (R - 0))
(T — R 200 — P el 2Qr )
+C<9k+1 — b* L]i—H(Z]H_l o ‘9k+1>>

k+1 k+1

= |p" = pllgre — 1P = pllgae — 115 = pF|| 20

+e(0FT — 0%, LEPY(ZF — 0F)) + c(eF T 2QrF )

+C<6)k+1 o 0*7 Lli+1<2k+1 . 9k+1)>

k+1 k+1 Qk+10k+1||2

- P||20k+1 —[[p" = pk”ékﬂ — |
L
_C||Qk+1€k+1||2 + 20<9k+1 . Q*’ 7+(Zk _ 019)) + C<6k+1, 2@Tk+1>

< P = pllzwe — llp

k+1 k+1

< " = pllE = 1" = pllEan — 17T = PF |G

Omin Lli+1 *

Zmn(BE) gt — g2 - e e 4 el — o
c Lk+1

_H (9k+1 . 6*)”2 + C<€k+1,2QT’k+1>

k+1 k+1

= | —pHGm—Hp — pllgre — 1P = PM|

Lk+1
+c ma:v( )

o (eI el 2070), (C€3)
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Lk+1

O ) Now we need to show

The last equality comes from setting 5 = W

P = pHlGer +mgl0°FF — 0717 + g (L) [l

+ T (LE) 2 > 61" — pllar

max

which is equivalent to

e B S A e &
2
> Gl =P ) - 0
+

2

First, we have
Lk—l—l)

mam (

2

C||9k+1 0*|’2k+1 < ¢o.

2

||9k+1 o 9*||2

For the other part, we have

k+1

||Tk+1 _7,*”2 Omfw ||Zes 0*H2

(C.9)

(C.10)

(C.11)

(C.12)

We have 207|605 — %[> +2nV 2, > |lg(0*+")||>. By using inequality ||a+b||> 4 (1 —1)||a/|* >

(1 —)[b]|*, which holds for any 1 > 1, we have

202 2 (Lk-i-l)Hek-i-l ekHQkH +C O’

maa:

Lk—i—l)Hekz”2

max (

2

00 (LD + (= D2ME[05 — 0717 + 2(n — DnVid,,

v

leLE (M = &%) — 2eW M2 + (= 1)lg (™) — 9(07)]1”
k+1

> (1- %>||cy:+l<z o —6%)|°

k+1

1 *
(1 - M) mm Lk+l H Zes 0 HQ

Y]
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Combining these two parts, we can have p as following to achieve the inequality:

(lu - 1) mzn(LliJrl)
p = min = e
QMO—maa:(LJr )Umaft(Lf)

L '
W + “2/\42 mm(Lk—’—l)O-max(Lg)

(C.14)

Then we have

I E+1 )12 < 1 2 T kH) k|2 kL 9kt
p pHGkal — 1+p Hp pHGkJrl +62 (Lk+1)”e H +C< QT >

HOF =07 h(OF)) + P (LA ]
+c max(LkJrl)Hek+1H2 + 2( - 1)nvk2+1

+(0" — 67, Z VE (F) — Vf(0k+1))> : (C.15)

=1

For h(6), we have
nM3d*uy

4m

1g(0%) — V f(6")]1> < (C.16)

For last term, we have
Pr{V0 : [VE(0) — VT (0)] < 8Ax)|0 — 0% +4A,} >1 6.
Then combining them, we get obtain the result in theorem.

C.4 Proof of Proposition 4.1

Since we have

. ( B 1) mzn(Lli—H) my
p =mn k1 L
2/J“O-ma:r<L+ )O-mllr(LO—) =4 maz( +) + M2M2 ;3n<Lk+1)0maI(L0)
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only the second term is related to parameter c. In order to maximize 9, the parameter c is chosen as

2M 1/ Omax (LY )\ /10

O-max(Li+1)0-min(L’i+l) .

C =

(C.17)

Then the first term and second term are monotonically increasing and decreasing with parameter

1 > 1 respectively. So we choose the value of 1 to make the first term and second term equal:

s K30mas(LY)  Ki0mas(L0) \/ 8 K2

+4—=.
K? 2K; \oma(L) K2

Then we have

1 8 .
P KN e L)K2,., T K2 2K3

.o . . Omazx Lkt
maximizes the value of § in iteration k + 1, where K1 = — (( ) oy

C.5 Proof of Lemma 4.4

M
—L,iﬂ)andKf:—f.

(C.18)

(C.19)

When proving this lemma, we consider the optimal model parameter 6* for the empirical risk

distributed problem,
min 27(1)(907 s.t.b0; = ¢ij, 0; = ¢ij,V(i, j) € A.

Consider a network without attacks, we have

f(QkJrl)C_ f(é)*) + <2Q7’, 9k+1>

S L0 V) + (20r 0
= T g8 )+ (2Qr 0 (0 — 80 VA8 — g0+ )
< (g b, CL (R — gR)) g (PR k(R )

PO 07 VRO — g(05))
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Telescope and sum for k£ = 0 to 7', we have

1 <& )
Zf f(6) + (2Qr, 6%)
¢ k=1
. R .
<O B S 0 ) — g(0)
2 k=1
. RE
< 160 =03, + Ir° =P + - D VO — g8 (C.22)

~ ZT ek . .
Define 07 = ===, by Jensen’s inequality, we have

F(0r) — f(0*) + 2’ Qb < %Hpo —pllé + Z \/_Mf d“’“. (C.23)

Since for vector y € R™ and ,,;,(yy') = 1, we have this property such that V6 € R"? 476 > ||4|.

Then let » = 7* 4 y and y has property that 0,,,;,,(yy’) = 1, then

FOr) = f(0%) + 20" Qb1 + 2cy/ Qb

C % \/_ M fduk
< G0 =0T, + 11" =yl Z : (C.24)
Since (é*, 7*) is a primal dual optimal solution, by the saddle point inequality, we have

F(07) = f(6°) +2¢7' Qb > 0. (C.25)

Then we have

T
- . R Mdu
}ju@ekn e R e e R B (€26)
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which leads to

T

T
1 1 N R Mdu
- Hk < 90_0*2 2 0 ~*|12 2 f k.
7 QI < Gr (I O, + 2 =P 2+ 5 ST

Choosing u;, = 7,

2T 12ym

2llg(6)]* >+ R M’

T
1 1
= OF| < — | Omae(Lo)R?+ 20 44
T ; ||Q || = 4T (U ( +)R + O-min(L—)CQ +

1 4(nV:2 + M?R? Mom2
<— Umam<L+>R2+ ( T f ) +£M
4T Omin(L_)c? 2¢T 12y/m
C.6 Proof of Theorem 6
Consider the network with attacks, in iteration k£, we will have
FO8Y) — £(07) A ok
+ 2r' QO
c
] o2 ~ k+1)
< = (18" = pllgswss — 1B = pllgwss) — QFFTFHH|? + —ma—t 2 || e¥||?
¢ 2Umin — )
N 1 . A .
—|—<6k+l, 2@(7,144-1 o 7“)> + E<9k+1 - (9 ,Vf(9k+l) o g(9k+1)>
] o2 ~ k+1)
< ;(Hﬁ’“ — pllZ = 1P = pllga) — Q12 + 2’””—?;€+1)||e'“||2
Omin —

N 1 A
+H2Qek+1u(\/§EU + Hr”) + E<9k+1 . 9*,Vf(9k+1) B f](@kJrl))
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(C.27)

starting point 8° = 0 and thus r° = 0, since Q7* + L¢(6*) = 0, we have
gp c

(C.28)

(C.29)



Telescope and sum from £ = 0to 7" — 1, we will get

IN

IN

IN

Choosing » = 0, and éT =

A A

f(0r) -

T

> F(0%) = F(67) + 20 Q6"

k=1
AT

Al A O—’I%’LQI L m'LTL

150 — I — 157 — pll s + ¢ Tmantie )= Zan P
o2 (L )

+2¢ 3 Qe |(V2EU + [[r])) + (0% — 0,V £(0%) — 3(6"))
k=0 k=1

~ T ~ T

D b Tzna:rL _O-?nin L_
18 = bl — 157 — s + ZeelEe )= Tl Sy
AV2EU (V2EU
+AVRBU(VRBU + ) + 55—
02us(Li
15° = Pl — 157 — pliEmy, + e Z2aetls Jgpogye
0-72nin<L— )
T AVAMR
AV2EU 6 2am C.30
teVRBUIr + 5= o (C.30)
—Zk? - , by Jensen’s inequality we will obtain
oy < o (18— pliz + ’2”“5“(LA+T)8E2U2 TAVAMRY )
T - 1 C———— . .
- T Ple o2 .([:_T) 6 2nym
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C.7 Proof of Theorem 7

Since the eigenvalue of a block diagonal matrix is equal to the eigenvalue of each matrix block, we

have

f(Or) — f(67)
= Y flor) - f(67)

~ T
1 o2 (Ly") 72 av/aM R
< = A0 112 Tmaz\ Tt ) Q2772 T f
< 3 (S -ay ¢ o el a3 I
1 o2 (L7) 72 \/nM;R
< = 1P° = pl2 + e g 4 Y S C.32
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