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The Internet of Things (IoT) has experienced remarkable growth in recent years, with the

number of IoT devices reaching 11.3 billion by 2020, surpassing even the global population as

well as the combined market of smartphones, tablets, and PCs. However, this growth has been

slower than the previous predictions of trillions of deployed IoT devices within the past decade.

One of the primary reasons for this slower growth is the challenges posed by existing battery-

supported architecture, including high device and maintenance costs, as well as environmental

concerns, all of which hinder scalability. To overcome these obstacles, there is a proposal

for battery-free IoT devices that can harvest energy from ambient sources. However, The

conventional active radios used in IoT devices consume tens to hundreds of milliwatts of power,
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making them unsuitable for energy harvesting, which typically provides less than 10 µW of

power. In response, researchers have been exploring new radio architectures for ultra-low-power

(ULP) communication and sensing.

However, ULP communication and sensing techniques face reliability challenges that

hinder their practical deployment. Two specific challenges are identified: Firstly, widely adopted

backscatter communication systems are susceptible to double attenuation of the two-part channel,

making them vulnerable to blockages and environmental changes. Secondly, ULP sensing

systems typically have low bandwidth, making them susceptible to issues in indoor multipath-

rich environments.

To address the reliability problem, this dissertation proposes the following contributions:

Firstly, it introduces a novel system architecture that enables micro-watt-level active transmission,

thereby improving communication reliability. Additionally, the system adopts an asymmetric

communication scheme to reuse commodity devices, enhancing practicality and efficiency.

Secondly, the dissertation presents a long-range magnetic RFID system that utilizes magnetic

signals instead of electromagnetic signals. This innovative approach helps reduce the impact

of blockages and environmental factors, ensuring more reliable and consistent performance.

Finally, the dissertation introduces a multi-antenna wideband UHF RFID localization system

that leverages the frequency-agnostic property of backscatter to collect wide bandwidth RFID

signals. This system achieves more accurate and dependable localization results, particularly in

challenging multipath-rich indoor environments.
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Chapter 1

Introduction

Empowered by the advancements in mobile networks, today’s Internet has successfully

connected 5.1 billion people, accounting for approximately 64% of the global population [159].

This interconnectedness has given rise to an “internet of people” enabling a wide range of modern

applications that have become an integral part of our daily lives, including video calling, video

streaming, virtual reality (VR), augmented reality (AR), and more. However, it is worth noting

that the growth in the number of connected individuals is gradually decelerating. In fact, the

actual number of connected people since 2022 falls short by 200 million compared to earlier

predictions [61], and this number is expected to be limited by the world’s population itself.

Conversely, the number of the Internet of Things (IoT) has experienced remarkable

growth, surpassing the global population and even the number of mobile devices, as illustrated

in Fig. 1.1 [129]. This burgeoning field is only in its nascent stage but holds tremendous

potential. We envision a future where billions, or even trillions, of IoT devices seamlessly

connect wirelessly, bridging the gap between the physical and digital world. This interconnected

network of objects, facilitated by computer management, will serve as the backbone for fully

automating human life. It will usher in a new era of applications in environment and behavior

sensing, asset tracking, and ambient human-computer interaction, transforming how we interact

with and perceive the world around us.

However, it is essential to acknowledge that the concept of the Internet of Things (IoT) is
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Figure 1.1. Internet of Things (IoT) and non-IoT active device connections worldwide from
2010 to 2025. The data after 2020 are predictions.

not a recent development. As far back as the early 2000s, Kevin Ashton laid the foundation for

what would eventually evolve into the IoT at MIT’s AutoID lab [188]. Initially, there were lofty

expectations surrounding IoT, with predictions suggesting that the number of IoT devices would

reach an astounding one trillion by 2015 [150]. However, the reality proved to be more modest.

In 2015, only 3.6 billion IoT devices were deployed, and by 2020, that number had increased to

11.3 billion [177]. This significant gap between expectations and actual figures raises questions

about the reasons behind it and how we can achieve the deployment of one trillion IoT devices

within the next decade.

1.1 Battery-powered v.s. Battery-free

The current battery-powered architecture employed in IoT poses significant challenges

that impede its scalability. Although battery-powered systems have revolutionized the functional-

ity of mobile devices like laptops, smartphones, tablets, and smartwatches, this same approach

falls short in addressing the unique requirements of IoT devices, giving rise to several obstacles

2



for massive IoT deployment:

• The cost of battery-supported IoT devices is prohibitively high. For instance, existing

smart home sensors typically exceed $40 per device [82, 75]. Deploying tens or even

hundreds of such devices within a home becomes financially burdensome for the majority

of households.

• The limited battery life necessitates frequent recharging or replacement. Even if we assume

a conservative three-year battery life for all one trillion IoT devices, the need to charge or

replace close to one billion batteries each day would lead to exorbitant maintenance costs

[76].

• Batteries introduce safety risks, such as the potential for combustion and severe environ-

mental damage. For instance, improper handling or disposal of batteries can contribute to

pollution and harm ecosystems [145].

On the other hand, battery-free IoT avoids these problems by replacing the battery with

harvesting energy from ambient sources such as solar, radio waves, motion, etc. With the

alternated power source, IoT devices can be battery-free, maintenance-free, and low cost, which

makes widespread deployment feasible. The proliferation of trillions of battery-free IoT devices

unlocks a vast array of new applications across various domains.

In the realm of consumer IoT, battery-free devices can revolutionize areas such as smart

homes, wearable textiles, and biomedical or biological applications. By eliminating the need

for batteries, these devices can seamlessly integrate into our daily lives, providing enhanced

convenience and efficiency.

Furthermore, in industrial IoT, battery-free solutions have the potential to drive transfor-

mative changes in sectors such as logistics and manufacturing automation, as well as infrastruc-

ture monitoring. With the ability to operate without the limitations of batteries, these devices can

enable more effective and scalable systems, optimizing processes and improving productivity.
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The advent of battery-free IoT represents a promising future where energy-efficient,

cost-effective, and widely deployed devices open up a multitude of possibilities for innovation

and advancement across various industries and sectors.

1.2 Reliability Problems of Battery-free IoT

Despite the promising potential of battery-free IoT for large-scale applications, it is

worth noting that these devices are often associated with reliability challenges. The power

provided by energy harvesting sources is typically in the range of micro-watts, which is orders of

magnitude lower than that of a traditional battery [191]. This limited power budget necessitates

the development of novel ULP communication and sensing techniques that consume significantly

less power than conventional methods. However, ULP communication and sensing methods

are frequently plagued by unreliability, posing obstacles to the practical deployment of these

systems. This unreliability may result in additional costs associated with fixing the inaccuracies

in the system’s output.

To thoroughly investigate the underlying causes of unreliability, this section will provide

background information and discussions on typical ULP communication and sensing techniques.

For more comprehensive details on related research, please refer to the subsequent chapters.

1.2.1 Ultra-Low-Power Communication

The conventional active communication radio architecture is widely recognized for its

high power consumption due to the trade-offs made by the hardware between power consumption

and competing requirements such as range, bit rate, and spectrum efficiency. Fig. 1.2a illustrates

a typical active transmitting radio1, which comprises three key components: a high-power and

high-linearity power amplifier (PA) to ensure adequate transmit power and low distortion, a

crystal oscillator (XO) reference and carrier generator consisting of a phase-locked loop (PLL)

1In the IoT application, there is usually more uplink traffic (from IoT to the host device) than downlink (from
the host device to IoT). Therefore, we will mainly focus on the uplink communication technique. Downlink
communication is studied by many works like [143, 201, 200, 199]
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Figure 1.2. High power traditional active transmitter v.s. ultra-low-power backscatter communi-
cation.

and voltage-controlled oscillator (VCO) to maintain a stable carrier frequency, and a high-

resolution digital-to-analog converter (DAC) to support complex modulation schemes. These

power-intensive hardware components are primarily responsible for the high power consumption

[42]. For instance, Wi-Fi transmitters typically consume around 300 milliwatts (mW) [92], BLE

transmitters consume 10.2 mW [149], ZigBee transmitters consume 6.9 mW [148], and LoRa

transmitters consume 32.4 mW [171].

To mitigate power consumption, researchers have proposed backscatter techniques, which

offload power-consuming components from the IoT device to a helper device. As depicted in

Fig. 1.2b, the helper device generates an excitation signal that assists the IoT device in eliminating

the need for a power amplifier, clock generation components, and further replaces the high-

resolution DAC by utilizing simple modulation. The IoT device then backscatters and modulates

the excitation signal, which is received by another RX device. Consequently, the backscatter

device only requires an RF switch and an antenna, consuming power in the micro-watt range,

which is more than four orders of magnitude lower than traditional active radios.
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However, backscatter communication suffers from a two-part channel (the forward one

for the excitation signal and the backward one for the backscatter signal), resulting in double

attenuation of the tag signal. Additionally, imperfections in the tag circuit introduce significant

signal loss. As a result, existing UHF RFID systems and even state-of-the-art frequency-shift-

based backscatter approaches achieve a limited range of less than 10 meters. Greater distances

of a few tens of meters from the RX device can only be achieved when a TX device is in close

proximity to the tag (i.e., 1–2 meters away), which is not always feasible in many scenarios

[109, 211, 221].

Moreover, backscatter communication is more susceptible to the influence of blockages or

environmental changes, as the effects are doubled in comparison to active communication. This

makes backscatter communication less reliable and more vulnerable than active communication,

especially considering that most typical IoT application scenarios operate close to the system’s

maximum operating range.

In this dissertation, I address the issue of unreliability by pursuing two approaches.

Firstly, I propose a novel system architecture that enables micro-watt-level active transmission

instead of relying on backscatter, thereby improving reliability. Secondly, I design a long-range

magnetic RFID system that utilizes magnetic signals instead of electromagnetic signals, thereby

reducing the impact of blockages and environmental factors.

1.2.2 Ultra-Low-Power Sensing

To enable the seamless integration of the physical and digital worlds, IoT devices must be

capable of sensing their surrounding environment. One highly promising approach for obtaining

sensing information is through the reuse of wireless signals. By leveraging the phase and timing

information of these signals, it becomes possible to extract valuable location information from

IoT devices.

However, existing ULP signals often fail to provide reliable sensing results. In order to

minimize power consumption, current low-power wireless communication schemes generate
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signals with limited bandwidth. This limited bandwidth, denoted as B, leads to a restricted range

resolution of c/B, where c is the speed of light. The range resolution determines the ability to

distinguish between signals that traverse different path lengths. Consequently, in environments

with multiple signal paths (multipath-rich), all signals with path length differences smaller than

c/B become combined, resulting in ranging errors larger than c/B. For instance, consider the

UHF RFID signals with a bandwidth on the order of 100 kHz. In this case, the ranging error

can exceed 3000 meters. Consequently, the localization and sensing accuracy are severely

compromised, leading to highly unreliable results.

To tackle this challenge, I developed a multi-antenna wideband UHF RFID localization

system. This system capitalizes on the observation that backscatter modulation is frequency

agnostic, enabling RFID tags to modulate all transmitted signals in the environment. By generat-

ing a wider bandwidth signal alongside the carrier signal of the RFID reader, we can achieve a

broader signal bandwidth from the RFID tag. Consequently, more reliable localization results

can be obtained due to the increased signal bandwidth, especially in the multipath-rich indoor

environment.

1.3 Dissertation Contributions

This dissertation explores fundamental factors that limit the communication and sensing

reliability of battery-free IoT applications. Based on a thorough understanding of the whole

system, from the application down to the analog and digital circuits, we have employed a set

of techniques, including hardware design, wireless communication, and operating systems, to

significantly improve the reliability of battery-free IoT systems. The main contributions of this

dissertation are:

• In Chapter 2, we first designed a system called SlimWiFi [218] that improve the relia-

bility of battery-free IoT communication. We proposed a novel simplified active radio

architecture that has a more robust performance compared to backscatter communica-
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tion. To address the compatibility problem with the existing wireless infrastructure, we

proposed a novel asymmetric communication scheme that enables COTS Wi-Fi devices

to directly communicate the simplified active radio. Through a careful codesign of the

signal modulation scheme and reverse processing of the Wi-Fi data, SlimWiFi enables

existing Wi-Fi access points to modulate/demodulate on-off keying (OOK) waveform sent

by an extremely low-power IoT tag. With this measure, SlimWiFi radically simplifies

the IoT radio architecture, evading power-hungry components such as data converters

and high-stability carrier generators. Through collaboration with RFIC experts, we taped

out the integrated chip version of SlimWiFi radio and verified it can perform active data

transmission at sub-100 µW power, 3 orders of magnitude lower than standard IoT radios!

The final system can achieve a robust communication performance with around 100 kbps

goodput up to a range of 50 m.

• We further explored the methods to improve the reliability of RFID reading in practical

logistic network applications in Chapter 3. We found the root cause of the reliability

issue lies in the UHF signal properties. The high carrier frequency electromagnetic signal

will be inevitably blocked by RF-unfriendly items like water/metal containers (which

leads to miss-reading) and will experience strong reflections in the indoor environment

(which leads to cross-reading). Therefore, we designed a novel system called NFC+ [219]

which uses the lower carrier frequency magnetic waves of near-field communication (NFC)

systems. Traditional NFC systems work in a very short range, which has hampered their

deployment in practice. In contrast, NFC+ is a new NFC reader hardware architecture,

leveraging resonance engineering and MIMO techniques to reach commercial NFC tags at

a long range. Compared to UHF RFID, NFC+ can reduce the miss-reading rate from 23%

to 0.03%, and the cross-reading rate from 42% to 0, for randomly oriented objects within

a range of 3 meters. NFC+ works even in RF-adverse settings, e.g., tracking water bottles

and objects shielded by metal. NFC+ is in the process of being integrated into Alibaba’s
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latest logistic network for online shopping, grocery delivery and local life services.

• Chapter 4 introduces a system that can localize battery-free UHF RFID tags with higher

reliability. We found that the existing UHF RFID localization techniques are not reli-

able enough for industry settings, due to RFID’s narrow bandwidth and hence coarse

time/distance resolution. To address the high reliability requirements, we designed a

system called RF-CHORD [119] which consists of COTS UHF RFID readers and our own

UHF RFID sniffer hardware which can capture the tag signal across multiple antennas

and wide bandwidth. We further incorporated FPGA and GPU acceleration to process the

signal in real time. Combined with a multipath-suppression algorithm, RF-CHORD can

determine whether the tag is in the range of interest with extremely high confidence. It can

localize up to 180 tags 6 m away from a reader within 1 second and with a 99th long tail

error of 0.786 m. RF-CHORD was demonstrated at Alibaba Apsara Conference 2021 and

received lots of interest from the attendees in the supply chain industry.
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Chapter 2

Asymmetric Communication for Ultra-
Low-Power IoT

2.1 Introduction

The Internet of Things (IoT) is playing a key role in bridging the physical and digital

worlds. IoT will act as the workhorse to fully automate human life, through a new wave of

applications in environment/behavior sensing, asset tracking, ambient human-computer interac-

tion, etc. As of 2021, the population of active IoT endpoints already reached 12.2 billion, and

will surge towards 27 billion in 2025 [81]. Maintaining the connectivity between the IoT fabric

and the existing Internet infrastructure entails non-trivial human efforts, and will ultimately be

feasible only if the IoT devices can sustain themselves, e.g., through RF energy harvesting.

In practice, RF energy harvesting can usually reach at most tens of µW [191] for IoT

devices, so any self-sustainable communication paradigm has to adhere to this limit. RFID

represents one such paradigm, which is truly battery-free and communicates by merely harvesting

and remodulating the RF power from an interrogator (reader). Yet to date, RFID has witnessed

limited adoption in consumer applications, due to its limited communication range, relatively

high cost of the reader, and limited functionality (mostly restricted to reading preprogrammed

information on passive tags).

Ideally, we would prefer to reuse the existing wireless infrastructures (e.g., the pervasive

Wi-Fi) as gateways to connect the ultra-low-power (ULP) IoT radios to the Internet. Unfortu-
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Figure 2.1. Comparison between COTS Wi-Fi and SlimWiFi.

nately, mainstream wireless communication standards cannot support battery-free operations due

to their high peak power. For example, the commercial off-the-shelf (COTS) Wi-Fi, BLE, ZigBee,

NB-IoT, and LoRa devices all require tens to hundreds of mW of peak power [92, 149, 148, 171],

orders of magnitude higher than that available from RF energy harvesting. Their self-sustained

operations are feasible only under an extremely low duty cycle (a few dozen bytes per day) while

supported by a bulky power source (e.g., a solar panel).

We argue that the root cause of the high power consumption of such systems lies in the

requirement of symmetric communication, i.e., the IoT radios must adopt the same high-profile

modulation/demodulation hardware as the existing wireless infrastructures. As illustrated in

Fig. 2.1a, to be compatible with existing Wi-Fi access points (APs), an IoT radio needs to support

OFDM and QAM, which entails stringent hardware requirements, such as accurate and stable

carrier frequency, low phase noise, wideband and high-resolution ADC/DAC, and a high-gain

high-linearity (but often low-efficiency) power amplifier, all of which translate into power hungry

components. We thus pose an important question: Is it possible to relax such requirements and

make the communication hardware and modulation asymmetric?
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We explore the answers through a novel system design called SlimWiFi. SlimWiFi

adopts a novel asymmetric communication scheme to realize Wi-Fi-compatible ULP radio.

Specifically, the SlimWiFi ULP radio builds on a highly simplified architecture as shown in

Fig. 2.1b, capable of only modulating/demodulating on-off keying (OOK) waveforms. But it

can directly communicate with existing Wi-Fi APs that are designed to modulate/demodulate

sophisticated OFDM waveforms. Essentially, SlimWiFi shifts the PHY layer complexity to

the high-power infrastructure side, and by doing so, it can improve the energy efficiency of

the IoT radio by orders of magnitude. Unlike the backscatter-based systems[109, 97, 211, 84]

that rely on additional helper devices to generate external carrier signals, SlimWiFi is an active,

stand-alone radio transceiver. To materialize the design principles behind SlimWiFi, we need to

address two key challenges.

(a) How to enable direct communication between asymmetric hardware, i.e., the OFDM-

based Wi-Fi device and the OOK based SlimWiFi device? The uplink communication, i.e.,

demodulating the OOK signal with an unmodified Wi-Fi OFDM device, is very challenging

due to the highly incompatible waveforms and demodulation hardware. Note, however, that

any demodulation process is essentially sampling and mapping analog waveforms into a binary

sequence. The SlimWiFi Wi-Fi receiver thus reverses its OFDM demodulation steps, as well

as the Forward-Error-Correction (FEC) decoder, and descrambler, and then reconstruct the

incoming OOK symbols merely based on the payload bits reported by the Wi-Fi driver. With

this measure, an ordinary Wi-Fi AP can decode the OOK signals from the ULP SlimWiFi

transmitter, without any hardware modifications. On the other hand, the downlink modulation is

straightforward, as recent work [97, 211, 202] has well-explored ways of mapping a sequence of

bits into a pseudo-OOK waveform using a WiFi transmitter. To achieve MAC layer compatibility,

SlimWiFi delegates the carrier sensing task to the Wi-Fi AP, which uses the CTS-to-self packets

to virtually reserve the channel, and then informs the SlimWiFi node to start its transmission.

(b) How to optimize the SlimWiFi radio hardware to minimize power consumption while

maintaining Wi-Fi compatibility? In commensurate with the complicated modulation, the typical
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hardware architecture of a COTS Wi-Fi radio necessarily consists of a power amplifier (PA)

for a high transmit power, high precision and wideband digital-to-analog converter (DAC) for

high-order modulation, and phase-locked loop (PLL) and voltage-controlled oscillator (VCO)

for accurate carrier generation. The power consumption of these components is fundamentally

governed by physical laws, and almost impossible to fall below several mW [137, 154, 41, 56].

SlimWiFi circumvents the fundamental limitation with a highly simplified radio architecture that

leverages asymmetric communication. The SlimWiFi ULP radio eliminates the power hungry

DAC/ADC and PLL and affords a more efficient PA owing to the lower power and linearity

requirements. As for carrier generation, we adopt a free-running ring oscillator [216], which

bears a low frequency stability, but suffices for SlimWiFi as its narrowband OOK signal can be

asymmetrically demodulated as long as the carrier falls within the 2.4 GHz ISM band.

To verify the effectiveness of our design, we implement asymmetric communication with

a COTS Wi-Fi device and a prototype SlimWiFi device. Our experiments demonstrate that the

OOK based SlimWiFi signals can be decoded from the payload bits of the Wi-Fi device over

a range of 60 m, with a goodput of around 100 kbps. We have also designed and taped out a

SlimWiFi IC based on the aforementioned SlimWiFi radio architecture. Our measurement shows

that the SlimWiFi only consumes around 90 µW of power, approximately 3 orders of magnitude

lower compared with COTS WiFi radios.

To summarize, we make the following contributions through the SlimWiFi design and

implementation.

• We propose SlimWiFi, a novel asymmetric communication paradigm that enables COTS

Wi-Fi devices to decode OOK signals from ULP radios. The design enables such ULP

radios to reuse the existing Wi-Fi as the IoT infrastructure, which can substantially reduce

the deployment cost for attaining ubiquitous connectivity.

• We introduce a new SlimWiFi ULP radio architecture, which leverages the asymmetric

communication to enable the first active Wi-Fi-compatible transmitter at a peak power of
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Figure 2.2. Workflow of a SlimWiFi uplink transmission.

tens of µW.

• We implement the asymmetric communication system through a PCB prototype and IC

tape-out. Our experiments verify the potential of SlimWiFi in supporting self-sustained

IoT communication.

2.2 System Workflow

The SlimWiFi design mainly focuses on the IoT uplink, consisting of the SlimWiFi

device and the COTS Wi-Fi radio. The former transmits OOK modulated data, through a highly

simplified ULP radio architecture. The latter acts as the demodulator and gateway to connect the

SlimWiFi device to the Internet. As illustrated in Fig. 2.2, a typical uplink transmission attempt

involves the following workflow.

(1) The Wi-Fi device first runs standard carrier sensing to acquire the channel and reserves

access by transmitting the CTS-to-self frame.

(2) The Wi-Fi device emulates an OOK modulated trigger frame by manipulating the

Wi-Fi bit sequence. The SlimWiFi device’s ULP OOK receiver decodes the information and

synchronizes with the trigger frame.

(3) Following step (2) immediately, the Wi-Fi device initiates the demodulation procedure

of its receiver chain, and meanwhile, the SlimWiFi device sends an OOK modulated uplink

signal to the Wi-Fi device.
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(4) The Wi-Fi device decodes the OOK modulated signal by applying asymmetric

demodulation.

In what follows, we introduce the SlimWiFi asymmetric communication design (Sec. 2.3)

and the SlimWiFi ULP radio hardware (Sec. 2.4). Our exposition mainly focuses on the novel

uplink design (steps 3 and 4). The ULP downlink design (step 2) follows the same asymmetric

modulation + simplified hardware principle. It builds on recent cross-technology communication

(CTC) and backscatter techniques [97, 118, 167, 60, 202], and will be discussed briefly in

Sec. 2.4.4.

2.3 Asymmetric Demodulation for SlimWiFi

In this section, we first provide a quick primer on the standard Wi-Fi receiver. Then we

introduce the Wi-Fi compatible asymmetric communication in SlimWiFi.

2.3.1 A Primer on Standard Wi-Fi Receiver

Without loss of generality, we focus on 802.11n, a standard adopted by most modern

COTS Wi-Fi devices, running on a 20 MHz channel and single antenna [113]. The upper part of

Fig. 2.3 shows the 802.11n demodulation procedure, which is hard coded into the receiver’s IC.

The incoming analog signals are first captured by the RF front end and converted into baseband

samples. The receiver searches across the samples to identify a standard 802.11 preamble–a

predefined OFDM modulated training sequence. If no valid preamble is detected, the samples

will be discarded. Otherwise, the receiver will proceed to additional demodulation steps.
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The samples are first sliced into OFDM symbols, each consisting of 16 samples of cyclic

prefix (CP) and 64 samples of data. The CP is redundant samples used to overcome inter-symbol

interference due to the multi-path effect. The Wi-Fi demodulator needs to remove the CP and

apply a 64-point FFT to convert the 64 data samples into frequency-domain, which essentially

slices the entire 20 MHz band into 64 subcarriers. Only 52 of the subcarriers are extracted as

valid data. The remaining are either null subcarriers to mitigate adjacent channel interference or

pilots for calibrating the residual offsets of the channel estimation.

Afterwards, a QAM block demaps the complex sample on each subcarrier into one or

more bits, depending on the baseband modulation method, i.e., BPSK, QPSK, 16-QAM, and

64-QAM. The resulting bit sequence X contains redundant bits due to forward-error-control

(FEC) and needs to be decoded into a sequence Y . The ratio between the length of Y and X is

called coding rate and can be 1/2, 2/3, 3/4, or 5/6.

The decoded bits Y need to be further reordered to recover the original transmitted bits.

This so-called descrambling is performed by an XOR operation with a repeatedly generated 127-

bit sequence whose initial state is determined by a scrambler seed. The PHY layer processing

ends here and the output bits will be reported to the upper layer as a MAC frame. We emphasize

that the entire PHY-layer demodulation is implemented in the Wi-Fi IC and thus cannot be

bypassed without hardware modification.

On the other hand, the MAC layer control, management, and frame processing are usually

implemented in software (Soft MAC) or firmware (Full MAC) [86, 121]. The MAC frames will

be passed to the Wi-Fi driver and can be post-processed in software.

2.3.2 Overview and Challenges in Asymmetric Demodulation

The asymmetric demodulation design is grounded on a key observation: The Wi-Fi

OFDM demodulation procedure is deterministic and at least partially reversible. An OFDM

receiver essentially converts the incoming time domain samples into frequency domain through

FFT, and then “quantizes” the samples through QAM demapping. Theoretically, any signals
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within the 20 MHz bandwidth can be reconstructed from the OFDM receiver’s bit sequence

output, by reversing the Wi-Fi demodulation procedure. The SlimWiFi asymmetric demodulator

essentially performs such reconstruction in software at the Wi-Fi receiver to recover the incoming

OOK waveforms and subsequently demodulate them, as illustrated in the bottom part of Fig. 2.3.

Unfortunately, the standard Wi-Fi receiver blocks, such as CP removal, QAM, and FEC,

inevitably induce information loss or ambiguities. As a result, SlimWiFi must address the

following key challenges.

(1) How to design the OOK signal in order to avoid the impact of information loss while

enabling asymmetric demodulation? The hard-coded OFDM demodulation procedure does

eliminate certain incoming samples. For example, CP removal erases part of the signal in the

time domain, and data subcarrier extraction removes all information in the non-data subcarriers

(i.e., null and pilot subcarriers). If the removed segments contain useful data symbols from the

SlimWiFi device, it would be hard to reconstruct them. We thus need to carefully design the

SlimWiFi OOK waveform to avoid the impact of information loss (Sec. 2.3.3).

(2) How to deal with the reconstruction errors introduced by the COTS receiver? Besides

the information loss from the OFDM block, the QAM and FEC blocks also cause two types of

reconstruction errors: Quantization error, i.e., the difference between the SlimWiFi signal and

the closest point in Wi-Fi’s QAM constellation; and coding error, i.e. the mismatch between the

Wi-Fi demodulated bit sequence X and the regenerated bit sequence X ′ after reversing the FEC,

as shown in Fig. 2.3. SlimWiFi addresses the reconstruction errors by (i) judiciously configuring

the receiver parameters and (ii) performing additional channel coding on top of the SlimWiFi

signals, as to be described in Sec. 2.3.4.

(3) How to integrate SlimWiFi with standard Wi-Fi protocols? To make SlimWiFi fully

compatible with standard Wi-Fi, several PHY/MAC layer primitives are needed, e.g., generating

PHY preamble, PHY/MAC headers, and triggering the Wi-Fi receiver to start demodulation. We

address these practical challenges in Sec. 2.3.5.
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2.3.3 SlimWiFi Signal Design

Overcoming signal erasures on the COTS Wi-Fi demodulator

In this section, we introduce the transmission waveform of the SlimWiFi device which

are designed to circumvent the signal erasures on the COTS Wi-Fi demodulator.

As shown in Fig. 2.4a, the standard Wi-Fi waveform inside a CP is a replica of the last

0.8 µs of the OFDM symbol (4 µs in total) hosting the CP. Therefore, removing the CP does

not cause any information loss for the Wi-Fi demodulator. In contrast, for a non-Wi-Fi signal

with an arbitrary symbol clock (Fig. 2.4b), this operation may inadvertently erase 20% of the

original signal which makes the demodulation unreliable. To overcome this issue, we choose

to synchronize the OOK symbol clock of the SlimWiFi device with the OFDM symbol clock

of the Wi-Fi receiver, i.e., 250 kHz for 802.11n. Fig. 2.4c shows that, with such symbol-level
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clock synchronization, the SlimWiFi signal acts the same as the signal of one Wi-Fi subcarrier

(in Fig. 2.4a). Therefore, the signal erasure caused by CP removal can be avoided. To realize the

symbol level clock synchronization, the SlimWiFi device simply generates a 250 kHz clock and

aligns its transmission time to the aforementioned trigger frame (Sec. 2.2). Such synchronization

relies on symbol energy detection and may not be precise. However, as shown in Fig. 2.4d, the

redundant CP part can be utilized to tolerate the synchronization errors, which we will further

verify in Sec. 2.6.2.

Recall that 12 out of the 64 subcarriers within the 20 MHz Wi-Fi channel are null or pilot

subcarriers, eventually discarded by the Wi-Fi demodulator. Therefore, to prevent information

loss, the SlimWiFi device should avoid modulating its OOK waveform at the same frequencies

as the non-data subcarriers. This in turn imposes more constraints on its signal bandwidth and

carrier frequency, which we address below.

Relaxing the hardware requirements on the SlimWiFi radio device

Range, TX power, and bandwidth. The communication range of the SlimWiFi uplink

can be estimated based on the classical link budget equation [223]:

kbTaB+NF +SNRo = PT X +GT X +GRX −20log10(4πd fc/c)

where kb is the Boltzmann constant, and Ta is the equivalent noise temperature in [K]. B, NF ,

and SNRo denote the signal bandwidth, RX noise figure, and SNR threshold for robust decoding,

respectively. PT X , GT X , and GRX are TX power, TX, and RX antenna gain, respectively. d is the

operating range, fc is the carrier frequency and c is the light speed.

To achieve a target range d while keeping the SlimWiFi device at ULP, we propose to

reduce B, which can in turn lower the total transmit power PT X . This design choice hinges on the

observation that we can treat each subcarrier of the OFDM receiver as an individual narrow-band

(312.5 kHz) channel. As long as the SlimWiFi signal falls within one of the subcarriers, it can
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be captured and demodulated by the OFDM receiver. Therefore, even if its PT X is reduced by

10log10(20000/312.5) = 18 dB, the total power of a SlimWiFi symbol can still be equivalent to

that of a Wi-Fi subcarrier, and SlimWiFi can still keep the same transmission range as a normal

Wi-Fi! The operating range can be further traded off for even lower transmit power. In fact, with

the 250 kHz OOK symbol rate the SlimWiFi signal bandwidth is 250 kHz which can already fit

within one Wi-Fi subcarrier.

Carrier frequency requirement. Most existing communication standards require an

accurate carrier frequency. In particular, a highly stable carrier is crucial for synchronizing

OFDM TX and RX, and reducing leakage between subcarriers. However, this usually entails

a high-profile carrier generator, consisting of a VCO and PLL which consumes several mW

power [175, 128, 163]. The SlimWiFi asymmetric demodulation circumvents this requirement

for the first time. As long as the OOK signal’s carrier frequency fC is located within the 20 MHz

Wi-Fi band, it can be captured and recovered by demodulating the Wi-Fi receiver’s subcarrier

that covers fC. However, two issues need to be solved to accommodate the inaccurate carrier

frequency.

First, fC might be in the non-data subcarriers which are discarded by the Wi-Fi receiver.

We overcome this problem by making use of the partially overlapped Wi-Fi channel designated

in the 2.4 GHz band, where the non-data subcarriers of one channel are the data subcarriers of an

adjacent channel, as shown in Fig. 2.5. With this mechanism, the carrier frequency requirement

can be further relaxed from 20 MHz (a single Wi-Fi channel) to 80 MHz (the entire 2.4 GHz

ISM band covering 13 Wi-Fi channels). Note that, the Wi-Fi receiver can identify the subcarrier

where the SlimWiFi signal is located by simply checking the subcarrier energy level. If the Wi-Fi

receiver does not observe any uplink signal after the trigger frame (Sec. 2.2), then the signal may

fall on a non-data subcarrier, and the receiver should switch to an adjacent channel instead.

The second issue is that the OOK carrier frequency fC may not be aligned exactly with

an OFDM subcarrier. Although OOK can be demodulated non-coherently, the carrier frequency

offset (CFO) leads to non-orthogonality in the Wi-Fi receiver’s FFT processing, which may in
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turn affect the asymmetric demodulation. Fig. 2.6 illustrates a case where a single tone signal

(OOK with ON state) spreads to multiple subcarriers due to CFO. Demodulating the OOK signal

on a single subcarrier will result in a low SNR. Combining the signal energy across subcarriers

does not necessarily help either because it increases the noise bandwidth. Nonetheless, the

worst-case SNR loss due to CFO is only 3 dB (signal spreads evenly between two adjacent

subcarriers), which will be verified in Sec. 2.6.2.

2.3.4 Resolving Quantization and Coding Errors

QAM and quantization error

The Wi-Fi receiver’s QAM demapping block quantizes the phase and amplitude of the

signal on each subcarrier. Fig. 2.7 illustrates the case when a SlimWiFi OOK signal is demapped

on a 64-QAM constellation diagram. For the ON state of OOK, the signal sample will have a

non-zero amplitude with an arbitrary phase, hence falling at the outer circle. For the OFF state,

the sample will have a near-zero amplitude, falling at the origin point. For other subcarriers

where no active signals are located, the demapped sample will be the same as the OFF state.
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Essentially, the QAM demapping is performing quantization in the complex domain.

Thus the original OOK signal on the active subcarrier can be easily reconstructed through the

reverse operation, i.e., QAM mapping which converts bits to a complex number. However, this

process will introduce quantization errors, which compromises the SNR of the reconstructed

signal. The quantization error depends on the precision of quantization which is determined by

QAM modulation order. We thus configure the Wi-Fi receiver to the highest modulation order

64-QAM, leading to the lowest quantization error.

FEC and coding error

When receiving the non-OFDM SlimWiFi signal, the FEC block causes a mismatch

between the demodulated bit sequence X and regenerated bit sequence X ′ shown in Fig. 2.3.

The fundamental reasons are two-fold: (i) The demodulated bit sequence can be treated as an

arbitrary bit sequence instead of a valid codeword of FEC; (ii) The standard Wi-Fi FEC decoding

is a many-to-one mapping, whereas the reverse operation (i.e., FEC encoding in Fig. 2.3) is a

one-to-one mapping. So there is no guarantee that the reconstructed X ′ can match the original X

by simply reversing the FEC.

Fortunately, we found that the number of mismatched bits is limited and can be mitigated

with a careful design. The coding errors induced by the two standard FEC schemes in Wi-Fi, i.e.,

binary convolutional coding (BCC) and low-density parity check (LDPC), are different. Here we
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only summarize their properties. The detailed proofs are in Appendix A.

(1) Both BCC and LDPC incur fewer coding errors at a higher coding rate. Therefore,

we configure the Wi-Fi receiver to the highest available coding rate (i.e., 5/6) when performing

the asymmetric demodulation. With this measure, the fraction of FEC-induced errors can be

reduced to around 1/6 and can be further reduced if we apply a separate FEC coding on the

SlimWiFi OOK transmitter.

(2) When the Wi-Fi receiver runs the LDPC decoder, the locations of the FEC errors are

known a priori on the time-frequency domain. Fig. 2.8 shows an example of the error distributions

when using BCC and LDPC with 5/6 coding rate. X ′BCC and X ′LDPC are the regenerated bit

sequence under BCC and LDPC, respectively. The mismatched bits of the BCC scheme are

spread randomly all over the bit sequence X ′BCC due to the BCC decoding and interleaving. In

contrast, the mismatched bits of the LDPC scheme is always located at the parity bits block (also

proven in Appendix A.2).

Based on this observation, we configure the Wi-Fi receiver to LDPC mode in the asym-

metric demodulation, which brings two advantages: (i) The error bits are distributed in a periodic

way across the reconstructed sequence X ′ (more details in Sec. 2.3.6). Therefore, they can be

easily corrected by applying a convolutional encoding on the data from SlimWiFi device and

using a convolutional decoder on the asymmetric demodulator. (ii) The receiver knows which bits

are parity bits (i.e., where the coding errors are clustered). The convolutional decoder can adopt

a soft decision decoder which sets those bits with a low log-likelihood ratio, thus improving the

decoding performance.
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Figure 2.9. Mapping between the standard Wi-Fi MAC frame and SlimWiFi signal waveform.

2.3.5 Practical Challenges

MAC layer configuration

To ensure the MAC payload bits can be used to reconstruct the SlimWiFi signal, we need

to resolve two issues: (i) incorrect frame check sequence (FCS), and (ii) limited MAC frame

length.

Incorrect FCS. As shown in Fig. 2.9, the FCS, a 32-bit cyclic redundancy check (CRC)

located at the end of the whole frame, is adopted for error protection. Since the received signal is

an OOK modulated instead of a valid Wi-Fi signal, it is nearly impossible that the FCS is correct.

But we need to capture the data frames through the Wi-Fi driver, even if they fail the FCS check.

This is supported by many COTS Wi-Fi devices [64, 31]. A simple software/firmware update

can enable the same capability on other Wi-Fi devices.

Data frame length. The length of the payload in a normal Wi-Fi frame is limited by

the 2,304 bytes maximum size of the MAC Service Data Unit (MSDU). Recall that SlimWiFi

needs to configure the Wi-Fi receiver to the highest data rate (64-QAM, 5/6 code rate, Sec. 2.3.4).

Under this configuration, the maximum number of OFDM symbols is less than 70, corresponding

to only 70 OOK symbols as illustrated in Fig. 2.9. To create a longer frame, we choose to use the

aggregate MAC service data unit (A-MSDU) with a quality of service (QoS) data frame, whose

maximum size is 7,935 bytes, which extends the frame length to about 240.

24



Scrambler seed

Since the descrambling is a one-to-one mapping operation on the Wi-Fi receiver, it can

be easily reversed by applying a scrambling block with the same scrambler seed. Although

the scrambler seed is not reported to the driver, it is set by the PHY header which triggers the

receiver’s demodulation process (Sec. 2.3.5). Therefore, we can just set a fixed scrambler seed,

which can be used to reverse the descrambling block.

Initiating the receiving procedure on Wi-Fi

The final practical challenge lies in generating a valid Wi-Fi preamble and PHY/MAC

header. The preamble is needed for triggering the Wi-Fi receiver to start the receiving procedure

(packet detection), and is also used for auto gain control, synchronization, and channel estima-

tion. The PHY/MAC header is needed for specifying demodulation parameters such as QAM

order, coding rate, scrambling seed, and packet length. Unfortunately, the Wi-Fi preamble and

PHY/MAC header are complex OFDM modulated signals, and cannot be directly generated by

the SlimWiFi ULP transmitter.

Note that many Wi-Fi devices have separate but co-located transmitter and receiver

modules. For example, many Wi-Fi APs [40, 39, 147] usually have multiple transceiver chips

(to support concurrent multi-band and multi-antenna operation) which can be configured as

co-located TX and RX modules. Therefore, we repurpose the co-located Wi-Fi TX module as an

initiator to emit a self-initiation frame, comprised of the legitimate preamble and PHY/MAC

header but without any payload. Such zero-payload frames are supported by Wi-Fi drivers

such as Nexmon [169], or through Wi-Fi frame emulation methods [100]. Upon receiving the

initiation frame, the receiver starts its Wi-Fi demodulation workflow followed by the asymmetric

demodulation (Fig. 2.3). Notably, since the transmission of the initiation frame and the reception

of OOK data occur consecutively, there is no self-interference between the co-located transmitter

and receiver. Therefore, unlike backscatter communication systems, the link budget and receiving

sensitivity is not affected by direct Tx leakage or near-far problems [104]. For those Wi-Fi
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Figure 2.10. Demodulating the SlimWiFi OOK symbols directly in the frequency domain. The
subcarrier with non-zero signal power contains the OOK symbols.

devices with integrated transceivers, a firmware update is needed to enable the receiver to start

its demodulation workflow immediately after the transmitter sends out the trigger frame.

Optimizing receiver gain and sensitivity. A standard Wi-Fi receiver performs automatic

gain control (AGC) based on the signal strength of the preamble from the transmitter. For

SlimWiFi, since the preamble is from the co-located initiator instead of the actual transmitter,

the AGC may be misconfigured. If the initiation frame is too strong, the receiver will set a low

gain, leading to insufficient amplification of the incoming SlimWiFi signals. In this situation, the

demodulation performance will be bottlenecked by the quantization error (Sec. 2.3.4). Therefore,

to achieve the best receiver sensitivity, we would prefer to reduce the power of the initiation

frame. This may risk forcing the receiver to tune to a high gain, resulting in the clipping of high

amplitude signals. Fortunately, for OOK signals, the clipping effect will not impact demodulation,

since clipped signals are recognized as “1” regardless of their amplitude. We will evaluate the

effects of the receiver gain in Sec. 2.6.2.

2.3.6 Putting Everything Together

Overall, the Wi-Fi receiver follows the processing blocks shown in Fig. 2.3 to perform

the asymmetric demodulation. At a high level, the incoming OOK samples go through the

hard-coded normal Wi-Fi demodulation steps which result in a MAC frame. Our asymmetric

demodulator reconstructs the complex samples from the MAC frame, by reversing the Wi-Fi

demodulation steps, and then decodes the desired bit sequence from the reconstructed samples.
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Figure 2.11. Waterfall plots of reconstructed time-frequency domain samples.

Note that the reverse processing skips the IFFT. Since the OOK signal is narrowband and

only occupies one subcarrier, we can directly process the complex samples on that subcarrier,

without IFFT-converting them to the time domain, as shown in Fig. 2.10. The amplitude of the

complex sample is used directly to decode the OOK modulated symbol.

To visualize the samples in the time-frequency domain, we collect an example trace

with the following configurations: 802.11n with 20 MHz bandwidth, 64-QAM modulation, 5/6

coding rate, LDPC code, and frame length of 2,000 bytes. The waterfall plot in Fig. 2.11a shows

the case without any active transmission. The x and y axis are the symbol index in the time

domain, and the subcarrier index in the frequency domain, respectively. The color represents

the amplitude of the samples. It can be seen that the samples corresponding to the data bits of

the LDPC coded sequence always have a low amplitude (since no coding errors occur there),

while the ones corresponding to the parity bits have uncertain results. If we pick the time domain

symbols within one subcarrier, the symbols with coding errors (i.e. contain parity bits) appear

once every 6 symbols. The result corroborates our observations in Sec. 2.3.4.

Fig. 2.11b shows the case when a SlimWiFi device is transmitting signals, causing a high

amplitude to appear at subcarrier 15 of the Wi-Fi demodulator. The other subcarriers remain the

same as the idle case. The OOK signals can thus be demodulated using the samples on subcarrier

15.
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Figure 2.12. Transmitter radio hardware architecture.

2.4 SlimWiFi ULP Radio Hardware Design

In this section, we focus on the SlimWiFi transmitter hardware, which is designed for

asymmetric demodulation. We also provide a brief discussion on the ULP OOK receiver which

explains how SlimWiFi device interacts with the COTS Wi-Fi device on the downlink.

2.4.1 High Power Consumption in Traditional IoT Radios

Modern IoT radio designs need to make challenging trade-offs between power con-

sumption and other competing requirements, including range, bit rate, spectrum efficiency, etc.

Regardless of how they bias the trade-offs, the IoT radio architecture invariantly comprises 3

key components (Fig. 2.12a): a high power PA to ensure sufficiently high transmit power; a

crystal oscillator (XO) reference and carrier generator consisting of a PLL and VCO, to ensure a

stable carrier frequency; a high-resolution DAC to support complex modulation schemes. These

high-profile hardware components are the main culprit behind the high power consumption [42].

For example, the industry’s most power efficient Wi-Fi radio consumes around 300 mW

for TX and 100 mW for RX [92]. BLE consumes 5.1 mW at -20 dBm transmit power and

8.1 mW for RX [149]. ZigBee chip consumes 6.9 mW for transmission and 6 mW receiving

[148]. LoRa takes 32.4 mW and 14.8 mW for TX and RX, respectively [171]. Even the most

advanced low power BLE IC [154] which adopts many aggressive optimizations consumes more

than 3.9 mW. Tab. 2.1 shows a breakdown of the power consumption of each component. All

in all, to achieve extremely low power and open the pathways for battery-free operations, a
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Table 2.1. Power break down of IC implementation

BLE [154] SlimWiFi (Simulated)
Power amplifier 2.5 mW 43 µW

Carrier generation 0.7 mW 30 µW
Modulation 0.5 mW ∼0 µW

Rest 0.2 mW N/A
Sum 3.9 mW 73 µW

fundamentally different architecture is needed that evades all the power hungry components.

2.4.2 SlimWiFi Transmitter Architecture

Owing to the asymmetric communication design (Sec. 2.3), the SlimWiFi device only

needs to generate signals with low transmit power, low-accuracy carrier frequency, and simple

OOK waveforms. Therefore, we propose the SlimWiFi active transmitter architecture shown

in Fig. 2.12b. Compared to the traditional active transmitters, the SlimWiFi transmitter: (i)

replaces the high-power PA with a low-power PA optimized for constant-amplitude signals at -

20 dBm output power; (ii) replaces the closed-loop PLL+VCO with a simple open-loop oscillator;

(iii) removes the DAC and uses an RF switch for OOK modulation. With such optimizations,

SlimWiFi can bring the power consumption down to 73 µW in simulation. Tab. 2.1 provides the

power breakdown of SlimWiFi in comparison with the aforementioned BLE IC. Now we explain

how the extremely low power is achieved.

Transmit power

Existing IoT radio designs aim for long-range, high throughput, and robust communica-

tion, which in turn requires a high transmit power. For example, Wi-Fi devices usually transmit

at more than 20 dBm (i.e., 100 mW). BLE, ZigBee, or LoRa devices are at around 0 dBm (i.e.,

1 mW). The transmit power, and the associated PA hardware, dominates the power consumption

of the entire transmitter.

For SlimWiFi, recall it can reduce the transmit power by 18 dB while keeping the same

link budget, owing to the narrower bandwidth (250 kHz) (Sec. 2.3). This comes at the cost of a

29



lower bit-rate, but is a much preferred trade-off for most IoT applications, especially considering

the existing Wi-Fi infrastructure can be reused. Since the Wi-Fi preamble is generated by the

initiator instead of the SlimWiFi device, the PA only needs to support a narrow bandwidth and

can be optimized for high efficiency. Our actual on-chip PA is optimized for -20 dBm, whose

power consumption can be as low as 43 µW with 24 % drain efficiency. This would be equivalent

to a Wi-Fi transmitter at 18− 20 = −2 dBm, and comparable to the emission power of BLE,

LoRa, and ZigBee radios.

However, reducing the transmit power alone cannot bring the peak power to tens of µW.

For example, a BLE IC [149] still consumes 4.5 mW when transmitting at -40 dBm (1 µW), and

[154] still consumes 1.4 mW even without a PA (Tab. 2.1). At an extremely low transmit power,

the carrier generator and modulation blocks will become the bottleneck.

Open-loop carrier generation

Traditional closed-loop carrier generators are based on PLL, which can generate a

highly accurate carrier frequency but consumes high power due to the requirement of phase

detection. For example, typical analog PLLs for IoT consume power in the mW level [175, 128].

All digital PLLs can potentially bring down the power consumption to several hundred µW

[123, 154, 41], but still around one order of magnitude higher than our target power consumption.

The asymmetric demodulation design enables SlimWiFi to drastically relax the requirements of

frequency stability. Instead of tolerating around 48 kHz (± 20 ppm) of carrier frequency offset

as in COTS Wi-Fi devices [113], SlimWiFi works as long as its carrier falls within the 80 MHz

range of the entire 2.4 GHz Wi-Fi band! Therefore, SlimWiFi can use an open-loop oscillator

with low frequency accuracy as the carrier generator. More specifically, we chose an open-loop

ring oscillator for the 2.4 GHz carrier generation which consumes only around 30 µW when

implemented on an IC (more details in Sec. 2.4.3).
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Figure 2.13. Circuit diagram of the SlimWiFi chip.

Low power modulation

To synchronize with the symbol clock of the Wi-Fi receiver (Sec. 2.3.3), the SlimWiFi

transmitter uses an RF switch at 250 kHz switching rate to generate the OOK symbols. In fact,

our IC implementation realizes OOK by simply powering on and off the PA, without the need of

an additional RF switch. Since the open-loop ring oscillator’s start-up time (ns level) is much

shorter than the symbol period, it can also be power-cycled with the PA, which together can

reduce the modulation power consumption to nearly zero.

2.4.3 IC design

Fig. 2.13 shows the circuit diagram of our SlimWiFi IC, consisting of an open-loop ring

oscillator and a PA optimized for OOK signal at -20 dBm.

Ring oscillator

The ring oscillator consists of an odd number (3-stage in our design) of inverters cascaded

into a ring, as illustrated in Fig. 2.13. The logic input is inverted after passing through the inverters,

which causes oscillation between two voltage levels. The open-loop design circumvents the

requirement of an external reference clock (e.g., crystal oscillator), thus further reducing the

radio cost and form-factor.

The zoom-in plot in Fig. 2.13 shows the detailed on-chip design of the ring oscillator. It

31



is composed of minimum size transistors (W/ L = 120 nm/ 60 nm) for the minimum area and

lowest power consumption. The ring oscillator’s actual carrier frequency output is affected by

the process, voltage and temperature (PVT) variations. We introduce a 5-bit binary weighted

capacitor bank (CTRL⟨4 : 0⟩) loading the first stage of the inverter to tune the propagation delay

across different stages of the circuit. This in turn allows us to empirically adjust the oscillation

frequency at design time, so it falls within the 2.4 GHz band under typical PVT conditions.

Class-C PA

The carrier is directly modulated by a 250 kHz data sequence and then fed to the inverter-

based driver to drive a PA. We choose a Class-C PA for its easy implementation in terms of

harmonic terminations and better efficiency at low output power [99]. This comes at the cost of

low linearity but is acceptable for SlimWiFi since its OOK waveform is insensitive to clipping

distortion (Sec 2.3.5). For a Class-C PA, the relationship between the output power Pout , optimal

load impedance ZOPT and supply voltage VDD follows [99]:

Pout =V 2
DD/(2 ·ZOPT )

For the target of -20 dBm output power, the optimal load impedance can be 18 kΩ, which

would be impractical to match to the standard 50 Ω. To alleviate this problem, a dual-supply

voltage scheme [87] is applied for efficiency enhancement. Specifically, we use a 0.9 V VDD1 to

supply the VCO and driver stage, and 0.3 V VDD2 to supply the final PA stage. Off-chip high-Q

components [198] are utilized in the tapped-capacitor output matching network to achieve the

impedance transformation.

Tab. 2.2 compares the simulated IC performance with and without the PCB parasitic

S-parameter (SP) model (extracted using ADS Momentum). Both simulation results are obtained

with chip post-layout parasitic extraction (LPE). The table shows that, when co-simulated with

the PCB SP model, the output power and efficiency are degraded, indicating that the PCB
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parasites can have a detrimental effect on the IC performance. This problem can be solved by

integrating the capacitors on-chip to ensure a good match and carefully modeling the inductor on

PCB to co-optimize the performance.

Another potential solution is to replace the 50 Ω termination with a non-50 Ω antenna.

For example, a patch antenna can have an input impedance of 100-400 Ω at resonance [43], which

can effectively lower the impedance transformation ratio, thus reducing loss in the matching

network.

Table 2.2. Simulated IC performance

LPE LPE +PCB SP
Frequency (MHz) 2451 2438

Pout (dBm) -19.9 -21.3
Pdrain (µW) 42.9 43.4

Pvco+driver (µW) 29.2 29.3
Drain efficiency (%) 23.7 16.9

Global efficiency (%) 14.1 10.1

2.4.4 Downlink ULP Receiver

To enable downlink communication for SlimWiFi, the COTS Wi-Fi transmitter needs

to emulate OOK waveforms using OFDM. Such emulation has been well explored in recent

cross-technology communication and backscatter systems [97, 118, 167, 60], and can be directly

adopted by SlimWiFi. The resulting OOK receiver does not need a carrier generator or PA, and

thus consumes even less power than the transmitter.

Considering that the TX power of the COTS Wi-Fi device can be 30 dBm, 50 dB higher

than the SlimWiFi device’s transmit power, a similar uplink and downlink range can be achieved

even if the downlink OOK receiver’s sensitivity is 50 dB worse than the uplink Wi-Fi receiver.

To achieve a 100 m target range, the required receiver sensitivity is 30 dBm + 6 dBi + 2 dBi -

80 dB (FSPL) = -42 dB, which has been achieved in many existing systems. For example, [202]

achieves -42.6 dBm sensitivity at 2.8 µW power; [55] achieves -50 dBm sensitivity at 4.5 µW.
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Much better sensitivity (smaller than -70 dBm) can be achieved with wake-up radio designs

[32, 57, 85, 201, 143, 200, 199] at µW level power consumption.

Other than the 2.4 GHz carrier, the SlimWiFi device also requires a 250 kHz symbol

clock. Such low frequency clock can be generated with a ULP oscillator (e.g., 0.3 µW [54])

or extracted from the 2.4 GHz carrier through a ULP fraction counting clock as proposed in

[221]. The symbol clock can also be calibrated based on the downlink trigger frame which has a

250 kHz OFDM symbol rate.

2.5 Implementation

2.5.1 SlimWiFi Device

We have implemented three versions of the SlimWiFi device for different evaluation

purposes.

Emulation. To benchmark the performance of the asymmetric demodulation, we need

to flexibly control SlimWiFi’s signal transmission, such as carrier frequency, symbol time,

transmit power, etc. Therefore, we use the WARP software radio [138] to emulate the SlimWiFi

signals. To faithfully represent the performance of a real SlimWiFi device, we carefully tune the

amplitude of the samples and the RF gain of the WARP board, so that the emulated signal has a

calibrated transmission power of -20 dBm, consistent with other versions of implementation.

Discrete circuit prototype. The prototype version thoroughly implements both the

SlimWiFi TX and RX on a PCB (Fig. 2.14a), and is used for end-to-end functional validation of

the SlimWiFi design. Following the hardware architecture in Sec. 2.4.2, the TX device consists of

an open-loop LC oscillator BFP720 [91] and an RF switch HMC8038 [35] for OOK modulation.

The RLC components of the oscillator are carefully designed to tune the oscillation frequency to

the 2.4 GHz ISM band. The OOK RX is implemented by a power detector LT5534 [36] and the

sensitivity is tuned to -45 dBm. A Cmod A7 [70] FPGA evaluation board is used to process the

trigger frame, synchronize the symbol clock, and generate TX data.
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Figure 2.14. Two versions of the SlimWiFi device implementation.

IC fabrication. We also tape out a SlimWiFi transmitter following Sec. 2.4.3 in TSMC

65 nm RF LP process [187] to evaluate its functionality and power consumption. Die photo of

the fabricated chip is shown in Fig. 2.14b, whose core size is 30×25 µm2. The die is directly

bonded to a PCB for testing. More advanced process nodes can be utilized to further scale down

the chip size and power consumption.

2.5.2 COTS Wi-Fi Device

We use DWA-192 [64], a Wi-Fi dongle that supports LDPC code and A-MSDU, to

communicate with the SlimWiFi device. To calibrate the antenna gain, we replace the original

antennas of unknown gain with two 8 dBi antennas [33]. To implement the asymmetric demod-

ulation on this Wi-Fi receiver, we capture the data frames with CommView [182] on the user

space of the PC host and implement the signal processing workflow in Matlab. No additional

software, firmware, or hardware modification is needed for receiving.

For the initiation procedure discussed in 2.3.5, the DWA-192 firmware does not support

the generation of a zero-payload initiation frame. As a workaround, we verified that a COTS

Nexus 5 smartphone with Nexmon Wi-Fi driver [139, 169] can be used as the initiator to send

the CTS-to-self, trigger frame and initiation frame, thus triggering the demodulation procedure

on DWA-192. However, the signal strength of the COTS devices cannot be well calibrated and
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Figure 2.15. SlimWiFi IC carrier frequency drift corresponding to CTRL⟨4 : 0⟩ and temperature.

controlled which hinders us from benchmarking the impact of the power difference between the

initiation frame and the SlimWiFi’s signal. Therefore, we use the WARP software radio [138] to

send the initiation frame for emulation-based evaluation (Sec. 2.6.2).

2.6 System Evaluation

Our evaluation mainly focuses on the SlimWiFi uplink, since the OFDM-to-OOK down-

link has been studied in prior research (Sec. 2.4.4).

2.6.1 SlimWiFi Device Microbenchmark

We first benchmark the different implementations of the SlimWiFi device. Tab. 2.3

summarizes some important parameters of the SlimWiFi device.

Carrier frequency. We first profile the frequency stability of the SlimWiFi IC with the

open-loop ring oscillator. Fig. 2.15a illustrates the measured carrier frequency when varying the

CTRL⟨4 : 0⟩ from 0 to 31 with 0.95 V supply voltage at room temperature (25 ◦C). We see that

the ring oscillator design achieves a wide tuning range (around 1 GHz) and fine steps (30 MHz)

compared to the 80 MHz frequency tolerance. In addition, as shown in Fig. 2.15b, the frequency

variance is within 54 MHz even when considering a very wide temperature range of 0 to 75 ◦C.

Therefore, it suffices to perform a one-time calibration to tune the oscillator to the center of the

the 2.4 GHz band and let it run freely.
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Table 2.3. SlimWiFi prototype and chip performance

Frequency (Drift) Power Consumption
@ TX Power

Emulation Tunable N/A @ -20 dBm
Prototype 2460 (± 5) MHz 1 mW @ -20 dBm

Simulated IC 2438 (± 10) MHz 73 µW @ -21 dBm
Fabricated IC 2465 (± 10) MHz 90 µW @ -24 dBm

 0

 20

 40

 60

 80

 100

-10 -5  0  5  10

F
E

R
 (

%
)

Relative Power (dB)

Figure 2.16. Frame error rate with different relative power between the SlimWiFi signal and the
initiation signal.

We found that the emulated and prototype version of SlimWiFi show consistent behavior

compared with the IC version. The prototype board also has an inaccurate carrier frequency,

though a relatively lower drift (around 5 MHz). The WARP setup can emulate arbitrary carrier

frequencies for evaluation purposes.

Power consumption and transmit power. The discrete prototype version of the

SlimWiFi transmitter consumes around 1 mW power when transmitting at -20 dBm. This

is already superior to state-of-the-art IoT ICs (Sec. 2.4). The chip version further cuts the

power consumption by an order of magnitude owing to the highly optimized oscillator and PA.

Sub-100 µW of power consumption is achieved, for both the simulated and fabricated SlimWiFi

chips. The measured output power is -24 dBm, which is 3 dB lower than the simulated results.

We suspect this is due to the tolerance of the inductor and capacitors used for the high-Q output

matching and/or the PCB parasitics (e.g. bond wire inductance) not fully captured by the EM

simulation. We expect much lower power consumption and a higher PA efficiency is feasible by
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Figure 2.18. Frame error rate under different symbol time offset.

optimizing the PCB peripherals and by using advanced fabrication processes (lower than 65 nm).

2.6.2 Microbenchmark for Asymmetric Demodulation

The demodulation performance depends on various parameters, including CFO, symbol

time offset (STO), receiver gain, etc. Since SlimWiFi uses an open-loop carrier generator that

keeps drifting, it is impossible to manually fix these parameters for controlled experiments. We

thus calibrated the signal strength and used WARP to decouple and benchmark the impact of

each parameter individually.

We conduct link-level experiments in an outdoor parking space, with the following

default configurations of the Wi-Fi receiver: 20 MHz 802.11n OFDM, 64-QAM modulation,

LDPC coding with 5/6 coding rate and 7935 bytes frame length. Meanwhile, we use WARP to

emulate the SlimWiFi device transmitting OOK modulated signals with a frame length of 240
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bits and 1/2 BCC coding rate. By default, the link distance is 20 m.

Impact of receiver gain. Recall that the mismatch of signal strength between the

initiation signal and the SlimWiFi signal may mislead the Wi-Fi receiver towards a suboptimal

gain setting (Sec. 2.3.5). To evaluate its impact, we use the WARP board to transmit the initiation

frame along with the emulated signal, so that the strength difference can be intentionally

controlled. We consider the relative power of the emulated SlimWiFi signal as 0 dB when the

signal strength is the same as that of one subcarrier in the initiation frame. Fig. 2.16 shows

that the receiver performance does not degrade significantly until the relative power is lower

than -9 dB, when the receiver gain is too low for robust demodulation. This corroborates our

explanation in Sec. 2.3.5. Therefore, instead of adjusting the power of the initiation frame which

will lead to complicated management overhead, we can just transmit an initiation frame at a fixed

low power. By default, our experiments control the relative power to -6 dB to prevent degrading

the demodulation performance.

Impact of carrier frequency offset. Note that the 802.11n subcarrier spacing is

312.5 kHz, and asymmetric demodulation works as long as the SlimWiFi signals overlap

with one of the subcarriers. We thus only evaluate the case when the SlimWiFi transmitter’s

carrier frequency deviates from a representative Wi-Fi subcarrier 15. To achieve higher SNR, we

combine the samples of the two subcarriers that partially overlap with SlimWiFi’s signals, only

when the frequency offsets by 140 to 180 kHz (around half of the subcarrier width). Otherwise,

the combination may induce more noise (Sec. 2.3.3). With this setting, the worst-case SNR

loss is only 3 dB, i.e., when nearly half of the signal power spills into an unusable adjacent

subcarrier. To summarize, the asymmetric demodulator can tolerate arbitrary frequency offsets

of the SlimWiFi signals in common cases.

Impact of synchronization. To evaluate how the symbol time offset (STO) influences

the receiver performance, we manually introduced a delay between the emulated SlimWiFi signal

and the initiation frame (both transmitted by the WARP board). The result in Fig. 2.18 shows

that within an STO from -1 µs to 1.5 µs, the receiver performance is not affected in a noticeable
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Figure 2.19. Performance of the asymmetric demodulation receiver w.r.t. (a) frame error rate
(FER) and (b) goodput at different range and coding rate.

manner. Therefore, the system performance should not be affected by the STO since a much

better symbol level synchronization can be achieved by the OOK receiver [202, 211]. Notably,

the performance is not symmetric around 0 offset (i.e., there is around 0.5 µs more tolerance on

positive STO), because of the 0.8 µs redundancy introduced by the CP.

Range and coding rate on SlimWiFi device. Fig. 2.19a and Fig. 2.19b show the frame

error rate (FER) and goodput with different link distances and BCC coding rate (applied on

the data from SlimWiFi device to combat with the coding error discussed in Sec. 2.3.4). The

goodput is calculated by only counting the frames with no bit error and including the overhead of

channel access, initiation, and trigger frame as discussed in Sec. 2.2. It can be seen that SlimWiFi

maintains a low FER of below 5% even at 60 m of communication range. A goodput of around

100 kbps can be achieved within the range of 60 m. A higher coding rate leads to higher goodput,

with some sacrifice on the FER.

Non-line-of-sight (NLoS). We finally evaluate SlimWiFi in an indoor NLoS environment

with rich multipath. Fig. 2.20 shows the deployment setup. We place the Wi-Fi receiver in the

living room of a 3B2B apartment, and vary the location of the SlimWiFi transmitter (emulated by

WARP). It can be seen that a FER lower than 0.5% is achieved for all the locations except “L1”,

despite the multipath and under NLoS. A FER of 1.3% can be achieved at “L1” even though

the emulated transmitter is placed at the furthest end of the apartment with 2 concrete walls
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Figure 2.20. Experimental setup and result for NLoS deployment.

blocking the LoS. We note that the non-coherent demodulation of SlimWiFi is insensitive to the

signals’ phase variations and naturally resilient to the multipath effects. In addition, as discussed

in Sec. 2.4.2, although SlimWiFi bears a low transmit power, it still keeps an ample link budget

owing to the high sensitivity of asymmetric demodulation, thereby easily achieving whole-home

coverage even with NLoS links.

2.6.3 System Level Evaluation

We now put the workflow in Fig. 2.2 together and evaluate the SlimWiFi system end-

to-end. We use the prototype SlimWiFi device to transmit an OOK signal with a 1/2 coding

rate. The initiator’s output power is tuned for the highest receiving gain. The experiments are

conducted in an outdoor parking lot. Fig. 2.21 shows that SlimWiFi can achieve a working range

of around 30 m at a FER of 11% and goodput of 78.0 Kbps, and 35 m at a FER of 30% and

goodput of 61.5 Kbps. Compared to the result in Fig. 2.19, the range is reduced by around 1/2.

This is reasonable because the impacts of receiver gain, CFO, synchronization error, etc. are

combined together. For example, unlike the emulated SlimWiFi device, the carrier frequency

of the prototype device or IC is not strictly controlled. The resulting carrier frequency offset is
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Figure 2.21. Performance of the SlimWiFi system w.r.t. (a) frame error rate (FER) and (b)
goodput at different range.

unpredictable and will cause up to 3 db of SNR loss (Sec. 2.6.2) which translates into a range

reduction. The result also indicates that the proposed symbol synchronization scheme based on a

simple OOK receiver can satisfy the synchronization requirement.

2.7 Discussion

Other Wi-Fi standards. We use 802.11n Wi-Fi as the Internet gateway for SlimWiFi

devices because the 802.11n standard is supported by mainstream Wi-Fi devices. Other OFDM-

based Wi-Fi standards can also support asymmetric modulation, albeit with a few limitations:

802.11a/ac only resides in the 5 GHz band which is not ideal for ULP communication due to the

larger path loss; 802.11g, the predecessor of 802.11n, does not support A-MSDU and hence can

only accommodate 70 OOK symbols in one frame (Sec. 2.3.5); 802.11ax devices are still not

widely deployed and the longer symbol period will lead to lower SlimWiFi throughput.

Initiating the Wi-Fi demodulation. The current SlimWiFi implementation requires

an initiator as a workaround to trigger the standard Wi-Fi receiver’s demodulation procedure

(Sec. 2.3.5). We expect a firmware update to the receiver can enable its self-triggering of the

demodulation following the CTS-to-self, as discussed in Sec. 2.3.5. An alternative way to

circumvent the initiator is to use the spectral scan function of certain Wi-Fi cards (e.g., the

Atheros Wi-Fi [122]), which can continuously report the samples before the QAM block without
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Table 2.4. Comparing SlimWiFi with representative state-of-the-art low-power communication

Radio arch. Power Data rate Interference Range Infrastructure

Wi-Fi [92] Active 100s mW High Low Long COTS Wi-Fi
BLE [153] Active ∼ 5 mW Medium Low Medium COTS BLE
Wi-Fi backscat-
ter [107]

Direct
backscatter

1s µW Low Low Short COTS Wi-Fi

Braidio [84] Direct
backscatter

10s µW Medium Low Short Custom device

PassiveWiFi
[109]

Freqshift
backscatter

10s µW Medium
to high

High Medium Custom device

HitchHike [211] Freqshift
backscatter

10s µW Medium High Medium COTS Wi-Fi

SlimWiFi Slim active 10s µW Medium Low Long COTS Wi-Fi

explicit triggering. We leave the implementation of these approaches for future work.

2.8 Related Work

Low-power communication hardware. ULP radio hardware design has been the

holy grail of the IoT industry. Many RFIC techniques have been proposed for ULP radios,

such as harmonic injection-locked carrier generator [156, 83, 120], crystal-free design [157, 52],

power oscillator [142], etc. However, these radical radio designs are incompatible with existing

IoT network infrastructures. In contrast, SlimWiFi demonstrates for the first time that signals

from a ULP OOK radio can be demodulated by a COTS Wi-Fi device. The SlimWiFi ULP

radio is extremely simple and can be easily mass-produced and embraced into the existing IoT

ecosystem.

We note that most modern network standards have protocol-level power-saving mecha-

nisms [29, 113, 69] based on sleep scheduling. These mechanisms cannot reduce the peak power

consumption–a more essential metric for battery-free communication hardware. Nevertheless,

they are complementary to the SlimWiFi design and can be used to further reduce its average

power consumption.

Cross technology communication (CTC). The primary motivation behind CTC is to
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allow different communication standards to exchange messages, so as to reduce interference and

enable sharing of data/control information. Recent work has explored both receiver-transparent

CTC [118, 60, 58, 124, 117, 102] and transmitter-transparent CTC [101, 80, 125, 100]. However,

CTC mainly sticks to the complex modulation adopted by the COTS IoT devices. In contrast,

SlimWiFi aims to design the SlimWiFi signal so that it can be effectively decoded by high-profile

OFDM demodulators while relaxing the hardware requirement of the transmitter. In addition,

existing CTC systems can not be used in ULP settings due to two reasons. First, none of the

existing CTC designs can reduce power consumption because they rely on standard transceivers

such as Wi-Fi, BLE, ZigBee, and LoRa. Second, they have relatively low communication

performance. For example, the recently proposed XFi [125] can only reach 10 m range at 3%

FER. For such CTC systems, the majority of the energy is wasted to maintain an unreliable link

between heterogeneous hardware, which is not desired in ULP IoT applications. In contrast,

SlimWiFi is optimized to achieve a reasonable communication performance targeting IoT

applications, with around 3 orders of magnitude lower power than standard transceivers.

Backscatter communication. Recent work has extended classical UHF RFID backscat-

ter communication to realize ambient backscatter, which piggybacks on existing communication

links to convey information. For example, Wi-Fi backscatter et al. [107, 44, 126, 84, 168] adopt

direct backscatter where the tag data is directly modulated to the excitation signal. But due to the

self-interference, they usually operate within a very short range and have a very low data rate.

PassiveWiFi et al. [109, 214, 181, 192, 221] introduces frequency shifting backscattering to deal

with the self-interference issues. A single-tone excitation signal is required as an RF carrier source

for a low-power backscatter tag, and the tag can reflect and remodulate standard-compatible sig-

nals (Wi-Fi, BLE, LTE, ZigBee, etc.). HitchHike et al. [97, 211, 202, 74, 213, 59, 117, 127, 217]

apply codeword translation, so that a COTS transmitter, instead of a dedicated single-tone

generator, can be used as an excitation signal source.

Tab. 2.4 compares SlimWiFi with the representative communication schemes discussed

above. Unlike these systems that backscatter signals from existing links, the SlimWiFi device is
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a standalone active transmitter and does not require an external RF carrier signal transmitter.

Moreover, as verified in [68], Wi-Fi backscatter systems can cause interference to adjacent

Wi-Fi channels, and may inadvertently remodulate and interfere with 5G NR links due to

lack of frequency selectivity. Active transmitters like SlimWiFi do not have such out-of-band

interference problems. On the other hand, the asymmetric demodulation design in SlimWiFi can

also facilitate existing backscatter systems. Owing to the asymmetric demodulation design of

SlimWiFi, the backscatter tag can generate a simple modulated signal instead of the sophisticated

Wi-Fi compatible signal. Therefore, the tag can evade the need for an accurate and high frequency

(tens of MHz) clock source for channel level frequency shifting, which can potentially cut its

power consumption by multi-folds.

2.9 Conclusion

To our knowledge, SlimWiFi represents the first active OOK-modulated radio that can

directly communicate with existing Wi-Fi infrastructures. Such asymmetric communication

capabilities enable radical simplifications to the radio architecture, opening pathways towards

standalone, battery-free Wi-Fi compatible IoT communication. Our SlimWiFi IC achieves a

peak power consumption of 90 µW, but still leaves ample space for optimization, e.g., through

more advanced fabrication processes. The asymmetric communication paradigm can be similarly

applied to other wireless standards, which we leave for future exploration.
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Chapter 3

Long Range Magnetic RFID for Reliable
Object Identification

3.1 Introduction

Today’s major e-commerce companies need to operate the most sophisticated logistics

networks that have ever existed. Companies like Alibaba, Amazon or Walmart need to handle a

package volume that is over 87 billion per year [158]. UHF RFID has been widely acclaimed to

be the vital enabler that could revolutionize the digital tracking, recording, sorting and verification

at the core of logistics operations. However, after numerous trials in real-world deployments,

UHF RFID today only finds its use in very specific application scenarios1. It is unable to cover

wide-ranging media and objects including food, biological, electrical, chemical, mechanical and

pharmaceutical products in sophisticated logistics systems that global e-commerce companies

operate.

Based on the operating experience of Alibaba–one of the largest e-commerce companies

in the world, we demystify the reason why today’s UHF RFID system does not work at large

scale. The answer is simple: today’s UHF RFID is just unable to achieve the 99.9% accuracy2

1Today’s major UHF RFID adopters are apparel retailers [88] such as Zara and Uniqlo whose products are most
RF-friendly.

2On one hand, the accuracy needed by logistics network has to be extremely high. Since 87 billion packages
are shipped every year [158]. With 99% accuracy, the logistics network will mis-deliver 870 million packages,
which costs billions of dollars for handling mis-delivered packages. On the other hand, today’s bar-code scanning
achieves an accuracy of 99.9% and therefore, in order to replace bar-code at large-scale, an RFID solution with
higher accuracy is desired.
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needed by complex logistic networks. To have a 99.9% accuracy, an RFID system needs to

achieve the following two goals at the same time: i) Read ALL (≥99.9%) the tags placed in the

region of interests (ROI), and ii) Do NOT read any (≤0.1%) undesired tags that are beyond the

guard region, shown in Fig. 3.1.

Unfortunately, current RFID systems cannot attain the two goals at the same time. To

reliably read all the tags in ROI, an RFID system usually needs to add transmission power and

improve its sensitivity, thus inevitably cross-reading undesired tags far away. To eliminate cross

reading, it usually ends up missing the desired tags nearby. This fundamental dilemma roots in

the propagation characteristics of the UHF RF signal as illustrated in Fig. 3.1. As many common

objects including water and metal would reflect RF signals, multipath effect thereby induces

unpredictable variation over path loss. We want to set a boundary about tag-reader distance

(vertical line) as that of the ROI. Unfortunately, the read-or-not criterion essentially translates to

a threshold of relative path loss (horizontal line). Thus the outliers along the path loss curve can

cause miss- or cross-reading. Workarounds may include an extended guard zone, sometimes

too large to be practical. Researchers have explored advanced near-field antennas [141], but

such antennas as large as the ROI is bulky and costly. It is possible that the localization-based
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approach would replace the read-or-not criterion, but the localization algorithm itself is unreliable

in practice under the fate of “garbage in, garbage out” [194].

In this paper, we introduce the design and implementation of NFC+, a magnetic RFID

system that can address the issue of miss-reading and cross-reading. At a high level, NFC+ is

made possible by rethinking how we can construct magnetic fields with multiple highly resonant

coils. However, translating this high-level idea into a practical system entails multiple challenges.

First, current magnetic RFID systems, such as NFC, can only operate at a short distance (typically

≤ 10 cm), which is not sufficient for logistic applications. Second, current magnetic RFID

systems can only read a tag when it is placed with a specific orientation. NFC+ introduces the

following innovations to overcome the above challenges.

First, NFC+ employs resonating magnetic coils with extremely high-quality factor (Q).

We challenge the conventional wisdom that the quality factor Q should stay low (around 10)

to prevent the resonance effect from distorting communication symbols [94, 90]. Instead, we

choose to escalate the Q factor by orders of magnitude and re-architect the reader with separated

TX and RX coils. The TX and RX coils resonate at different carrier frequencies to avoid symbol

distortion. With ultra-high Q coils, much more energy can be delivered to the tag and received

by the reader under the same transmit power budget, and in the meantime, the reader can also

decode much weaker backscattered signals from the tag.

Second, NFC+ leverages a passive self-interference cancellation design to curtail the

leakage from the TX chain to the RX chain that can severely impact the NFC+ reader’s sensitivity

and read range. In our TX/RX separating design, because the RX coil’s resonant frequency

deviates from that of TX coils, the high Q RX coil will cause sharp degradation to the leakage

from TX. Then, by using 13.56 MHz crystal, we design a novel ultra-narrow-band notch

filter at carrier frequency. By further combining with intermediate frequency filtering, the

self-interference is minimized so that we can achieve optimized RX sensitivity and read range.

Third, we propose a novel multi-coil magnetic beamforming mechanism, which can fully

utilize the diversity gain of multiple coils. By analyzing the vector field property and modeling
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the NFC+ in a far field way, we prove that the NFC+ reader can “steer” its magnetic field

by using multiple coils with binary phase configurations (i.e., 0 and π). This simple scanning

mechanism enables the reader to cover the maximum combination.

Finally, we design passive magnetic repeaters to further improve the reading range and

reliability. These battery-free repeaters can be excited by the magnetic field from the TX coil.

Then they regenerate a complementary field to diversify the total vector field’s directions and

enhance its strength.

We implement NFC+ based on a custom-built reader platform, which can directly read

standard NFC tags. To verify its performance, we conduct microbenchmark experiments along

with large-scale warehouse tests involving over 10,000 tags. The results show that:

• NFC+ can reach a maximum reading range of 3 m, whereas state-of-the-art NFC systems

can only achieve 0.9 m even with the most favorable tag orientation.

• NFC+ achieves a low miss-reading rate of 0.03% when the tags are attached to various

products with arbitrary orientation, in contrast to 40% and 23% of NFC and UHF RFID,

respectively.

• NFC+ does not cross read any tag outside of the ROI, in comparison to a cross-reading

rate of 42% in UHF RFID.

To our knowledge, NFC+ represents the first system to solve the cross-reading and

miss-reading problem that has plagued RFID for decades in realistic deployment. We believe

that NFC+ paves the way towards deploying RFID at scale in logistics networks. We also hope

this work can bring magnetic communication back into researchers’ sight because the physical

property of magnetic field is extremely superior in many large-scale applications.
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3.2 Motivation and background

3.2.1 Rethink RFID system design

The miss-reading and cross-reading problems are direct consequences of the intrinsic

physical nature of UHF radio waves. In order to overcome this challenge, we argue that we

should rethink the design of today’s logistic RFID systems at a fundamental level. Specifically,

instead of relying on electromagnetic radio waves, we propose NFC+ to harnesses magnetic

signals and re-architect RFIDs in logistic networks. NFC+ embraces the magnetic nature of

near field communication (NFC) and transforms these short-range battery-free NFC tags into

long-range and reliable RFIDs. NFC+ exploits NFC for the following immediate advantages:

• NFC relies on 13.56MHz magnetic signal for communication, which can easily penetrate

all kinds of media that would block or reflect RF signals including liquid and even metallic

objects3.

• Magnetic signal is non-radiative, and its “energy” degrades at O(1/d6) with distance

d, much faster than O(1/d2) for UHF electromagnetic signal. In addition, a magnetic

signal rarely experiences multipath reflection, which prevents cross-reading undesired tags

beyond the operating range.

• NFC tags are battery-free and extremely low-cost. Similar to UHF RFID, NFC relies on

energy harvesting and does not require a battery for operation. In addition, NFC tags have

already been produced on a massive scale. The cost of an NFC tag has been made as low

as 5 cents [152], comparable to UHF RFID tags4.

• NFC is well supported by multiplexed protocols such as ISO 15693 and ISO 14443, which

allow multiple tags to be read simultaneously. The read rate is more than 50 tags/s which

is sufficient for logistic applications.
3Thin and non-ferromagnetic, e.g. aluminum foil.
4Note that due to application difference, today’s NFC chips have more memory volume than UHF RFID. We

expect the cost of the NFC tag to further shrink down if NFC tags are applied to logistics.
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Figure 3.2. NFC reader-tag setup and close-loop magnetic coupling when tag is close to the
reader. NFC+ leverages an additional high-Q resonator (simplified as the paralleled shunt
capacitor and the coil inductor) which builds on top of NFC to boost the reading range.

3.2.2 Physics behind NFC and its limitations

Unfortunately, today’s NFC systems are fundamentally crippled by its communication

range. Current NFC systems are designed following the principles of inductive magnetic coupling

[172]. As shown in Fig. 3.2, an NFC reader usually employs a loop antenna to elicit magnetic

fields while NFC tags also employ small coils to pick up the produced magnetic fields. When

the reader’s fields traverse a tag’s coil. The NFC reader and the tag are inductively coupled

with each other via a magnetic field, so the antennas between the reader and the tag effectively

form a transformer with a specific coupling coefficient k which is a function of the tag’s location

and orientation. The reader delivers power and commands to the tag through the transformer

and detects the load changing when the tag is doing load modulation. However, in such an

inductively coupled system, when a tag is placed slightly away from the reader or has a small

degree of undesired orientation, the coupling coefficient k quickly diminishes. This will lead

to loose coupling between the reader and the tag, which impedes the tag’s energy harvesting

and data communication. Therefore, NFC systems that are built based on inductive coupling

typically only operate with a range of less than 10 centimeters [186].
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3.2.3 Resonance effect and quality factor

To fundamentally overcome the limited communication range in the current NFC system,

NFC+ builds on top of a physical phenomenon called Resonance, which is the amplification that

occurs when a signal is applied at the natural frequency of a system. In order to leverage the

resonance effect, a resonator is required as shown in the red block of Fig. 3.2. Because the size

of the loop antenna is relatively small compared to the NFC carrier wavelength (22 m), the input

current is evenly distributed on the loop [160]. Hence, the loop antenna itself can be regarded

as a discrete inductor and resistor. To form a resonator, an additional capacitor is added across

the loop antenna. The energy in a resonator is stored in two different ways: (1) the electrical

energy as charges accumulate at the capacitor electrodes and (2) magnetic energy as currents

flow through the inductor. There is a tendency of such two types of energy converting into one

another, causing oscillation between the capacitor and the inductor. The natural frequency of

such oscillation is decided by:

f0 =
1

2π
√

LC
(3.1)

By changing the value of the capacitor, we can tune the resonant frequency to 13.56 MHz in

NFC. The strength of such oscillation is measured by an important physical parameter called

quality factor (Q) [115], which is defined as the ratio of the peak energy stored in the resonator

to the energy lost per radian in a cycle of oscillation. In an RLC parallel circuitry, Q can be

calculated as:

Q =
R

2π f0L
(3.2)

When an input current is fed into a resonator, the resonant current passing through its coil will be

Q× of the input current, which means that magnetic field strength is amplified by Q× compared

to a resistive load even though the input power stays the same. However, it is worth noting that

there is also a trade-off between the frequency, bandwidth, and Q, which can be written as:

BW =
f0

Q
(3.3)
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Figure 3.3. NFC+’s system overview

The above equation tells that the communication bandwidth is inversely proportional to the

quality factor of the resonator. As a result, in communication, high Q is rarely employed due to

the bandwidth constraint it imposes on sending and receiving data.

3.3 NFC+ system overview

Fig. 3.3 summarizes the key components in NFC+. To extend the range where a tag

can operate, we physically separate transmission and reception coils and leverage high quality

factor coils for both transmission and reception. However, TX coils are tuned to resonate around

13.56 MHz while the RX coil will resonate around 13.11 MHz or 14.01 MHz. In addition, we

design passive self-interference cancellation circuit to enable the reader to receive and decode

very weak backscattered signal when a tag is far away from the reader. Then, we leverage multiple

TX coils to realize efficient magnetic beamforming to ensure tags with undesired orientations can

also obtain sufficient power for its operation. Finally, we design passive (batteryless) repeater

which is deployed at locations close to the tag and helps read tags far away from the TX coil or

with undesired orientations. We will introduce the design of each component in the following

sections.
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Figure 3.4. The physical model and the equivalent circuit model of a reader coil.

3.4 Pushing range limits

In this section, we will describe how NFC+ leverages high Q coil, TX/RX separated

transceiver design and self-interference cancellation techniques to significantly boost the opera-

tional range.

3.4.1 Why we need high quality factor coils?

We start by modeling the magnetic field generated from a reader coil. The goal is

to identify the fundamental design knobs that determine the field strength. Without loss of

generality, we model the coil as a circular loop carrying current IL, as shown in Fig. 3.4a. The

equations corresponding to different coil shapes are slightly different, but our conclusion still

holds regardless. Since the coil size is much smaller than the signal wavelength, the current IL

can be considered as evenly distributed, and hence we can use a static magnetic model to analyze

the system [43]. Following the Biot-Savart law [146], the field along the coil’s central axis is:

Hz =
R2IL

2(d2 +R2)
3
2

(3.4)

where d is the distance between reader coil and tag and R is the radius of the coil.

Because the reader coil is a “small loop” compared to the 22 m wavelength, the reader

coil can be treated as an inductor L shunted with a resister RL. Then, taking a simple resonant

and matching network which is used to form a resonator and match the coil impedance to the
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voltage source internal resistance Rs, the reader can be simplified as the circuit in Fig. 3.4b, the

current IL is related to the reader’s output power P and the quality factor Q of the coil. The reader

coil’s inductance can be calculated as [185]:

L ∝ R
[

ln
(

8R
a

)
−2

]
(3.5)

where a is the wire radius. The resistance RL is made tunable to achieve different Q values

with the same L. Given a specific Q, RL = ωcLQ. If the matching is perfect, RL is loaded with

half of the available power from the signal source, which is P and the current through RL is

IR =
√

P
RL

=
√

P
ωcLQ . Therefore, we have:

IL = QIR =

√
PQ
ωcL

(3.6)

Then, the magnetic field generated by a reader passing through the tag can be modeled as:

H ∝

√√√√√ PQ

R
[

ln
(

8R
a

)
−2

] R2

(d2 +R2)
3
2

(3.7)

The field strength H depends on the following factors: reader transmission power P, reader coil

radius R, coil quality factor Q, coil wire radius a and distance d. Obviously, to achieve longer

distance d, we may increase P, R, a or Q.

However, simply increasing the transmission power P will cause severe safety problems.

The most powerful state-of-the-art commercial NFC reader [130] has 8 Watts output power and

offers a maximum read distance up to 0.9 m. To extend the reading distance to 3 m, the reader’s

output power needs to reach an alarming level of 8× ( 3
0.9)

6 = 11 kW, which is hardly achievable

by practical power source and dangerous for human operators [77]. The reason roots in the fact

that P is proportional to d6 as shown in Eq. 3.7. Similar to P, increasing the wire radius a is not a

viable solution, either. To reach 3 m distance, wire radius needs to be increased by e(
3

0.9 )
6
= e1372
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times, which is infeasible in practice.

Another idea is to play with the geometry R. An optimal R can be calculated by setting

the derivative of Eq. 3.7 to zero, which leads to an R comparable to d. Unfortunately, abusing R

is also infeasible for two reasons: (1) A large coil has a high self-inductance, which can only

function under small resonating capacitance when the coil is tuned to 13.56 MHz as shown in

Eq. 3.1. The small capacitance can be easily affected by parasitic capacitance which is induced

from nearby environment. As a result, the coil would get detuned from the desired 13.56 MHz

frequency even though it has been carefully calibrated. (2) To efficiently elicit magnetic fields

from the source, the loop currents shall be evenly distributed along the coil to avoid spurious

electromagnetic emission at far-field [73], which implies that the maximum circumference of

the coil can only be a small fraction of the wavelength λ (< 0.1λ as a rule of thumb [73]). As a

result, in practice, R has to be limited to around 0.5 m.

The above analysis implies that the quality factor Q of a coil remains as the major factor

that can be practically leveraged to extend the range. A Q value on the order of several hundred

is feasible since the internal resistor of a coil can be made very small. This kind of high Q loop

antenna has been well studied in amateur radio [73]. Unfortunately, a commercial NFC reader

coil typically employs a very small Q factor of around 8 by adding an additional resistor [94].

Such a design was made to ensure that the same coil can be used simultaneously for wireless

power transfer and reader-tag bidirectional data communication.

Fig. 3.5 shows how the quality factor of a coil impacts data communication. In the

ISO 15693 NFC protocol, a tag talks to a reader through sideband modulation with a sub-carrier

of 423.75 kHz or 484.25 kHz. To decode the tag’s signal with 13.56 MHz carrier received by

the same transmitting coil, the sampling bandwidth needed is around 484.25 kHz×2≈ 1 MHz.

Since bandwidth BW of a coil is inversely proportional to its quality factor Q = fc/BW , the Q of

the coil should be no more than 13.56 MHz/1 MHz = 13.56. A typical practice is to employ a

Q = 8 so that it can also support ISO-14443 which has larger sub-carrier frequency. Using such

a small Q, the frequency response of the coil is not sharp and its bandwidth is wide as shown in
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Figure 3.5. Frequency response of coils with different quality factors. To use high Q coils, we
use different coils for transmission and reception. The TX coils are tuned to 13.56 MHz and the
RX coils are tuned to 13.11 MHz or 14.01 MHz.

Fig. 3.5a. Therefore, tag-to-reader data communication can sustain.

Although Eq. 3.7 tells us that a large Q improves the magnetic strength, the frequency

response of the coil becomes sharp as shown by the blue dotted curve in Fig. 3.5b. As a result,

the tag-to-reader communication suffers because the frequency of the backscattered signal sits

outside of the bandwidth of the coil. How to increase the Q factor without compromising the

communication link?

3.4.2 Support high Q coils via T/R separation

Instead of using a single coil for both transmission and reception, NFC+ achieves high-

quality factors by using at least two coils, one for transmission and one for reception. We do so

because we want to unleash the power of Q by decoupling transmission and reception.

Let us first look at the quality factor of the TX coil. The reader-to-tag downlink transmis-

sion adopts pulse position modulation with an Tb = 9.44 µs pulse width (ISO 15693 protocol),

which suggests that the bandwidth required for reader-to-tag link is around 1/Tb = 106 kHz

[160]. Since the center frequency of the TX coil is around 13.56 MHz, the Q of the TX coil can

be increased to 13.56 MHz/106 kHz = 128, 16× larger than that of a typical commercial NFC

reader.

Unlike commercial NFC systems where RX operates around 13.56 MHz, as shown in
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Figure 3.7. NFC+ uses high Q coils, notch filters, IF filters and digital baseband processing for
self-interference cancellation.

Fig. 3.5b, we tune the RX coil to operate around 13.11 MHz or 14.01 MHz, corresponding to the

lower/upper sideband frequencies used in the tag-to-reader communication link. The tag performs

FSK modulation at 6.7 kbps with a 423 kHz or 484 kHz subcarrier. The minimum sampling

bandwidth required by the reader to decode the information is (484−423)+2×6.7 = 74.4 kHz.

As a result, the RX coil can have a Q = 14.01 MHz/74.4 kHz = 188. Overall, using a Q = 128

TX coil and a Q = 188 RX coil can extend the reader-to-tag link range by 1.6× and tag-to-reader

link range by 1.7× compared to the Q = 8 coils used by state-of-the-art commercial NFC readers.
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3.4.3 Passive self-interference cancellation

To further increase the link budget and boost the range, we need to handle self-interference

to improve the RX sensitivity. This RX side improvement is needed because the strength of

reader received signal will suffer two times of “path loss” and easily become bottleneck when

distance increase. Self-interference, which is the leakage from the TX to the RX chain, is one of

the main factor that limits the RX sensitivity. In this section, we will discuss why this issue is

not solved in commercial NFC systems and how we can use simple passive circuits to address

the problem.

Commercial NFC readers do not have self-interference cancellation circuits mainly

because it is unnecessary to have a sensitive receiver for short-range (≤10 cm) applications [186].

To understand the impact of self-interference, we use the Tagformance Pro platform from

Voyantic [190] to measure the tag signal strength as well as the strength of self-interference

by feeding the RX path into a spectrum analyzer. The results are illustrated in Fig. 3.6. When

a tag is 10 cm away from the reader, the backscattered signal is only about 50 dB lower

than the self-interference from the reader and is well above the noise floor. Therefore, the

majority of commercial readers with amplitude and phase detectors [95] performing non-coherent

demodulation [166] can still successfully decode the tag signal even without self-interference

cancellation.

However, when the tag moves away from the reader, the backscattered signal becomes

very weak while self-interference remains the same. Following the model in Eq. 3.7, when the

tag-to-reader distance moves from 10 cm to 1 m, the strength of the tag’s backscattered signal

will decrease by 40 dB 5. As illustrated in Fig. 3.6, the backscattered signal will be much lower

than the self-interference. In such a condition, self-interference cancellation becomes important

to design a near-to-noise-floor sensitivity receiver.

NFC+ introduces a simple but novel passive circuit to address this issue. Our passive

5The maximum read range of Tagformance Pro is 30 cm. Therefore, we calculate signal strength at 1m based on
measured results at 10 cm.
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circuit includes three parts: high Q coil suppression, notch filter and IF filter. We first explain

how we use high Q coils to suppress the self-interference. As discussed in Sec. 3.4.2, we tune the

TX coil and RX coil to operate around 13.56 MHz and 14.01 MHz (or 13.11 MHz), respectively.

Because of the bandwidth and Q trade-off in Eq. 3.3, the high Q RX coil will suppress the signal

outside 14.01 MHz (or 13.11 MHz) band. As a result, the 13.56 MHz self-interference from the

TX coil will be suppressed by the high-Q RX coil. To illustrate such a high-Q suppression effect,

we used two high Q coils separated by 2 m and measure the self interference when the RX coil is

tuned to 13.56 MHz and 14.01 MHz, respectively. The results are shown in Fig. 3.7. We can

see that the combination of high Q TX and RX coils can suppress the strong self interference by

19 dB. Note that such a 19 dB suppression is extremely important since it deals with high-power

jamming signals which may damage the following components.

Even though the self-interference is reduced by 19 dB, the remaining self-interference

is still very large compared to a tag’s backscattered signal and also higher than the component

rating power which may destroy the front-end components in a receiver. One may consider using

the active cancellation techniquein UHF RFID and full-duplex communication systems to further

suppress the self-interference [45]. Active cancellation can be achieved by controlling the phase

and amplitude of a copy of signal from the TX chain, so as to produce a signal which is exactly

the opposite of the interference signal. However, during the procedure of searching such an

opposite phase and amplitude, the coupled signal might get constructively combined with the

self-interference and cause damage to the component.

To overcome the barrier, our key insight is that the frequency of the excitation signal is

relatively low (13.56 MHz). Therefore, we design a crystal notch filter that has 15 dB sharp

rejection around 13.56 MHz and very low loss (less than 1 dB) near 13.10 MHz or 14.01 MHz. In

addition, we cascade several notch filters to achieve near 32 dB interference rejection. Combining

high Q coils and cascaded notch filters, the self-interference is suppressed by 50 dB.

In addition to passive circuits described, NFC+ leverages IF filtering and digital baseband

processing, such as digital filtering, to further suppress the self-interference. The overall 141dB
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Figure 3.9. Two perpendicular TX coils setup and the vectors on the coordinate system.

self-interference suppression can reduce the self-interference near to the -120 dBm thermal noise

floor, which makes the reader sensitive enough for decoding a weak backscattered signal even

when the tag is far from the reader.

3.5 Inventory misoriented tags

Another limitation of existing NFC systems is that a reader can only read tags with

specific orientations. In this section, we introduce how NFC+ leverages multi-coil diversity to

meet the challenge. We note that existing NFC systems are designed to work in short range only

and a single coil suffices. Therefore, a multi-coil system entails non-trivial design choices to
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maximize diversity gain and avoid destructive interference.

3.5.1 Model of multi-coil system

NFC+ borrows the high-level idea of antenna diversity from far-field radar systems,

which sweep through beam patterns to broaden the angular coverage. But in doing so, we must

first deal with the mutual inductance intrinsic to near-field communication systems. As shown

in Fig. 3.8, the mutual inductance exists between (1) the reader and the tag, e.g. M1t ,M2t and

(2) the reader’s multiple coils, e.g. M12,M21. From a circuit perspective, mutual inductance

creates additional load to a signal source which in turn affects the current amplitude and phase

distributed on the reader coil. In Appendix B, we show the mutual inductance between the reader

coils can be accounted for without compromising the simplicity of our model, so that we could

treat the TX coils as uncoupled “current loops”. On the other hand, the tag-to-reader mutual

inductance is much smaller compared to that of the reader coils. Therefore, the loading effect

caused by the tag to the reader can be ignored.

Another issue is that unlike the electromagnetic wave in the far-field, the magnetic field

is a vector instead of scalar. Therefore, in what follows, we explicitly model and discuss the

behaviour of magnetic field signal. As illustrated in Fig. 3.9, The currents on TX1 and TX2

produce magnetic field H⃗1 and H⃗2 at Tag1’s location R. α1 and α2 denote the corresponding

vector directions of H⃗1 and H⃗2. Then the two vectors at nth time slot can be expressed as:

H⃗1(n,R) =[a1(n,R)sin(ωt +φ1(n))cos(α1(R)),

a1(n,R)sin(ωt +φ1(n))sin(α1(R))]

H⃗2(n,R) =[a2(n,R)sin(ωt +φ2(n))cos(α2(R)),

a2(n,R)sin(ωt +φ2(n))sin(α2(R))]

(3.8)

where ai(n,R) and φi(n) denote the magnitude and phase, respectively. The magnitude depends

on the location R and the excitation current whose magnitude is Ai(n). The amplitude can be

further expressed as the multiplication of a location-dependent factor and a time-varying factor,

i.e., ai(n,R) = ki(R)Ai(n). The phase is determined by the excitation current phase θi(n) on the
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TX coils. In the near field regions, the phase change introduced by propagation can be ignored

[43] which implies φi(n) = θi(n). Then the combined magnetic field H⃗s(n) can be written as:

H⃗s(n,R) =[k1(R)A1(n)sin(ωt +θ1(n))cos(α1(R))

+ k2(R)A2(n)sin(ωt +θ2(n))cos(α2(R)),

k1(R)A1(n)sin(ωt +θ1(n))sin(α1(R))

+ k2(R)A2(n)sin(ωt +θ2(n))sin(α2(R))]

(3.9)

Let β denote the angle of the normal of the tag plane, i.e. the orientation of the tag. We show in

the Appendix C that from Eq. 3.9 and by using θ1(n) as the phase reference, the power of the

combined signal received by the tag can be written as:

PH,2(n,R,β ) =
(
b1(n,R,β )+b2(n,R,β )cos(θ2(n)−θ1(n))

)2
+(

b2(n,R,β )sin(θ2(n)−θ1(n))
)2

(3.10)

where bi(n,R,β ) = Siki(R)Ai(n)cos(αi(R)−β ), Si is a factor corresponding to the property

of the tag coil, such as the coil size, number of turns etc. When extending to N TX coils, the

power of the tag received signal will be:

PH,N(n,R,β ) =
(
b1(n,R,β )+

N

∑
i=2

bi(n,R,β )cos(θi(n)−θ1(n))
)2
+

( N

∑
i=2

bi(n,R,β )sin(θi(n)−θ1(n))
)2

(3.11)

From the equation above, it can be seen that the final signal strength associated with a

specific location and orientation is determined by the amplitudes Ai(n) and the phases θi(n) of

TX coils. As a result, we could borrow the codebook concept from far-field RF beamforming

[220]. In particular, we design a two-dimension codebook the nth entry of which represents a

(Ai(n),θi(n)) combination. Then, by iterating over the different entries, we are able to cover the

whole spatial region. In the following section, we introduces the detailed codebook design.

3.5.2 Magnetic beamforming

In its simplest form, the codebook is designed as follows: the amplitude Ai(n) should

take the maximum available value and remain the same across the codebook; the phase should

take all the permutation of θi−θ1 = 0 or π , k = 2 : N.
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Since larger Ai(n) means larger bi(n,R,β ), the amplitude design choice is straightfor-

ward. Therefore, we will mainly focus on proving how the phase design can cover all the

maximum combination. It is noteworthy that the following proof applies to arbitrary tag location

and arbitrary orientation, because they only influence the amplitude value bi(n,R,β ). We will

thus remove R and β to ease the exposition.

Starting with 2 TX coils, by taking the derivative of Eq. 3.10 with respect to the phase

difference ∆θ2(n) = θ2(n)−θ1(n), we can see that PH,2(n) is maximized when ∆θ2(n) equals 0

or π . Therefore, the two TX coils only need to try two values of ∆θ2(n), i.e. 0 or π , in order to

identify the phase offset configuration that achieves optimal magnetic beamforming.

Now, we prove when extending the number of TX coils to N based on Eq. 3.11. By

controlling the phase difference between the ith coil and the 1st coil ∆θi(n) = θi(n)−θ1(n) and

traversing ∆θi(n) = 0 or π , N TX coils can deliver the following amount of power to a tag:

PH,N,0+π(n) =
(
|b1(n)|+

N

∑
i=2
|bi(n)|)2 (3.12)

Next, we prove PH,N,0+π(n) is maximum. By subtracting PH,N(n) from PH,N,0+π(n), we get

PHN,0+π(n)−PHN(n)

= 2|b1|
N

∑
i=2
|bi(n)|

(
1− sign(b1(n)bi(n))cos(∆θi(n))

)
+2∑

i̸= j
|bi(n)||b j(n)|

(
1− sign(bi(n)b j(n))cos(∆θi(n)−∆θ j(n))

) (3.13)

where sign(·) indicates the sign of a number. Since both sign value sign(b1(n)bi(n))cos(∆θi(n))

and sign(bi(n)b j(n))cos(∆θi(n)−∆θ j(n)) are smaller than 1, we have PH,N,0+π(n)≥ PH,N(n).

Therefore, N TX coils can deliver the maximum amount of power to tags by setting the phase

of each TX coil to either 0’s or π’s. In practice, an N ≤ 6 will suffice for activating the tags

in the region of interests. Hence, the codebook size (or searching complexity) for NFC+’s

beamforming system is just 2N−1 ≤ 32, which can be sweeped through in a very short amount of

time.

We now conduct a simple experiment to illustrate the effectiveness of NFC+’s magnetic

beamforming. Using the setup in Fig. 3.9, we place a pick up loop at the tag2 location. Then,
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Figure 3.10. Beam patterns when using a single TX coil and two coils with magnetic beamform-
ing.

we rotate the pickup loop while measuring the captured signal strength. We compare our

beamforming method with the single coil setup. Fig. 3.10 shows that a single fixed ∆θ cannot

cover all of the orientations which explains why commercial NFC cannot read tags with undesired

orientations. In our case, by switching between ∆θ = 0 and ∆θ = π , our magnetic beamforming

algorithm is able to achieve the strongest strength across all the orientations.

3.6 Passive mag-repeater

The real-world environments of logistics operations are dynamic and unpredictable. To

overcome the ”last mile” challenge and achieve overall reliability > 99.9%, NFC+ further

introduces a magnetic repeater (mag-repeater) to compensate range and angle coverage and

eliminate ”dead spots”. With the help of the mag-repeater, NFC+ is able to deliver energy

and communicate to tags that are trapped in extremely unfavorable conditions. Unlike the

conventional RF relays [135], the NFC+’s mag-repeater is a passive, battery-free device. Specif-

ically, as illustrated in Fig. 3.11, mag-repeater is a one-turn coil (in green color) that is remotely

coupled to either the TX or the RX coils of the reader (in blue color). The mag-repeater forms

a ”slave-master” relationship with the reader and spontaneously repeats a reader’s action even
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though it does not have a battery. The passive nature of NFC+’s mag-repeater allows it to be

easily deployed in various harsh environments. In the following analysis, we will show how this

mag-repeater interacts with the TX coil and how it can act like an independent TX coil without

the need of active components. The analysis focuses on the TX but it also applies to the RX.

As shown in Fig. 3.12a, suppose a reader’s TX coil produces a magnetic field flux

that passes through the one-turn circular repeater coil denoted in green color with radius Rrep.

Because wavelength (22 m) at 13.56 MHz is large, the phase of the magnetic field remains

nearly constant within the operating range of the TX coil. Therefore, as shown in Fig. 3.12b,

the magnetic flux produced at the repeater by a current Isinωct on the TX coil can be written as

Φsinωct, where Φ = BT X πR2
rep and BT X is the average magnetic field strength passing through

the mag-repeater’s coil. The time-varying magnetic flux induces an electromotive force in the

repeater coil following Maxwell’s equation [155]. Along the positive direction of the magnetic

flux in Fig. 3.12, the electromotive force e is

e =
dΦ

dt
= ωcΦcosωct, (3.14)

which can be treated as an equivalent signal source. Therefore, we can model the passive

mag-repeater as a serial RLC circuit driven by a voltage source as shown in Fig. 3.12b. Then the

current through the inductor (the coil) becomes

i =− e
Z
=− e

jωcL+Rs +
ω2

0 L
jωc

(3.15)

where ω0 is the resonant frequency of the mag-repeater, which will impact how the mag-repeater

collaborates with the TX coil.

Let’s take a look at the normalized amplitude and differential phase response of the

current on the repeater with respect to a reader coil resonating at 13.56 MHz. Fig. 3.13a

shows that the elicited current amplitude in a mag-repeater attains maximum when its resonant
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Figure 3.12. Simplified circuit model of mag-repeater.

frequency is equal to that of a TX coil, and the amplitude response will quickly drop if the

repeater’s resonant frequency deviates from 13.56 MHz. Moreover, Fig. 3.13b shows that the

phase of the signal elicited by the mag-repeater has a 90◦ phase difference compared to the

13.56 MHz signal from the TX coil when the repeater is resonating at 13.56 MHz.

By taking θ2(n)− θ1(n) = 90◦ in Eq. 3.10, the final power will be
(
b1(n,R,β )

)2
+(

b2(n,R,β )
)2. This means the 90◦ phase difference does not introduce destructive combination

although it deviates from the optimal phase combination discussed in Sec. 3.5.2. In fact, the

gain on amplitude response when resonating at 13.56 MHz will be higher than the maximum
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Figure 3.13. Magnitude and differential phase response over frequency of a repeater with respect
to a reader coil resonating at 13.56 MHz.

constructive combination, because when the phase equals to 0 or π (repeater is resonating at

higher or lower frequency) the amplitude response will drop a lot. So having the repeater

resonating at the carrier frequency 13.56 MHz is a better choice when it is design for helping

TX. Moreover, if the repeater is located in an appropriate region with a sufficient Q, its elicited

currents can be as large as that in the original TX coil (several amps), which subsequently

generate strong magnetic fields (can be even higher than that from the TX coils when the location

is near to the repeater). With this modeling, the passive mag-repeater acts equivalently as a TX

coil, introducing more diversity and helping eliminate “dead spots” undiscovered by the reader.

3.7 Implementation

In this section, we describe the implementation of NFC+, which consists of a multi-

channel reader, high-Q resonant loop coils and passive mag-repeaters. Fig. 3.14 gives the photo

of the reader PCB. It contains the TX module, RX module and the central processing unit which

runs the physical and MAC layer protocol.

TX module. The TX module supports 4 concurrent TX paths. It employs a phase controller that

tune phase independently in each path to perform the magnetic beamforming (Sec. 3.5.2). The
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Figure 3.14. Photo of the NFC+’s reader PCB

phase controller includes 4 flip-flop-based QPSK modulators that run on a 13.56 MHz×4 =

54.24 MHz clock, which is generated from an ATF16V8A PLD to obtain different phase values.

After the carrier with the desired phase value is generated, ASK modulation is applied to encode

downlink data using RF switch. The output signal power delivered to TX coils is set at 5 W.

RX module. In the RX module, a 2-stage crystal notch filter with 13.56 MHz nulling-frequency

is inserted before the amplification module to suppress the large self-jamming from TX. The

notch filter uses air-core inductors to avoid saturation in order to achieve low insertion loss

(measured 0.3 dB total). The signal output from the notch filter is amplified by a low noise

amplifier (LNA) PHA-13HLN+ and then fed into an image-rejection LC bandstop filter. As

discussed in Sec. 3.4.2, the standard NFC tag modulates on both sidebands at 13.11 MHz and

14.01 MHz. Therefore, we design NFC+’s RX module to be reconfigurable so that it can support

two sets of configurations. These uplink sidebands are down-converted to an IF at 10.7 MHz

for IF processing. We apply two 10.7±0.18 MHz ceramic filters SFECF10M7GA00 to further

attenuate the interference and reduce the noise bandwidth. We use a 16-bit ADC to sample the

IF signals. The digital samples are processed by the controller which performs digital filtering,

frame synchronization, and coherent demodulation.
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Protocol & processing unit. The processing unit is an STM32 ARM Cortex-M7 MCU, in

which we implement ISO 15693 [96] compatible physical-layer (de-)modulation and MAC-layer

protocol in C++. The MAC protocol implements collision detection and can support ¿50 tag/s

read-rate which is sufficient for logistic applications. All modules are clocked from single

PLL-DLL clock generator Si5351A which provides multiple clock frequencies derived from one

crystal reference. This reference clock sharing helps avoid the carrier frequency offset issue in

the tag signal decoding.

High-Q coils. The resonant TX/RX coils use aluminum gamma-loop [210]. Each coil has a

0.9 m×1.1 m dimension, high power rating, and a tunable Q value up to 300 which perfectly

satisfies our high Q and high power requirement.

Mag-repeater. The repeater loop is a customized one-turn loop using a copper tube with a

diameter of 9.42 mm. It is connected to a PCB board with external (variable) shunt and series

capacitors for tuning and impedance-matching.

Tags. NFC+ communicates with standard low-cost battery-free NFC tags that support ISO 15693

protocol, such as the tags built on NXP ICODE and the MIFARE family chipsets [151].
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3.8 Evaluation

In this section, we will show NFC+ can read commercial NFC tags at different distances

and various orientations.

3.8.1 NFC+’s operational distance

We compare the reading range of NFC+ against 3 baseline NFC systems: a smartphone

NFC reader [79], Proxmark [165] (an open-source NFC reader that has evolved over 10 years),

and Andea Electronics RD5101 [130] (a commercial NFC reader that claims decimeter level

reading range). Fig. 3.15 summarizes the results. Since the smartphone, Proxmark, and RD5101

use only one coil for both transmission and reception, we place a tag parallel to the coil (i.e., the

most favorable orientation) and gradually move the tag away. Then, we measure whether the tag

can be read across distances.

The smartphone can only read tags around 1 cm away because it is primarily used for

secure payment which does not operate at a long distance. Proxmark can read tags at a distance

of no more than 15 cm. As a result, it is mainly used as a tool for the sniffer and debugging. To

our knowledge, RD5101 reaches the longest reading range of NFC reader. Using 8 W output

power and an 80 cm×50 cm coil, RD5101 can read tags up to 90 cm away, which is still not

sufficient for the 2.5 m range needed by many logistics network applications. Note that current

RD5101 hardware only supports one coil. Therefore, it cannot leverage the high Q coils used in

NFC+ since the communication symbols is distorted due to the narrow bandwidth. Moreover,

even if RD5101’s hardware is modified to support two coils, one for transmission and one for

reception, its RX sensitivity is not sufficient due to lack of self-interference cancellation design.

Since NFC+ support multiple coils, we place one RX coil 3 m away from the TX coil.

Then, we place a tag between the TX and RX coils and move it away from the TX coil. When the

repeater is not used, the tag can be read when it is 0∼170 cm and 200∼300 cm away from the

TX coil. Tag inventory fails for distance 170∼200 cm because the summation of the downlink
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Figure 3.16. Mag-repeater helps improve the signal strength at long distances.

and uplink budget is the smallest at these locations.

Then, we place a mag-repeater between TX and RX coils and keep the repeater to tag

distance as 50 cm. With this setup, NFC+ can consistently read tags across the whole 3 m

region between the TX and RX coils. This reliable operational distance is 3× longer than

RD5101, 20× over Proxmark and 300× over the smartphone NFC reader. Therefore, NFC+ is

the first system that can operate at a relatively long distance that enables the inventory of bulk

commodities in retail/warehouse settings.

To understand how a mag-repeater helps improve the operational distance of NFC+,

we place a mag-repeater 0.5 m, 0.8 m, and 1 m away and in parallel to the TX coil. Then, we

increase the TX-tag distance and measure the power received by the tag using a pickup loop.

As Fig. 3.16 shows, without the mag-repeater, the received power decreases monotonically

over distance. However, with a mag-repeater, the received power is significantly improved by

16-23 dB, and maximized when the tag is close to the mag-repeater. Improvement occurs within

±50 cm range of the repeater.

3.8.2 Handling undesired orientation

We also benchmark NFC+’s performance when tags are placed with different orientations.

As Fig. 3.9 shows, we place two TX coils (TX1 and TX2) perpendicular to each other and
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Table 3.1. Signal strength degradation when an NFC or UHF tag is attached to different products.

Products Bottle water Can coke Bottle Coke Boxed milk Bottle Beer
Tag loc. front back front back front back front back front back
NFC+ 0dB 0dB 6.6dB 8.6dB 0dB 0dB 5.6dB 7.6dB 0dB 0dB
UHF 9dB 24dB 13dB 24dB 14dB 21dB 16dB 26dB 6dB 14dB

separated by 1.75 m from center to center. Then, we place two RX coils parallel to the TX coils

with the same distances of 2.5 m. An NFC tag is further placed at the center (tag2 location in

Fig. 3.9).

Fig. 3.17 shows the loss of signal experienced by a tag compared to its optimum ori-

entation. Signal loss is chosen to compare the performance of heterogeneous NFC, UHF and

NFC+ platforms. We can see that NFC+’s tag harvests a strong magnetic flux from TX coils

and repeater. Even in the worst case, it only experiences around 3 dB signal strength degradation,

i.e., NFC+’s signal quality is almost invariant to the tag orientation6.

As a comparison, we evaluate the performance of RD5101 NFC and UHF RFID when

the reader sits at TX1 in Fig. 3.9 and the tag sits at the same location as the NFC+ tag. We can

6This result happens at a specific location where the strength from multiple coils are balanced. For other locations
where the direction and amplitude of magnetic field are changed, the amplitude bi(n,R,β ) will not be the same.
Then, the combined strength result will not be that flat. But it will still have a larger absolute strength comparing to
the single coil setup because of the constructive combination.
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(a) Warehouse deployment. (b) Supply chain deployment.

Figure 3.18. Deploying NFC+ in practical logistic networks.
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Figure 3.19. NFC+’s performance in a warehouse. Over 10k tags are used. NFC+ can read
over 1-0.03%=99.97% desired tags and does not any undesired tags. In comparison, commercial
NFC systems and UHF RFID suffers from severe miss-reading or cross-reading.

see that both the UHF RFID tag and NFC tag experience more than 30 dB signal strength loss

when its antenna is perpendicular (90◦) to the reader antenna. As a result, it is very hard for the

UHF RFID reader and RD5101 NFC reader to read tags that are misoriented at around 90◦.

3.8.3 Comparing NFC+ and UHF RFID

We now compare the performance of NFC+ and UHF RFID when the tags are attached

to the front and backside of various products, corresponding to LoS and NLoS between the

reader and tag. Table 3.17 summarizes the signal strength difference when the tag is or is not

attached to a product.

When the NFC tag is attached to liquid products, such as bottled water, coke, and beer, the

received power does not degrade at all. In contrast, UHF suffers from 4-16 dB degradation even

7Boxed milk 1 and boxed milk 2 are both packaged in aluminum foil, but the package sizes are different.
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under LoS, and much larger (14-26 dB) when the tag is attached to the back of the product. Such

a low signal quality makes the UHF tags unreadable even at a short range. The received power

of NFC+ degrades when the tag is attached to metallic products, such as Can Coke (6.6-8.6 dB

loss) and boxed milk whose packages contain metallic materials. Nonetheless, NFC+’s power

degradation is much smaller compared to UHF tags. In addition, as in typical magnetic NFC

systems, the problem can be alleviated by simply adding a thin substrate layer [114] between the

NFC tag and the product. Such a substrate is well-known and we will not cover its design in

paper.

3.9 Logistic network evaluation

We evaluate NFC+ in a warehouse deployment and a supply chain deployment, as

illustrated in Fig. 3.18, to understand its performance in practical logistics networks.

3.9.1 Warehouse deployment

In the warehouse setting, the NFC+ reader’s coils are embedded on the left, right and

top part of a scanning gate, while the mag-repeater is integrated into a moving cart illustrated in

Fig. 3.18a. We used over 10,000 tags and attached them to various products that are stored and

shipped in the warehouse, including water, milk, cans, beer, bread, oil, etc. Then, we place these

products on the moving cart (Fig. 3.18a). The number of products per cart varies depending on

the shipping volume, and their orientations are random. We do see some cases where a tag is

closely packed between two products, e.g., boxed milk and a box of bottled water. We push the

cart through the scanning gate and record the products read by NFC+.

Fig. 3.19 shows NFC+’s performance. We observe that NFC+ can read over 1 - 0.03%

= 99.97% of the tags passing through the gate. Much better than the commercial RD5101 NFC

system which only reads 1 - 40% = 60%. When UHF tags are placed on purpose, i.e., all tags

have LoS with the reader, the UHF RFID system can read 1 - 1.54% = 98.46% of the products.

Even though the reading rate seems close to the 99.9% requirement of many logistic applications,
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such minor tailing error may translate into non-trivial revenue loss for the big warehouses.

Moreover, ensuring LoS tag placement costs lots of labor and cannot be guaranteed in practical

deployment due to labor shortage and unprofessional worker operation. When products are

placed with random orientation, the miss-reading rate of UHF RFID jumps from 1.54% to 23%

due to its low reliability under the blockage of products.

To evaluate the cross-reading rate, we define a 4 m×4 m ROI surrounding the TX and

RX coil/antenna, and then place tags randomly around the border. From the result in Fig. 3.19b,

we can see that neither NFC+ nor the commercial NFC read ANY tag that sits beyond the

ROI. In contrast, the UHF RFID experiences a 42% cross-reading rate. The poor cross-reading

performance is an inevitable sacrifice when the UHF RFID is tasked to achieve a high reading

rate for tags in the ROI, especially those misoriented ones.

In summary, NFC+ is the only system that can achieve over 99.9% accuracy when

reading desired tags placed within the ROI while not reading ANY undesired tags outside the

ROI. We are unaware of any RFID system that has proven to simultaneously achieve low miss-

reading and cross-reading rate, with a large number and diverse type of products. Therefore, we

believe that NFC+ is the correct approach for building the next generation of logistic networks.

An additional observation from our experiments is that the speed of a moving cart impacts

NFC+’s performance. As summarized in Fig. 3.19c, when the cart passes through the gate at

1 m/s, NFC+ achieves less than 0.1% miss-reading rate (over 99.9% accuracy) within around

2.8 seconds. At a slower speed of 0.5 m/s, NFC+ can achieve less than 0.01% miss-reading rate

(over 99.99% accuracy) within around 3.6 seconds. The results imply that slower moving speed

does help reduce the miss-reading rate. Such a result is expected for the following two reasons:

(1) The magnetic fields form closed loops so when an object traverses the fields, it “sees” more

diversified angular coverage. (2) The reader samples tags at a rate of 50-tags/s. Therefore, for a

specific tag, a slower motion means more opportunities to be sampled at different orientations

which helps reduce miss-reading rate. It is worth noting that the time needed by the reader

to sample a tag is on the order of milliseconds which translates to a spatial displacement of
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Figure 3.20. Signal degradation when tags are immersed in water. NFC+’s signal does not
degrade a lot over distance while UHF RFID signal degrades significantly.

several millimeters when cart motion is involved. Therefore, regular motion will not interrupt

NFC communication session because the magnetic strength is almost invariant during a specific

sampling period. From the result, even with a faster speed of 1 m/s, NFC+’s miss-reading rate is

still much lower than the NFC and UHF RFID systems.

3.9.2 Supply chain deployment

We also evaluate NFC+’s performance in a supply chain system where products in a

water tank pass through a conveyor scanning gate, as illustrated in Fig. 3.18b. Fig. 3.20 shows

the signal strength degradation when the tag is immersed at different levels of depth (in water),

in comparison with an empty tank. We can see that NFC+’s magnetic signal does not degrade

a lot as water depth increases. For example, when the tag is 15cm away from the edge of the

water tank, the signal degradation is only 3dB, close to its airborne path loss. However, a UHF

tag at the same location experiences more than 30dB signal degradation which fails the RFID

operation. This experiment epitomizes NFC+’s capability to operate in a harsh environment

where UHF RFID ceases to operate.
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3.10 Related Work

RFID communication. RFID has been considered as a key enabler for numerous IoT appli-

cations [72, 136]. However, through substantial efforts in realistic deployments over the past

years, reliability issues of RFID have been discovered and widely reported by industry practi-

tioners [78, 62, 93, 162]. The read rate of RFID was found to be dramatically reduced by the

contents of a package. For example, [62] reported that only 25% of tags on containers of water

bottles could be read. The readability and range is also heavily impacted by tag orientation [205].

In addition to the miss-reading problem caused by unfriendly materials, another challenge was

found to be the cross-reading error [48]. In fact, one major motivation of UHF RFID localiza-

tion was to address the cross-reading problem [208, 173, 197] by excluding the tags which are

out-of-region. Unfortunately, past localization works could not solve the problem. They not

only requires tags movement to combat multipath fading, but also could only localize tags in

LoS conditions. So they were not applicable to complex industrial environments, especially

for the applications that require high reliability. Another line of research tried to improve the

efficiency of RFID protocols [195] and extending the communication distance via beamforming

techniques [193]. However, these works were mainly based on algorithmic innovations and

hence could not address the reliability issue that roots in the physical nature of the technology.

In contrast, NFC+ takes a fresh look at this problem and addresses the above challenges with

both physical and algorithmic innovations.

Backscatter networking. Both RFID and NFC rely on the physical principle of backscatter.

Backscatter networking have also gained a lot of attention in recent years [212, 126, 189, 212,

134]. The low power nature [214] of backscatter made it unique to enable new applications

ranging from machine-to-machine communications [126], low-power and low-cost WiFi con-

nectivity [107] to in-body and on-body communications [189, 214, 134]. Unlike NFC+, past

proposals extended backscatter principle to novel applications, so the reliability of RFID applica-

tions was not their focus. In addition, in order to optimize their specific usages, most of these
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proposals relied on customized circuit or antennas on the tag side. In contrast, NFC+ is fully

compatible with ISO 15693 which is supported by most of today’s commercial NFC chips, so it

does not require changing NFC tags. Therefore, NFC+ is a ready-to-deploy solution which can

be directly applied to many RFID applications.

Magnetic wireless power transfer. NFC+ is also closely related to magnetic wireless power

transfer [184, 112, 53]. Magnetic wireless power transfer was initially discovered by Nikola Tesla

in 1914 [184]. Tesla designed tesla-coils to show that energy could be moved efficiently between

these coils when strong inductive coupling was present. It was later discovered that [112] via

strong magnetic resonance, efficient energy transfer could also be obtained even under weak

inductive coupling conditions. In addition to leveraging resonance, other researchers proposed

to use multiple coils [98, 111, 180] to beam-form energy. For example, MagMIMO [98, 176]

showed that one could use multiple coils to charge a cellphone more efficiently than a regular

single-coil charging pad. NFC+ leverages the knowledge from these past works but differs in

the following aspects. First, none of the past systems was designed to work with miniaturized

passive devices like NFC tags. In NFC+, the resonance effect on the tag side is usually very

limited so it cannot establish strong resonant coupling with the transmit coil like what was

needed in [112]. Second, in NFC+, we must charge a large number of devices at the same time

but unlike a cellphone, these devices are passive and therefore, it is not feasible to obtain the the

feedback matrix from them and use iterative beam-forming algorithm as described in [176]. Last,

the goal of these past proposals was purely wireless charging. They delt with only transmitting

but not receiving, so they did not have to satisfy the constraints required by both power link and

data link that NFC+ handles at the same time.

3.11 Discussion

Tag Costs. Recent breakthroughs have brought the cost of an NFC tag down to $5 cents [152]. We

expect the cost of an NFC tag to further shrink if it is applied to logistic networks for the following
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reasons: (1) The volume of tags needed by logistic networks is extremely large [158], which

will drive down the cost [105]. (2) The minimum length of memory required by logistics (96-bit

GID [65]) is much less than what is needed in contact-less payments, which means much smaller

die size for an NFC chip and hence lower cost. Therefore, there is a strong economic incentive

for logistics network to adopt NFC instead of UHF RFIDs.

Reader Costs. The amortized deployment cost of practical RFID readers is always much

less than that of RFID tags, because one reader can be used to read millions of tags. Hence,

for logistic network applications, the cost of readers is usually considered negligible. In our

prototype, the manufacturing cost of NFC+ reader is about $1000. The additional cost compared

to commercial NFC is due to the specialized multi-coil design and dedicated high sensitivity

receiver design. However, we would like to point out that as the reader is built with off-the-shelf

components, we expect the cost to shrink drastically once NFC+ is moved into mass production.

Human Safety. The signal used by NFC+ is a non-radiating magnetic field and the strength

required to activate a NFC tag is 0.15 A/m or 0.19 µT [96], much lower than the head and

limb safety limits of 0.205 mT specified by IEEE standard [63]. NFC+’s reader supports 4

TX channels with 5 W peak output power per channel, consuming a total power around 20 W,

which is smaller than commercial wireless charging devices such as Witricity WiT-2000M and

Energizer Qi [98].

Design trade-off. We choose to use high-Q coil to improve the range coverage. However,

higher Q leads to narrower bandwidth, which means the coil will need more careful tuning and

can be more sensitive to the environments (e.g., its resonating frequency may be affected by

temperature). To address these issues, a typical solution in magnetic communication is to use a

smart auto-tuner [73], i.e., a servomotor that rotates the shaft of the vacuum capacitor according

to Standing Wave Ratio (SWR) sensor readout. We leave such enhancement for our future work.

Reading rate. We use unmodified standard ISO 15693 tags. This NFC standard mandates a

binary-tree MAC protocol to resolve collision between tags. It allows a reading rate of up to 50
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tags/s, which we found to be sufficient for typical logistic applications. Existing research has

investigated techniques to improve the reading rate, but these are beyond the scope of our work.

New applications enabled by NFC+. We envision the techniques introduced by NFC+ to

enable a variety of novel applications. First, NFC+ enables digital-IDs to be applied in not only

the entire life-cycle of a supply chain, but also the interaction with end-consumers. Today’s

smart phones such as iPhones are already equipped with NFC capabilities, so customers are able

to directly obtain logistic information once NFC is used to manage supply chain at large-scale.

In addition, as magnetic signals can easily traverse human body, NFC+ opens new opportunities

to achieve deep-tissue power delivery and communication with implantable devices for medical

applications [189, 134].

3.12 Conclusion

In summary, we present the design and implementation of NFC+, the first system that can

do RFID tag inventory with sufficient accuracy and high reliability. NFC+ leverages magnetic

field to ensure that it can read 99.9% tags within ROI, even when these tags are attached to or

blocked by RFID unfriendly objects, such as milk, cans, water, etc. In addition, NFC+ does not

cross-read ANY tag that sits outside the ROI. Our large-scale evaluation in a warehouse shows

that NFC+ not only enables using RFID in logistics networks but also paves the way for other

other novel applications such as automated new retail and implantable medical devices.
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Chapter 4

Multi-antenna Wideband UHF RFID for
Reliable Localization

4.1 Introduction

Today’s major e-commerce companies like Alibaba and Amazon need to handle a package

volume that is tens of billions per year [13], calling for increasingly high-performance automated

logistics operations in their network. Considering a typical warehouse in which tens or even

hundreds of packages pass through each checkpoint – the packages need to be verified, recorded,

sorted, and tracked when checking in/out. In widely adopted barcode-based logistic networks, the

worker spends 1˜3 seconds on scanning one package. Although this operation can be automated

by robots [18], the line-of-sight and field of view requirements of vision-based approaches

limits work range and scalability fundamentally. RFID technology, since its invention, has been

carrying the vision of replacing inefficient labor and automating inventory management with

zero power, near-zero cost, and high throughput.

Towards a highly practical and deployable RFID empowered automated logistic network

shown in Fig. 4.1, there are three key considerations: i) Reliability. The classic ROI (range of

interest) reading task requires the reader to scan all the RFID tags within the ROI (i.e. near-zero

miss-reading rate) while excluding any tag out of the ROI (i.e. near-zero cross-reading rate); ii)

Throughput. The packages come to the checkpoint in a burst (i.e. 100˜200 per pallet) 1 while

1Even though one trailer can carry up to 50 packages, the reader should be able to cover all the tags (100˜200
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3 – 5 m

Figure 4.1. In a typical logistic scenario, the packages are discharged from the truck, scanned at
an inventory gate and sorted for warehouse check in. The RFID-based inventory gate should
meet reliability, throughput, and range requirements at the same time.

all the logistic operations, including verification and recording need to be finished within 2˜3

seconds before check-in/out; iii) Range. A single reader should cover tags within 3˜5 m, which

is the typical width of the check-in/out aisle.

Unfortunately, today’s read-or-not inventory systems, both industrial products and re-

search prototypes, all have limitations in meeting these three requirements simultaneously.

Industry-grade RFID systems (e.g. Impinj) suffer from miss-reading and cross-reading when

deployed in the logistic warehouses. RFGo [47] reports 99.8% recall with 10 carrier-level syn-

chronized antennas and neural network based classifier but limits its operating range to sub-meter.

NFC+ [219] achieves a sharp inventory boundary with magnetic resonance engineering that

meets the reliability (i.e. miss-reading rate of 0.03% and cross-reading rate of 0%) and range (˜3

m) requirements but cannot achieve the desired throughput. No current inventory-based solutions

can support automatic package management in a practical logistics network.

RFID localization technique offers an alternative approach toward the same goal by

filtering out the reading outside the ROI. Compared with the inventory-based system, the tag

location brings a new dimension of information, which can realize a more flexible and accurate

tags) near the gate (including passed trailer and undischarged packages) to ensure to read all the passing packages.
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ROI reading. The reliability of ROI reading depends on localization accuracy. However, the

legitimate narrow frequency band (i.e. 26 MHz ISM band within 902˜928 MHz) of RFID

fundamentally limits its capacity of combating multipath and ambiguity [116]. To improve the

localization accuracy, approaches like fingerprinting [196] and synthetic aperture radar (SAR)

based hologram [208, 173] have been proposed. However, they suffer from prolonged latency

due to lots of tag inventory, especially at scale. Cross-frequency based approaches utilize higher

frequency band to overcome the bandwidth limitation (e.g. 2.4 GHz [132, 34], millimeter wave

[30], UWB [37, 67]) but introduce extra tag manufacturing cost due to wider frequency response

and higher power attenuation. More recently, sniffer-based RFID architecture [136, 131] has

been proposed to leverage the advantage of wideband (e.g. 100˜200 MHz) near 915 MHz to

boost location accuracy without violating FCC regulation. Despite the potential, these systems

either suffer from latency issues due to the lack of hardware support on multi-band parallel

information capture [136], or report limited sub-meter range [131].
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Figure 4.2. RF-CHORD system overview.

This paper introduces the design and implementation of RF-CHORD, an active sniffer-

based wideband RFID localization system that tackles the above challenges. RF-CHORD exploits

wideband signal and a hologram-based localization algorithm to realize high reliability. It em-

ploys lossless data stream compression and a GPU-based decoder to guarantee real-time decoding

and channel estimation for high throughput. It utilizes a customized wideband waveform, full

packet matching integration, fine-grained clock offset mitigation, and channel diversity decoding
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to improve SINR for long range.

RF-CHORD ensures high reliability (i.e. near zero miss reading and cross reading)

by high-accuracy localization. Our study (Sec. 4.5.1) shows that the multipath profile causes

long-tail localization errors. Therefore, we design the fine-grained distance resolution hardware

and multipath-suppression algorithm to handle these long-tail errors. Considering that the

distance resolution is inversely proportional to bandwidth (i.e. c
2B), the distance resolution of

a conventional UHF RFID reader, which works on a 26 MHz wide ISM band, is only 5.78 m.

RF-CHORD introduces an extra active sniffer-based reader to help UHF RFID reader realize 200

MHz parallel wideband localization (Sec. 4.3.2). However, the distance resolution of 200 MHz

(0.75 m) is still not enough in all situations. RF-CHORD exploits a kernel-layer-based near-field

localization algorithm framework to handle corner cases. The kernel function characterizes

the location estimation from a single channel, and layer functions coherently combine multiple

channels into a final location estimation. This framework supports choosing different kernel and

layer functions suitable for various deployment scenarios to achieve multipath suppression and

ambiguity reduction (Sec. 4.5.3). For example, in RF-CHORD’s deployment in the warehouse,

the work range is fixed so it can be taken as prior information for direct path enhancement to

effectively suppress the multipath effect (Sec. 4.5.4).

RF-CHORD ensures high throughput by one-shot channel measurement and one-shot

location estimation. The hardware supports concurrent phase and amplitude capture across mul-

tiple antennas and wide bandwidth. Therefore, RF-CHORD can obtain the necessary information

(i.e. wideband channel estimation across multiple antennas) for localization within only one shot

measurement. It is challenging because: i) directly capturing the wideband signal from a large

array will result in a huge amount of real-time data (˜64 Gbps); ii) the commercial reader does not

support real time synchronization (i.e. synchronizing with our sniffer-based reader at each slot

[11]). Utilizing the essence that the wideband backscattered signal is a combination of scattered

narrowband signals, RF-CHORD distills 4 MHz valid bandwidth from 200 MHz bandwidth to

reduce the data rate by 50x without information loss (Sec. 4.3.4). Meanwhile, we develop a
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GPU-based wideband decoder to ensure real time decoding and channel estimation. In other

words, the sniffer-based reader has an independent decoder and does not depend on any specific

commercial reader interface. It makes our design adaptive to any ISM band commercial reader,

which primarily serves as a power activator and multiple access handler (Sec. 4.4). Finally,

RF-CHORD supports one-shot localization with 8 antennas and 16 frequencies across 200 MHz

in ˜5 ms.

RF-CHORD ensures long range (up to 6 m) with multi-sine waveform sniffer and

sophisticated wideband channel information estimation. To follow the FCC regulation, the

strength of the sniffer excitation signal needs to be smaller than -13.3 dBm (see Sec. D for

the calculation), which is 50 dB weaker than that of commercial readers. RF-CHORD features

the following designs for signal-to-interference-plus-noise ratio (SINR) enhancement without

modifying the tag chip: i) It exploits a multisine waveform, which constructs a whole 200

MHz band by taking samples with multiple narrow bands, to significantly reduce the noise

bandwidth (Sec. 4.4.1); ii) It handles the high dynamic range requirements introduced by self-

interference through high-resolution digital channelization and a low crest factor waveform

design (Sec. 4.4.2); iii) It further exploits the integration gain of full packet matching (Sec. 4.4.3)

and performs accurate tag clock offset mitigation (Sec. 4.4.4) and decoding with channel diversity

(Sec. 4.4.5).

We deploy RF-CHORD and our results show that RF-CHORD presents the first RFID

(localization) system meeting all the requirements (i.e. reliability, throughput, and range) in the

logistic network (Tab. 4.1). The key results are:

• Reliability. We evaluate RF-CHORD’s performance at 384 locations and collect over 20k

tag responses in the lab environments. Its 99% localization error is 0.786 m. We deploy

RF-CHORD in the dock door of a warehouse and the scanning gate of a fresh food delivery

store. We find that it could read 100% of the tags passing the checkpoint (0% miss-reading

rate). Its cross-reading rate is only 0.0025%˜0.0154%, which is up to 12x improvement
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compared to state-of-the-art [47, 219].

• Throughput. RF-CHORD can localize up to 180 tags per second, which is very close to

pure inventory devices [15] and two to three orders of magnitude faster than state-of-the-art

localization systems [136, 208].

• Range. RF-CHORD can localize tags 6 m away from the reader with transmit power below

-15 dBm. There is no obvious throughput and reliability loss with distance increasing.

We open sourced the RF-CHORD’s hardware and software as well as the evaluation

dataset in https://soar.group/projects/rfid/rfchord.

4.2 RF-CHORD’s System Overview

A high level operational flow of RF-CHORD is shown in Fig. 4.2. RF-CHORD embraces

any ISM-band reader 1 as the tag activator that is capable of charging, coordinating multiple

access over EPC Gen II tags. Active sniffer reader observes tags by emitting a low power

(-15 dBm) wideband multi-sine waveform to pick up tag responses over a wide frequency

band. Specifically, we build the RF frontend and FPGA hardware 2 as a scalable platform

that can receive the tag response from 8 antennas and 16 frequencies of carriers simultaneously.

Furthermore, despite the strict legal emission power limit, we still achieve a long range in sniffing

the tag response in the wideband without exchanging any information (e.g. EPC ID) with the

ISM-band reader. RF-CHORD achieve independent decoding and channel estimation by using

dynamic range optimization 3 , digital channelization 4 in hardware, and a real-time full packet

matching 5 in software. After one-shot tag inventory, RF-CHORD obtains adequate information

from both frequency and spatial domains, which are important for robust localization in a

multipath-rich environment. RF-CHORD also uses a kernel-layer-based near-field localization

algorithm to suppress the multipath effect. This algorithm identifies the direct path with the time

of flight profile and prior knowledge (region of interest or ROI information in our paper) 6 .
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Then it enhances the direct path and estimates the location with a summation layer (a form of

near-field AoA+ToF localization) 7 .

4.3 One-shot Wideband with Multisine Wave

This section explains why we select multisine wave as the wideband signal and how

RF-CHORD acquires fine-grained tag responses in one shot. We review the primer of the

backscatter signal model and its fundamental narrowband constraint. Then we present our design

of constructing a wideband backscatter signal with the multisine waveform on Tx and slicing it

for real-time parallel processing on Rx.

4.3.1 Backscatter Signal Model Primer

The basic backscatter operation in RFID systems is shown in Fig. 4.3a. A device emits a

high-power single-tone excitation signal s(t) to power the tag and act as a carrier. This carrier

will be modulated by the baseband signal Btag(t) of the tag. The resulting (mixed) backscattered

signal is:

r(t) = s(t) ·Btag(t)

Note that the bandwidth of r(t) is the summation of that of s(t) and Btag(t), and Btag(t) is typically

a narrowband signal2 for low power purpose according to the EPC Gen II standard. Therefore,

the backscattered signal r(t) will also be narrowband given that s(t) is a single tone.

4.3.2 Backscattering with Wideband Multisine Wave

When applying a wideband signal s(t), one can retrieve a wideband backscatter signal

r(t). Following this idea, RF-CHORD adopts a multisine signal as s(t). The multisine signal is a

combination of multiple single tones across wide band with the same amplitude s(t) =∑i sin( fit+

φi). The backscattered signal will be r(t) = ∑i Btag(t) · sin( fit + φi). RF-CHORD adopts 16

carriers with different frequencies across a 200 MHz band in the practical implementation.
2We take 250 kHz as the bandwidth Btag(t) for the whole paper according to the standard [11].
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Figure 4.3. Model of multisine backscatter.

Fig. 4.3b shows the spectrum of multisine signal s(t) with backscatter signal r(t). Since the

difference between each carrier frequency is much larger than the bandwidth of Btag(t), the

received signal can be treated as multiple copies of Btag(t) modulated on different carrier fi.

Therefore, on Rx, r(t) can be sliced to 16 individual narrowband channels without information

loss, and then the channel information at each carrier frequency fi can be extracted by using

a well-explored RFID processing mechanism (e.g. mixing and demodulating) in parallel. In a

nutshell, we sample the wideband with multiple narrowband signals, enabling RF-CHORD to

construct the wideband channel information within one shot.

4.3.3 Why Multisine Wave

The multisine waveform has two advantages. First, the multisine waveform is adaptive to

conventional narrowband decoding and channel estimation because the signal in each channel is

still narrowband. Extracting these narrowband signals can achieve excellent data rate compression

(Sec. 4.3.4). Second, the multisine waveform is amenable to noise and interference reduction

because of the low noise bandwidth and low chances of being interfered with, resulting in SINR

enhancement, which improves the work range (Sec. 4.4.1). Compared with the two alternative

well-known wideband waveform choices, frequency hopping [136] and OFDM signal [131], the

multisine waveform is more efficient because it avoids the time overhead in switching between

carriers introduced by the former one, and uses the same bandwidth as the (tag) modulation
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Figure 4.4. Two channelization approaches.

bandwidth, which is 250 kHz out of the full 200MHz bandwidth used by the latter one. In fact,

this wideband but narrow sample signal can introduce 29 dB gain on the SINR compared to the

full wideband signal (see Sec. 4.4.1), which means around 5× range under the same transmit

power. Furthermore, since the multisine wave captures all the backscatter signals in the time

domain, the whole packet of tags can be fully utilized for integration gain to improve the SINR

(see Sec. 4.4.4).

4.3.4 Digital Wideband Channelization

RF-CHORD utilizes channelization, which enables one-shot capturing of wideband

signals across multiple antennas and reduces the amount of data to be processed during real-time

operation. Channelization is a process of extracting effective narrowband signals from a received

signal. When a wideband tag signal is received, the aggregated bandwidth of 8 antennas will be

1.6 GHz, resulting in a total of 64 Gbps data (16-bit IQ sample, 1.25× Nyquist). It is challenging

to process such massive data in real time. However, recall that with a multisine excitation signal,

the effective tag signal is only located around the carrier frequencies, as shown in Fig. 4.3b.

Therefore, the effective bandwidth of the system should be 8 × 16 × 250 kHz = 32 MHz, only

1/50 of the full 200 MHz bandwidth, so that channelization can compress the data validly without

information loss.

There are two channelization schemes to extract these narrowband signals: analog
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channelization and digital channelization. As shown in Fig. 4.4a, the sniffer with analog

channelization has multiple RF chains for the corresponding channels. Each RF chain uses one

carrier frequency fi as its local oscillator (LO) for down-conversion and a filter at the baseband

to filter the signal from other channels out. Alternatively, digital channelization finishes all the

aforementioned functions in the digital domain as shown in Fig. 4.4b.

RF-CHORD adopts digital channelization – the sniffer will generate and capture the

whole multisine wave with one RF chain. On the Rx side, an ADC/DAC with a 245.76 MHz

sampling rate captures all tag signals simultaneously. Further channel extraction can be achieved

by digital down-conversion and digital filtering. Digital channelization offers two significant

benefits over analog channelization: First, it has better scalability because it only needs one

RF chain for each antenna, regardless of the number of channels (and sine tones) are required,

while in analog channelization, each channel needs an exclusive RF chain with bulk components

(e.g. mixer, PLL, and VCO). Second, it is precisely synchronized among different tones in the

multisine wave, while analog channelization needs extensive engineering efforts to synchronize

among a large amount of ADCs/DACs and LOs. Nevertheless, analog channelization still has it

own advantages, including the convenience of extending or switching bandwidth by changing

the carrier frequency and the lower requirements of ADC bandwidth. RF-CHORD also embraces

these advantages through the high-speed ADC and low crest factor multisine waveform, which

will be introduced in Sec. 4.4.

4.4 SINR Improvement for Long Range

This section first presents how RF-CHORD improves SINR under long work range by

reducing the external noise and canceling self-interference. It next explains how RF-CHORD

exploits the full tag packet to incorporate the integration gain, which is based on the multiple

channel decoder with clock offset mitigation.
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Figure 4.5. Two issues caused by self-interference.

4.4.1 External Noise Suppression

To follow the FCC regulation, the signal strength of each frequency component in the

multisine is -15 dBm, which is 51 dB lower than the 36 dBm excitation signal in the ISM band

(see details in Sec. D). With the low signal strength limitation but the long range requirement,

we need to reduce the external noise and interference as much as possible.

RF-CHORD adopts the tag signal with reduced bandwidth for lower chances of in-band

interference and lower noise. The relationship between thermal noise Pnoise and signal bandwidth

B at room temperature can be expressed as Pnoise =−174+10log10(B) [161]. As described in

Sec. 4.3.4, the digital channelization at the receiver separates a combined 200 MHz wideband

signal into multiple 250 kHz narrowband signals. This means that the thermal noise can be

reduced from -91 dBm to -120 dBm (29 dB gain). Furthermore, the reduced bandwidth also

reduces the probability of being interfered with by other devices working in the same band.

4.4.2 Self-interference Canceling

Besides the external interference from other devices, the self-interference caused by

the natural full-duplex operation of our active sniffer will also limit the SINR. RF-CHORD’s

multisine waveform and low power transmission reduce the complexity of self-interference

cancellation. As shown in Fig. 4.5a, the self-interference in one channel is just a single tone
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after channelization. A commercial tag uses double-sideband modulation with a subcarrier to

differentiate the tag signal from the single-tone excitation signal. Therefore, RF-CHORD uses

filters to cancel the self-interference caused by the single tone.

However, given the wideband signals are too weak (i.e.-15 dBm ), there remain two

practical challenges. First, the dynamic range of the receiver may not be large enough to detect

the tag signal. Second, any unpredictable noise, such as phase noise and circuit noise from Tx,

will be transmitted along with the s(t) and may bury the wideband signal. Then we’ll go over

how to deal with these issues.

Dynamic Range. Dynamic range is the ratio between the largest and smallest values that

the received signal can assume. Specifically, the largest value is the self-interference, and the

smallest signal is the targeted wideband tag signal. As shown in the Fig. 4.5a, even though the tag

signal strength is higher than the noise floor and interference, it can still be buried if the dynamic

range is not large enough. RF-CHORD meets the requirement of dynamic range by adopting the

following strategies: First, it adopts a high-resolution ADC because the dynamic range of the

receiver will be bottlenecked by the dynamic range of the ADC. The theoretical dynamic range

of the receiver is 6.02 N + 1.76 dB [22], where N is the resolution of the ADC. Therefore, a

fundamental way to solve the issue is to increase the resolution of the ADC. RF-CHORD adopts

16-bit ADC, which has the largest resolution in 2022 when satisfying the 200 MHz bandwidth

requirement. Secondly, it adopts a carefully designed low crest factor multisine wave on the

transmission side to relax the dynamic range requirement of the Rx. The intuition behind this

is that since the dynamic range requirement on the ADC is more related to the peak amplitude

of the self-interference signal instead of the average signal power, it can be relaxed by using a

lower peak signal while remaining the average power. The crest factor is the peak amplitude

divided by the RMS value of the waveform, and for a multisine signal, it has been well studied

that the crest factor can be reduced by tuning the phases φi in the multisine signal. Following the

methods mentioned in [209], the crest factor of the multisine waveform adopted by RF-CHORD
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can be reduced from 4 to 1.24 (or peak-to-average power ratio from 12 dB to 1.87 dB).

Unpredictable Noise. The unpredictable noise is caused by the response of self-interference

in the circuit. As illustrated in Fig. 4.5b, the noise floor may be dominated by the phase noise,

DAC quantization noise, etc. along with the self-interference. Fortunately, RF-CHORD does

not require a dedicated cancellation circuit like [9] because the power of RF-CHORD’s self-

interference is much lower than that of a commercial RFID reader. Moreover, RF-CHORD

utilizes Analog Devices ADRV9009 transceiver of 16-bit ADC [3] and HMC7044 VCXO-based

clock tree [14], ensuring an optimal quantization and clock phase noise below the noise floor.

Therefore, the RF frontend of RF-CHORD’s receiver is not saturated, and the noise will only go

through the air instead of the feedback path of the receiver. The noise experienced by RF-CHORD

is not dominated by unpredictable noise.

4.4.3 Full Packet Matching

RF-CHORD estimates each channel in parallel and then combines them into a wideband

channel estimation. The standard channel estimation techniques for one channel can be expressed

as follows:

hi = ∑
t

r(t)Î∗(t)

where r(t) is received tag response and Î(t) is a template. In most RFID systems, only the pilot

signal part (RN16) is used for clock and phase estimation, and the main part of the tag signal

(EPC ID) is left unused. RF-CHORD utilizes the full packet signal, including RN16 and EPC ID.

The length of the signal will be extended from 0.31 ms to 2.31 ms when assuming the backscatter

link frequency (BLE) of the tag is 250 kHz and the EPC ID length is 96 bits [10]. By doing the

full packet matching, RF-CHORD can achieve 10log10
2.31
0.31 = 8.7 dB integration gain.

We need to generate a noiseless template of the full packet for full packet channel

estimation. However, unlike the predefined pilot signal, the template of the packet changes

depending on the tag’s EPC ID. Collecting EPC ID and timestamp from a commercial reader
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Raw samples Packet template Offset compensated

Drift by one bit

Figure 4.6. The waveforms of the tag signal with clock offset, the reference, and recovery signal
from the offset.

device in real-time is unsupported due to the interface limitation: i) the available interface from

a commercial reader is usually done by using asynchronous communication, which hinders

real-time processing; ii) the timing information is usually not reported by commercial readers.

Therefore, RF-CHORD needs to decode the wideband signal into EPC ID independently.

4.4.4 Clock Offset Mitigation

Accurate decoding needs to mitigate the clock offset of the RFID tag signal. Specifically,

the protocol tolerates up to ± 10% frequency offset and ± 2.5% frequency fluctuation during

backscattering (refer to Tab. 6.9 of [11]). For example, say we read a tag that is 2.5% faster than

nominal BLF. For a typical randomized uplink packet of 128 bits with a perfect match at the start

of the frame, the received signal will be ahead of the template by one bit at the 32nd bit, and

the remaining 96 bits thereafter contribute useless fluctuations to channel estimation, as figured

out in Fig. 4.6. RF-CHORD needs to analyze the clock and estimate the offset parameters for

mitigation, which can be described by:

τ(t) = Square(( fBLF−α0−α(t))(t− t0))

Where t0 is the actual start of frame (SOF), α0 is the initial clock frequency offset (CFO) from

prescribed BLF, and α(t) is the fluctuation of the clock. Next, we introduce RF-CHORD’s

components which estimate these parameters.
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Figure 4.8. Kernel-layer framework.

Preamble Matching for t0 and α0. RF-CHORD first estimates the t0 and α0 by adopting a

standard sliding window correlator with a known preamble p(t). Specifically, we derive the

initial estimation of t̂0 and α̂0 by this correlation calculation, where the x(t) is the received

samples, pα(t) is the reference template tuned to a clock frequency of fBLF−α0:

{t̂0, α̂0}= argmax
t0,α0

∣∣∣∣∫ Tp

0
p∗α0

(t)x(t + t0)dt
∣∣∣∣

PLL to Track α(t) Variation. After eliminating α0, the clock still has residual offset α(t),

which comes from the tag clock fluctuation during the communication and may be significant in

the long packet. Because the Miller code of RFID [11] is a self-clocked and modulated bandpass

signal, RF-CHORD can extract the subcarrier of the line code to track the clock frequency offset

accurately. RF-CHORD adopts a feedback-based digital Costas PLL [164] to track the clock
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continuously.

After compensating estimated clock τ(t), the clock offset is mitigated (the last waveform

shown in Fig. 4.6). We can see that the signal is well synchronized with the template.

4.4.5 Decoding with Channel Diversity

After clock offset mitigation, we can decode the full packet, extract the correct template

Î(t), and assemble the decoder. Because the tag baseband signals on all channels are the

same, RF-CHORD can apply nulling and beamforming algorithms to utilize the diversity across

frequencies and antennas to make a joint decoder. RF-CHORD combines the signals from

all channels into one steered single-channel signal – it first performs an adaptive maximum

signal-to-noise ratio (MSNR) beamforming over the array of each frequency to null the major

jammer in the spatial domain and then performs maximum-ratio combining (MRC) beamforming

across the frequency domain to improve the SINR further. With this cleaned steered single

channel, RF-CHORD exploits a Viterbi decoder to decode the EPC ID. It then applies the EPC

ID to make accurate channel estimations on all the channels. A series of efforts introduced in this

section, including suppressing external noise, canceling self-interference, matching full packet,

mitigating clock offset, and decoding with diverse channels, guarantees RF-CHORD to extract

wideband channel estimations at a long distance even with the ultra-low power emission signal.

4.5 Localization with Kernel-Layer Framework

In this section, we first conduct empirical experiments which show: i) multipath is the

primary factor that confines the long-tail performance of the RFID localization system once

the tag is successfully inventoried; ii) 200 MHz bandwidth is not sufficient to eliminate all the

long-tail errors caused by multipath. To address these problems, we propose a kernel-layer

framework for localizing RFID tags in the near field. It can suppress long tail errors from

multipath by enhancing the direct path and incorporating prior knowledge from logistics.
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4.5.1 Long-tail Errors Source Demystification

We conduct a validation experiment to confirm that multipath is the primary source of

long-tail localization errors. In this experiment, we put five tags at a distance of 4 m from

the reader. We use 16 carriers evenly spaced across 200 MHz bandwidth, 8 antennas, and a

hologram-based localization algorithm (see details in Sec. 4.5.2). There is a metallic heater

1.5 m from the tag as the multipath source. Fig. 4.7 shows that the 99th localization error (red

line) is 1.798 m, too large to ensure reliable usage in industry settings. The theoretical analysis

explains this observation – the 200 MHz bandwidth is only able to differentiate paths that have a

propagation distance difference larger than c/(2B)≈ (3×108 m/s)/(2×200 MHz) = 0.75 m.

Once the propagation distance of two paths is smaller than 0.75 m, which is common for many

indoor deployments, 200 MHz is insufficient for differentiating one from the other.

Then we evaluate the performance without the multipath effect to check our results

double. We keep the experiment setup, conduct RF measurement of a reference tag close to

target tags and extract its phase offset from the groundtruth. Considering that the multipath

profiles of nearby tags are similar, we subtract each tag’s channel estimation with the offset

from the reference tag. The 99th localization error of the same set of tags decreases to 0.400 m

(green line in Fig. 4.7). It proves that multipath is the primary factor determining the long-tail

performance of the RFID localization system, even with 200 MHz bandwidth.

4.5.2 Near-field Localization with Hologram Algorithm

Like most recent RFID localization systems, RF-CHORD locates a tag under the near-

field condition, which differs from locating a distant target. Considering the Fraunhofer distance

[170], a target is at near-field when its distance d from the antenna array meets:

d <
2D2

λ
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where D is the aperture of the antenna array, and λ is the signal’s wavelength. The wavelength

of the 915 MHz signal is around 30 cm. When using an antenna array or SAR, the aperture can

easily span to 1 m for adequate spatial resolution. (2D2)/(λ ) = (2×1 m2)/(0.3 m) = 6.7 m and

d < 6.7 m under most circumstances. Therefore, the response from a tag does not form a plane

wave when reaching different elements in the antenna array.

We propose to develop our localization algorithm on top of hologram-based localization

framework, which essentially identifies the most likely location as the location estimation,

independent of plane wave incidence conditions. In the basic hologram algorithm, the theoretical

phase θ(g(i, j),Ak, fl) of a tag at location g(i, j) received by an antenna Ak at frequency fl can be

written as:

θ(g(i, j),k, l) =
2π fl

c
(dT x−Tag +dTag−Rx) (mod 2π)

where dT x−Tag and dTag−Rx are the distance between the tag and the transmitter and receiver,

respectively. For location g(i, j), its likelihood P(g(i, j)) of being the tag’s true location can be

measured by the similarity between empirically received phase φk,l from lth carrier at kth antenna

and the theoretically modeled phase θ(g(i, j),k, l). The hologram algorithm makes the similarity

comparison across multiple antennas and frequencies. P(g(i, j)) can be written using the following

equation:

P(g(i, j)) =

∣∣∣∣∣ L

∑
l=1

K

∑
k=1

e− j(φk,l−θ(gi, j,k,l))

∣∣∣∣∣ (4.1)

Then we can estimation the location of the tag by choosing (i, j) with maximum P.

4.5.3 Kernel-layer Framework

Beyond the basic hologram algorithm [144], there are many hologram variants [208,

173, 207, 206]. We find that two key factors determine the performance of hologram-based

localization algorithms, namely, kernel and layer:

Definition 1. Kernel is the function that measures the similarity between the received signal and

the theoretical signal from one channel (i.e. single carrier from a single antenna). For example,
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the e j(φ−θ) in Eq. 4.1 is a kernel function that measures the phase similarity with an exponential

function.

Definition 2. Layer is a function that determines how to combine kernels from multiple channels

(i.e. multiple carriers from multiple antennas) and obtain the location estimation. For example,

the ∑
L
l=1 ∑

K
k=1 in Eq. 4.1 is a layer function.

We introduce a kernel-layer framework that tells us how kernel and layer affect the

localization performance. Fig. 4.8 summarizes our kernel-layer framework, which describes the

fundamentals of hologram-based algorithms. This framework can be used following these steps:

• Model calculates the theoretical channel information (e.g. propagation phase) for each

location.

• Measurement obtains the empirical channel information (e.g. propagation phase and RSSI)

by interrogating the tags.

• Kernel function profiles the similarity between the theoretical and empirical channel

information.

• Layer function combines kernel function output from different antennas and frequencies.

• Output picks the location with the maximum likelihood as the estimated location.

Different kernels and layers can be combined into various near-field localization algo-

rithms. See more examples in Sec. E.

4.5.4 RF-CHORD’s Kernel and Layer

We design our localization algorithm based the kernel-layer framework. When designing

RF-CHORD’s kernel and layer, we want to reduce the impact of multipath for low long-tail error,

which can be achieved with the carefully designed kernel, layer, and prior information from the
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Figure 4.9. Direct path identification with ROI information.

logistic scenario. RF-CHORD’s kernel is similar to basic hologram algorithms:

RF-CHORD’s kernel: e− j(φ−θ)

RF-CHORD has 4 layer functions: ToF estimation layer, direct path identification layer,

direct path enhancement layer, and summation layer. These layers work together to suppress the

multipath and combat long-tail localization errors.

ToF Profile Layer. By using the wideband bandwidth captured, this layer computes the time-of-

flight profile of the received signal. The computation follows Eq. 4.2 where φ is the empirically

measured phase value, fl is the frequency, and τ is the propagation delay of each path.

ToF estimation layer: S(τ) =
L

∑
l=0

e− j(φl−2π flτ) (4.2)

Direct Path Identification Layer. It is still challenging to identify the direct path in the ToF

profile layer in Fig. 4.9 because there are three interfering factors: 1 If the difference is smaller

than 0.75 m, we can only observe one mixed peak in the time-of-flight profile of the received

signal. 2 If the difference is larger than 0.75 m, there will be ambiguity from multipath at the
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locations farther from the groundtruth. 3 The sample on the frequency domain, which is a sinc

function on the time domain, may leak its side lobe and form fake peaks at a nearer location

than the groundtruth. To address these problems, RF-CHORD leverages a key observation: prior

information. In practical logistic deployment, we can employ the size of the scanning area, the

track of tags, etc. to help localization. RF-CHORD constructs a layer that leverages this prior

information for direct path identification. Fig. 4.9 shows an example of this layer with scanning

range [a,b] in meters as prior information, which is common in warehouse deployment. The

corresponding algorithm is shown in Alg. 1. In this example, we first compute the bound of

the theoretical propagation time in this range τa = a/(3×108) and τb = b/(3×108). The prior

information, τa and τb, acts as a filter that eliminates any multipath with a propagation time

smaller than τa or larger than τb, which helps us identify the right direct path (right peak) rather

than nearer one from sinc leakage or farther one from multipath.

Algorithm 1. Direct path identification layer

Input: 1. ToF profile: [S(τ1),S(τ2), ...,S(τs)]1×s
2. Prior info: scanning area in meters [a,b]
3. Peak threshold: p

Output: Direct path distance rough estimation d̃0
1. d̃0 = 0, τa =

a
3×108 , τb =

b
3×108 ;

2. L = find τi closest to τa in [τ1, τ2, ..., τs], return index;
3. R = find τi closest to τb in [τ1,τ2, ...,τs] , return index;
4. S(τ)← S(τ)[L : R];
5. path← S(τ)[0 : end−1]−S(τ)[1 : end]
for i← 1 to s−1 do

if path[i]> 0 & path[i−1]< 0 & S(i)> p then
d̃0 = τi×3×108;
break;

end if
end for

Direct Path Enhancement Layer. RF-CHORD uses a across-frequency phase redress algorithm

to further enhance the signal quality of the direct path signal. RF-CHORD first identifies potential

multipath – if there are multiple peaks (identified by 2D peak find algorithm [12]) in the basic

hologram results, the location estimation is likely affected by the multipath effect. Instead of
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(b) RF-CHORD’s algorithm.

Figure 4.10. RF-CHORD can suppress sinc leakage, multipath ambiguity, and enhance direct
path for finer resolution compared to basic hologram algorithms in Eq. 4.1.

using the empirically measured phase φ , RF-CHORD combines the direct path signal from all

frequencies and constructs an enhanced phase φ̃l . This process is done by the layer function of

Eq. 4.3. See Sec. F for detailed mathematical derivation.

Direct path enhancement layer: φ̃l = ̸
L

∑
i=1

e jφie j 2π

c ( fi− fl)d̃0 (4.3)

Summation Layer. The last layer in RF-CHORD is the summation layer, which combines

information from all L frequencies and K antennas and computes the likelihood of the tag

position. For every location g(i, j), RF-CHORD computes the likelihood P(g(i, j)) and choose the

position with the highest likelihood as the estimated result.

Summation layer: P(g(i, j)) =

∣∣∣∣∣ L

∑
l=0

K

∑
k=0

e− j( ˜φl,k−θ(g(i, j),l,k))

∣∣∣∣∣ (4.4)

Putting Everything Together. All above layers and kernel work together as our multipath

suppression algorithm. Fig. 4.10 shows an visual example. The heatmaps are the location

likelihood with the basic summation layer in Eq. 4.1 (Fig. 4.10a) and with our direct path

enhancement algorithm (Fig. 4.10b). The green cross is groundtruth and the red cross is location

estimation. If we only use the simple summation layer, there are three factors disturbing the

105



localization accuracy. RF-CHORD handles them with customized kernel-layer algorithm design.

The peak of location estimation 1 is the superimposed responses from all the paths within

distance resolution nearer the direct path. RF-CHORD utilizes coherent summation layer with

full 200 MHz bandwidth to increase distance resolution to 0.75 m. The paths with large distance

differences from the direct path will generate ambiguity at farther arrival distances as multipath

ambiguities 2 or even at nearer distance as sinc leakage 3 . By using prior information of work

range (tags are in different check-in passage with different ranges) to clarify the direct path

identification and using direct path enhancement to suppress multipath, we obtain the accurate

location estimation 4 .

4.6 Implementation

4.6.1 Active Sniffer

Antenna. We chose a recent variant [222] of the Foursquare patch antenna [178], which is

metal-backed and of concentric dual-polarization, as our wideband Tx and Rx antennas for its

advantages of small-size, low-cost, and high adaptability to surroundings. The original antenna

design is for 1.7˜2.7 GHz LTE and we scaled it with HFSS [5] to fit the UHF band 700˜1100

MHz. We also attached each Rx antenna to a 915 MHz bandstop filter [2] to suppress the

high-power ISM-band leakage from the commercial reader.

Array. We built the Rx array through a laser-cutting sheet of aluminum. The mounting holes

and SMA clearances on the sheet define a 1×8 linear array with element spacing of 21 cm. We

set a notable 31.5 cm gap in the middle for a 2:3 co-prime array configuration [183] to suppress

the grating lobe. We hang two Txs 0.4 m lower than the receiver’s horizontal array along its

geometric bisection. The right one was wideband Tx and the left one was ISM-band Tx.

Baseband Processor. One of the key implementation challenges towards one-shot inventory is

to convert the 31 Gbps I/Q samples from the A/D to the application processor. We developed

high throughput baseband with 2 ADRV9009 [140, 3] RF chips and an XCKU060 FPGA SoM
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[28, 24] in charge of 4 receivers over 200 MHz bandwidth for PCIe streaming.

Application Processor. The host is equipped with a Core-i9 9900 CPU and an RTX 3090 GPU

for real-time decoding and CSI acquisition. GPU was used to handle the template matching

during the decoding with FFT convolution acceleration and parallelism. We used Process

Explorer [21] to measure resource utilization and report the results in Tab. 4.2. The decoder

is developed with C++/Eigen except that the most compute-intensive part, i.e. the full packet

matching algorithm, is implemented on GPU with CUFFT [8].

Table 4.2. Hardware resource utilization.

CPU (Utilization) GPU (Utilization) I/O Bandwidth Memory

Core-i9 9900 (16.1%) RTX 3090 (38.0%) 520.1 MBps 4.1 GB

4.6.2 RFID Tags

In order to ensure compatibility and low-cost, we used a commercial RFID IC Impinj

Monza-M4A [20] and implemented a bandwidth extension technique [66] to redesign the metal

inlay (antenna) on 80 × 80 mm single-sided PCB. The CAD of the RFID antenna is shown at the

top left of Fig. 4.11 and its direction gain (similar to dipole antenna) is shown in Fig. 4.17a. It

works on 700˜1000 MHz, whose copper geometry can be transferred to flexible inlay for massive

production.

4.7 Evaluation

4.7.1 Experimental Setup

Testing Environment. We evaluate RF-CHORD in an office with multiple reflectors (e.g. metal

furniture, low ceilings, and walls). The evaluation range is the area of 6 × 3.2 m ahead of the

antenna. We divide the evaluation space into 20 cm grids and use guide rails to move the tags.

All the tags are facing the array. The dataset containing about 20k wideband RFID channel
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Figure 4.11. Experimental setup for evaluating performance. Five tags are mounted on the rail
and ˜20k tag responses are collected in 384 locations.

information measurements at 384 locations is open-sourced at [26]. The setup is shown in

Fig. 4.11.

Location Groundtruth. Groundtruth is measured from a total station theodolite (TST) [25]

with a 2 mm/2′′ accuracy.

Frequency Band Configuration of Active Sniffer. We use the band of 787˜987 MHz and

avoid selecting carriers in ISM band 902˜928 MHz. The carriers are almost evenly selected with

spacing of 11.1 MHz3. The spectrum analyzer shows the inter-modulation distortion of carriers

is very little.

ISM-band Reader. We use an Impinj R700 [16] as the ISM-band reader, which is configured on

3The frequency set of carriers is {787.1, 798.2, 809.3, 820.4, 831.5, 842.6, 853.7, 864.8, 875.9, 887.0, 898.1,
942.5, 953.6, 964.7, 975.8, 986.9 MHz}.
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“Radio Mode 142” (Miller-4 coding and BLF of 256 kHz) and a single linear-polarized antenna

aligned with the wideband Tx. We empirically pick this mode since it balances throughput and

range. Other coding methods and BLF can also be adopted with few modifications to our system.
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Figure 4.12. Throughput across distances. RF-CHORD can localize around 180 tags/s with -15
dBm emission power.
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Figure 4.13. Throughput across distances with different emission power. The performance of
RF-CHORD is stable with above -25 dBm emission power.
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4.7.2 Throughput in One-shot Localization

Fig. 4.12 shows RF-CHORD’s throughput at different distance. RF-CHORD can read and

localize ˜180 tags per second (97% of the tags read by an Impinj reader) at up to 6 m. RF-CHORD

is 1000× faster compared to previous sniffer-based wideband systems with frequency-hopping.

For instance, RFind [136] needs 6.4 seconds to localize one tag. We also evaluate RF-CHORD’s

throughput across emission power. Fig. 4.13 shows that RF-CHORD’s throughput decreases

when we reduce its emission peak power from -15 dBm to -35 dBm. It works fine with an

emission power above -25 dBm.

4.7.3 Localization Performance

RF-CHORD utilizes large bandwidth, multiple antennas, and the multipath-suppression

algorithm to realize one-shot and high-reliability localization. We conduct microbenchmarks

to evaluate how physical resources (frequency and spatial domain), algorithms, and orientation

influence the localization.
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Figure 4.14. RF-CHORD’s localization errors with different bandwidths.

Bandwidth. We evaluate the localization performance with 8 antennas and different bandwidths.

Fig. 4.14 shows 99th localization errors are 2.398 m, 1.646 m, 1.203 m and 0.786 m with 50
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MHz, 100 MHz, 150 MHz and 200 MHz bandwidths. The median errors are 0.325 m, 0.227 m,

0.155 m, and 0.144 m, separately. The results show increasing bandwidth, thus increasing the

time resolution, can not only improve the median performance but also reduce the long-tail error.

Even when the median performance is close to the upper limit (150 MHz v.s. 200 MHz), the

long-tail errors can still be reduced by increasing bandwidth.
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Figure 4.15. RF-CHORD’s localization errors with different antenna numbers.

Number of Antennas. We evaluate RF-CHORD’s localization performance with 200 MHz

bandwidth and different numbers of antennas (thus different array apertures). Fig. 4.15 shows

RF-CHORD’s 99th localization errors are 4.513 m, 1.467 m, 1.081 m and 0.786 m when 2, 4, 6

and 8 antennas are used. The performance of the 4, 6, and 8 antennas is very similar on median

errors (about 0.14 m). However, their long-tail errors are significantly different. The results

show increasing the number of antennas (from 2 to 8) can always improve long-tail performance.

Increasing the number of antennas/apertures strengthens the system’s immunity to interference

in specific directions and improves the angular resolution for localization.

Algorithms. We take basic hologram (Eq. 4.1) as the baseline algorithm and evaluate our

multipath-suppression algorithm with 8 antennas and 200 MHz bandwidth. Fig. 4.16 shows

that 99th localization errors of baseline and RF-CHORD are 1.018 m and 0.786 m respectively.
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Figure 4.16. RF-CHORD’s localization errors with different algorithms.

The median errors of baseline and RF-CHORD are 0.143 m and 0.144 m, respectively. The

algorithm effort can improve long-tail performance by handling more corner cases, but hard

to improve median performance. Physical resources (i.e. the bandwidth and the antenna array

aperture) fundamentally limit the algorithm’s performance, and the long-tail improvement from

the algorithm is primarily attributed to the introduction of prior information – it provides an

appropriate carrier for making use of prior information.

Orientation. In practice, the orientation of tags will influence the link angle and polarization, thus

introducing SINR and phase changes. We evaluate how orientation influences the localization

error. We set the target tag at a 1-m fixed distance to the antenna array to eliminate the influence

of the multipath effect. Then, we change the pitch angle θ (as same as the roll angle due to

the symmetry), yaw angle φ , and height of the tags as shown in Fig. 4.17a for orientation

microbenchmark:

• In Fig. 4.17b, we keep φ = 0◦ and h = 111 cm (at the center between Tx and Rx). The

worst performance occurs when the pole of the antenna points to the rx, which rarely

happens in practical deployments (to be discussed in Sec. 4.8.1). It is difficult to read tags

due to the low SINR, and even if successful, the long-tail error will be more than 1 m.
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Figure 4.17. Microbenchmarks with different tag orientations and heights related to the antennas.

• Yaw Angle. In Fig. 4.17c, we keep θ = 0◦, h = 111 cm and change φ from 0◦ to 300◦.

The errors at different yaw angles are similar because the directional gain across φ is

symmetrical. The results show that the yaw angle does not affect long-tail localization

error (bounded within 30 cm).

• Height. In Fig. 4.17d, we keep θ = 0◦,φ = 0◦ and move the tag from 75 cm to 147 cm.

The long-tail errors do not change much across different heights, which shows that height

is not the key factor affecting long-tail errors.
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4.8 Practical Deployment

4.8.1 Deployment Constraints

We summarize the practical factors that influence SINR in Fig. 4.18 and introduce the

constraints in real-world logistic scenarios. We also explain how we avoid or utilize them for

high-reliability localization.

Orientation. The localization error may be significant if the pitch angle of the tag is closed to

90◦ according to Sec. 4.7.3. In the deployment shown as Fig. 4.19, the orientation of tags may

not be uniform but unlikely to be completely disordered. All the tags are attached to the sides of

boxes or crates and then stacked on the pallet. The chaos of stacking and the movement of the

pallet may cause yaw angle (φ ) change but not cause much pitch/roll angle (θ ) change, which

only introduces negligible localization errors according to Fig. 4.17c.

Polarization. We set the tags and sniffer antennas all vertically polarized, so horizontal tags can

not be read. Similar to orientation, no tag will be misplaced in our scene because the pallet stack

constraints the crate direction.

NLOS and Tag Coupling. We also stipulate that all the tags should be in the line of sight from

one side dock door, which means stacking at most two-column crates on the pallet. It is because

the performance of UHF RFID will decrease rapidly with nearby water [38]. This rule excludes

severe NLOS occlusion/reflection and severe tag coupling. Most of the pallets in our scenes

naturally meet this requirement, and in rare cases, we need to waste some space.
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Table 4.3. Reliability performance in practical deployments.

Miss Reading Rate Cross Reading Rate

Warehouse 0 0.0025%
Food delivery 0 0.0154%

4.8.2 Real World Deployment

We deployed the full-fledged RF-CHORD (i.e. 200 MHz bandwidth and 8 antennas) in

the warehouse dock door and lightweight RF-CHORD (i.e. 200 MHz bandwidth and 4 antennas)

in the fresh food delivery store according to cost and scene conditions for operational evaluation.

Warehouse Deployment. We deploy RF-CHORD in a warehouse to understand its performance

in logistic check in and out. RF-CHORD is installed in the dock door of the warehouse as

shown in Fig. 4.19. This warehouse’s goal is to distribute a large amount of food and daily

necessities supplied by the upstream warehouse to city delivery stations. The crates are various

and packaged without unified standards. Ideally, RF-CHORD should report all the tags inside of

the scanning area and not report any tags outside of the scanning area. Our previous deployment

experiments in the same scenario show that commercial read-or-not solution Impinj xSpan [15]

has ˜6% miss-reading rate and ˜2% cross-reading rate in the similar scene. We attached over

10,000 tags to various items, mainly plastic crates, also including water bottles, cans, milk boxes,

rice, etc. The scanning area is 2 × 1 m between the two poles of the dock door (as ROI) and the

user walks through the aisle with about 50˜100 tags on a trailer in 1 to 4 seconds. According

to Tab. 4.3, RF-CHORD is able to identify tags inside of scanning area with a 100% accuracy

(perfectly no miss reading) and 0.0025% cross reading. Therefore, RF-CHORD can provide

sufficient localization accuracy in the warehouse deployment, which significantly outperforms

the state-of-the-art commercial solutions.

Fresh Food Deliver Store Deployment. As shown in Fig. 4.20, we also deploy lightweight

RF-CHORD in a fresh food delivery store where fresh food is packaged into a container and

transported via a moving belt. Once the RFID tag on the container is scanned, the delivery
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personnel will be allocated to pick it up. RF-CHORD needs to ensure all the containers on the

moving belt are scanned and do not scan any tag outside of the moving belt. Tab. 4.3 shows

that the miss-reading rate of RF-CHORD is 0%, and cross-reading rate is 0.0154%. Therefore,

RF-CHORD can achieve sufficient accuracy in the fresh food delivery store deployment.

4.9 Discussion

Polarization Mismatch. In our scenarios, the work pipeline guarantees the polarization

match. However, in more general scenarios, the polarization may be mismatched when the

orientation of tags is disordered. The conventional solution is to use circular polarization antenna

[89] or dual-polarization switching [15]. RF-CHORD can be adapted to them conveniently

because its wideband four point antenna is inherently dual-polarized. We can plug a polarization

switch into each sniffer antenna, which acts synchronously and does not influence throughput

and range performance.

Blind Spots. RF-CHORD is free of cross reading, and therefore it can use high trans-

mission power and sensitivity ISM-band reader for achieving nearly zero miss-reading rate.

However, miss reading still threatens reliability in certain complex environments. It can be

mitigated by switching between antennas or beam patterns [47, 193]. As our Tx is synthesizing

multiple tones, it is feasible to add a Tx beamforming array for blind spot suppression.

Integration with Robots. In recent years, logistics robots (e.g. automated guided vehicle

(AGV) [6], automated storage and retrieval systems (ASRS) [19], and autonomous mobile robots

(AMR) [7]) have been developed rapidly to reduce the movements and operations of sorters and

improve efficiency. These robots still need to cooperate with a label identification system (e.g.

barcode or QR code). RF-Chord has the potential to replace such system and cooperate with

logistics robots to achieve more efficient automation.

Cost. The ultimate goal of deploying RFID is to reduce manual labor and error while

improving efficiency, which requires careful cost accounting. We emphasize that although
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baseband chips and RF circuits will increase the cost of readers to thousands of dollars, the main

cost of RFID-based logistics still comes from RFID tags. Considering a medium warehouse with

10k packages delivered every day, the annual cost of tags is approximately $0.1 × 10,000 × 365

= $365,000. Our strategy is not modifying the tag chip because most of the manufacturing cost

comes from the chip and the assembly process [179]. Therefore, the wideband tag we designed

maintains almost the exact cost as current commercial tags when in massive manufacturing.

4.10 Related Work

Narrowband Localization. There are three main localization approaches to boost accuracy

even with the limited time resolution of narrow ISM bandwidth: The first approach is to improve

spatial resolution by SAR. Tagoram [208] uses the motion of tags to build multiple virtual

antennas, while Mobitagbot [173] exploits antenna motion. The hologram algorithms in these

two systems inspired the kernel-layer framework in our paper. Other hologram algorithm variants

[206, 207, 215] can also be viewed as different combinations of kernels and layers. However,

the assumption of free antennas or tags mobility and lengthy startup time for tracking do not

fit the logistic network. The second approach is to acquire prior information by reference tag.

PinIt [196] exploits a dense grid of reference tags and determines the nearest reference tag for

NLOS localization by dynamic time wrapping. However, reference tags share time slots, which

influences the throughput and scalability. The third approach is to increase the number of links

by tag array. Attaching more tags to the target can increase the number of links and improve

localization performance. Tagyro [205], and RF-Dial [49] utilize the phase difference of the tag

array to solve orientation ambiguity and improve localization performance. Trio [71] models the

equivalent circuits of coupled tag and uses the tag interference for refined localization. Liu et al.

[174] uses spatial-temporal phase profiling for relative RFID localization. These tag array based

localization approaches are accurate but may be error-prone in a complex environment. Unlike

these proposals, RF-CHORD is a sniffer-based wideband localization system that improves time
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resolution for fundamental performance enhancement.

Wideband Localization. Wideband RFID localization has been proposed to overcome the time

resolution limitation. RFind [136] uses a low-power sniffer antenna by frequency hopping to

collect the narrow sample channel state information across 220 MHz. Turbotrack [131] develops

an OFDM-based one-shot wideband channel estimation approach and a Bayesian space-time

super-resolution algorithm to achieve fine-grained localization. However, these systems need

multiple shots in the channel estimation or the algorithm to converge for fine location estimation,

thus very slow startup for localization or tracking. Modifying tags to work on other frequencies

(e.g. Wi-Fi [108], millimeter-wave [30], UWB [37, 67]) or cross-frequency based approaches

(e.g. communicate with Wi-Fi [34], communicate at 1.4˜2.4 GHz [133]) are also expected as the

solutions for both finer localization and higher throughput, but their tags are not ready for massive

manufacturing at low cost due to the complicated RF frontend and control circuits. Inspired by

these works, RF-CHORD develops a multisine waveform to realize one-shot localization without

modifying the commercial tag chips, resulting in high accuracy with no throughput loss or cost

increase.

RFID Reader. Commercial RFID readers [16, 17, 4] have heavily optimized RF analog frontend,

decoder, and protocol stack but do not support real-time tag critical information (i.e. EPC ID,

timestamp) retrieval. There are a series of open-source RFID reader systems. Buettner et al.

implemented EPC Gen II downlink stack [50] and the full functional reader [51], respectively.

Kimionis et al. implemented a GNU radio-based reader, which supported OOK and noncoherent

FSK [110]. However, their energy and edge detection algorithms are too simple to decode

applicable code (e.g. miller-4 coding). A recent reader designed by Kragas et al. [103] is

featured by coherent detection and initial duration deviation search but only supports simple

FM0 encoding. There are other research projects featured by multisine waveform [46], parallel

sensing support [204], and active transmit leakage cancellation [106]. However, they only focus

on specific optimization and do not provide source code. In a nutshell, no out-of-box reader
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design meets our requirements of high throughput and low decoding threshold, so we develop a

wideband reader with a customized RF frontend and decoder while reusing the MAC layer of

the commercial reader for slot arrangement and collision handling. It supports our wideband

localization with high efficiency, sensitivity, and compatibility.

4.11 Conclusion

We illustrate the three key requirements in reliability, throughput, and range to meet the

industry-grade standard of the logistic network, and present RF-CHORD, the first RFID system

that considers all these factors from wideband signal and baseband processing to localization

algorithm framework development. We believe our real-world empirical results demonstrate that

RF-CHORD paves the way for the practical hardware-software methodological solution of RFID

localization-based logistic network and makes an important step towards large-scale operational

deployment.
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Chapter 5

Summary and Future Work

The vision of connecting everything in the physical world along with the digital world

requires hyperscale IoT networks, consisting of trillions of IoT devices. However, the existing

tethered or even battery-powered design is not feasible for IoT at scale due to the unaffordable

maintenance cost and environmental hazards. Self-powered battery-free IoT is the ultimate means

of attaining hyperscale IoT. With the advances in RFIC fabrication, low-power communication,

and wireless energy harvesting, we are now at an important juncture to explore the system-level

challenges of battery-free IoT.

5.1 Dissertation Summary

This dissertation explores fundamental factors that limit the communication and sensing

reliability of battery-free IoT applications. Based on the thorough understanding of the whole

system, from the application down to the analog and digital circuits, we have employed a set

of techniques, including hardware design, wireless communication, and operating systems, to

significantly improve the reliability of battery-free IoT systems.

We first designed systems that improve the reliability of battery-free IoT communication.

In SlimWiFi [218], we proposed a novel simplified active radio architecture that has more robust

performance compared to backscatter communication. To address the compatibility problem with

the existing wireless infrastructure, we proposed a novel asymmetric communication scheme
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that enables COTS Wi-Fi devices to directly communicate the simplified active radio. Through

a careful codesign of the signal modulation scheme and reverse processing of the Wi-Fi data,

SlimWiFi enables existing Wi-Fi access points to modulate/demodulate on-off keying (OOK)

waveform sent by an extremely low-power IoT tag. With this measure, SlimWiFi radically

simplifies the IoT radio architecture, evading power-hungry components such as data converters

and high-stability carrier generators. Through collaboration with RFIC experts, we taped out the

integrated chip version of SlimWiFi radio and verified it can perform active data transmission at

sub-100 µW power, 3 orders of magnitude lower than standard IoT radios! The final system can

achieve a robust communication performance with around 100 kbps goodput up to a range of 50

m.

We further explored the methods to improve the reliability of RFID in logistic network

applications. We found the root cause of the reliability issue lies in the UHF signal properties.

The high carrier frequency electromagnetic signal will be inevitably blocked by RF-unfriendly

items like water/metal containers (which leads to miss-reading) and will experience strong

reflections in the indoor environment (which leads to cross-reading). Therefore, we designed a

novel system called NFC+ [219] which uses the lower carrier frequency magnetic waves of near-

field communication (NFC) systems. Traditional NFC systems work in a very short range, which

has hampered their deployment in practice. In contrast, NFC+ is a new NFC reader hardware

architecture, leveraging resonance engineering and MIMO techniques to reach commercial NFC

tags at a long range. Compared to UHF RFID, NFC+ can reduce the miss-reading rate from 23%

to 0.03%, and the cross-reading rate from 42% to 0, for randomly oriented objects within a range

of 3 meters. NFC+ works even in RF-adverse settings, e.g., tracking water bottles and objects

shielded by metal. NFC+ is in the process of being integrated into Alibaba’s latest logistic

network for online shopping, grocery delivery and local life services.

Finally, we developed a system that can localize battery-free UHF RFID tags with higher

reliability. We found that the existing UHF RFID localization techniques are not reliable enough

for industry settings, due to RFID’s narrow bandwidth and hence coarse time/distance resolution.
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To address the high reliability requirements, we designed a system called RF-CHORD which

consists of COTS UHF RFID readers and our own UHF RFID sniffer hardware which can capture

the tag signal across multiple antennas and wide bandwidth. We further incorporated FPGA and

GPU acceleration to process the signal in real time. Combined with a multipath-suppression

algorithm, RF-CHORD can determine whether the tag is in the range of interest with extremely

high confidence. It can localize up to 180 tags 6 m away from a reader within 1 second and with

a 99th long tail error of 0.786 m. RF-CHORD was demonstrated at Alibaba Apsara Conference

2021 and received lots of interest from the attendees in the supply chain industry.

5.2 Future Work

My previous work has shown the potential of radical system architectures to approach

extremely low power without overhauling the existing infrastructure. I would like to continue to

explore research problems related to battery-free IoT. Below I describe three research directions

I will pursue in the near future.

5.2.1 ULP Joint Communication and Sensing

Joint communication and sensing is a promising technology for 6G that facilitates

environment awareness and highly efficient connectivity. To take this vision to the next level,

leveraging ULP IoT devices can be an effective approach. In fact, our work on RF-CHORD

[119] has demonstrated a method to repurpose existing UHF RFID tags for joint communication

and sensing. However, the limited available bandwidth in the UHF band poses a challenge, as

the system cannot reliably determine the location when there are multipath scenarios with a

path length difference smaller than 0.75 m (the range resolution corresponding to a 200 MHz

bandwidth). To overcome this limitation, we need to explore the next generation of RFID

technology that utilizes ultra-wideband (UWB) signals, enabling enhanced RFID sensing latency

and location resolution. There are two potential directions I would like to investigate further.

The first direction involves sub-µW ultra-wideband backscatter, which can serve as an
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extension of the UHF RFID standard. This approach would enhance the capabilities of UHF

RFID by incorporating UWB functionality, enabling improved sensing and communication

capabilities.

The second direction focuses on µW active UWB tags that are compatible with com-

mercially available off-the-shelf (COTS) UWB devices. This approach would involve the

development of UWB tags with low power consumption, allowing them to work seamlessly with

existing UWB devices.

By exploring these two directions, we aim to push the boundaries of battery-free IoT on

sensing latency and location resolution, paving the way for advanced joint communication and

sensing capabilities in future wireless systems.

5.2.2 Joint Powering and Clocking

Clocking is expected to be a significant power bottleneck for battery-free IoT applications.

While existing commodity and ambient backscatter systems consume relatively low power

(around 10s of µW) during modulation, they require a highly accurate clock to generate precise

frequency shifts and standard-compliant phase modulation. This necessitates the use of an

accurate reference clock, such as a crystal oscillator. For instance, Wi-Fi-compatible backscatter

approaches [109, 97, 211, 74] typically require tens of MHz frequency shifts and propose

reference clocks of up to 11 MHz [109] or 16 MHz [74]. However, driving a 10s of MHz

crystal oscillator can consume more than 100 µW [203], exceeding the power consumption of

backscatter modulation itself. Moreover, the need for additional off-chip components complicates

the circuitry compared to crystal-less UHF RFID tags, which only consist of a chip and an antenna.

This complexity leads to higher costs and poses scalability challenges. In my previous work,

such as SlimWiFi, I explored techniques to eliminate the requirement for an accurate clock

by enabling asymmetric demodulation. However, this approach resulted in a degradation of

communication performance.

An alternative and promising direction that I find intriguing is shifting the generation of
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the reference clock from the IoT device to the host device. Given that wireless powering offers

flexible and stable power sources, we can potentially deliver power and clock simultaneously

without introducing an additional link. However, this approach presents several system design

challenges that need to be addressed. For example, determining the optimal method for delivering

the clock, integrating the functions of power delivery and clocking, and jointly designing

the signal to optimize power delivery efficiency and clocking reliability are among the key

considerations.

Addressing these challenges will require innovative solutions, including efficient clock

delivery mechanisms, integrated power and clocking functionalities, and signal design optimiza-

tions. By exploring this direction, we can potentially overcome the power bottleneck associated

with clocking in battery-free IoT applications and pave the way for more efficient and scalable

systems.

5.2.3 The Internet of Bodies

Recently, computers are beginning to ”walk” inside the human body. The Internet

of Bodies (IoB) wirelessly connects such implanted computers and enable a leap forward in

health monitoring, disease treatment, new human-machine interaction, etc. I am interested in

tackling the new challenge pertaining to this field. Examples include miniaturizing the radio

devices without compromising radiation efficiency, combating the high signal loss through

tissue, efficiently and safely powering the implanted devices, etc. My experience in ultra-

reliable IoT communications (e.g., NFC+) and the neuron monitoring system (it is an ongoing

project in the early stage and thus not discussed in this dissertation) has equipped me with the

sophisticated skill sets needed for IoB. I will also seek collaboration with other researchers on

solving interdisciplinary challenges such as brain-machine interfaces, neuromorphic AI chips for

efficient IoB data processing, remote control and powering of implanted micro-robots, etc.
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Appendix A

FEC Errors in Asymmetric Demodulation

In this section, we discuss the behavior of BCC and LDPC when decoding a non-Wi-Fi

frame which supports our design in Sec. 2.3.4

A.1 BCC

Viterbi algorithm is widely adopted for BCC decoding. To achieve the maximum

likelihood decoding, the algorithm searches among all valid codewords {C}, to identify the

codeword Cl which has the shortest Hamming distance with the input bit sequence. It then

outputs the decoded bit sequence Y which can generate the codeword Cl by performing BCC

encoding. This means that when we use the decoded bits Y to get the regenerated bits, the

regenerated bits X ′ =Cl will be the exact codeword that has the shortest hamming distance with

the original bit sequence X . Since the demodulated bit sequence X has a very low chance to be

the same as a valid codeword, the mismatch between X ′ and X is almost inevitable. However,

we found that the number of mismatches between regenerated bit sequence X ′ and demodulated

bit sequence X has an upper limit. Here we provide a quick proof.

For the BCC code with the basic coding rate 1/2, the codewords are generated by bitwise

XOR in Eq. A.1 where d[k] is the k-th input data bit and c1[k] and c2[k] are the corresponding
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bits in the codeword.

c1[k] = d[k]⊕d[k−2]⊕d[k−3]⊕d[k−5]⊕d[k−6]

c2[k] = d[k]⊕d[k−1]⊕d[k−2]⊕d[k−3]⊕d[k−6]
(A.1)

Consider a data sequence D = {d[1],d[2], ...,d[K]} where K is the length of the input

sequence. The corresponding codeword will be C = {c1[1],c2[1], ·,c1[K],c2[K]}. For one valid

codeword Cl generated by Dl , the bitwise inverted version (complementary codeword) C̄l =Cl⊕1

will also be a valid codeword whose corresponding data bits is D̄l = Dl⊕1. When we get the

regenerated bit sequence X ′ =Cl , if the mismatch number between X ′ and X is more than 1/2 of

the total bit number, the mismatch number between C̄l and X will be smaller than 1/2 of the total

bit number. Therefore, the hamming distance between X ′ and X will be higher than C̄l and X ,

which is against the shortest hamming distance principle of the decoder. Therefore, the number

of mismatches between regenerated bit sequence X ′ and demodulated bit sequence X should be

lower than 1/2 of the total bit number. Fig. A.1 gives an example that illustrates the proof.

0 0 0 0 1 0 0 1 1 0 0 0 0 1 0 1 1 1 0 0 0 0 0 0

0 0 0 0 1 1 0 1 1 1 0 1BCC 

encode0 0 0 0 0 0 0 0 1 1 1 0 1 0 1 1 0 1 1 1 0 0 0 0 1 1 1 1 0 0 1 0 0 0 1 0

1 1 1 1 1 1 1 1 0 0 0 1 0 1 0 0 1 0 0 0 1 1 1 1𝐶𝑙

𝑋

𝐶𝑙
⊕1 ⊕1

𝐷𝑙

𝐷𝑙

BCC decode 
(shorter Hamming distance)

Error < 1/2

Figure A.1. An example of the BCC decoding with complementary codewords at 1/2 coding
rate.

For a higher coding rate, the codeword is generated by puncturing the codeword generated

by the basic coding rate. Fig. A.2 provides an example of how the puncturing is conducted with

a 3/4 coding rate while processing the same sequence in Fig. A.1. So the proof still holds, but

only for the depunctured sequence. Therefore, to reduce the number of mismatches, we should

choose the highest coding rate of 5/6.

In the previous proof, we only explained the BCC decoding with a hard decision and op-

timal maximum likelihood decoding. In practice, the error number might vary when considering

the soft decision and imperfect maximum-likelihood decoder implementation. But the variation
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Encode

0 0 0 0 0 0 0 1 1 0 0 0 0 1 1 1 1 1 0 0 0 0 0 0

0 0 0 0 1 0 0 1 1 0 0 0 0 1 0 1 1 1 0 0 0 0 0 0

0 0 0 X X 0 1 0 0 X X 1 1 0 0 X X 0 0 1 0 X X 1 1 1 0 X X 0 0 0 0 X X 0

0 0 0 0 0 0 0 0 0 0 1 1 1 0 0 1 1 0 0 1 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0

𝑋

𝑋′

0 0 0 0 0 1 1 1 1 0 0 1 1 1 0 0𝑌

Depuncture

Decode

Puncture

Figure A.2. An example of the BCC decoding and regeneration at 3/4 coding rate.

will not diverge the claim.

Data bits Parity bits Data bits Parity bits Data bits Parity bits

Variable 
nodes

Check nodes

Data inputs Parity inputs

Figure A.3. Bit sequence slicing of LDPC coding and an example connection between data bits
and parity bits corresponding to one parity-check matrix.

A.2 LDPC

As illustrated in Fig. A.3, an LDPC-coded bit sequence is organized into blocks. Each

block consists of data bits and parity bits. A predefined parity-check matrix characterizes the

connection between variable nodes and check nodes. For LDPC decoding, belief propagation

decoders based on the message-passing algorithm are widely adopted. For a soft decision

decoder, the inputs of the variable nodes are log-likelihood of the corresponding bits instead

of quantized bits. The decoder iteratively updates the log-likelihood of the variable nodes and

check nodes based on the inputs and the previous status of the nodes by using the sum-product

or min-sum algorithm. After iteratively repeating the log-likelihood update, whether the data
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or parity bits should be flipped will be determined by the final bit log-likelihood of the variable

nodes. The bit-flip of the variable nodes happens when the sum of the log-likelihood from the

connected check nodes is larger than the input, which in exchange requires that the inputs have a

predefined relation corresponding to the parity-check matrix.

Specific to the SlimWiFi asymmetric demodulation, the bit-flip ratio will be extremely

low. This is mainly because the inputs are from the OOK signal which does not have the

aforementioned relation. Under such conditions, the LDPC decoder is ineffective when decoding,

and thus an extremely limited number of the demodulated bits will be falsely “corrected”. A

theoretical proof of this conclusion can be found in [125]. Therefore, the data bits part of the

regenerated bit sequence will be nearly the same as that of the demodulated bit sequence.

𝑋

𝑌′

0 0 1 1 1 0 1 0 0 0 1 1 1 0 0 1 0 0 0 1 0 1 0 1 1 1 0 1 1 0 1 0 0 1 0 0

Data bits Parity bitsCorrect Error

LDPC encode

Belief propagation

0 0 1 1 1 0 1 0 0 0 1 1 1 0 0 1 0 0 0 1 0 1 0 1 1 1 0 1 1 0

0 0 1 1 1 0 1 0 0 0 1 1 1 0 0 1 0 0 0 1 0 1 0 1 1 1 0 1 1 0 0 0 1 0 1 0

0 0 1 1 1 0 1 0 0 0 1 1 1 0 0 1 0 0 0 1 0 1 0 1 1 1 0 1 1 0 1 0 0 1 0 0

𝑋′

Remove parity

Figure A.4. An example of LDPC decoding procedure and the regenerated bit sequence at 5/6
coding rate.

One thing to note is that even though the parity bits part will not be falsely corrected

by the decoder, they will be removed after decoding. Since the original data bits do not have

a high correlation with the parity bits, the parity bits part of the regenerate bits are not related

to that of the demodulated bits. Thus the parity bits part should be treated as unreliable after

the regeneration. Then, all bit errors introduced by decoding will be on the parity bits part as

illustrated in Fig. A.4. Therefore, it is preferable for SlimWiFi to reduce the ratio of parity bits

which requires a higher coding rate.
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Appendix B

Coupling between multiple TX coils

In this section, we discuss the influence of TX coils mutual coupling and how to deal

with it.

In the long range NFC communication scenario, the value of TX to tag coupling is pretty

small compared to the inter-TX magnetic couplings. Therefore, the influence of the tags to a

reader coil’s impedance is negligible and the behaviour of TX coils can be simply modeled as:

TX Equation: v⃗T = ZT⃗ iT (B.1)

where v⃗T and i⃗T are the TX voltages and currents, ZT is the TX impedance and inter-TX magnetic

couplings.

In the near field, the amplitude and phase of magnetic field is determined by the TX

currents i⃗T . Therefore, we need to control the amplitude and phase of i⃗T to achieve the magnetic

field control as discussed in Sec. 3.5.2. However, in the practical hardware implementation

of reader, the supply which we can directly control is v⃗T . Since the complex matrix ZT will

introduce phase and amplitude distortion from v⃗T to i⃗T , the phase and amplitude in v⃗T will not

result in the same phase and amplitude in i⃗T .

Theoretically, when we know the value of ZT , the influence of TX coupling can be

compensated by having flexible control on the TX coils input like in [176].
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Appendix C

Magnetic beamforming

In this section, we describe the details on how to get Eq. 3.10 from Eq. 3.9. We drop

n, R and β for simplicity. Since the signal we look at is the magnetic signal, it generates an

electromotive force on the tag. Following the Faraday’s law of induction, the tag’s received

signal is proportional to the dot product of combined vector H⃗s in Eq. 3.10 and the unit normal

vector of tag plane e⃗β , i.e.:

Rtag =S1a1sin(ωt +φ1)(cosα1cosβ + sinα1sinβ )+

S2a2sin(ωt +φ2)(cosα2cosβ + sinα2sinβ )

=S1a1cos(α1−β )sin(ωt +φ1)+

S2a2cos(α2−β )sin(ωt +φ2)

(C.1)

where Si is the factor in Faraday’s law of induction which is corresponding to the properties

of the tag, such as coil size, number of turns etc. Take φ1 as reference and bi(n,R,β ) =

SikiAicos(αi−β ), we can get

Rtag =b1sin(ωt)+b2sin(ωt +φ2−φ1)

=
(
b1 +b2cos(φ2−φ1)

)
sinωt +

(
b2sin(φ2−φ1)

)
cosωt

(C.2)
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For a signal xsinωt + ycosωt, the power is equal to x2 + y2. Therefore, we obtain Eq. 3.10 from

Eq. C.2.
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Appendix D

FCC Compliance

RF-CHORD adopts a 200 MHz bandwidth in the UHF band, much wider than the

902˜928 MHz ISM band. We need to reduce the power of the signal emitted in the licensed

band to follow the FCC regulation [27]. Similar operations exist in other systems, such as

RFind [136]. RFind adopts a duty-cycled single-tone signal with a peak power of -3 dBm and

average power of -13.3 dBm. However, due to the throughput requirement of the localization,

RF-CHORD’s sniffer should always be ready to localize a tag, which means duty cycling is

unacceptable. Therefore, RF-CHORD adopts a hard limit of -15 dBm per tone and can be even

lower with similar performance. One may concern that the multiple carrier operation will not be

the same as RFind [136] since the total bandwidth is larger than the 0.25% bandwidth limitation

in FCC 15.231 (c) [1]. However, RF-CHORD can adopt the alternative method mentioned in

[23], which calculates the total bandwidth by summing the individual occupied bandwidths

of each carrier frequency. Since we did not apply any modulation to the carriers, the sum of

respective bandwidths will be extremely small, which can comply with the FCC regulation. Other

modulated waveforms (e.g. OFDM) cannot follow this alternative method and may potentially

violate the regulation.
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Appendix E

Kernel-layer Combinations for Different
Localization Algorithms

Kernel-Layer near-field localization framework supports various localization algorithms

because of the flexibility of measuring the similarity between receiving signal and theoretical

signal and combining information across channels. For example, traditional ToF and AoA

estimation algorithms can be implemented under the near-field condition with different kernels

and layers.

Kernel and Layers for ToF Estimation. ToF estimation can be done by choosing the following

kernel and layer, where φl and θl are the empirical and theoretical phases at frequency fl

respectively, and d is the distance between tag and reader.

Kernel: e− j(φl−θl) = e− j(φl−2π fld/c) = e− jφl e2π flτ

Layer:
n

∑
l=0

S(τ) =
n

∑
l=0

e− jφl e2π flτ
(E.1)

When using the above kernel and layer functions, S(τ) is the inverse Fourier transforma-

tion of the empirically measured phase value φ1,φ2, ...,φn. Therefore, S(τ) is the time-of-flight

expression of the empirically measured phases.

Kernel and Layers for AoA Estimation. Similar to the ToF estimation, we can also design

kernel and layer functions to extract angle-of-arrive (AoA) estimation. For the AoA estimation,

we can use the following kernel and layer functions, where φk and θk are the empirical and
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theoretical phases at antenna k, respectively. ∆d is the distance between two neighboring

antennas.

Kernel: e− j(φk−θk) = e− j(φk−2π f k∆dsin(ψ)/c)

Layer:
m

∑
k=1

S(ψ) =
m

∑
k=0

e− jφke2π f k∆dsin(ψ)/c
(E.2)

S(ψ) measures the similarity of the theoretical signal coming from angle ψ and the empirically

measured phase value φ1,φ2, ...,φm received by m antennas. Therefore, correct AoA ψ is

identified when S(ψ) is maximized.

The summation layer, which sums up all the channels first by row and then by column,

combines all the information for the final result. In this case, it combines near-field ToF and AoA

estimations. We can develop more complex algorithms with the kernel-layer framework, such as

the multipath-suppression algorithm in our paper.
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Appendix F

Direct Path Enhancement

We enhance the direct path and suppress the influence from multipath with a frequency

domain algorithm [136]. Assume there are N paths with distances of d0,d1,d2, . . . ,dN , and d0 is

the direct path. The channel hl of lth carrier can be expressed as:

hl = a0e− j 2π

c fld0 +
N

∑
i=1

aie− j 2π

c fldi

ai is the propagation attenuation of the ith path. To simplify the derivation without loss of

generality, we assume a0 = ai = 1, (i = 1,2,3, . . .), and what we measure is the phase of channel

response:

φl = ̸ hl = ̸ {e− j 2π

c fld0 +
N

∑
i=1

e− j 2π

c fldi}

If we have a rough estimation of d0, called d̃0, we can use this algorithm to enhance the

part of a0e− j 2π

c fld0 (direct path) and suppress the part of ∑
N
i=1 aie− j 2π

c fldi (multipaths) for a better

location estimation. In more detail, we use the prior knowledge of ROI to help determine the

rough estimation of direct path d̃0 with Alg. 1. Then we enhance the direct path profile and

suppress profiles of other paths by Eq. 4.3 because the enhanced phase φ̃l can be written as:
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φ̃l = ̸
n

∑
i=1

e jφie j 2π

c ( fi− fl)d̃0

= ̸ {e− j 2π

c fld0
N

∑
i=1

e j 2π

c ( fi− fl)(d̃0−d0)

+
N

∑
i=1

[e− j 2π

c fldi
N

∑
i=1

e j 2π

c ( fi− fl)(d̃0−di)]}

d̃0 ≈ d0 so (d̃0−d0)∆ f/c≪ 1, and it leads to:

N

∑
i=1

e j 2π

c (i−l)∆ f(d̃0−d0) ≈
N

∑
i=1

1 = N

For multipath whose di is different from d̃0, d̃0−di is large so

∣∣∣∣∣∑N
i=1 e j 2π

c ( fi− fl)(d̃0−di)

N

∣∣∣∣∣≈ ∣∣sinc
[
B
(
d̃0−di

)
/c
]∣∣≪ 1

The part of the direct path is much larger than the part of other paths, so the direct path

is reinforced. d̃0 helps to get rid of the leakage interference from multipath, and the following

summation layer can make a better estimation of d0 as the final output. Besides using the prior

knowledge, other methods (e.g. fingerprinting-based algorithm, Bayesian-based algorithm) can

also be used to determine the rough estimation d̃0, which is beyond the scope of this paper.
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