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PREFACE

When I interned in Microsoft Research Asia as an undergraduate in 2010, I felt
the power and beauty of data mining, and thus applied to the Computer Science PhD
program at the University of California, San Diego. Here I learned how medical infor-
matics could help understand mechanisms of diseases, effects of drugs, treatments of
patients, mistake prevention, etc. However, data mining on medical data, unlike other
data, has privacy issues. Therefore, specially designed algorithms to account for these
privacy needs are needed. Since then, I have been working to combine data mining and
privacy together. This dissertation includes some of my work during this period.

This dissertation is for researchers who are interested in privacy-preserving algo-

rithms, and assumes readers have some knowledge of data mining.
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ABSTRACT OF THE DISSERTATION

Learning Information from Data while Preserving Differential Privacy

by

Zhanglong Ji

Doctor of Philosophy in Computer Science

University of California, San Diego, 2017

Professor Charles Elkan, Chair
Professor Lucila Ohno-Machado, Co-Chair

In this dissertation, I introduce my work on differentially private data mining.
There are usually two types of privacy preserving data mining algorithms: query an-
swering algorithms and data publishing algorithms.

I present three algorithms on two differentially private query answering prob-
lems in Chapter 3. The first problem is to return Single-Nucleotide Polymorphisms
(SNPs) most correlated to a disease, and I provide two efficient algorithms that make an
accurate but previously inefficient algorithm feasible. The second problem is to learn a

model minimizing empirical risk while selecting features. Our algorithm beats state-of-
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the-art algorithms.

Then I present three algorithms on differentially private data publishing under
two scenarios in Chapter 4. The first algorithm assumes the existence of public data,
and assigns weights to public data so they are statistically similar to the private data.
Analysis on the weighted public data is more accurate than analysis on the private data.
The two following algorithms assume that published data are for supervised learning
(one algorithm for classification and the other for regression), and that the prediction
rules are continuous with respect to predictors. The data these algorithms publish per-

form very well on learning tasks.
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Chapter 1

Overview

In today’s world, data is being collected at unprecedented speed, and it has be-
come common knowledge that data mining can benefit individuals, companies, and so-
ciety. For example, Netflix uses user rating data to recommend movies/videos to other
users, and Google uses deep learning to train its translate service. Other applications
include credit scoring, search engine optimization, etc. Data mining has benefited both
companies and society.

However, the benefit of data mining is limited to some fields because of privacy
concerns. For example, medical data and genome data have to be kept private when used,
as revealing these data may lead to an increase in life insurance premiums. Researchers
found attackers can know whether a patient is in a database with high confidence given
genome data statistics. Therefore, for genome data, even statistics are no longer safe to
publish. These risks severely prevent researchers from making full use of private data,
thus there is demand for privacy-preserving data mining algorithms.

One solution is to ensure data are used in a privacy-preserving way. This solu-
tion requires two steps. First, we need to find a mathematical definition of the word
‘privacy’, and then we can develop algorithms satisfying the definition. Different pri-
vacy definitions correspond to different assumptions on attackers’ knowledge on data

and definitions of successful attacks, and thus different protection strengths.



For example, differential privacy [14, 15] assumes attackers may already have
some knowledge of the private data, such as, all information except one sample, or
even except one value, and can change their guess of private information by issuing
queries and looking at answers from the data holder. An attack is successful if the
attacker’s guess on the true private information can be altered a lot after viewing output
information, e.g. answers to some outside queries. Informally, since differential privacy
is against privacy leakage in any circumstance, and assumes the attackers may know
almost all of the private information, its protection is against risk in extreme cases. There
are also some other definitions, such as k-anonymity [56] or [-diversity [41], however
my work focuses on differential privacy only.

Given the definitions of privacy, and some ‘budgets’ measuring how much pri-
vate information can be leaked, there are still two ways to protect data in data mining.
The first method is to release privacy-preserving answers. As we only release answers to
the queries we receive in this situation, the randomness we add, which is informally pro-
portional to information users need, is much smaller than information in the whole data
set, thus the output can have small information to noise ratio. However, if we answer
multiple queries, attackers may combine all answers to guess individual information.
Therefore, our ‘budget’ could be exhausted at a point and then the data could never be
used again.

The other method is to release a privacy-preserving version of synthetic data.
The data could be used to answer as many queries as people want, and the attacker
cannot infer more information than the data themselves. However, as the information
released here is much more than what is needed to answer any specific query, sometimes
the randomness/perturbation required is more than that required by the first method.

In this dissertation, I discuss my research in developing privacy-preserving ver-

sions of data mining algorithms. As most of the work uses the definition of differential



privacy, I will introduce some background knowledge of differential privacy in the sec-
ond chapter. Chapter 3 presents three algorithms on two differentially private query an-
swering problems. The first problem is to return SNPs most correlated to a disease, and
I provide two efficient algorithms that make an accurate but previously inefficient algo-
rithm feasible. The second problem is to learn a model minimizing empirical risk while
selecting features. Our algorithm beats state-of-the-art algorithms. Chapter 4 presents
three algorithms on differentially private data publishing. The first algorithm assumes
existence of public data, and assigns weights to the public data so they are statistically
similar to the private data. Analysis on the weighted public data is more accurate than
analysis on the private data. Then I present two algorithms that assume the published
data is for supervised learning (one for classification and one for regression), and the
prediction rules are continuous with respect to predictors. The data these algorithms

publish perform very well on learning tasks.



Chapter 2

Differential Privacy

Differential privacy [14, 15] is one of the most popular definitions of privacy
today. Intuitively, it requires that the algorithm outputting information about an underly-
ing dataset is robust to any change of one sample, thus protecting privacy. This chapter
mathematically defines differential privacy and introduces some related methods, as well
as some other differentially private machine learning algorithms. In the last part of this

chapter, I will give some examples on how differential privacy is used in practice.

2.1 Definition of Differential Privacy

The definition of neighboring datasets reflects ‘change of one sample’.

Definition 2.1.1: the distance between two datasets D and D’ is the smallest
number of sample changes needed to change one into another, and D and D’ are called
neighbors if the distance between them is 1. The neighboring relationship is denoted
D~D.

The original definition of differential privacy given rise to three different under-
standings of sample changes. Some interpret this as replacement D — {x} = D' — {x'},
some only consider addition/deletion D = D' U{x}, while others consider both. The last
interpretation gives the shortest distance, and the distance by the second interpretation

lower bounds the last one by the first by a factor of 2.



Most of the differentially private algorithms preserve privacy by injecting ran-
domness, and the required randomness usually does not vary much if we switch from
one definition of distance to another. Thus they usually work for all definitions. There-
fore, I do not distinguish the distance functions unless we go through details of algo-
rithms.

Definition 2.1.2: a random algorithm f satisfies (&, 8 )-differential privacy [14,
15] for two non-negative numbers € and & iff for all neighbors D ~ D', and all subsets

S in f’s range, as long as the following probabilities are well-defined, there holds

P(f(D)€S) < 8+eP(f(D)€S)

The numbers € and & are called the privacy budgets. Intuitively, the number O represents
the probability that an algorithm’s output varies by more than a factor of e when applied
to a dataset and any one of its neighbors. A lower value of 0 signifies greater confidence
and a smaller value of € tightens the standard for privacy protection. The smaller € and
S are, the closer P(f(D) € S) and P(f(D') € S) are, and the stronger the protection is.

Generally, there are two reasons to introduce 6 in this definition. First, some al-
gorithms depend on a small §, such as the smooth sensitivity framework and the sample
and aggregate framework in [48]. Second, some algorithms require infinite computa-
tional resources to ensure 8 = 0, while in practice we can only provide finite resources.
Therefore, the output is approximate and a small § must be introduced. In the first case,
0 is a fixed number; in the second case, given more and more computational power, o
may tend to 0.

There is also a commonly used heuristic to choose 6[24]: when there are n
samples in the dataset, 8 € o(1/n). This is because we can construct an algorithm

satisfying (0, & )-differential privacy with high probability of breach privacy when 6 >



1/n. The algorithm releases each sample in the dataset with probability &, and the
release of different samples is independent. It is easy to prove that the algorithm is
differentially private. However, the algorithm releases nd > 1 samples from the dataset.
To prevent such leakage, 0 must be significantly smaller than 1 /n.

Typically, (€, 0)-differential privacy is simplified in notation to €-differential pri-
vacy. With (g, 0)-differential privacy, when 6 > 0, there is still a small chance that some
information is leaked. When & = 0, the guarantee is not probabilistic. Reference [12]
shows that, in terms of mutual information, €-differential privacy is much stronger than
(g, 6)-differential privacy, even if 6 = o(e™").

According to the definition of differential privacy, as long as f(D) depends on

D, it must be random.

2.2 Differentially Private Algorithms

This section first introduces concepts of queries, then describes some basic al-
gorithms to answer queries in a differentially private manner. Although there are other
algorithms, such as smooth sensitivity framework, or sample and aggregate framework
as in [48], I am not going to introduce all of them here. To design differentially pri-
vate algorithms to answer specific queries, we can either use the basic algorithms in
Section 2.2.2 and Section 2.2.3, or combine them as in 2.2.4, or apply them to equiva-

lent/similar queries as in 2.2.5.

2.2.1 Query

Usually, we want the output of an algorithm to be both differentially private and
useful. By ‘useful’, we mean the output accurately answers some queries on the dataset.
Definition 2.2.1 defines query and, in the following subsections, some algorithms that

guarantee differential privacy are introduced.



Definition 2.2.1: a query f is a function that takes a dataset as input. The answer
to the query f is denoted f(D).

For example, if D is a medical dataset, then ‘how many patients were success-
fully cured?’ is a query, since it takes D as input and outputs a number. The output
of a query is not necessarily a number. A more sophisticated query can be ‘the vector
corresponding to the logistic regression model trained from the dataset’. However, some
algorithms, notably the Laplace mechanism, assume answers to queries are numerical,

or vectors f(D) € R? and hence not categorical.

2.2.2 The Laplace Mechanism

The Laplace mechanism[17] is a popular e-differentially private algorithm for
queries f with answers f(D) € R”, in which sensitivity (Definition 2.2.2) plays an im-
portant role.

Definition 2.2.2: given a query f and a norm function ||.|| over the range of f,

the sensitivity s(f,||.||) is defined as

s(f,[1-1) = max||f(D) — f(D)]

Usually, the norm function ||.|| is either L; or L, norm.
The Laplace mechanism[17]: given a query f and a norm function over the
range of f, the random function f(D) = f(D) + 1 satisfies e-differential privacy. Here

n is a random vector in R? whose probability density function is p(n) o< e~ €lMl/s(Z1-1),

2.2.3 The Exponential Mechanism

The exponential mechanism[43] is an €-differentially private method to select
one element from a set. Suppose the set to select from is A, and there exists a score

function H whose input is a dataset D and a potential answer a € A, and whose output is



a real number. Given a dataset D, the exponential mechanism selects the element a € A
corresponding to the largest score H(D,a) with randomness.

Definition 2.2.3: the sensitivity of the score function H is defined as

SCH, L) = max[[H(D,a)~ H(Da)]

The exponential mechanism: given a dataset D and a set of possible answers A,
if a random algorithm selects an answer based on the following probability, then the

algorithm is e-differentially private:
P(a € A is selected) o< ¢€H(P:a)/25(H[1])

The Laplace mechanism is related to the exponential mechanism. If f(D) is a
vector in R?, and H(D,a) = —||a— f(D)||,Va € R?, then the exponential mechanism
with privacy budget € is equivalent to the Laplace mechanism with privacy budget £ /2.

According to [45], given a score function H, the exponential mechanism can
provide the best output among all e-differentially private algorithms in the sense that it
has the smallest PAC Bayesian bound (an upper bound on expected loss in terms of H).

This conclusion means the exponential mechanism is close to the optimal in some sense.

2.2.4 Combination of Differentially Private Algorithm

Sometimes we need to combine several differentially private algorithms in data
processing, thus we need to know how combination affects the privacy protection. In this
subsection, {f;} represents a set of algorithms differentially private w.r.t. its first input,
D is a private dataset, the set of data sets {D;} is a partition of D, and g() represents any
function. Reference [42] provides the following two theorems.

Sequential Theorem[17, 15, 16]: if algorithms {f;} are (&, &)-differentially pri-



vate, and randomness in these algorithms are independent, then f(D) = g(f (D), f>(D,
A(D)), .., (D, f1 (D), f2(D), ..., fi—1(D))) is (Y, &, Y%, &)-differentially private.

Intuitively, it means that we can split privacy budget among a sequence of differ-
entially private algorithms and allow an algorithm in the sequence to use both the dataset
and outputs of the previous algorithms, while the final output is still differentially private.
Some more sophisticated forms of this theorem can be found in [18, 49].

If a query f maps datasets to a vector of length p, it could be treated as p
sub-queries, {fi,...,fp}. Based on the sequential theorem, we can prove that, it is
non-trivial to get a better answer by simply splitting f into p sub-queries. By us-
ing the Laplace mechanism as an example, based on the definition of sensitivity, we
first have Y7 sz > s(f,[.ll). If we answer f directly, for each element of the
answer vector, the noise added is from Lap(s(f,||.||)/€). When we answer p sub-
queries separately, only if Zlesﬁ7|‘,|‘ = s(f,]l.]), and each sub-query f; is assigned
es(fi,||-1)/s(f,1-]|) privacy budget, the noise added to the answer of f; is from the same
distribution Lap(s(f,||-||)/€)- Under these conditions, answering sub-queries separately
provides the same utility as answering f directly. Otherwise, if the privacy budget is as-

signed in a different way, or Y7, sy . > s(f, [|.

), there must be at least one element
in the answer query that has larger noise than Lap(s(f,||.||)/€). Therefore, we cannot
improve accuracy of all elements by simply splitting a query into many sub-queries.
Parallel Theorem: if {f;} are e-differentially private and have independent ran-
domness, given a partition {D;} of the dataset D, the addition/deletion distance in Defi-
nition 2.1.2, then (D = UD;) = g(f1(D1), f2(D2), ..., fu(D,)) is e-differentially private.
If we apply e-differentially private algorithms to each partition of the dataset,
the combined output is still e-differentially private. The partitioning here can be either
independent of private data or based on output of another differentially private algo-

rithm. If the third distance in Definition 2.1.2 is used, then the whole algorithm f is
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2¢e-differentially private.

Both the sequential theorem and the parallel theorem study combinations of mul-
tiple algorithms. A natural question is, whether it is always beneficial to the utility to
run the same algorithms many times and to average the outputs. The answer is no. In the
sequential scenario, the privacy budget has to be split among several runs; in the parallel
scenario, each partition has less samples than D does. In both cases, the ratio between
the amount of noise applied and the accurate answer is larger than the corresponding
ratio for the original query. Therefore, simply averaging them doesn’t necessarily lead

to better performance.

2.2.5 Properties of Differentially Private Algorithm

In differentially private learning, we make changes to query answering algo-
rithms. These changes are not limited to adding randomness to the output directly, but
include replacing the original query with equivalent or similar queries. People take these
changes for better utility.

Here we design two examples to show utility improvement. The first example
illustrates how equivalent queries can help. Suppose the original query is the average
age of male patients, the Laplace mechanism is used to achieve 1-differential privacy,
the ages are between 0 and 60, and there are 100 people in the dataset. Furthermore,
we assume the true average age is 30. The sensitivity of average age is 60, and this
maximum change can be achieved when D has only one man aged 0, and D’ has only one
man aged 60. When the Laplace mechanism is applied to this query, the noise we add to
the true answer is from Lap(60/¢), and its standard deviation is 60v/2 ~ 85 due to the
property of the Laplace distribution. When such large noise is added to the true answer
30, the output is rather useless. However, if the Laplace mechanism is applied to both

count of males and sum of male ages, each with privacy budget 1/2, and use the noisy
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answers to compute the average, then the noise can be much smaller. The sensitivity of
count of males is 1, thus the noisy count has mean 100 and standard deviation 1.4. The
sensitivity of sum of male ages is 60, thus the noisy count has mean 3000 and standard
deviation 85. The output “noisy sum of male ages/noisy count of males”, has mean 30
and standard deviation 0.9 by simulation. Thus the equivalent query “compute sum of
male ages and count of males separately and compute average accordingly” is much
better than the original query asking for average age, in terms of accuracy, even if the
same privacy budget is used.

A second example shows that approximate queries can improve performance,
too. Suppose the original query asks the median of patient ages (between O and 60)
from a data set with n = 100 patients, given privacy budget € = 1, and we already know
those ages in such a dataset are from a Gaussian distribution, but we do not know the
true distribution N(30,100) when we issue the query. We may choose to either issue
the original median query, or an approximation query asking about the average (using
the trick in the previous paragraph). For the original query, the sensitivity is 60, which
can be achieved when D has only one patient aged 0, and D’ has only one patient aged
60. Same as the analysis above, the Laplace mechanism adds noise whose standard
deviation is 85, to the true median which is around 30, to make the output useless.
However, if we use the trick to compute average above, then use the average as median,
the difference between the output and the true median is around 0.3 by simulation, which
is much smaller than the noise added corresponding to the original query. To summarize,
equivalent or approximate queries can improve utility on original queries.

Besides, the second example also shows that, some conclusions in statistics are
no longer true when differential privacy is required, for example, median is no longer
robust. The reason is, while we usually focus on properties in an “average” sense, for a

“regular” dataset, differential privacy cares about extreme cases only, such as only one
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sample in the dataset, all samples are on the boundary of sample space, etc. Thus we
need to double check conclusions from other machine learning algorithms before using

them when differential privacy is required.

2.3 Differentially Private Learning Algorithms

I will explain some existing differentially private learning algorithms in this sec-
tion. As the introduction states, there are two general ways to differentially private data
mining. The first is to answer a specific query, while the second is to publish a synthetic
dataset for data mining. Here I discuss them separately. Algorithms proposed in this
dissertation are not included here.

Usually these algorithms have some assumptions on the data. Informally speak-

ing, stronger assumptions lead to smaller randomness inserted, and thus better utility.

2.3.1 Query Answering Algorithm

There are many differentially private query answering learning algorithms, and
they can be grouped according to the basic approaches they use to compute a privacy-
preserving answer.

Some approaches use either the exponential mechanism or the Laplace mecha-
nism to perturb the information learned from data. For example, [60, 46, 52] use the
Laplace mechanism, while [9, 61] use the exponential mechanism. For some other ap-
proaches that have many iterations or multiple steps, the Laplace mechanism and the
exponential mechanism are applied to output parameters of each iteration/step. Such
approaches include [27, 35, 29, 23, 30, 47, 63].

Some algorithms add noise to the target function and derive information from
the noisy function as the answer. This technique is called objective perturbation. Some

examples include [68, 7, 8, 51].
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Some algorithms use the idea of the sample and aggregate framework. The
framework is specially designed for queries that can be measured with a small num-
ber of samples. First, they split the dataset into many small subsets and run original
algorithms on each subset. Next, they combine the results from all subsets to come up
with an answer, adding noise in this aggregation step. Algorithms that employ this idea
include [48, 58]. The linear regression in [16] is partially based on this idea.

Some algorithms explore other ideas. For example, [37] partitions the sample
space and uses counts in each partition to estimate the density function. Reference
[31] interprets a model learned by regular learning algorithms as a function, and uses
another function to approximate it by iteratively minimizing the largest distance in a
differentially private way.

Most output perturbation and objective perturbation algorithms require a bounded
sample space. This is because unbounded sample space usually leads to unbounded sen-
sitivity. Algorithms based on the sample and aggregate framework don’t have this lim-
itation, however most of them use (g, §)-differential privacy. In practice, if the sample
space is unbounded and we want to use €-differential privacy, we can simply truncate
the values in pre-processing. If the rule to truncate is independent of the private data,

then the truncation is privacy-safe.

2.3.2 Data-publishing Algorithms

Many differentially private data release algorithms have been described, such as
[6, 5, 22, 11, 26]. In this subsection, we focus on data release algorithms that are either
useful for machine learning or based on machine learning algorithms.

Many papers use partition based algorithms to release data. Reference [63] as-
sumes the density function is smooth, References [10, 69] assume the data’s format

permits it to be organized in a tree, and [47] assumes partitions can preserve most im-
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portant information for further data mining. All these assumptions motivate partitioning
the sample space and publishing counts in each partition. With respect to the algorithm
design, the algorithms can be divided into two groups. Reference [47] first partitions
the sample space using the exponential mechanism and then adds noise to the counts
using the Laplace mechanism. The others ([10, 69, 63]) generate noisy counts with the
Laplace mechanism for each cell and then partition according to the noisy counts.

Other data release algorithms don’t depend on partitioning. Some of them as-
sume the private data is fit well by some family of models. They select an optimal model
from that family privately and then synthesize new data according to the selected model.
Some others assume some property (like sparsity) of the data, and propose algorithms
which make use of that property.

References [46, 52] publish graph generator models based on the assumption
that the private data is fit well by some parametrized generative model. Though the two
algorithms use different generative models, they both train a model first, add Laplace
noise to the parameters of the model, and then use the noisy model to generate a new
graph.

Reference [62] represents the network structure by using a statistical hierarchical
random graph model. Unlike the two models above, the number of parameters in this
model is proportional to the number of nodes in the graph. Thus we may introduce too
much noise if we use the Laplace mechanism to publish the model. As the parameter
space is very large and no score function exists, which is both simple and meaningful,
it is not easy to use the exponential mechanism directly. To overcome this difficulty,
the authors propose an algorithm based on the Markov Chain Monte Carlo procedure.
It uses the Metropolis—Hastings algorithm to draw a model from the distribution in the
exponential mechanism given the score function is the likelihood function. Though the

likelihood function is complicated w.r.t. the whole space of parameters, it is simple w.r.t.
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one parameter if all the others are fixed. Thus the Markov Chain Monte Carlo (MCMC)
procedure is possible. The graph can be reconstructed from the output model after many
iterations.

[39] assumes the data matrix is sparse, thus the algorithm can make use of re-
sults from compressive sensing research. Informally speaking, if we randomly project
a high-dimensional data matrix to a low-dimensional space, and then attempt to recover
the high-dimensional matrix using the low-dimensional embedding and the constraint
that the recovered matrix is sparse, there is high probability the recovered matrix ex-
actly matches the original one. [39] first randomly projects the data matrix, then adds
noise to the compressed information, and reconstructs data from the noisy compressed
information. As the dimension of compressed information is much smaller than that
of the original data matrix, the scale of Laplace noise needed to preserve g-differential

privacy can be reduced from O(y/n/¢€) to O(logn/€) given n samples.

2.4 Practical Use of Differential Privacy

Though the research community has developed many algorithms satisfying dif-
ferential privacy, the industry has just started to use differential privacy to collect data
for learning. These algorithms are all in the category of differentially private data pub-
lishing, which create perturbed versions of data, and run usual learning algorithms on
those data.

For example, Google collects software statistics [2] and traffic information [4]
with the Randomized Aggregatable Privacy-Preserving Ordinal Response (RAPPOR)
technique [21]. Apple, since June 2016, uses differential privacy to discover usage
patterns of iOS users[1]. Used by these Internet giants, differential privacy has proven
itself to be reliable and up to industrial privacy-protecting standards.

In all these cases, companies guarantee users that no devices except theirs are
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trusted. Even encryption is not considered reliable (otherwise they can upload encrypted
values and store statistics in their servers only). This is consistent with the ‘worst case’
intuition in differential privacy, in case the attacker happens to correctly decrypt. In
accordance with this concern, at least in my work, when differential privacy is used,
encryption is not seen as safe.

Chapter 2 is based on the survey paper Differential Privacy and Machine Learn-
ing: a Survey and Review. Zhanglong Ji, Zack C Lipton, Charles Elkan arXiv preprint

arXiv:1412.7584, 2014. The dissertation author was the primary author of the paper.



Chapter 3

Differentially Private Query Answer-
ing Algorithms

This chapter presents my work on differentially private query answering algo-
rithms, namely differentially private genome-wide association studies (GWAS) and dif-

ferentially private empirical risk minimization with feature selection.

3.1 Differentially Private Genome-Wide Association
Studies

In this section, I discuss how to combine differential privacy with genome-wide

association studies, in order to find SNPs most correlated to a disease.

3.1.1 Background

Rapid developments in whole-genome sequencing technologies in recent years
have made the collection of high quality genetic data faster and more economically
feasible. Many types of genetic research can benefit from having a large amount of
genetic data. For example, in genome-wide association studies (GWAS), which are
usually used to examine correlations between single-nucleotide polymorphisms (SNPs)
and a disease, increasing the number of DNA samples available for analysis allows

researchers to make more accurate statistical inference and improve the overall quality

17
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of the analysis.

Encouraging data sharing among researchers is the first step towards taking ad-
vantage of the benefits brought about by the rapid growth in genetic data collection.
However, being able to share genetic data without compromising the study participants’
privacy remains one of the biggest challenges in genetic research. While it is clear that
individual level genetic data deserve a high level of protection, for many years it was
widely considered safe to release to the public aggregate genetic data pooled from thou-
sands of individuals without compromising genetic study participants’ privacy. How-
ever, [28] in 2008 demonstrated that one can use publicly available aggregate genetic
data, such as SNP data from the International HapMap Project (it has been brought
down now [3]), to infer whether an individual has participated in a study. If a study
involves only patients of a disease, or under a condition, then leaking one’s presence
means leaking his health information. Cautious about the potential breach of genetic
study participants’ privacy, the National Institute of Health (NIH) quickly responded to
the attack by mandating an elaborate approval process that every researcher has to go
through in order to gain access to aggregate genetic data. This NIH policy remains in
effect today.

Reference [28]’s attack and NIH’s subsequent reaction spurred research inter-
est in privacy-preserving methodologies for GWAS data. When differential privacy has
shown great promise as a basis for privacy-preserving methodologies, we have seen
privacy-preserving methods based on differential privacy applied to real human GWAS
data in recent studies (e.g., [59, 32, 65]). However, if we apply the Laplace mechanism
to statistics, such as those in [59], the performance may not satisfy researchers. An al-
gorithm based on Hamming distance (number of minimum sample changes to change
a set to the other) is proposed in [32], and proven much better than those algorithms

based on statistics and p-values. But the brute-force algorithm to compute the distance
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is inefficient, and the approximate algorithm in it is wrong as it does not consider dif-
ference of orders of SNPs before and after a sample change. Reference [65] proposed a
greedy algorithm to compute the distance for the allelic test, however we can still con-
struct cases where the algorithm fails. Therefore, there were no efficient algorithms to
compute Hamming distance based scores.

My contribution is to find efficient accurate algorithms for the allelic test, and
the Transmission Disequilibrium Test (TDT). Only with these algorithms can we make
use of the Hamming distance based scores.

In this section, I first introduce previous algorithms and the problem to find the

Hamming distance, then introduce our findings.

3.1.2 Existing Methods for Genome Researches

All differentially private algorithms applied to genome researches share the same
framework. Informally speaking, for all the SNPs, they first derive scores describing
SNPs’ correlation to the disease, and then either select SNPs with highest scores accord-
ing to the exponential mechanism or the Laplace mechanism. The scores could be either
negative p-value, the statistics, or based on Hamming distance. Negative p-value is used
here to ensure that larger scores always correspond to desired SNPs.

While scores like p-values or statistics are easy to understand, we need to explain
the score based on Hamming distance here. Given a threshold of significance on p-value,
say p, a SNP is significant by the test, if its p-value is smaller than the threshold p, and
insignificant otherwise. For significant SNPs, the score is the least number of sample
changes to make a SNP insignificant, d;. If a SNP is insignificant, we first compute the
least number of sample changes to make the SNP significant, d_, then use 1 —d_ as the
score. By intuition, this score has the following properties: first, the more correlated a

SNP is to the disease, the more significant that SNP is by this test, and the larger the
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score is likely to be; second, change of one sample leads to at most change 1 on this
score on a given SNP.

The score based on Hamming distance performs better than those on statistics or
p-values, as it only requires necessary randomness. To explain this conclusion in details,
we introduce a new term, local sensitivity. Local sensitivity means the maximum change
of score if we change one sample in the actual private data set. Since the randomness
added is expected to cover such effect of one sample change, the local sensitivity in
fact means “necessary randomness”. The sensitivity we defined in Section 2.2, however,
determines the actual randomness added to the output. The closer these two sensitivities
are, the smaller unnecessary randomness there is. Therefore, when the sensitivity and
the local sensitivities are the same, as in this algorithm, only necessary randomness is
added, which means good utility. Comparison of these scores can be found in [32, 66],
etc.

However, the Hamming distance is not easy to compute. Theoretically, we can
build a large graph in which each node is a state of dataset, and two nodes are connected
only if they are neighbors. Then we denote which datasets are significant/insignificant,
and run a shortest path algorithm to determine the distances. However, this algorithm
is inefficient. The point is, the number of nodes/states could be so large that the correct
score cannot be computed within reasonable time. [32] proposed an approximate algo-
rithm, but the algorithm is wrong as it did not consider difference of orders of SNPs
before and after a sample change. [65] proposed a greedy algorithm, but it was wrong

again as there is no guarantee that its sensitivity is 1.

3.1.3 Efficient Accurate Algorithm for the Allelic Test

In this section, I introduce what is allelic test, what kind of data it uses, how it

computes statistics, properties of statistics, how we visualize the optimization problem,
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and what our algorithm looks like.

The allelic test is also known as the Cochran-Armitage trend test for the additive
model. It aims to find the SNPs that are most correlated to a disease. The intuition
behind this test is: if a variant does cause a disease, then it must be highly correlated
to the disease. In the test, there are two groups: case and control. The case group
usually consists of people with the disease, while the control group consists of healthy
people. The two groups’ sizes are public, but the two sizes may or may not be the same.
For each person in the study, his/her genome information on, say, 100000 SNPs, are
included. If there is no privacy concern, researchers usually use p-value of statistical
tests on independence to see how likely a SNP is correlated to the disease. The smaller
the p-value is, the more correlated a SNP is to the disease.

The data it uses are as follows. Let’s refer to the case group’s data and the control
group’s data collectively as a database, and call the data for an individual a record. The
number of people in the case group is R, and the number of people in the control group is
S. Given a SNP, there are three counts of people with 0, 1, 2 minor variants in the control
group, so, §1, 2, and three counts for the case group, rg, 71, r2. Due to the definition
above, there are two constraints S = sg + 8| + s, R = ry + r; + rp. All the numbers are
shown in the genotype table (See Table 3.1).

Usually only information of the case group needs protection, as inferring a per-
son in the control group means s/he is healthy. Besides, the numbers of people in both
groups, R and S, are usually public. Therefore, only numbers rg,r,r; need to be pro-
tected. In the following part of this section, we only protect counts in case group with
differential privacy, while other numbers are public and fixed.

Since only S,R,sg,s,s2 are public, and r, = R — ry — ry, two counts from the
private data, rg and rq, can represent the private data. Change of private data can thus

be reflected by change on rg and r;. In Figure 3.1, we show if the original dataset cor-
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Table 3.1. Genotype table for a SNP

# of minor alleles

0 1 2 Total
Case ro r ry R
Control S0 S1 52 S

responds to (rg,r|) at a certain SNP, what pairs of (rp, r1) may its neighbor corresponds
to. There are only seven possibilities, (ro — ro+ 1,r1 = r1), (ro > ro+ 1,11 = r;1—1),
(ro = ro,r1 = r1+1), (ro—ro,r1 = r1), (ro—>ro,r1 >ri1—1), (ro—>ro—1,r1 = rp),
and (ro — ro — 1,r; — r; + 1). Therefore, samples changes can be expressed by ro ~ r|

plot in Figure 3.1.
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Figure 3.1. Legal moves in the space of genotype tables with fixed R, S, so, 51, and s,.

The allelic test statistic based on a genotype contingency table (Table 3.1) is

equivalent to the y2-statistic based on the corresponding allelic contingency table (Table
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Table 3.2. Allelic table

Allele type
Minor Major  Total
Case ri+2r  2rp+rn 2R
Control s1+2s2  2s9+s7  2S

3.2). The allelic test statistic is

2(R+S)[(2ro+r1)S — (2504 51)R])

Yy —
A RS(2ro+r1+2so+s1)(r1 +2r2 + 51+ 257)

Given the null hypothesis (the disease is independent of the SNP), Y satisfies the (1)
distribution. We can thus either compute p-values of the SNP accordingly, and select
SNPs with smallest p-values, or simply select SNPs with largest statistics.

The statistic Y4 has the following properties:

Lemma 3.1.1: Given all the public information, Y4 depends on 2ry + r; only,
and Y4 is monotonically decreasing when 2rg +r; < I—§(2so + s51), and monotonically

increasing when 2rg +r1 > (250 +51).

Proof. Let’s denote r = 2ry+r; and s = 259 + 51. Note 51 4+ 255 = 25 — 5, we have

2(R+S)(rS —sR)?

Y. =
AT RS(r+s)(2R+25—r—ys)

Since numbers S, R, s are all public, Y4 depends on r = 2ry+ r; only.
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Furthermore,
d¥y  2(R+S8)d (rS —sR)?
dr RS dr(r+s)(2R+2S—r—s)

N RS(r+s)22((21;;i)S_r_s)z {(’+S)(2R+2S—r—s)%(rS—sR)z

_(rS—sR)2%(r+s)(2R+25_r_s)]]
- RS(r+s)22<(zI;eiSz)s_ 57 Rt 9)2R+25 1 —5)(rS —sR)S

—(rS—sR)*(2R+2S—r—s—r—s)]
4(R+S)(rS —sR)
T RS(r+s5)22R+2S—r—s)? [(r45)(2R+2S—r—5)S
—(rS—sR)(R+S—r—s)]
4(R _ SR
= RS<r+(S);E§I)Q(:_SZSS_:_S>2 [SRZ_S2R+’,SR+],S2+3SRS_rsS_srR
+258% — 5°5]
4(R+8)(rS —sR)
" RS(r+s)2(QR+25—r—s)? [sS(2S — 5) + sR(2S — 5) + SRR + sRS — srR

+rSR+rSS — rsS]

Given that SRR+ sRS — srR+rSR+rSS — rsS is a linear function of r, when 0 < r <2R it
must be between sRR + sRS and (25 — s)(R+ S)R. When both bounds are non-negative,
we have SRR+ sRS —srR+rSR-+rSS—rsS > 0forall 0 < r <2R. As 0 <5 <28, we

also have sS(2S —s) +sR(2S —s) > 0. Thus sS(2S —s) +sR(2S —s) + SRR+ sRS — srR +

4(R+S)
RS(r+s5)2(2R+2S—r—s)?

rSR + rSS — rsS is non-negative. Obviously, is positive, therefore
ddi;‘ has the same signal as S —sR. When r < Rs/S, we have ddi;‘ <0, and when r > Rs/S,

we have %* > 0. U]

Given Lemma 3.1.1, we plot the relation between Y4 and rg,r; as in Figure 3.2.

Each dot represents a pair of (rp, 7| ), and dots on the same green dash line (slope=-1/2)
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Io

Figure 3.2. Relation between Y4 and rg,r; given R, S, so,s1, and s,.

have the same value of Y. The shaded areas correspond to significant SNPs, while the
area without shade corresponds to insignificant SNPs. The black lines represent borders
of significant/insignificant areas and the red line represents the position where Yy is
minimized. The blue arrows show effect of a sample change on the pair (rg,r;).

The area of legal pairs of (rg,r;) is an isosceles right triangle, whose left edge is
determined by r9 > 0 and ro + 59 > 0, lower edge determined by r; > 0 and r; + 51 > 0,

and the longer edge by ro+r;1 <R, ro+r; < R+s>. We simplify these constraints to
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ro >1(so=0), r1 >1(sy =0), and ro+r; <R—1I(sp =0). All these constraints are
irrelevant to private data.

The position of the black lines are determined by the threshold of significance
we choose. Say, if we choose p-value< 0.05 as definition of significance, then ¥4 < 3.84
should be the shaded area. Besides, based on Lemma 3.1.1, we know that Y4 = 3.84 has
at most two solutions 2rg +r; = Cy and 2rg + r; = C, each of which corresponds to a
black line. Therefore, there are at most two black lines. When the threshold of p-value
is too small, the threshold for Y4 could be too large, thus there could be only one black
line, or none in the graph.

Now the score based on Hamming distance turns out to be:

1. For a point in the shaded area, how many steps are required to reach the area

without shade if each step is one of the six blue steps?

2. For a point in the area without shade, how many steps are required to reach the

shaded area if each step is one of the six blue steps?

Since the boundary between the shaded and non-shaded areas is always a straight
line with slope -1/2, the Hamming distance can be solved if we can compute the follow-

ing two distance.

1. For an arbitrary point, how many steps are required to cross a line 2ry+r; = C to

its left.

2. For an arbitrary point, how many steps are required to cross a line 2ry+r; = C to

its right.

Algorithm 1 computes the two numbers above, and its correctness is proven in

Theorem 3.1.2 and Theorem 3.1.3.
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Algorithm 1. Distance from a point (r{,r}) to aline 2ro+r; =C

INPUT: a point (r{,r;) and a number C indicating position of the line.
OUTPUT: the smallest number of steps required to cross the line from (r(), ] ).

1: If 2ry, +r] > C, go to Step 2; otherwise go to Step 3.

2: If i +2I(so = 0) < C, return [r{, — (C—r})/2]; otherwise return [ry,+1(so = 0) +
rl - C-‘ .

3: If 2(R—1I(sp =0)) —r} > C, return [(C —r})/2 —ro]; otherwise return [C —r({,+
I(s; =0)—R].

Theorem 3.1.2: the distance between a point (ry,r}) and a straight line 2rg +
r1=Ctoitsleftis [ry,— (C—r})/2]if r{+2I(so =0) < C, and [ry+1(so=0)+r] —C]

otherwise. Here || means ceiling function and | | means floor function.

Proof. When the line 2r+r; = C is to the left of (r(,, 7} ), it means 2r(,+r} > C. Suppose
a path starts from (ry),r} ), and takes ng steps to the east, ny steps to the north, ny steps to
the west, ng steps to the south, nyw steps to the northwest, and ngg steps to the southest,

to (r(,+neg —nw — nyw + nsg, ry + ny — ng + nyw — nsg) satisfying 2rg+r; < C. Then

2(r(l)+nE_nW_nNW+nSE)+V/1+nN—ﬂS+I’le—flSE < C
ro-+ng —nw —nyw +nsg > I(so=0)

ng +nw+ny+ns+nyw +nsg = #Hsteps

So we conclude

2ry+1r1—C < 2(—ng+nw +nyw —nsg) —ny +ns — nyw + nsg
= —2ng+2nw —ny+ns—+nyw — nsg
< 2(ng +nw +ny +ns+nyw +nsg)
= 2ifsteps

#steps > [ro—(C—r1)/2]
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and

r6—|—r’1 —C < 2(—nE+nW—|—nNW—nSE)—nN+nS—nNW+nSE—r6

= —2np+2ny —ny +ns+nyw — nsg —rh

< —2ng +2nw —ny +ns+nyw —nsg — ro+ (ro +ng — nw — nyw +nsg
(50 =0))

< —ng+ny—ny+ns—1I(so=0)

< ng+nw+ny+ns+nyw +nsg —1(so =0)

= #steps—1(so=0)

#steps > [ry+1(so=0)+r] —C]

Since the first bound is larger when r’1 +2I(sp = 0) < C, and the second bound is larger
when r| +2I(so = 0) > C, #steps is at least [r,— (C—r})/2] if r{ +2I(so = 0) <C, and
[ry —I(so = 0)+r}; — C] otherwise.

Besides, it is easy to verify that these bounds can be achieved. When | +21(so =
0) < C, we can go west in the figure for [r{, — (C —r})/2] steps to (|[(C—r})/2],r])
which is still legal, and satisfies 2(|(C—r})/2|) +r] < C. When r} +2I(so = 0) > C,
we can go west in the figure for r{;, — I(so = 0) steps first, then go south for [} +2I(so =
0) — C1 steps, to (I(so =0),|C| —2I(sop = 0)) which is still legal, and satisfies 2I(so =
0) + |C| —2I(sop = 0) < C. Therefore, this theorem provides the Hamming distance

between a point (r{,,r]) and a straight line 2ro +r; = C to its left. O

Theorem 3.1.3: the distance between a point (r(,r}) and a straight line 2ry +
r1=Ctoitsrightis [(C—r})/2—ro| if 2(R—1(s2=0))—r} > C, and [C—r|+1(s2 =

0) — R] otherwise.

Proof. When the line 2rp +r) = C is to the right of (r{),r}), it means 2rj,+r; < C. We
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still define ng to ngg as in the proof of Theorem 3.1.2, and now the end of the path is
still (r{) +ng —nw —nyw +nskg, r’1 +ny —ng+nyw — nsg) satisfying 2ro+r; > C. Then

we have

V
a

z(r(l)+nE—nW—an+HSE)+r/1—|—nN—nS+an—nSE
r6+nE—nw—an+nSE+r/1—|—l’lN—l’l5—|—l’le—nSE < R—I(SzZO)

ng +nw +ny+ns+nyw+nsg = #steps

So we conclude

C—2ry—r) < 2(ng —nw —nyw +nsg) +ny —ng+nyw — nsg
= 2ng—2nw+ny —ns —nyw + nsg
< 2(ng+nw +ny +ns+nyw +nsg)
= 2#tsteps

isteps > [(C—1)/2—1}]
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and

C—ry < 2(ng—nw—nyw+nsg)+ny—ns+nyw —nsg +ry+7
= 2ng —2nw +ny —ns —nyw +nsg +rh+ 7
= 2ng —2ny +ny —ns—nyw +nsg +ry+ri+R—1(s; =0)
—(ro+ne —nw —nyw +nsg +ri +ny —ng+nyw —nsg)
= ng—ny—nyw+nsg +R—1I1(s, =0)
= ng+nw+ny+ns+nyw+nsg+R—1(sp =0)
= f#steps+R—1(s5=0)

#steps > [C—r)+1(so=0)—R]

Since the first bound is larger when 2(R —I(s, = 0)) — r; > C, and the second bound is
larger when 2(R—1(s2 =0)) —r] < C, #stepsisatleast [(C—r])/2—r)] if 2(R—I(s2 =
0)) —r} > C, and [C —ry+1(sp = 0) — R] otherwise.

Besides, it is easy to verify that these bounds can be achieved. When 2(R —
I(sy =0)) —r} > C, we can go east in the figure for [(C —r})/2 —ry] steps to ([(C —
r1)/2],r]) which s still legal, and satisfies 2([(C—r})/2])+r} > C. When 2(R—1I(s2 =

/_

0)) —r} < C, we can go east in the figure for R —I(s, = 0) — r| — r{, steps first, then go
southeast for [C +2[(s; = 0) —2R+r;] steps, to ([C+ (s, =0) —R],2r; — |C] —
21(sy = 0) 4+ 2R) which is still legal, and satisfies 2(C+ (s, =0) —R) +2r] — |C| —
2I(sp» = 0) + 2R > C. Therefore, this theorem provides the Hamming distance between

a point (r(,, r]) and a straight line 2ro +r; = C to its right. O

Given the Algorithm 1, we have Algorithm 2 to compute Hamming distance

based scores.
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Algorithm 2. Algorithm to compute Hamming distance based score

INPUT: (rp,r;) corresponding to a given SNP, a given threshold p on p-value, counts
S,R,s50,51,52.

OUTPUT: Hamming distance based score of the SNP.

1: Find the 1 — p percentile of x2(1) distribution, denote it c.

2: Find the values of 2r+ rj such that Y4 = c¢. Denote the one larger than R(2so+s1)/S
as C, and the one smaller than R(2sg + s1)/S as C1, if they exist.

3: Call Algorithm 1 with ry = ro,r] =r; and C = C;.

4: Call Algorithm 1 with rjy = rg,r] = rj and C = C,.

5: Return the smaller output value between the two above.

3.1.4 Effcient Accurate Algorithm for the Transmission Disequilib-
rium Test

This part discusses our algorithm for the Transmission Disequilibrium Test(TDT).
It starts with an introduction to the TDT, then the statistic of the TDT, and our algorithm
to compute Hamming distance based scores for TDT.

The TDT is a family-based association test for the presence of genetic linkage
between a genetic marker and a disease. It measures the over-transmission of an allele
from heterozygous parents to an affected offspring. Say, if a parent has two alleles,
M and m, this test checks whether the two alleles have the same probabilities to be
transmitted to his/her affected offspring. Data of people without the disease are not
needed in the TDT.

What is the intuition behind the TDT? Usually both variants for a SNP, say M
and m, are transmitted with equal probabilities, then there should be equal numbers of
Mm x mm — Mm and Mm x mm — mm in the whole population. If the variant M leads
to the disease, then only families with type Mm x mm — Mm are included in the patient
family data set; if genotype is mm leads to the disease, then only families with type
Mm x mm — mm are included in the patient family data set. In both cases, we observe

transmission disequilibrium in the data set. Thus the TDT can identify SNPs related to
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a disease.

Though the TDT and the allelic test have similar goals, it achieves higher statis-
tical power for rare diseases such as Kawasaki Disease [50]. TDT has also been applied
to whole exome sequencing studies in autism [38] and Kashin-Beck disease [64].

Suppose a SNP has two alleles, M and m, based on the genotype of family mem-

bers, there are 10 types of families in total, namely

MM xMM — MM
MM xmm — Mm
mmxXmm — mm
MM xMm — MM
mmxMm — Mm
MM xMm — Mm
mmxMm — mm
MmxMm — MM
MmxMm — Mm

MmxMm — mm

Since the TDT cares whether M and m have the same probabilities to get passed
to a child, it counts how many times M is passed to a child from a parent with Mm
alleles, and how many times m is passed to a child from a parent with Mm alleles. The
first number is denoted b and the second is denoted ¢, and the two numbers are called
count statistics in this section. For example, in a family of type MM x Mm — Mm, the
first parent passes an M to the child while omits another M, and the second parent passes

an m to the child while omits an M. The first parent does not contribute to either b or
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¢, but the second one contributes 1 to c¢. Thus the contribution of this family to (b,c) is

(0,1).
If b and c are different in statistical sense, then the probabilities are different;

otherwise the probabilities are the same. According to contribution to b and c, the 10

types of families can be classified into 6 groups:
1. (0,0): MM x MM — MM, MM x mm — Mm, mm X mm — mm

2. (1,0): MM X Mm — MM, mm x Mm — Mm

N

. (0,1): MM x Mm — Mm, mm x Mm — mm
4. (2,0): Mm x Mm — MM
5. (1,1): Mm x Mm — Mm
6. (0,2): Mm x Mm — mm

and counts of families in these groups, (noo,n10,701,720,711,102), can be used to repre-
sent a data set.

Given that the probabilities of passing M and m are the same, b should be
from the binomial distribution B(b + ¢,0.5). When b+ ¢ is not very small, then b is

approximately from the normal distribution N ((b+c)/2,(b+c)/4). Therefore, T =

(b—c)?
b+c

(b—(b+0)/2)°
(b+c)/4

call T =

should be from x?(1) distribution under the null hypothesis. We

(b—c)2

pre test statistic in this section.
C

To pick the genes with the most transmission disequilibrium, we construct scores
similar to that in the allelic test. A p-value to threshold significance is set first, say 0.05.
Then for SNPs with significant (b, ¢) count statistics, the least number of sample changes
to make them insignificant, d, is computed, and used as the SNP’s score. For SNPs

with insignificant (b,c) count statistics, the least number of sample changes to make
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them significant, d_, is computed, and 1 —d_ is used as the SNP’s score. Readers may
refer to Section 3.1.2 for more explanations supporting the Hamming distance based
scores.

We can still construct a graph for the TDT as we did for the allelic test, but
its dimensionality is higher here so that I can only describe it but cannot plot it. Each
node corresponds to a tuple (ngo,n10,701,120,711,102) subject to N = noo + njo+ nop +
nyo +ny1 +nep. The count statistics (b,c) can be inferred as b = nyg + 2ny0 +nyy,¢ =
no1 + 2ng2 +n11. Two nodes are connected only if one can change to the other by one
sample change. For each tuple, there are at most 6 X 5 = 30 kinds of sample changes,
which are listed below based on influence on (b, c) (excluding replacing a family with

another one in the same group, as such replacement does not lead to any change on

(b,c)).
1. (byc) = (b—2,c+2):
(noo,n10,101,120,111,102) — (100,710, M01,120 — 1,111,102 + 1)
2. (byc) > (b—1,c+2):
(noo,n10,M01,M20,111,102) — (noo,n10 — 1,n01,120,111,n02+ 1)
3. (b,c) = (byc+2):
(n00,n10,M01,120,111,102) — (noo — 1,n10,n01,120,711,102 + 1)

4. (by,c) = (b—2,c+1):

(noo,n10,n01,120,111,102) — (R0, 110,101 + 1,120 — 1,111, 102)
b,c)— (b—1,c+1):

1n00,110,7101,120,111,102) — (no0,n10 — 1,101 + 1,120, 111,102),

100,110, 101,120,111, 102) — (Moo, 110,101,120 — 1,111 + 1,102),

(
(
(
(

100, 110,101,120, 111,102) — (100,110, M01,120,111 — 1,002 + 1)
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1.

12.

13.

b,c) — (b,c+1):

(noo,n10,101,120,111,102) — (noo — 1,110,101 + 1,120,111, 102),
(no0, 110,101,120, 111,102) — (noo,n10 — 1,101,120, 111 + 1, 102),

100, 110,101,120, 111,102) — (100,110,101 — 1,120, 111,102 + 1)

(b,c) = (b+1,c+1):

(noo,n10,101,120,111,102) — (noo — 1,110,101, 120,711 + 1,102)

. (bye) = (b—2,0):

(no0,n10,M01,120,111,102) — (noo + 1,110, 101,120 — 1,111,7102)
(b,C) ( —1,0):

(

(

(noo,n10,101,120,111,102) — (n00, 110,101 + 1,120,111 — 1,102)
(b,c) = (b+1,c):

(

(

(n0o0,n10,7101,120,111,102) — (n00, 110,101 — 1,120,111 + 1,102)

(b,c) = (b+2,c):

(100, 110,101,120, 111,102) — (noo — 1,n10,n01,n20 + 1,111, 102)

(b,c) > (b—1,c—1):

(noo,n10,n01,n20,111,n02) — (noo + 1,110,101, 120,111 — 1,102)

(b,c) = (b,c—1):

(noo,n10,n01,120,111,102) — (noo + 1,110,101 — 1,120, 111,102),

100,110, 101,120,111, 102) — (noo + 1,110 — 1,101,120, 111,102),

100, 110,101,120, 111,102) — (R0, n10+ 1,101,120 — 1,111, 102),

100,110, 101,120,111, 102) — (noo — 1,n10 + 1,101,120, 111,102),

100, 110,101,120, 111,102) — (R0, n10 — 1,101,120 + 1,111, 102),

35
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(100, 110,101,120, 111,102) — (noo,n10+ 1,101,120, 111 — 1, 102),

(noo,n10,101,120,111,102) — (no0, 110,101 + 1,n20,111,n02 — 1)

14. (b,c) = (b+1,c—1):
(100,110, 101,120, 111,102) — (noo,n10+ 1,101 — 1,120, 111,102),
(noo, 110,101,120, 111,102) — (R0, 110, 01,720 + 1,111 — 1,n02),
(noo,n10,101,120,111,102) — (n00, 110, M01,120,111 + 1,002 — 1)
15. (b,c) = (b+2,c—1):

(100, 110,101,120, 111,102) — (Roo, n10,101 — 1,120+ 1,111, 102)

16. (b,c) — (b,c—2):

(noo,n10,101,120,111,102) — (noo + 1,110,101, 120,111,102 — 1)

17. (b,e) = (b+1,c—2):

(noo, 10,101,120, 111,102) — (noo,n10+ 1,n01,n20,111,n02 — 1)

18. (b,c) = (b+2,c—2):

(noo,n10,n01,120,111,102) — (n00, 110,101,120 + 1,111,002 — 1)

Still, the computation of Hamming distance based on shortest path in a graph
is difficult in the TDT, as both time and space complexity increases fast as with N.
Therefore, I propose Algorithm 3, which computes the Hamming distance based scores
within O(1) time for each SNP.

Due to symmetry between the two alleles, the score of (rngg, 710, 701,720,711, 102)
is the same as (noo,n01,710,702,111,120). W.l.0.g, we assume the test statistics (b, c)
satisfy b > c. If it happens b < ¢ for (ngo,n10,n01,720,711,702), We compute the score
of (ngo,no1,n10,M02,111,M20) instead, which satisfies b > c.

Lemma 3.1.4: for (noo,n10,701,720,711,n02) With T < ¢, Steps 3~7 give the

Hamming distance to all datasets with T > ¢,b > c.
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Proof. Informally, Steps 3~7 remove families with count statistics b = 0,c = 2 first,
then b=0,c=1,then b=1,c =1, then b =0,c =0, then b = 1,c = 0. Each time a
family is removed, a family with b = 2,¢ = 0 is added. It is easy to verify that the data
set got by this method always keeps the smallest ¢ and largest b — ¢ among all datasets
that can be achieved from (ngg,n10, 701,720,711, 102) Within the same steps.

Suppose Steps 3~7 output a score s1, and we denote the test statistics corre-
sponding to s; — 1 sample changes by Steps 3~7 as (b*, c*). For any data set (ng, 1,1,
nhg,NY1,1,) that can be achieved from (ngo,n10,n01,n20,n11,n02) Within 5" <51 — 1

steps, and satisfying b’ > ¢/, there are

0<bdv —¢

IN

b*—c*
c > ¢
According to the definition of sy, there is also T'(b*,c*) < t. Therefore, if we can prove

that T(b',c") < T(b*,c*) when b’ > ¢/, the area T > t,b > ¢ cannot be reached within
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s1 — 1 steps.

b*—c*>b —¢

= (b*—c")2ct > (b =)
and = b —c* b+ > 0
= (b= -\ —c* = +) > 0
= (b =) =)= =)W' =) > 0
o</

= (b =2 > (b =)

= (b* =" > (b =)
= (b* =)W' +) = (b +c)B =) > 0
(b* —c*)* (b + ) — (b* +c*) (b —)? > 0

(b*+c*)(V + ) -

T T

b*+c* - b/+cl
ST, —TW,d) > 0

Furthermore, as Step 3~7 construct s; sample changes that can change (ngg, 710,
no1,n20,M11,M02) to another dataset with 7 > ¢,b > c, therefore the Hamming distance
from (ngo,n10,n01,n20,711,102) to the set of datasets satisfying T > t,b > c is 5.

After all replacements in Step 3~7, all families have count statistics b =2,¢ =0,
thus the maximum of the test statistics is achieved. Therefore, if the threshold of p-value

can be achieved, Step 3~7 always give the correct answer. 0

Lemma 3.1.5: for (ng,n10,7101,n20,711,102) With T < t, Steps 8~12 give the

Hamming distance to all datasets with 7 > ¢,b < c.

Proof. Due to the symmetry between two alleles, the proof is similar to that of Lemma
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3.1.4. U

Combining Lemma 3.1.4 and 3.1.5, and the definition of Hamming distance
based score, we come to the following corollary.

Corollary 3.1.6: for (ngg,n10,n01,120,711,n02) With T < t, Steps 3~13 gives
the Hamming distance based score.

Then let’s look at the cases where T > ¢ for (noo, 710,701,720, 711,7102)-

Lemma 3.1.7: for (ngo,n10,701,120,711,n02) With T > t,b > ¢, Steps 14~15

gives the Hamming distance to all datasets with 7 < 7.

Proof. Informally, Steps 14~15 remove families with count statistics b = 2, ¢ = 0 first,
then b = 1,¢ = 0. Each time a family is removed, a family with b = 0,c = 2 is added.
It is easy to verify that the data set got by this method always keeps the smallest b and
largest ¢ among all datasets that can be achieved from (ngg,n10, 101,720,711, 102) Within
the same steps.

Suppose Steps 14~15 output a score s, and we denote the test statistics corre-
sponding to s — 1 sample changes by Steps 14~15 as (b*,c*). For any dataset (ny, ),
Ny, My, 11,1, that can be achieved from (ngo,n10,n01,120,111,n02) Within s’ <s—1

steps, and satisfying (b, c’), there are

b* > ¢

The last inequility is due to the fact that b*,c* is still on the right side of the curve
T =t,b > c. According to the definition of s, there is also T (b*,c*) > t. Therefore, if

we can prove that T(b',c") > T(b*,c*), then the area T < t cannot be reached within
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s — 1 steps.

V- >b*—c* > 0
dT d (b—c)?
db db b+c
2(b—c)(b+c)—(b—c)?
(b+c)?
(b—c)(b+3c)
(b+c)?
dT d (b—c)?
dc dc b+c
—2(b—c)(b+c)—(b—c)?
(b+c)?
—(b—c)(3b+c)
(b+c)?

Since b’ — ¢’ > 0,b' > b*,c’ < ¢*, and ‘fl—g > O,fl—g < 0 when b — ¢ > 0, we conclude
T (V' ") > T(b*,c*). Thus the area T < ¢ cannot be reached with less than s steps. In
other word, the Hamming distance cannot be smaller than s.

Furthermore, if the path constructed in Step 14~15, which consists of s sample
changes, ends in the area T < ¢, then we have found a path with length s. Thus the
Hamming distance is s. If the path ends in the area T > ¢, b < ¢, we can make change to
the last inserted sample to make the path ending in the area b = ¢ such that 7 < t must

hold. we replace the last inserted sample as follows:
1. if finally b+ 3 = ¢, then use b = 1, ¢ = 0 as the last inserted family.
2. if finally b+ 2 = ¢, then use b = 0,c = 0 as the last inserted family.
3. if finally b+ 1 = ¢, then use b = 0,c = 1 as the last inserted family.

Noting that after s — 1 steps, there is still b > ¢ (which means b > ¢+ 1), and one sample
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change result in at most a change of 4 in b — ¢, the ending point of path output by
Algorithm 5 must have b — ¢ € {—3,—2,—1} if b < ¢. Thus only the three cases above
need to be considered. No matter which case the ending point is in, simply replacing the
last inserted sample can lead to b = ¢, T = 0 <t after s sample changes. Therefore, we
have constructed a path from (noo,n10,701,720,711,7102) to the area T < ¢ with length s.
To summarize, the Hamming distance is still s.

Last of all, we need to prove that the s output by Step 16 must be no larger
than n1g, which means the changes are feasible. After all replacements in Step 15~16,
there are no families with b =2,¢ =0 and b = 1,c¢ = 0 left in the dataset. In this case,
all families left have ¢ > b, thus ¢ > b for the whole data set, which means the path
has already passed the threshold 7' = ¢,b > c. Therefore, regardless of the threshold of

p-value, Step 14~15 always give the correct answer. [

Lemma 3.1.8: for (rl()(),l’ll(),n()l,nzo,m1,11()2) with T < t,b < ¢, Steps 16~17

give the Hamming distance to all datasets with 7" > ¢.

Proof. Due to the symmetry between two alleles, the proof is similar to that of Lemma

3.1.7. [l

Combining Lemma 3.1.7 and 3.1.8, and the definition of Hamming distance
based score, we come to the following corollary.

Corollary 3.1.9: for (ngo,n10,n01,n20,111,702) With T < t, Steps 14~17 give
the Hamming distance based score.

Then combining Corollary 3.1.6 and 3.1.9, we have the following Theorem:

Theorem 3.1.10:  Algorithm 3 computes accurate Hamming distance based

Score.
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3.2 Differentially Private Empirical Risk Minimization
with Feature Selection

Empirical risk minimization with feature selection is a widely studied problem
in data mining, for example, LASSO, elasticNet, logistic LASSO, etc. There have been
some differentially private algorithms that combine feature selection and empirical risk
minimization, such as [58, 36, 57]. However, our experiment results show their per-
formance can be significantly improved. To achieve better performance, we apply the
exponential mechanism to empirical risk minimization with feature selection, and our
algorithm outperforms those state-of-the-art competitors by large margins in most cases.
The intuition is, as we mentioned in Section 2.2.3, the exponential mechanism is optimal
in some sense.

Although the idea of applying the exponential mechanism to empirical risk mini-
mization with feature selection has been mentioned in [57], that paper does not come up
with a computationally feasible algorithm. The Markov Chain Monte Carlo (MCMC)
method has been proven useful in implementing the exponential mechanism, as [9, 54,
62] have done for other tasks, such as PCA, frequent pattern mining, network data re-
lease, etc. Though those algorithms have good performance, they either assume conver-
gence of MCMC granted, or provide incomplete proofs. One type of incomplete proofs
is in [54], which uses a statistical test to ensure convergence of MCMC. There are two
problems with this method: first, private information is used in the test without protec-
tion, thus the whole method is not fully differentially private; second, the statistical test
only guarantees that a chain which hasn’t converged cannot pass with a certain proba-
bility, which means the privacy leakage is still possible. When privacy leakage from the
second problem above can be controlled, that from the first cannot. Another type of in-

complete proofs is in [62], which mentions that the privacy risk for early stop decreases
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exponentially, but falls short of computing the constants in the exponential. Thus it is
still difficult to tell how much privacy is preserved in practice.

In this paper, we use MCMC to implement the exponential mechanism on em-
pirical risk minimization, and provide a detailed proof on convergence of MCMC, and
a thorough analysis on convergence speed. To our knowledge, this is the first complete
convergence analysis of using MCMC to implement the exponential mechanism.

To summarize, my main contributions in this paper include:

1. I propose a MCMC based differentially private empirical risk minimization algo-

rithm with feature selection, which outperforms other competitors.

2. I am the first to give solid privacy guarantee for MCMC-based differentially pri-

vate algorithms.

In the following sections, I first introduce some background knowledge on empirical risk
minimization and MCMC, then introduce our algorithm and analyze what privacy guar-
antee it can achieve. Experiments comparing its performance with other differentially

private algorithms follow.

3.2.1 Background

In this section, I introduce some basic concepts in empirical risk minimization,

feature selection, and stochastic process.
Empirical Risk Minimization with Feature Selection

Both empirical risk minimization and feature selections are machine learning
tasks. Empirical risk minimization, as the name suggests, selects a model by minimiz-
ing risk (or loss) over training samples. Say private data set D consists of n samples

{(xi,yi)},, and risk function is /(w,x;,y;) while w is the parameter to learn, empirical



44

risk minimization outputs the w minimizing overall risk Y% ; /(w,x;,y;). In this paper,
we only consider linear models, which means [(w,x;,y;) = [(w’ x;,y;) and includes pop-
ular models such as linear regression and logistic regression.
Feature selection means to pick out a subset of influential features from a large
set. For linear models, unselected features always correspond to zero components in w.
Sometimes people want to complete empirical risk minimization and feature
selection in one algorithm, which outputs a model depending on a few features with low

risk. Mathematically speaking, the algorithm returns
n
w = argmin Z l(wai,yi)
"=l

S.t.

Iwll < ko

for a constant ky and norm function ||.||.

There are some choices for the norm ||| of the model parameters w here. Ideally,
people want to use as few parameters as possible, thus Ly norm, which means the number
of non-zero elements in w, is preferred. However, in practice, optimization based on Ly
norm is intractable, as it requires computational resources exponential w.r.t. the number
of features to find the exact solution. Thus people replace Ly norm with L; norm. L;
norm ensures the convexity of the optimization problem, so that the problem can be
solved efficiently.

Noticing that using L; norm is for computing exact solutions, in cases where
exact solutions are not demanded, approximate solutions based on Ly norm is acceptable.
This is exactly the case in this section. Since differential privacy requires randomness
added to the output, the exact solution is not returned anyway. Thus it might be better to

use Ly norm instead, for two advantages over L; norm: Ly norm is closer to the nature
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of the problem, and it makes the design and analysis of our algorithm easier.
Concepts in Stochastic Process

In this part, I mainly introduce MCMC algorithm and Harris Chain.

MCMC algorithm draws samples from a distribution p;(w). Starting from any
state w* in the sample space, it iteratively selects another sample w’ with probability
p2(w*,w'), and replace w* with w’ with probability p3(w*,w'). If py (w*) p2(W*,w') p3(w*
W) =p1(W)p2(W,w*)p3(w',w*) for any two states w* and w', and the stochastic pro-
cess is both aperiodic and irreducible, then the distribution of w* will converge to p;(w)
finally. For different types of Markov chain, the definitions of aperiodicity and irre-
ducibility vary. In this paper, we focus the Harris chain (Definition 3.2.1), and the
corresponding definitions of aperiodicity and irreducibility are in Definitions 3.2.2 to
3.2.4.

MCMC is often used when it is difficult to draw samples from p;(w) directly.
The probabilistic distributions suggested by differential privacy often fall in this cate-
gory, therefore, MCMC can be used to draw a noisy output, as in [9, 54, 62].

Harris chain (See Chapter 6.8 in [13]) is a special case of Markov chain.

Definition 3.2.1: A Markov chain is a Harris chain if there exist subsets A, B

of the state space W, 1 > 0, and a probability measure p on B such that

1. Starting from any point in W, the process can reach A with non-zero probability

within finite steps.
2. If w € A and B' C B, then p(w,B’) > np(B’).

If a Harris chain is recurrent, it has a stationary measure; if it is also aperiodic,
then this stationary measure is unique. Informally, recurrence here means the chain will

always return to the set A, and aperiodic means there is no periodicity in the stochastic
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process. I leave the details of these two concepts to Definition 3.2.2, 3.2.3 and 3.2.4 in
Section 3.2.3. If a Harris chain has a unique stationary measure, the distribution of state

output by MCMC algorithm will converge to the measure.

3.2.2 Methodology

Here are notations I use in this paper, the private data set D consists of n samples
{(xs, yl-)}?zl, while x; is used to predict y;, and each x; has k features. The learning
parameters are in a vector w of length k. The number of selected parameters is denoted
ko. The set of all selected parameters is F,, while F,,’s complementary set is called F..

We have a bound M on the loss function, e.g., |{(w” x;,y;)| < M for a constant M.
This assumption is used to ensure bounded sensitivity of loss. If the private data does
not satisfy our assumption, we can either rescale data, rescale the loss function /, or
restrict space of parameters. For example, in linear regression or logistic regression, we
can change the scale of x and y and only search for w whose components are bounded
to, say, [-1, 1]. For some complex loss function, we can even replace / with a truncated
version, like / = max{—1,min{1,/}}, which truncates [ to [—1,1].

As long as the rescaling or truncation are based on our prior knowledge instead
of the private data, this step doesn’t involve any privacy issues. The prior knowledge
is usually accessible. For example, when blood pressure is one of the features, without
looking at any private data, we can guess its range. Then we can rescale and truncate
according to this range.

Our algorithm (Algorithm 4) is MCMC style. The algorithm starts from kg ran-
domly selected features in F,,. Then in each iteration, it first selects an index u from F,
and another index c¢ from F,.. Then it gets new weights by replacing w, with 0, and ran-
domly sample a weight w. for feature indexed c. Based on whether changes of weights

can reduce loss, it takes or refuses the new weights. Based on this algorithm, there are
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always ko elements in F;, after each iteration, which means the Ly norm of w is always

ko.
3.2.3 Analysis

In this section, I first prove that the distribution of our algorithm output will
converge to the distribution of the exponential mechanism. Therefore, if we can iterate
until the Markov chain converges, our algorithm can be seen as e-differentially private.

Then I prove that whenever we stop the process, the output is (€, §)-differentially
private. The second proof is necessary because we cannot iterate forever to ensure con-
vergence of the algorithm. It is better to have privacy guarantee in this situation when
the algorithm stops early.

In all the proofs below, I assume that ky + 2 < k, which at least two features are
left out.

Table 3.3 includes all notations in this section, to make it easy for readers to

track them.
Proof of Convergence to the Exponential Mechanism

In Algorithm 4, the weights at any time can be seen as a state, and all the states
form a stochastic process {{w1,...,wr} : [|[{w1,...,wk }|lo = ko}. As the transition rule de-
pends only on the current state, this process is a Markov Chain. This subsection proves
the distribution of states converges to the distribution in the exponential mechanism.

The guild line of this section is, I first prove some properties of the original
Markov chain (Lemma 3.2.2~3.2.4), then extract the 2kg,4ko,...,2kol-th states from
the original Markov chain to form an extracted Markov chain, and prove the extracted
Markov chain is a Harris chain (Lemma 3.2.5) with recurrence (Lemma 3.2.8) and ape-

riodicity (Lemma 3.2.10). Such a Harris chain converges to the distribution introduced
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Table 3.3. Explanations of notations. Notations outside this table are local.

Notation Description
€,0 Privacy budgets.
D Private data set
D/ A neighbor data set of D
k Length of learned weights
ko Number of non-zero elements in weights. We assume ko + 2 < k.
n Number of samples in D
wew Weights to learn. W is the space
of all weights such that ||w||o = ko.
I(w,x,y) Loss function on a single sample (x,y).
Between 0 and M.
M Upper bound of I(w,x,y)
L(w,D) Loss function on the data set D. L(w, D) = ¥, y,)ep L (W, Xi, i)
s Sensitivity of L(w, D).
s = max,, ppy |[L(w,D) — L(w,D’)|
R(w) A function related to w.
—R(w) could be interpreted as a regularization function.
R(w) = Zwiew,wi#O logg(w:)
(w) Distribution in the exponential mechanism.
A,B,n,p Notations used in the definition of a Harris chain.
See Definition 3.2.1. Their values are specified in Lemma 3.2.5 below.
q(w) A probability density from which to sample non-zero element of w.
a A special state in the constructed Markov chain in Definition 3.2.6.
T The first time that the constructed Markov chain
goes back to state o
after starting from «. Defined in Definition 3.2.7.
nr The distribution of the 7-th state.
or 0r = 1 —miny, 77 (w) /7 (w) measures the difference
between 7y and 7. It is a number
between O and 1, and the smaller 07 is,
the closer 7y and 7 are.
Y Linear mapping based on the transition function.
We have y(77_1) = 7y and y(7) = 7.
k
C = k(z)ko(l({kfo])m% exp (—ne(ko+ 1)/2) is a constant
determining convergence speed.
n' 7wl (w) = (Toagg(r—1) (W) = (1 = By (r—1y T(W))) / Basy (1)

is a distribution describing the difference between 77 and 7.




49

by the exponential mechanism (Lemma 3.2.11). At last I prove that the original Markov
chain also converges to this distribution (Theorem 3.2.12).

There are three Markov chains in the part in total. The first is the original Markov
chain, the second is the extracted Markov chain, which composes of selected states from
the original Markov chain, and the last is a constructed Markov chain as described in
Definition 3.2.6. I mention all of them here to prevent confusion.

Lemma 3.2.2: given a private data set D = {(x;,y;)}""_,, the loss function L must

be in [0,nM], and the sensitivity of the loss function is M.

Proof.

0 < l(wvxi7yi)§M

0 < LwD)= Zl(w,xi,yi) <nM
i=1

Besides, changing one sample leads to change in at most one item among the n items
in the sum. Since we replace a loss between [0, M| with another loss in the same range,
the change of overall loss is bounded by M. Thus the sensitivity of L(w,D) is at most

M. [
Lemma 3.2.3: if {wy,...,w;} and {w/,...,w; } differ on only i-th and j-th ele-

ments, and w; = 0, w} = 0, then there is probability density

q(w})
—ko(k _]k()) exp (—ne/2)

that {wy,...,wx} changes to {w],...,w; } in one step in the original Markov chain.

Proof. As w; # w} =0 and w; = 0, when the process has state {wy,...,wx}, i € F, and

J € F.. Therefore, there is probability 1/ko(k — ko) that u = i and ¢ = j are selected
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in Step 3 in Algorithm 4. According to Step 4, there is probability q(w;-) that w;- is
sampled. Due to Lemma 3.2.2 and non-zero property of loss function, L. — L,y < nM.

Thus the probability that the change (in Step 6 of Algorithm 4) is taken is at least

minexp (W) = exp (‘;1{‘448) = exp (—ne/2). If all the three incidents above hap-
pen, then {wy,...,wy} changes to {w},...,w,} in this iteration. This change has proba-

(W)

bility density at least % exp (—ne/2). O

Lemma 3.2.4: starting from any state {wy,...,wy}, the original Markov chain

. . . Ii<iciw a(wy)
could reach any other state {w/,...,w, } with probability density at least %
0 —Kko

exp (—ne&ky/2) after 2k steps, while ¢ is in input of Algorithm 4.
Proof. We can construct a path as follows.
1. Iterate the following for all ky non-zero elements in {w},...,w; }.
2. For w} # 0, check whether w; = 0. If yes, go to Step 3; otherwise go to Step 5.

3. Find ji, jo # i such that w'; = 0,w;, # 0 and wj, = 0. Since {wy,...,w;} and
{w/,...,w} both have exactly ko non-zero elements, and w; # 0,w; = 0, such j;
must exist. Besides, as we assume kg +2 < k at the beginning of this section, there

must be some jp # ji such that w/, = 0.

4. Add the following two changes to the constructed path: w; — 0,w;, — some

non-zero value, and w; — w},w;, — 0. Return to Step 1 for the next iteration.

5. Find j # i such that w; # 0. Since we assume ky +2 < k at the beginning of this

section, we can always find j.

6. Add the following two changes to the constructed path: w; — 0,w; — some non-

zero value, and w; — w§7 w; — 0. Return to Step 1 for the next iteration.
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First let’s prove the path does change {wi,...,wx} to {w},...,w;} in 2ko steps. This
method consists of kg iterations, and in each iteration, two changes are added the path
to inserted a non-zero element w/ into w;. If the corresponding w; = 0, then Steps 3 and
4 insert w/; otherwise Steps 5 and 6 insert w/. If later iterations do not affect weights
that have been set in previous iterations, then the constructed path changes {wy,...,wy}
to {w},...,w}.

It is not hard to check. If Steps 3 and 4 are taken, the two changes only affect w,

/

and w;, besides w;. Since w;

. =0, wj, cannot be a non-zero element from {w},...,w; }
in previous iterations. Since wj, = 0, it is not a non-zero element from {w/,...,w;}
either. Therefore, Steps 3 and 4 do not change non-zero elements that have been added
from {w/},...,w; } previously.

If Steps 5 and 6 are taken, the two changes only affect w; besides w;. Since w; =
0 before the changes, it is not a non-zero element from {w/,...,w;} either. Therefore,
the changes that inserted w/ into {wy,...,wy} do not affect previously inserted elements.

The second part of this proof is on the lower bound of the probability. In Step 4
and 6, the first change’s probability mass is lower bounded by the product of the follow-
ing three probabilities: with probability 1/ko, the non-zero element w, (w;) is selected;
with probability 1/(k — ko), the zero element w;,(w,) is selected; no matter what is the
new value selected for w;,(w;), with probability at least exp (—ne/2), this change will
be taken. The second change’s probability density is lower bounded by and the proba-
bility density for the second change is at least % exp (—ne/2) due to Lemma 3.2.3.
Therefore, the probability density for this iteration is at least ké(Z+ilco)2 exp (—né€) no mat-
ter whether w} = 0. The whole probability density for all ko iterations is thus at least

ngigk,wg;éo q(w})

2k

0t 0 exp (—néky). O

Then I prove the extracted Markov chain, which consists of the 2kq, 4k, ..., 2kol-
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th state of the original Markov chain, is a Harris chain. For the extracted Markov
chain, Lemma 3.2.4 means the state can transform from any state {wy,...,w;} to any

other state {w’l, ...,w}c} within one step, and the transition probability density is at least
I <ick ot 204(W)
o © (k—k)2*o0

Lemma 3.2.5: the extracted Markov chain is a Harris chain.

exp (—néeky).

Proof. Let’s take A = {w € W : only the first ko components are non-zero}, B = {w €
W : only the first ko — 1 and the (kg + 1)-th components are non-zero}, p(wy,...,wy) =

[Ticq1,... k—1k+13 (i), and 1 = e 1 exp (—néeko). We want to prove the follow-
0

(k—kg)*o
ing two conditions in Definition 3.2.1:

1. Starting from any point in W, the process can reach A with non-zero probability

within finite steps.

2. If w € A and B’ C B, then p(w,B") > np(B’).

Due to Lemma 3.2.4, starting from any state in W, the probability density to

[T <i<ky 9(Wi)

2%y

arrive a point {wi,...,wg,,...,0} € A in the next step is at least ="
0 —ko

exp (—neko).

Therefore, the probability to arrive at A is at least

exp (—neko) dwi...dwy,

/ [Mi<i<k, 9(wi)
Wiy ko (k — ko )20
ko

1
= ——exp(—néky / q(w;)dw;
kéko(k—k())z}(() ( )IIJ Wi ( l) 1
1
= —————exp(—néeko
kgt (k — ko) 2k ( )

> 0

Therefore, the first condition is satisfied.

Then for the second condition, the transition probability from any point in A to

. . | | PR qw!
another point w' = {w1,...,wg,—1,0,Wk,41,...,0} € Bis at least — klz,(](‘)o(kl”;?Jr)IZk( 0
0 —ko )0
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exp (—neko) =np({wi, ..., Wky—1,0, Wk, 41, ...,0}). We can take integral over B’ for both

sides to prove it.

Thus this extracted Markov chain is a Harris chain. ]

To prove this extracted Markov chain has a unique stationary distribution, I need
to prove recurrence and aperiodicity of the following constructed Markov chain.

Definition 3.2.6: For a Harris chain, we can construct the following Markov
chain by introducing a new element & to the state space, and modifying the transition

probability accordingly: state space W = W U o and transition probability p is

If weW-—A, then p(w,n')=p(w,w)
If  weA, then j(w ) =n,p(ww)=pww)-np»)

If  w=a, thenp(ww)= / py.w)p(dy)
B

while A, B, n, p are as in the definition of this Harris chain (specified in proof of Lemma
3.2.5). This Markov chain is called a constructed Markov chain.

The definition of recurrence and aperiodicity of a Harris chain depends on its
constructed Markov chain.

Definition 3.2.7: let the first state of the constructed Markov chain X; be a, if
T =inf{n>1:X, = a} is the first time it returns to the state a, and P(7 < +o0) = 1,
then the chain is called recurrent.

Lemma 3.2.8: this extracted Markov chain is a recurrent Harris chain.

Proof. Lemma 3.2.4 means P(t >1)—P(t>1+1)=P(t=1+1)>P(t>1))

HlSiSk,wE#O q(wj)
kéko (k—ko )20
I1 i<kw' q(W:') I1 i<kw' q(W;)
— 5L exp (—neko), and P(7 > 1) = P(t > 1)(1 — — 52—

ko0 (k—ko) 2o o0 (k—ko ) 240

exp (—nekop). Therefore, we have P(t > 1+ 1)/P(t>1)=1—

exp (—nekg))! 1.
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Since P(t > 1) =1,

P(T<+4e) = lim P(t<I)

[—4-o0
 Mhicickwzoq (W)
I—-too k(z)ko (k — ko)2ko

exp (—nekg)) !

According to Definition 3.2.7, the extracted Markov chain is also a recurrent Harris

chain. O]

Definition 3.2.9: a Harris chain is aperiodic if the greatest common divisor
(g.cd) {n:p"(a,) >0} =1, while p" (e, @) is the probability that a process starting
from o returns to o after n transmissions.

Lemma 3.2.10: the extracted Markov chain is an aperiodic Harris chain.

Proof. Lemma 3.2.4 means p'(a, o) > 0. Therefore, the set {n : p"(a,a) > 0} has
number 1 in it. In that case, the greatest common divider must be 1. So the extracted

Markov chain is an aperiodic Harris chain. [

Lemma 3.2.11: this extracted Markov chain converges to

m(w) =< exp(~L(w,D)e/2M) [] a(wi)

wi EW,w; #0

Proof. Combining Lemma 3.2.8 and Theorem 6.8.5 in [13], there exists a stationary
measure for the extracted Markov chain. Furthermore, Theorem 6.8.8 in [13] tells us
that the stationary measure is unique given Lemma 3.2.10 and the existence of the

stationary measure. Thus I only need to prove that the unique measure is 7(w) o<

exp( _L(Wa D)8/2M) HwiEW,w,-;«éO Q(Wi> .
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The idea is to validate 7(w) is a stationary distribution of the original Markov
chain. Since the extracted Markov chain consists of states from the original Markov
chain, the stationary distribution of the original Markov chain must be a stationary dis-
tribution of the extracted Markov chain. Since the extracted Markov chain has a unique
stationary distribution, then 7(w) must be the unique distribution.

Especially, I need to validate that (w')p(w,w') = m(w)p(w',w) for any two
states w and w’ in the original Markov chain, while p is the transition probability. As
both probabilities on the two sides are 0 if w can only be changed to w' with more
than one sample change, only neighboring w and w' need to be considered. W.l.0.g, we
assume L(w',D) > L(w,D), w = {w1,0,w3,...,wg,+1,0,...,0}, and w' = {0, w2, w3, ...,

Wko+1,0,...,0}. In Algorithm 4,

pon') = (B2 expl~ (L. D) ~ L(w.D) /20
pwiw) = kO?/E—ll)co)
R) _ expl-LOnD)e/ Mg T )
W) exp(-L(w.D)e/2M)g (Wz)H,°3 ()
= expl(L0W, D)~ L(w.D)) /2M)g(1) [q(w2)
_ p(w,w)
p(w;w')

Therefore, the original Markov chain takes 7(w) as a stationary distribution, so does
the extracted Markov chain. Since the extracted chain has only one unique stationary
distribution, 7r(w) is the distribution, and the extracted chain will converge to (w).

If we set R(W) = [L,cww209(Wi), T(w) is the distribution in the exponential

mechanism. O]

Theorem 3.2.12: the original Markov chain converges to the distribution 7(w),

thus finally its state satisfies € differential privacy.
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Proof. First of all, we notice that if in the original Markov chain, the distribution of the
n-th state is m,(w), then the distribution of the n+ 1-th state 7,11 (w) is

Tyr1(w) = /W’EW,W’;AW (W) p(W ,w)dw' + m,(w) (1 —/w p(w, w/)dw')

'eW.w'#w

, while the first item is the probability that w is transferred from other states, and the rest
measures the probability that previous state w fails to transfer to other states. As m(w)

is a stationary distribution of the original Markov chain, there is

(w) :/ x(w)pw' ,w)dw' + mt(w) (1 —/ p(w,w’)dw’)
w'eW,w' #w w'eW,w' #w

The extracted Markov chain converges to 7(w) means for any number y > 0,
there is a number N such that when [ > N, the distribution of the /-th state of the extracted
Markov chain is ¥ close to w(w). If we denote the distribution 7, (w) here, as it is the

distribution of the 2ko/-th state in the original distribution, we have

[ 17k () = 7w v < 7
weW
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Then for the distribution of the next state in the original Markov chain, Ty 1, there is

/w | Tokgt+1 (W) — 70(w)|dw
Moot (W) p (W', w)dw' + Ty (w) <1 - /w

p(w, w/)dwl)
w/#w £w

- [ e a0 (1= [ ploua )i ) |aw

-

(T (W) — 7)) (1 -

/W (ot (W) — (W) p (W, W'

p(w, w’)dw’) ‘dw
1w

< [ Lm0 = w0 oo i

# [t =500 (1= [ plosasan'an )
- [/ ,#szkoz(w)—n<w>|p<w,w'>dw'dw

[ o0 =2l (1= [ ptw e
= [ P 0) — 7o)
<7

Similarly, there is [, |11 (W) — (w)|dw < 7, etc. For all integer 2kol + I’ between
2kol and 2k (I + 1), we can bound the distance between 7(w) and Ty 4 to V.

To summarize, for all y > 0, there is an N such that when n > 2koN, [, |7"(w) —
m(w)|dw < 7. Thus the distribution of states in the original Markov chain converges to

(w). O
Proof on Output after Finite Changes

In this part, I prove Algorithm 4 satisfies (g, §)-differential privacy if we stop

after finite changes. The proofs here are only bounds for privacy budgets. These bounds
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can be further improved given more complicated computation.
In the following part, I use 7 to denote the stationary distribution of the chain,

and 7y to denote the distribution of states after 7 iterations. The number 67y = 1 —

r (W)

") denotes the difference between 7 and 7, 67 is between 0 and 1, and the

min,,
smaller it is, the more closer two distributions are. The transition function is denoted 7.
It’s easy to see Y is a linear function, and y(7) = &, y(7r_1) = 7.

Lemma 3.2.13:

7(w) < ——exp(ne/2— Lw.D)e/2M) ] a(w)
(ko) wiew,w;i#0
Proof.
mt(w) o< exp(—L(w,D)e/2M) | H’#OQ(WI')

w(w) = yexp(~L(wD)e/2M) [ glw)

wiEw,w;#0

for some constant Z. Here we can lower bound Z given L(w,D) < nM in Lemma 3.2.2.

zZ = Y /Wexp(—L(w,D)e/ZM) [T awidw

Fu:|Fyl=ko wiEw,w;#0

> Z exp(—nMS/ZM)/ H qg(wi)dw
Fu:|Fy|=ko Wwiew,w;#0

= ) exp(—ne/2)
Fu:‘Fu|:kO
k

= ( )exp(—ne/Z)
ko

thus,

1

7(w) < - exp(ne/2—LiwD)e/2M) [ a(w)
(ko) wiEw,w; #£0



Lemma 3.2.14: 65, < (1 —C)" while

W
C= Wexp(—ne(ko—l—l)ﬂ)

Proof. Lemma 3.2.4 means that for all distributions 7* and all states w, there is

,)/Zko( T (w) > Hkvzv;(izvkwt#z q)(;kv’ ) exp (—neko/2)
o (K—Ko)™0

. With Lemma 3.2.13, we further have

Hwiew,wi#o q(wi)
kg (k — ko)2ko
Hwiew,w,-#o CI(WI')
kg (k — ko)2*o
T(w) ()
HW,-EW,W,-#O Q(Wi)

n(w) (k’; )

ro(m) (w) exp (—neko/2)

exp (—neko/2)

exp(L(w,D)€e/2M —ne/2)

exp (—ne(ko+1)/2)
Therefore, for all distribution 7*, there is

min(y0 () (w) /2 ()
(&)

k" (k — kg )2ko
= C

exp (—ne(ko+1)/2)

59

For all # > 1, given the definition 0y (,_1) = min, (1 — T, ;1) (W) /T(W)), we
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define the following function 7' (w) = (7 (1—1) (W) — (1 = Oy (1)) T(W) ) / Orgy(1—1)- As

' (w)

I v IV Il

(Mo (1—1) (W) — (1 = Oy 4—1)) T(W)) / Oy 1—1)
(Tago(i—1) (W) — maX(”zk 1y (W) /(W) (W) /Ot 4—1)
(Taso(1—1) (W) — (Tag(e—1) (W) /(W) (W) / Oy 1—1)

(Taso(1—1) (W) — Tk (1—1) (W) / Oy 1= 1)

0

W(”zko(z (W) = (1 = Oy 1—1))T(W)) / Orgey 1 —1)d

(/nZthl — (1= Oy (1—1) /775 w)dw) /Oy i—1)
w w

— (1= 0x—1)))/ Orky(1—1)
Orko(1—1)/ Ooko(1—1)

1

So 7’ (w) is a probability function. According to the logic in the first part of this proof,

there is

min(y*0(x') (w)/m(w)) > C
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combining them together, as well as the fact y(7) = 7w, we conclude

Tokoi—1) = (1= 0 (—1)) T+ Oy 1)’

1 =6y = minmy,(w)/m(w)
= minPOmy 1) (w)/m(w)
= min (1= Bogy 1)) T(W) + Bogy 1)) (W) /(W)
= min[(1— By 1) T(W) + B 1y YO (') (W) /m(w)
= (1= Oy (1-1)) + Oagy -1y min Y (') (w) /7 (w)

(1= 0 —1)) + Oy 1—1)C

v

Onye < (1=C)Oyp(—1)
< (1-0)6o
< (1-¢f

[
Lemma 3.2.15: 07 < (1 —C)', while # is the largest integer satisfying 2kot < 7.

Proof. First of all, 67 is decreasing as T goes up, as

I=6r = minmr(w)/7(w)
= min(ymr_;)(w)/m(w)
> min(y((1—67-1)7))(w)/7(w)
= min(1—0r_1)m(w)/7(w)
= 1-06r

0r < Or
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Therefore, 87 < 65,;. Then according to Lemma 3.2.14, we have 67 < (1-C ). O

Theorem 3.2.16: After T iterations, the output of Algorithm 4 satisfies (&', ')
differential privacy while & =& —In(1—(1—-C)"), § = (1—C)', and t, C are defined as

in Lemma 3.2.15 and 3.2.14.

Proof. Given any two neighboring data sets D ~ D', and set S, Lemma 3.2.15 ensures

that
nr(f(D)¢S) > =(f(D)¢S)(1—(1-C))
> n(f(D)£S)—(1-C)
mr(f(D')€S) > w(f(D')€S)(1-(1-C))
Therefore
ar(f(D)€S) < w(f(D)€S)+(1-C)
"D ES) < gD €s)

Furthermore, Lemma 3.2.11 ensures that 7(f(D) € S) < efn(f(D’) € S). Thus

mr(f(D)€S) < w(f(D)€S)+(1-C)

< éfn(f(D)es)+(1-C)
< #ic)[nv(f(D,)ES)—l-(l—C)t

= & (f(D)eS)+6

Then Algorithm 4 satisfies (&', 8')-differential privacy. O
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3.2.4 Experiments

In this section, we empirically test our algorithm’s performance on feature se-
lection and prediction, and compare its performance to some state-of-the-art algorithms.
The first part of this section introduces the data sets we use and the design of the experi-

ments, while the second part presents results.
Experiment Design

I use both synthetic data sets and real data sets, as I can only identify truly
effective predictors (features) for synthetic data. For real data sets, it is difficult to tell
whether a predictor is useful or not with 100% confidence.

For the classification task, the synthetic data set has 1000 samples, each of which
has 100 binary predictors and one response. At the beginning of each experiment, I
sample values for all 1000 samples and 100 predictors from Bernoulli(0.5) i.i.d., pick
10 predictors uniformly randomly from the 100 predictors, and set the possibility of a
positive response as the sigmoid function of the sum of those selected 10 predictors.
In different experiments, not only the data sets are different, but also the truly useful
parameters are different.

Besides, from the medical database MIMIC III [33], I uniformly randomly select
2000 samples, 669 frequent binary predictors (the threshold for diagnoses and prescrip-
tions predictors is 10% while that for abnormal lab results is 5%) and one response
indicating whether a patient dies by the time the medical records are generated. In dif-
ferent experiments, I randomly reshuffle the samples before using cross validation.

Given a data set generated as described above, we first split the data set into a
training set and a test set using 10-fold cross validation, then for a certain algorithm, we
learn a classification model (logistic regression) from the training set, and use AUC on

the test set to evaluate the model’s performance. This measurement, AUC, is a number
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between 0 and 1, and AUC=0.5 corresponds to a trivial random classifier. The larger
AUC a model has, the better the model is, and the better the corresponding algorithm
is. The whole process is repeated 100 times, and the average AUC is used as the perfor-
mance of the algorithm.

For the regression task, we generate predictors in the synthetic data set in the
same way we do for the classification task. However, as regression is usually more
difficult compared to classification for differentially private algorithms, the number of
samples increases from 1000 to 10000 here. Again, 10 truly useful predictors are ran-
domly selected, and their average is used as the response, without any more random
noise added.

The real data set for regression is the diabetes data set from [19], which has
442 samples with 64 predictors and one number indicating disease progression. The
predictors, derived from age, sex, bmi, etc, are used to predict the disease progression.
All predictors and the progression feature are normalized to range [0,1].

The use of cross validation and repetition of experiments are the same as that in
the classification task. The differences are two-fold due to the nature of regression: first,
we use linear regression to replace logistic regression; second, we use relative MSE and
correlation to evaluate performance of models, as well as algorithms. Relative MSE
here is the MSE of a model divided by the MSE of a trivial predictor, which predicts
training average for all test samples. Relative MSE is a non-negative number and smaller
value corresponds to better performance. Most algorithms can have relative MSE close
to 1 by setting regularization strength on parameters to a very large number, thus it is
meaningless to have a relative MSE larger than 1. Correlation between the predict and
test response is a number between -1 and 1, and the trivial predictor mentioned above
corresponds to correlation=0. The larger correlation a model has, the better the model

18.
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Though our algorithm does not converge to the distribution of the exponential
mechanism within finite iterations, we can stop after a certain number of iterations. Fig-
ure 3.3 and 3.4 shows that the more iterations it uses, the better performance it has, and
the performance tends to converge after 100,000 iterations. Therefore, we use the per-
formance after 100,000 iterations in the following comparisons, which at least do not

give additional advantage to our algorithm over competitors.

0.82 - .

0.81 + .

0.80 - .

0.79 .

Average AUC

0.78 - .

0.77 - .

1 | 1 1
10~3 104 105 106
Iteration times

Figure 3.3. Classification performance given different iteration times on MIMIC III
data set given € = 1,kg = 3 (default values of them in Section 3.2.4).

The baselines for both classification and regression include sparse linear regres-
sion via Sample-and-Aggregate framework (SLRSA, Algorithm 3 in [36]), and the
DPFW algorithm ([57]). The SLRSA algorithm is e-differentially private, while the

DPFW algorithm satisfies (€, 8)-differential privacy. Thus DPFW in fact benefits a lit-
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Figure 3.4. Regression performance given different iteration times on diabetes data set
given € = 5, ko = 2 (default values of them in Section 3.2.4).
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tle from the definition of privacy. In this experiment section, we set § = 1/n?, which is
loose. We do not include algorithms in [58] in this section because in our experiments,
its algorithms always return nothing.

In regression experiments, we replace square error by absolute error for the seek
of performance for our algorithm. Similar use of absolute error can be seen in differ-
entially private robust regression [16]. The use of absolute error is due to the fact that
absolute error is most robust to outliers. In other words, an extreme sample change
usually leads to a smaller change on output model, if we use absolute error instead of
square error. Thus absolute error is preferred if we care about maximum effect of sam-
ple changes. To make the comparison fair, we use two versions of the DPFW algorithm,
one with absolute error and the other with square error. As for the SLRSA algorithm,

we cannot combine it with absolute error, thus it has only the version with square error.
Results

In the experiments section, except for privacy budget €, all other parameters are
set to the value that optimizes performance unless they are specified. For example, when
we apply our algorithm to learn a logistic regression model from the MIMIC III data,
and check how the AUC changes given different privacy budgets, as in Figure 3.5 (c),
we set the number of selected parameters, ko, to 3, because it corresponds to the highest
AUC in Figure 3.5 (d). For different algorithms, the same parameter may take different
values. Say, in Figure 3.5 (c), ko for SASLR/DPFW are 50/10 separately. Since our
algorithm has the fewest parameters to tune, our algorithm cannot take any advantage
from this setting.

The default privacy budget € is 5 for regression on diabetes data, and 1 otherwise.
We use larger € for diabetes data because if smaller € is used, all algorithms cannot beat

the training average w.r.t. MSE. Thus to use the measurement relative MSE, € > 5 is
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required.

We first compare performance of algorithms in classification task. The results
are listed in Figure 3.5. Our algorithm is proven better both at prediction and feature
selection regardless of privacy budget on both data sets, except when large k 1s used for
the MIMIC III data.

There could be two reasons for worse performance given large ko in Figure 3.5
(c). First of all, the convergence is exponentially slower when kg is larger, according
to the Theorem 3.2.16. Therefore, our algorithm is far from convergence after 100,000
iterations, and its performance is also far from the optimal performance. For alterna-
tives, there are no such concerns about convergence. Second, our algorithm can find
the truly effective parameters when ko is small, while the alternatives cannot, according
to the experiments on synthetic data. Therefore, using a larger ko does not benefit our
algorithm with more useful features, but helps alternatives by including those features.
Combining the two factors together, large ko brings down performance of our algorithm,
while improves performance of alternatives’. But anyway, the performance peak of our
algorithm is much better than that of the alternatives’.

Occasionally, the performance of our algorithm degrades when the privacy bud-
get becomes larger. The reason is similar to the one above: according to Theorem 3.2.16,
convergence becomes slower when € becomes larger. Thus performance gets worse.

We then compare performance of algorithms in regression task. The results on
synthetic data are listed in Figure 3.6. our algorithm is proven much better on all mea-
surements.

The results on diabetes data are listed in Figure 3.7. Our algorithm has much
better correlation compared to alternatives. As for relative MSE, our algorithm is the
only one that can beat training average, a trivial baseline.

The curse of large kg is observed again in the regression task, and it has almost
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(a) #Correct Features vs Privacy Budget (synthetic data) (b) AUC vs Privacy Budget (synthetic data)
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(d) AUC vs #Selected Parameters (real data) (c) AUC vs Privacy Budget (real data)
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Figure 3.5. Classification results: (a) number of correctly picked features based on the
synthetic data. (b) AUCs on synthetic data. (c¢) and (d) AUCs given different kg and €
on the MIMIC III data. Our algorithm is the best except given larger ky on MIMIC III
data.

the same reason as that in the classification task.

Section 3.1.3 comes from the paper Scalable Privacy-Preserving Data Sharing
Methodology for Genome-Wide Association Studies: an Application to iDASH Health-
care Privacy Protection Challenge. Fei Yu, Zhanglong Ji. BMC Medical Informatics
and Decision Making 2014, 14(Suppl 1):S3. The dissertation author was the primary
author of the part included in this dissertation.

In Section 3.1.4, we use the introduction of the Transmission Disequilibrium Test
in the paper Privacy-Preserving Mechanisms for Transmission Disequilibrium Test in
Genome-Wide Association Studies. Meng Wang, Zhanglong Ji, Shuang Wang, Jihoon

Kim, Hai Yang, Lucila Ohno-Machado, and Xiaoqgian Jiang. TBC 2015 The dissertation
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(a) #Correct Features vs Privacy Budget (synthetic data) (b) MSE vs Privacy Budget (synthetic data)
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(c) Correlation vs Privacy Budget (synthetic data)
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Figure 3.6. Regression results for synthetic data: the four figures show relative MSE
and correlation given different privacy budgets € and numbers of selected features k.
Our algorithm always performs the best.

author contributed to the writing of the part.
Section 3.2 comes from the paper Differentially Private Empirical Risk Mini-
mization with Feature Selection. Zhanglong Ji, Xiaoqgian Jiang, Lucila Ohno-Machado,

which is in submission right now. The dissertation author was the primary author of the

paper.
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(a) MSE vs Privacy Budget (synthetic data) (b) MSE vs #Selected Parameters (diabetes data)
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Figure 3.7. Regression results for diabetes data: relative MSE and correlation given dif-
ferent € and ky. Our algorithm always has the best correlation, and is the only algorithm
that can beat baseline on relative MSE.
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Algorithm 3. Hamming distance based score for a SNP

INPUT: tuple (ngo,n10, 701,720,711, 102), threshold on p-value p.
OUTPUT: Hamming distance based score s.

1:
2:
3:

10:

11:

12:

13:

14:

15:

16:

17:

Compute ¢ > 0, which corresponds to the p-value p.

If test statistics T > ¢, go to Step 14 if b > ¢, or Step 16 if b < c.

If b =njo+2(ny + ne2) +ni1,¢ = noy +ny1 has T > ¢, then compute the smallest
s1 such that b = njg+ny1 +2(nz0 +51),¢ = no1 +n11 +2(ng2 —s1) has T > t. Then
go to Step 8.

If b = ny9+2(noo +no2 +no1) + n11,¢ = nyy has T > t, then compute the smallest
s1 such that b = nyg+ny1 +2(n20 +51),¢ = no1 +n11 — s1 +nop is has T > ¢. Then
go to Step 8.

If b = nyo + 2(n20 +no2 +no1 +n11),¢c = 0 has T > ¢, then compute the smallest s
such that b = njg+ (n01 —S§1+nq1 —|—n02) —}-2(”20 —|—S1),C =np1 — 81 +n11+ ng has
T >t. Then go to Step 8.

If b = nyo+2(noo +n20+no2 +no1 +n11),c =0has T > ¢, then compute the smallest
s1 such that b = njg +2(nzo +s1),c = 0 has T > t. Then go to Step 8.

Compute the smallest 51 such that b = njg — (s — ngo — n11 — nor — ne2) + 2(n2o +
s1),c =0has T >t. Then go to Step 8.

If b =ny9+ni1,¢ = nor +n11 +2(n2o +ngz) has T > t, then compute the smallest
sp such that b =njg+nyy +2(n20 - SQ),C =np1 +n11 —}—2(1’102 —|—S2) has 7 > t. Then
go to Step 13.

If b=ny1,c =nyy +no1 + 2(na + noz +n10) has T > ¢, then compute the smallest
sy such that b =njg+ny| — 2 +nog,c =ngy +n11 + 2(”02 —|—52) ishas T > t. Then
go to Step 13.

If b=0,c = no; + 2(no2 +noo +n10+n11) has T > ¢, then compute the smallest s,
such that b =njg — so +n11 +n2o,c = noy + (n10 — s2 +n11 +n20) +2(n2 +52) has
T >t. Then go to Step 13.

If b= 0,c =ng; +2(npo +no2 +n20+n10+n11) has T > ¢, then compute the smallest
sy such that b = 0,¢ = ng; +2(ngy + s2) has T > . Then go to Step 13.

Compute the smallest s, such that b = 0,¢ = ng; — (s — ngp — n11 — nyo — nzo) +
2(ngy +s1) has T > t. Then go to Step 13.

Return s = 1 — min{sy, s> }.

It b=ny9+ni1,c=ngy +ny1+2ny+2np has T <t or b < ¢, then return the
smallest s such that b = njg+ny1 +2(noo —s),¢c = no1 +n11+2(ngy +s) has T <t
orb<ec.

Return the smallest s such that b = nyjg — s+ ny9 +ny1,¢ = ngy +ny11 +2(ngx + )
has T <torb <c.

If b =nyo+n11 +2n20 + 2np2,¢c = ng; +n11 has T <t or b > ¢, then return the
smallest s such that b = njg+ny1 +2(noo +5),¢c = no1 +n11 +2(ngy —s) has T <t
orb>c.

Return the smallest s such that b = njg+nyy + 2(n20 +5),¢ = ngy — s +np2 + 111
has T <torb>c.
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Algorithm 4. Our Algorithm on Empirical Risk Minimization with Feature Selection

Require: Dataset D = {(x;,y;)}"_,. Number of groups to select ko < k, privacy budget

€, bound on loss function M, number of iterations 7'. A probability density to sample
each non-zero component of w, g(w).

Ensure: Linear regression weights (wy,...,wy).

1:

Randomly choose kg features to form F;,, and randomly sample their weights from
g(w). Add all the other features to F. and set their weights to 0. Now we have

{wl,...,wk}.

2: Randomly select one element u from F;, and another one ¢ from F,.

Get current weight w,, of feature u. Randomly, sample w'. for ¢ from g(w).
Compute loss L, for current model

n
T
Ly=Y vi— ) wix
i=1 uck,
: Compute loss L. for new model
- T T
/
LC:Z Vi — Z W, Xy — W, Xc
i=1 ucF,—{u'}

If L. < L,, change w, to 0 and w. = 0 to w... Otherwise take the same change with

probability exp (% .

7. T=T—-1.If T >0, go back to Step 3.

Output {wy,...,wi}.




Chapter 4

Differentially Private Data Publishing
Algorithms

In this Chapter, I introduce some of my work on publishing synthetic data in
a differentially private way, namely a data publishing algorithm based on importance
weighting and the Select and Label (S&L) algorithm publishing data for supervised
learning.

We do not add independent randomness to each sample, as it may result in too
much randomness even if the sample size is large (Section 2.4). Informally speaking,
we first learn some properties from data in a noisy way, and then generate data from

these noisy properties.

4.1 Differentially Private Data Publishing based on
Importance Weighting

The first section introduces a data publishing algorithm based on importance
weighting. In other words, assuming that we have a public dataset £ which has the same
data schema as private dataset D, this algorithm assigns weights for each sample in E
so that the weighted dataset E would be statistically similar to D, especially the queries

are in the form of Ep[b(x)].

74
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Many queries are in the form of, or based on, Ep[b(x)], which asks the expecta-
tion of a function b(x) on private data D. For example, if someone wants to learn a model
from the private data, s/he may ask what the gradient vector or Hessian matrix of a loss
function is. If s/he wants to study causation among variables in the dataset, s/he may ask
what the values of correlation coefficients are. Generally, we suppose that the user wants
to know the expectation of some function b(x) over the distribution pp(-) from which
the private dataset D is drawn. That is, the goal is to know Ep[b(x)] = Ey () [b(x)].
The function b(x) is not limited to be an indicator function, as it is for counting queries.
Note that Ep is an expectation over pp, as opposed to over an empirical distribution
defined by a specific dataset D.

Suppose that there exists another dataset E that is already public, whose samples
are random from the distribution pg(-). Since the samples in D have privacy concerns
but those in E do not, we want to use E to help estimate Ep[b(x)]. Because D and E
in general arise from different distributions, it is not reasonable to simply compute the
average of b(x) over E. Importance weighting varies the weights of the samples in E in
order to improve accuracy. Let the cardinalities of E and D be Ng and Np. The goal is to

find a weight w(x) for each x in E such that for any function b(x) the following equation

is approximately satisfied:

Eplb(x)] = NLE  blaw(y) @.1)

If E is already public and the owner of D publishes the weights w(x) in a way that
guarantees differential privacy, then outsiders can estimate Ep[b(x)] without access to
D, for any b(x), without violating privacy, by computing NLE Y ceb(x)w(x).

In general, no w(x) can make Equation (4.1) be satisfied exactly for all possible

b(x) when the dataset E is finite. So, we explain here a differentially private algorithm



76

£ based on logistic regression that yields weights that make the equation hold approxi-
mately. The output of the algorithm is the set of weights, thatis Z (D) = {w(x) : x € E}.

The so-called importance sampling identity is the equation

Eplb(x)] = Eg [b (x)

To be valid, the support of the distribution pg must contain the support of pp, that is
if pp(x) > 0 then pg(x) > 0 must be true also. Equation (4.1) and the identity make
pp(x)/pE(x) anatural choice for w(x).

For a sample x, its importance weight w(x) is the ratio of the probability density
of x according to the two different distributions pp and pg. Both these distributions are
in general high-dimensional densities, where the dimensionality is the length of the x
vectors. Estimating high-dimensional densities is difficult at best, and often infeasible
[53]. Fortunately, one can estimate the ratio w(x) indirectly, without estimating pp and
pE explicitly. Consider an equally balanced mixture of the distributions pp and pg, and
suppose that samples from pp are extended with the label s = 1 while those from pg are

extended with the label s = 0. A similar idea was used previously by [55] and by [20].

Then,
g Pl =Dpls=1) _ pp(x)(1/2)
Po=1k P P
by Bayes’ rule. Therefore,
pp(x)(1/2) 1

P I= (/2 pe@(1/2) ~ 15 pe)/po)’

We can derive
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Algorithm 5. Importance weighting algorithm

Require: Private dataset D, public dataset E, privacy budget €, regularization strength
A. Each sample x in D has d components that are in [0, 1].
Ensure: Weight w(x) for each x in E.
1: Regularized logistic regression: Obtain 3* by solving

1
B* = argmin—— Y logp(x € E|x € DUE)
B N, xekE
1

A
Y logp(x € D|x €DUE)+Z|BI
Np 2

xeD

where p(x € Dlx € DUE) =1—p(x € Elx€ DUE) = 1/(1 +exp(—BTx)).
2: Add high dimensional Laplace noise to * to get the final perturbed f3:

€[[6]l2NpA

B = B* + 0 where p(8) =< exp(— a

).

3: Output w(x) = (NE/Z)eﬁT" foreachxin E, where Z=Y P,

This equation lets us write each weight w(x) as a deterministic transformation of p(s =
1|x). The equation is correct as a statement of probability theory. Its practical usefulness
depends on having a good model for p(s = 1]x).

Concretely, we treat the datasets D and E as training sets for two classes s = 1

and s = 0. The logistic regression model

1

which yields w(x) = ¢P"* is an obvious choice. However, it cannot ensure differential
privacy directly, because there is no bound on the sensitivity of the logistic regression
parameters B when D changes by one sample. If we use a strongly convex penalty
function (see Definition 4.1.1), such as the sum of squared components of 8 in Step 1 of
Algorithm 5, and if each sample x in D is a vector of length d with components that are

in the range [0, 1], then Theorem 4.1.5 says that e-differential privacy is achieved. The
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parameter of the Laplace distribution in Algorithm 5 has denominator v/d because that
is the maximum norm of any x. In general, v/d can be replaced by the upper bound over
D of the L, norm of samples. The definition of strongly convex function and proof of
differential privacy follows:

Definition 4.1.1: The function f is A-strongly convex if and only if for every

xp<xandall0<a <1
Flocri (1~ 002) < @fer) + (1 @) f(x2) — 5 (1 — )1 — )"

With a strongly convex loss function, such as the sum of squares of f in Step 1
of Algorithm 5, and if each sample x in D has d components that are in the interval [0, 1]
then Algorithm 5 achieves differential privacy. In the following, ||.|| always means L,
norm.

Lemma 4.1.2: If G(x) and G(x) + g(x) are A-strongly convex, continuous, and
differentiable at all points, and the norm of the first derivative of g(x) is at most ¢, then
the points that minimize G(x) and G(x) 4 g(x) differ by at most ¢/A.

Proof: This is Lemma 7 of [8].

Lemma 4.1.3: Let the dimension of each training example be d, let each exam-
ple component be in [0, 1], and let the logistic regression parameters based on D; and

D be By and B5. Then ||B; — B5|| is bounded by v/d /NpA where Np = max{#D;,#D,}.

Proof. For deletion or addition, suppose Dy = D;\{xo} and Np = #D;. Then the regu-
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larized loss functions for training on D and D, are

Gi(B) = 5 L Ioa(1-+exp(B7))+ - ¥ loa(1 +exp(—B7x) + 5 1B
Go(B) = 3 L loa(1-+exp(BT)) + 1y ¥ log(1-+exp(—570)+ 5 I
Define g1 (B) and ga(B) as
1
8P = NN 1) & T e
©B) = 1

—1lo .
Np & 1 +exp(—BTxo)

The difference between G; and G> is

8(B) = Gi(B) — G2(B) = g2(B) — g1(B)-

Because the unregularized loss function in logistic regression is convex, Gi(f) and
G(B) are both A-strongly convex. In addition, because each partial derivative of the
loss function is in (0, 1), all components of g} (f) and g5(B) are in [0,1/Np], and so
are the absolute values of components of ¢'(B) = g (B) — g5(B). Therefore, ||g'(B)| <
V/d/Np, as there are at most d components. Then according to Lemma 4.1.2, || 3; — 5 ||
is bounded by v/d /NpA.

For replacement, suppose Dy = Di\{x;} U{x;} and #D| = #D, = Np. Now

G1(B) is the same as above but

Ga(B) = - X log(1+exp(B"x)) + 1~ X log(1 +exp(~B7x) + 2B’

E xeE D xeDy
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SO

¢(B) = ca(ﬁ)—cz(ﬁ):NiDlog<1+exp<—ﬁTx1>>—NiDlog<1+exp<—ﬁsz>>.

So again ||g’(B)|| < V/d/Np. Thus ||B; — B;] is bounded by v/d/NpA. Therefore,
1By —B51l < Vd/NpA always holds. 0

Lemma 4.1.4: The Laplacian noise algorithm yielding B in Step 2 of Algo-
rithm 5 is e-differentially private.
Proof: From Lemma 4.1.3 and Proposition 1 of [17], this algorithm is e-differentially

private.

Theorem 4.1.5: The algorithm %" specified in Algorithm 5 is g-differentially

private.

Proof. Lemma 4.1.4 says that the algorithm %5 in Step 2 is e-differentially private. That

is, for all Sg C Range(.#3) and neighboring datasets D and Dy
P(J (D)) € Sﬁ) <eP((Dy) € Sﬁ).

Furthermore, for all S, C Range(.X), there is a set Sg = {f[w(x) o P'x e Sy} C

Range(#3) such that
P(wi(x) € Sy) = P( (D1) € S,) = P(#2(Dy) € Sp)

P(Wz(x) € SW) = P(%(Dz) S SW) :P(%(Dz) € SB).
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To summarize,

P(wi(x) € Sy) = P(H (D) € Sp)

< €°P(H#3(Dy) € Sg) = e*P(wa(x) €Sy,).

So . is e-differentially private. O

A common issue with importance weighting is that a few samples may have large
weights, and these increase the variance of estimates based on the weights. There are
various proposals using techniques such as softmax to make weights more uniform. Let
7 be a constant. When 0 < 7 < 1, the modified weights w'(x) e w(x)% o< exp(tB7 x) are
less extreme. This is equivalent to replacing B by 7. Since softmax makes the norm
of B smaller, its effect is similar to that of a larger penalty coefficient A in Algorithm 5.
We can use a larger A to reduce the impact of individual samples in E on estimates, and
introducing a separate constant 7 is not necessary. !

As the strength of regularization A increases, the learned coefficients * in Al-
gorithm 5 tend towards zero, and the weights w(x) tend towards one. This implies that
estimates computed using Equation (4.1) increase in bias and tend towards the corre-
sponding mean computed on the public dataset E. This property is evident in the state-

ment of Theorem 4.1.10 below and in the experimental results (Figure 4.1). In practice,

! In standard regularized logistic regression, the loss function that is minimized is

(¥ logp(re E) + X logp(x D)} + B

NE + ND xeE xeD

Instead, we use the balanced loss function

b

e ) logp(x € E)— =~ ) logp(x € D)+ = |||

xeE D xepD

which gives the log likelihoods for examples from D and E equal mass. In our scenarios, the samples in
E are fixed, while the samples in D are random. With the usual form of logistic regression, the asymptotic
convergence, in Step 1 of Algorithm 5, of B* to the true parameter vector is not guaranteed.
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solving the regularized optimization problem in Step 1 of the algorithm is computation-
ally straightforward and fast regardless of the magnitude of A.

Algorithm 5 adds noise to the coefficients §* in order to protect privacy. An
alternative approach to guarantee privacy with logistic regression is to perturb the objec-
tive function used for training [8]. Although we do not have theoretical results showing
how well this alternative approach works, experiments indicate that its performance is

similar to that of Algorithm 5.

4.1.1 Analysis

For a query function b(x), the estimate of its true expectation Ep[b(x)] obtained

via the differentially private importance weighting algorithm is

NLEXEEb(x)w(x).

Here we analyze the variance of this estimate. We assume that the public dataset E
is fixed, so the variance of the estimate comes from the randomness of the dataset D
and from the noise in Step 2 of Algorithm 5. Note that even in the absence of privacy
concerns, there is variance in any estimate of Ep[b(x)] due to randomness in D.

The weights are based on the logistic regression parametric model that pp(x)/
pE(x) = exp(BTx) for some B. The difference between the estimate and the true value
may not converge to zero when this parametric assumption is not true, that is when
logistic regression is not well-specified. However, in Theorem 4.1.10, we can give an
upper bound on the variance of the estimate that converges to zero asymptotically, that
is as the cardinality of D tends to infinity, regardless of whether logistic regression is
well-specified.

In the following proofs, for square matrices A and B the expression A < B means
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a’ Aa < a” Ba for all vectors a. The vector x has length d and each of its components is
in the range [0, 1].

Lemma 4.1.6: For any vector 3 that has the same length as x

Varp |: al :| < ED[X)CT] <dl.

[+exp(BTx) | =

Proof. For the first inequality, since Var[y] = E[yy’] — E[y|E[y"], it is always true that
Var[y] < E[yy"]. Therefore, we just need to prove that
T

e <2

|

m < xxl always holds, thus this is true.

For the second inequality, since for all vectors a,

As exp(B7x) is always larger than 0,

a'Epxx'la = Epla’ xx"a] = Ep|[||a” x||*]
< EllalP|Ixl’] = lal*E[]lx]*)
< dlall* =a"(dD)a
it follows that Ep[xx”] < dI. O

For the next two lemmas, let

A
2

§(B) =~ X log(1 +exp(87)) ~ S B

xek

and let the vector 3y optimize the loss function of logistic regression on fixed E and the

true distribution of D:

Bo= argmglxg(ﬁ) + Epllog(1 +exp(—B"x))].
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Lemma 4.1.7: Let E be fixed and let D be random. The variance of the output parame-

ters B* of the regularized logistic regression is asymptotically

(e n )

vars [ garg) (#8020 [ b)) _l

where g” is the second derivative of g.

Proof. Note that all three factors in the variance of f* are matrices, and that the first
and third factors are the same. Since only the set D is random, g(f3) is a deterministic

function of . The solution B* is

B = argmaxg(B) + Nlingogu +exp(—BT ).

As D is drawn from an underlying distribution, B* is a random variable.
When Np is large, B* is close to By with high probability. Furthermore, all
the functions here are infinitely differentiable. Thus we can use a Taylor expansion to

express the target function using its first and second derivatives at f3y:

B* = argmélxg(ﬁo) +(B—PBo) g (Bo) + %(B —Bo)"g" (Bo) (B — Bo)

1 X
+1\’_ng’) log(l‘l‘exp(—ﬁoTx))—(ﬁ—ﬁo)TW
(B BT RB O g T (B = Bo) (B o)
7 2(1+exp(BTx))? 0 0 0

The maximization is an unconstrained optimization problem, so the first derivative of
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this expression is zero at the maximum point:

0 = &'(Bo)+8"(Bo)(B”"—Po)

X X T.x xxT
NLDZ[ 4 explfo ) <B*—ﬁo>}+o<ﬁ*—ﬁo>.

T Np & T Trep(Bl) | (1 texp(Ba)?

Omitting the asymptotically negligible term yields

Np &, (1+exp(Blx))?
1
Np

X Tx)axT -
ﬁ*—ﬁo — _[g”(BO)‘i_LZ ¢ p(ﬁO ) ]

- [g'(ﬁo) Y —] .

5 1+exp(Blx)
The law of large numbers ensures that the expression inside the matrix inverse converges
to 8" (Bo) +Ep [exp(Bx)xx" /(1+exp(B{ x))?] as Np increases.

Also, because By minimizes g(8) + Eplog(1+exp(—B7x)), and this minimiza-
tion is unconstrained, 0 = g'(fy) — ED#. Therefore, according to the central

p(Bg x)
limit theorem, the second factor

1

¢'(Bo) NDXE)#W NN<O’NLDVW l#ﬁ{x)])

asymptotically. Finally, the asymptotic variance of * is

Varlp] = Varlp® By )
= o (e [ 2RO

Np 1+ exp(fg x))?

ozl e )
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The previous lemma gives an exact asymptotic expression for Var[*] when the
cardinality of D tends to infinity. However, By in the expression is unknown. The follow-
ing lemma gives an upper bound for the variance that depends only on the underlying

distribution of D and on A.

Lemma 4.1.8: Let E be fixed and let D be random. The variance of the output parame-

ters B* of the regularized logistic regression is asymptotically less than ﬁ.

Proof. Because g(f) is the sum of a convex function and %H B||?, its second derivative

exp(ﬁOT x)xxT

is larger than A. Also, Ep [W
0

} > (0. Therefore

Var[p?] = NLD (g"(ﬁo) +Ep {(fipéfi)gg i)T)Z} ) 71
exp(BTx)xx” 2} ) -

Varp [m] (g//(ﬁ0)+ED [(1+exp(ﬁoTx))

1 X
LIPTR R I S P
S Ny e L+exp<ﬁ§ x)]

1 V. X < dl
= ——Var
NpAZ TP T+ exp(Blx)] ~ NpA?
using Lemma 3.1.6 for the last inequality. 0

The following lemma takes into account not just randomness from D, but also
randomness from the noise added to protect privacy in Step 2 of Algorithm 5. Here, 7 is

the identity matrix.

Lemma 4.1.9: The total variance of 8 is asymptotically less than

dl n d 1 7
ND;LZ d+1 (ND/IE)Z ’
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Proof. The noise 6 = {6y,...,0;} added to B* is independent of 3*, so the variance of

B is the variance of B* plus the variance of the noise:
Var|B| = Var[B*] + Var[6].

The probability density of & is p(8) o< exp(—8/7) where y = S/ = \/d /NpAe.
Because of independence and symmetry among the elements of 8, its covariance

matrix A is ¢l for some scalar

(6]

™=
S
~

o
I
QU=
It~
=
I
QU=
0

E[57) = SE[5"8

I
S
™=

i=1
1 0+°°rzexp(—r/}/)rd_1dr
—d T exp(—r/y)r ldr
P exp(—)rddr
T d JoFZexp(—t)rd-1dt
_ YI(d+2)
T d T(d)
_ (d+1)d
N (NDM:)Z
This result, with Lemma 4.1.8, gives the bound on the total variance of 3. [

At last, we are in a position to prove the theorem about the asymptotic variance
of the estimate of the expectation of a query function b(x).
Theorem 4.1.10: The total variance of the estimate NLE Y .ceb(x)w(x) is asymp-

totically

Var [NLE Z b(x)w(x)] = ol Var[B]a

xek
< al(dI/NpA* +d(d+1)I/(NpAe)?)a
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where d is the dimensionality of data points x, [ is the identity matrix, and

Y xicr €0 B9 (b(xr) — b(xj)) (xi — x))
o= : .

T
Xi+X;
Zx,‘,x]EE eﬁO ( ! ])

The vector By minimizes the loss function of logistic regression on E and the distribution

Pb.

Proof. Using the definition of the weights w(x), the variance is

Var = f(B).

xeE x€E xeE

NLE Z b(x)w(x)] = Var [ Z b(x)eBTx Z P’

Since E is fixed and b(x) is given, the variance arises only from 3. As f asymptotically

converges to fy, f(B) satisfies the following equations asymptotically:

fB) = f(Bo)+£(B)(B—Po)
Varlf(B)] = (f'(B))"Var[B]f'(B)-

The derivative of ¥, b(x) ePlx / Y cE BT s

Yo €P0 G5 (b () — b(xj)) (xi —x))

o
T (xi+x;
ZXhXJ'EE eﬁ() (eitx)

Hence the variance of the estimate is

ol Var[Bla < af (dI/NpA® +d(d+1)I/(NpAre)?)a.
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Theorem 4.1.11: The bias of the estimate is asymptotically

Y o) SRBN )

x€E ZyeE eXp(ﬁoT)’)

where By minimizes the loss function of regularized logistic regression on E and pp, as

in Theorem 4.1.10.

Proof. When the number of samples in D is large, the logistic regression parameter
vector obtained in the first step of Algorithm 5 converges to By, and the noise added in
the second step converges to 0. Therefore, the vector 8 used to compute the weights also
converges to 3. Since the weights and the estimate are both continuous with respect to

B, the estimate converges to

¥ by 2B

-
X€E ZyeE eXP(ﬁo y )
The bias is the difference between the convergence point and the true expectation.  []

Theorem 3.1.10 provides a strict inequality. We write Var|] and not Varp|] be-
cause the variance includes not only randomness from D, but also randomness from the
noise in Step 2 of Algorithm 5. The factor & comes from the derivative with respect to
B of the estimate NLE Y ceb(x)w(x).

A large Np ensures a decrease of the variance of B* and of estimates, because
more samples have less noise on average, and also because the noise needed for privacy
is less due to smaller sensitivity of *. The rate of decrease 1/Np is of the same order
as for the variance of direct estimates NLDer pb(x), which of course is NlDVarD [b(x)].
Thus differential privacy can be achieved without slowing the convergence of estimates
compared to the absence of privacy, that is using the dataset D directly.

A large A can reduce the Laplacian noise significantly, but if it is too large, then



90

the bias in estimates can be large. A large privacy budget € helps reduce the Laplacian
noise, and hence reduces the variance of estimates. However, € may be specified by
policy, and making it larger harms privacy. Moreover, if Npe? > d, then the first term
dominates and a smaller € cannot help reduce the variance.

When the number of dimensions d increases, the variance gets larger for two
reasons. First, the L, sensitivity of B* increases. Second, the curse of dimensional-
ity worsens the situation: if p(8) o exp(—||8||2) with § € R? then E[||§]|»] increases
linearly with d.

The factor o is the most complicated among the factors that determine the vari-
ance of estimates. It is not controllable, because the function b(x) and the public dataset
E must be taken as fixed. However, the expression for o reveals which b(x) can be esti-
mated with smaller variance: if the values of b(x) in E are close to each other, especially
on the samples for which w(x) is large, then o can be small.

Theorem 4.1.10 is useful not only for bounding the variance, but also for bound-
ing the total error under some conditions. Specifically, suppose that logistic regression
is well-specified and regularization is weak, meaning that A is small and f3; exists such
that pp(x)/pe(x) = exp(B{ x). The existence of B means that Equation (4.1) holds for
any b(x) highly accurately with w(x) = exp(f{ x). Small A means that $* is close to fy
given large Np, and that the B* and 3 vectors are approximately unbiased. Hence, the
estimate is approximately unbiased.

The argument about asymptotic unbiasedness is formalized in Theorem 4.1.11.
Combining Theorems 4.1.10 and 4.1.11, variance and bias are both small, and hence

total error is small, when the four following conditions hold: (i) there exists 3 such that

po(x)

el exp(B7x), (ii) the regularization strength A is small so that B is close to 8 and

thus the bias is small, (iii) the number of samples in D is large so that the estimate has

small variance, and (iv) the number of samples in E is large so that the weighted sum
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pp(x)
PE(X)

over E converges to Eg [b(x)

|

4.1.2 Design of experiments

Here we investigate empirically the performance of the importance weighting
method. We see how parameter values (the strength of regularization A and the pri-
vacy budget €) affect the accuracy of estimates obtained using the method, and how the
method behaves with different target functions, that is queries.

The dataset we use is derived from the “adult” dataset in the UC Irvine repository
[40]. The original dataset contains more than 40,000 records, each corresponding to a
person. Each record has 15 features: sex, education level, race, national origin, job,
etc. The first 14 features are often used to predict the last one, which is whether a
person earns more than $50,000 per year. We use a processed version which has 63
binary variables obtained from 12 original features, taken from the R package named
“arules” [25]. In general, preprocessing a dataset is a computation that must be taken
into account in a privacy analysis, but here we assume that the private dataset is the
preprocessed one as opposed to the original one. The preprocessing was done by other
researchers for reasons unrelated to privacy, so the dataset was not created to favor any
particular approach to privacy preservation.

Our approach needs a public dataset E. There is a test set that has the same
schema as the original “adult” set, but it is from the same distribution, so we expect all
weights to be approximately 1/Ng, which is uninteresting (but does not violate privacy).
To simulate the general situation where the public dataset is not from the same distribu-
tion as the private one, we split records from the pre-processed dataset by the feature
sex. We place 90% of males and 10% of females in D, and the rest in E. The cardinal-
ities of D and E are about 21,000 and 12,000 respectively. We then remove the feature

sex, because in typical applications there is not any single feature that makes learning
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the weights w(x) easy. Splitting based on sex simulates, in an extreme way, situations
where, for example, the public dataset consists of information from volunteers, while
the private dataset consists of information from non-volunteers, who are quite different
statistically from volunteers.

The experiments use A = 0.1 and € = 0.1 as default values. This value for
the privacy budget € is commonly used in research. We choose A = 0.1 as a baseline
because it is a good choice for training a conventional logistic regression classifier on
the preprocessed “adult” dataset. We vary A and € to see how they affect the accuracy
of estimates obtained using the importance weighting method. For each pair of A and
€, we use bootstrap sampling to create randomness in the private dataset D: each time
Np samples are drawn from D with replacement to form a new private dataset D', and
this D’ is used with the importance weighting method to get an estimate. The results
of 100 estimates from 100 experiments are shown. Note that records in D’ are regarded
as independent. Even if bootstrap sampling makes two records be copies of the same

record in D, only one of the copies may change in the definition of differential privacy.
Alternative Algorithms

Some non-data-publishing algorithms can answer individual queries more accu-
rately than the importance weighting method. In particular, the sensitivity of a count
query is 1, so the Laplace mechanism can answer these queries, including the query
b(x) = I(income > $50K) used later, directly with high accuracy on the “adult” dataset.
For example, with € = 0.1 and |D| = 21,000 as above, the answer is unbiased, with stan-
dard deviation approximately 10v/2 /21,000 ~ 0.0007. However, non-data-publishing
algorithms must consume some of the available privacy budget for each query, leaving
a smaller privacy budget for future queries. The point of this paper, in contrast, is to

provide a once-and-for-all method of publishing data, after which an unlimited number
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and range of queries can be answered without consuming any further privacy budget.
Therefore, we compare experimentally only to other data publishing algorithms.

There are also some alternative data-publishing algorithms, such as [6, 26, 26,
63, 47, 39]. On the one hand, for the methods that require a predetermined query set
0 [6, 26, 26], it is hard to find a reasonable choice for this set Q. It is too restrictive
to make Q simply equal the specific test queries used below. On the other hand, most
existing query-independent data-publishing algorithms either eliminate many features
or feature values [63, 47], or place restrictions on the dataset [39], so they are not useful
for this dataset.

The Laplace perturbation data-publishing algorithm adds noise to each feature
in each sample in the dataset. This method is query-independent and does not eliminate
any features. However, unfortunately, so much noise must be added that answers to
queries are not useful. With 63 binary features obtained from 12 original categorical
features, the L; sensitivity of the private dataset (viewed as a query) is at least 24. Given
the privacy budget 0.1, noise from Lap(240) must be added to each binary feature value
in D. Suppose that we want to estimate the average value of a feature, a number between

0 and 1. The average of these noisy values is an unbiased estimate, but the standard de-

viation of the noisy average can be as large as /2 -2402 /21,000 =~ 2.34. This standard
deviation is too large for the Laplace publishing algorithm to be practical.

In an alternative use of the Laplace publishing algorithm, the noisy features are
trimmed to [0, 1]. In this case the variance can be small, about 0.25/+/21,000 ~ 0.002.
However, trimming causes large bias. When the noise-free true answer is 1, the expec-
tation of the answer based on trimmed noisy values is 0.501. Similarly, when the true
answer is 0, the expectation is 0.499. In both cases, the bias is 0.499.

In summary, for the first experiment we are not aware of an alternative method

with which comparison would be appropriate. In the second experiment, we do compare
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the importance weighting method to the non-data-publishing method of [8].
Queries and measures of success

The queries used in the two experiments are as follows. The first is a typical
count query, namely the function b(x) = I(income > $50K). The second is a sequence of
complex queries: all functions of the training data computed by the LIBLINEAR software
while training a linear SVM. We investigate this because outsiders often want to use the
dataset £ and the published weights to learn a model that applies to the private dataset
D, or to learn relationships between features within it. Linear SVMs are one of the most
popular modeling methods. The outcome of SVM training depends on the gradients
of the loss function, so training an SVM is equivalent to getting answers to queries
concerning these. To evaluate success, we compare the SVM parameters B and B%
learned directly from D versus from the weighted E. As is standard, the linear SVM is
trained to predict income > $50K from the other features.

For the count query, we plot the true empirical average on D and the estimates ob-
tained using the importance weighting algorithm. To show the distribution of estimates,
we plot the 95% confidence interval and quantiles at 1/4, 1/2 and 3/4. For the SVM,
we plot the distribution of the Euclidean distance between the weight vectors B and
BE. We do not compare the prediction errors because the weight vectors are more infor-
mative, and because the relationship between prediction error and the gradient queries
is not as close as the relationship between the parameters and the queries. Since the
parameter corresponding to an unpredictive feature is close to 0, absolute Euclidean dis-
tance is more informative than relative distance ¥,;(8P — BF)/BP where i ranges over
the components of B2 and BE.

We compare SVM learning results with results from the method of [8], which

outputs differentially private SVM parameters directly. Note that this comparison method
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Figure 4.1. Performance of the importance weighting method as the strength of regu-
larization A varies. The query is b(x) = I(income > $50K) and the privacy budget is
e=0.1.

is more specialized than the importance weighting method, which is general for all

queries and all learning algorithms, linear and nonlinear.

4.1.3 Results of experiments

The unweighted average of b(x) = I(income > $50K) on E is around 0.15, which
is far from the true value of Ep[b(x)], which is approximately 0.3. However, in most of
the experiments below, the estimates from the importance weighting method are close
to 0.3. This shows the method is successful on a typical query, for a real-world dataset
of limited size and a realistic privacy budget.

Figure 4.1 shows that the variance decreases as A gets larger, while the bias
increases and the estimate tends towards Eg[b(x)] = 0.15. This happens because when
regularization becomes stronger, the B* from the logistic regression is closer to the zero
vector, and all the weights are closer to 1. Then Eg[b(x)w(x)] tends to Eg[b(x)]. Note
that privacy is guaranteed by setting € = 0.1 regardless of 1.

Figure 4.2 shows that changing € has a large effect on the variance of the es-
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Figure 4.2. Performance of the importance weighting method as the privacy budget €
varies. The query is b(x) = I(income > $50K) and A = 0.1.

timate, but little effect on its mean. This means that a smaller privacy budget causes
greater noise in estimates, but does not make these estimates more biased. This behav-
ior is the best that we can hope for from any method that preserves privacy.

Figure 4.3 shows the Euclidean distance between the parameters of the SVM
model trained on D and the parameters of the model trained on E using weights. The
norm of the parameters learned from D is 7.17, so distances around 1 indicate successful
SVM training. As expected, the variance and bias both become smaller when the privacy
requirement is less strict, that is when &€ is larger. Regardless of how relaxed the privacy
requirement is, distances remain above 0.8. Increasing € cannot reduce the distance to
zero mainly because pp(x)/pg(x) < exp(B7x) is not satisfied exactly. With a better-
specified model for the importance weights, the proposed method would perform even
better.

We also compare our result with that of the differentially private SVM derived
by [8]. We use the first algorithm of that paper, which adds noise to the true SVM
coefficients. Fortunately, the scale of noise in the algorithm can be computed explicitly.

The sensitivity stated in the paper is 2/nA, under the assumption that ||x||, < 1, where
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Figure 4.3. Euclidean distance between linear SVM parameter vectors learned from D
and from E, with A = 0.1 and regularization strength A = 0.1 for the SVM.

n is the cardinality of the training set and A is the regularization strength of the SVM.
Because ||x||» < v/d for the “adult” dataset, the sensitivity for it is 2v/d /NpA€ and the
density function of noise b in the algorithm is v(b) o< exp(—]\;D—\;\; 1D]]2)-

The distribution of noise is symmetric around zero and b € R*¥ = [0, +-o0]¢, s0

E(613) = [, v(®)lbl3db

NpAegl||b
Jrsaexp(— 25002 1] 3db

Jrita exp(—N—D’z\%b”2 )db

4d  [graexp(=|sll2)|lsl3ds
NpAZe?  [graexp(—sll2)ds

4d  [pit>exp(—1)d(t?)
N3ZA2e? [piexp(—1)d (1)

4d  [pitTexp(—t)dt
N3ZA2€? [ 19V exp(—1)dt

4d T(d+2) 4d*(d+1)
N3A2e2 T(d) — NjA2?

Thus the expected L, norm of the noise is 2‘11\,— ;)jgl ~ 4.8 given dimensionality d = 63.
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Figure 4.4. Trade-off between bias (horizontal axis) and standard deviation (vertical
axis) when the strength of regularization A varies, for the query b(x) = I(income >
$50K) and with privacy budget € = 0.1.

The importance weighting method has smaller error, less than 1.5.

Another experimental question is the effect of A on the accuracy of estimates.
We know theoretically that larger A brings smaller standard deviation and larger bias,
and vice versa. Figure 4.4 shows this trade-off between bias and standard deviation.

Last but not least, we would like to know how the importance weighting algo-
rithm performs in extreme cases. One such case occurs when the public dataset and the
private dataset are the same. Another extreme case is when the public dataset is uni-
formly drawn from the sample space. Results for these cases are shown in Figures 4.5
and 4.6. As before, € = 0.1 and A = 0.1, and the same two queries from before are
used, so previous experimental results are shown. Not surprisingly, for both queries the
best performance is when E is identical to D. Performance with the skewed E used
previously is not much worse. Performance with the uniformly drawn E is worst, but in

particular the trained SVM classifier (Figure 4.6) is still useful.
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Figure 4.5. Performance of the importance weighting algorithm in extreme cases, for
the query b(x) = I(income > $50K). The closer an output is to the truth, the better.

4.1.4 Discussion

The experimental results in Section 4.1.3 show that the differential privacy algo-
rithm proposed in this paper is useful in practice, both for answering individual queries
and for training supervised learning models. The theoretical results in Section 4.1.1
show that if the private dataset is large, then privacy can be preserved while still al-
lowing queries to be answered with variance asymptotically similar to the variance that
stems from the private dataset itself being random.

Naturally, variations on the importance weighting approach are possible. One
idea is to draw a new dataset from E using the computed weights, instead of publishing
the weights. However, this increases the variance of estimates without changing their
expectation. Thus publishing the weights explicitly is preferable. Algorithm 5 ensures
the weights are limited in magnitude and have enough noise to protect privacy.

The regularized logistic regression approach of Algorithm 5 is not the only pos-
sible way to obtain privacy-preserving importance weights. As mentioned earlier, the

approach to privacy-preserving logistic regression of [8] could be applied also. Other
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Figure 4.6. Performance of the importance weighting algorithm in extreme cases, for
training an SVM. The smaller the distance is, the better. The norm of the true SVM
parameter vector is about 7, so the algorithm provides useful information in all three
cases.

methods of estimating well-calibrated conditional probabilities [67, 34, 44] can be used
also, if modified to guarantee differential privacy.

The theory of importance weighting says that the closer the two distributions pp
and pg are, the better the estimates based on E are. Thus, not surprisingly, the more
similar the distribution of E is to that of D, the better. However, the experiments above
use sets D and E with quite different distributions, and results are still good. Specifically,
the set D is 90% male, while the set E is 90% female.

An obvious issue is where the public dataset E can come from. This question has
no universal answer, but it does have several possible answers. First, £ may be synthetic.
The experiments section shows that even if E is uniformly drawn from the sample space,
the importance algorithm can still provide useful output. Second, E may be the result
of a previous breach of privacy. Any such event is regrettable, but if it does happen,
using E as suggested above does not worsen the breach. Third, £ may be a subset of

examples from the original dataset for which privacy is not a concern. In a medical
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scenario, £ may contain the records of volunteers who have agreed to let their data be
used for scientific benefit. In the U.S., laws on the privacy of health information are less
restrictive when a patient is deceased, and such records have already been released for
research by some hospitals.

Another issue is how to define E if more than one public dataset is available. If
we know which public dataset was sampled from a distribution most similar to that of the
private dataset D, then is is natural to select that dataset as E. Otherwise, in particular if
all the public datasets follow the same distribution or if their distributions are unknown,
then it is natural to take their union as E. However, if the public datasets follow varying
distributions, then logistic regression is likely to be mis-specified for representing the
contrast between D and the union of the public datasets, so it can be preferable to select
just one of these datasets, for example the one with highest cardinality.

The schemas of D and E may be different. In this case, only the features that
appear in both datasets can be used. However, if prior knowledge is available, disparate
features can be used after pre-processing. For example, D may include patients’ diseases,
while E records patients’ medications. If a probabilistic model relating diseases and
medications is known, and this model is independent of the datasets D and E, then the
two features can still contribute to the ratio of probability densities.

The usefulness of the method proposed in this paper is not restricted to medical
domains. For example, consider a social network such as Facebook or Linkedin, and
an advertiser such as Toyota. Let the profiles of all users be the dataset D. For privacy
reasons, the network cannot give the advertiser direct access to D. However, suppose
that some users have opted-in to allowing the advertiser access to their profiles. The
profiles of these users can be the dataset E. The social network can compute privacy-
protecting weights that make the dataset E reflect the entire population D, and let the

advertiser use these weights. Note that both in medical and other domains, an advantage
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of the importance weighting method is that all analysis is performed on genuine data,
that is on the records of E. In contrast, other data-publishing methods require analyses

to be done on synthetic or perturbed data.

4.2 Select and Label Algorithm

In this section, we aim at developing a task-driven privacy-preserving data re-
lease algorithm. Task-driven here means the published data specially targets at future
supervised learning tasks, though other applications are also possible. The basic idea
is to select a set of points E from the predictor space based on a non-private > dataset
D, so that E includes the most critical points to the supervised learning task, followed
by labeling (re-weighting) E by their relative importance determined by the private data.
Figure 4.7 illustrates a high level overview for the S&L algorithm, while the four bold
arrows represent the S&L iterations. The process of iteratively selecting and labeling is

the same for both regression and classification.

Initialization _I‘.-‘" Non-private,

/ — Select algorithm Unlabeled
algorithm ;" weighted Data D .r": g ! data points E .‘""‘

I S&L iteration l

/ publish,-"; More non-private,
_7 Unfold algorithm [« weighted Data
D + labeled E

Non-private data

o Label algorithm
for mining

Figure 4.7. Overview of the S&L algorithm. Both classification and regression have the
same ‘select and label’ iteration.

The contributions of our work are:

2We need to clarify the meaning of word non-private. A non-private model is a traditional machine
learning model that does not take privacy into account. A non-private data set can be one of the following:
a data set that is randomly drawn from the sample space, and independent of any private data; a synthetic
data set generated by a differentially private algorithm. Arbitrary use of these non-private data sets do not
leak to any privacy risk.
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1. S&L is a task-driven differential private data synthesization algorithm that reduces
unnecessary randomness by other general purpose privacy-preserving data release

methods.

2. S&L releases data for all supervised learning algorithms, therefore there are no

limitations on which learning models can be used.

3. S&L satisfies e-differential privacy, which is the stronger version of differential

privacy.

Though classification and regression have the same iterations, their difference
in nature determines that different algorithms have to be designed for them. In the

following sections, I will introduce algorithms for them separately.

4.2.1 Methodology for classification

I will introduce S&L algorithm for classification in this section. I first introduce

initialization step, then select and label steps separately.

Basic Idea

Our basic idea is to use private data to generate new samples aimed at improving
model performance. This idea is similar to active learning. In active learning, we start
from a dataset D and iteratively select (in our case, synthesize) a set from the sample
space based on D, ask for their labels, and add the selected points to D. In S&L, we first
initialize a non-private dataset E, then iteratively select a set of points from the sample
space and use the private data D to label the selected points and add them to E. As the
algorithm mainly consists of two steps: select and label, we name the algorithm S&L.
An overview of these steps for classification tasks are as follows.

To initialize, we try to find some points that can represent as many samples in the

private dataset as possible. Besides, our implementation of select and label steps below
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work on the convex hull of initial datasets, therefore we want the initial set to include
vertices of the sample space of predictors so more area could be covered by this convex
hull, or the space in which our algorithm works. To combine the two ideas together,
we want to pick vertices with the most samples around to form the initial set E. The
samples in E are labeled with the label step introduced below.

In the select step, we want to pick points from the space of predictors that can
improve model performance the most. By intuition, for classification, the points around
the boundary are the most important, and if a positive and a negative samples are linked,
the line linking them must cross the boundary. If the two samples are very far away,
then it would be difficult to find the boundary; but if they are close to each other, the
middle point of them should not be far away from the boundary. Therefore, in select
step, for each sample in the non-private dataset E, we search for the closest sample with
the opposite label. The middle point between the sample and the nearest opposite is
selected as by intuition it is close to the classification boundary. Note that the select step
does not use private data D, thus it does not have any privacy concerns (i.e., no privacy
budget consumption).

In label step, the unlabeled points selected in the select step are labeled and
weighted using private data D. Then, the non-private data set is updated to include these
new samples. Our only assumption is that closer points have larger probability to have
the same label, therefore, a nearest neighbor method is used.

In the rest of this section, I will walk you through the details of S&L implemen-

tation.
Notation

There are two datasets in our algorithm, one private dataset D = {(x;,y;)} and

a non-private dataset we iteratively expand, E = {(x;,w;+,w;_)}. x; in both sets means
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a predictor, while y; € {—1,1} in D means a binary label. By intuition, w;; means the
number of positive samples in D whose nearest neighbors in E is x;, and w;_ means the
number of negative samples. When E is released for learning, and learning algorithms to
use can run on weighted samples, then we turn a tuple (x;, w;y,w;_) into two weighted
samples (x;, 1) with weight w;; and (x;, —1) with weight w;_. If learning algorithms to
use cannot take weighted samples as input, we can round w;; and w;_ to nearest integers
and copy (x;,1) w;+ times and (x;, —1) w;_ times.

Unless specified, same subscript in different sets does not refer to the same sam-
ple, e.g., there is no relation between x; in D and E.

When we talk about samples, we mean a tuple (x,y). When we talk about points,

we mean x only.
Implementation of Initialization Step

As we discussed above, we want the initial set satisfying two conditions:
1. Close to many private samples.
2. Be vertices of sample spaces.

The detailed algorithm is in Algorithm 6. It ensures the initial set includes at
most M samples. According to the number of vertices, we may have three ways to
initialize E. If the number of vertices is smaller than M, then we simply add all vertices
to E without consuming any privacy budget. If the number of vertices is larger than
M, but not a huge number, then we count how many private samples are around each
vertex in a differentially private way, and select those vertices with most private samples
around to form E. If the number of vertices is really large, then we randomly draw, say,
1000 vertices from all vertices, and select M vertices with most private samples around.

Usually we set M = 10. The first case does not consumes differential privacy at all,
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Algorithm 6. Initialization Step for Classification

Require: Private data D, privacy budget €, the upper bound of number of samples to

select in this step, M.

Ensure: Initial set E.

1:

If the number of vertices of the sample space is smaller than M, go to Step 2; if the
number of vertices of the sample space is larger than M but smaller than 1000, go
to Step 3. Otherwise go to Step 4.

Set E to all the vertices of predictors’ sample space with w;, = w;_ = 0 for these
vertices, and return E.

Let S be the set of all vertices of predictors’ sample space and go to Step 5.

: Let S be the set of 1000 random vertices of predictors’ sample space and go to Step

5.
For each point in S, count how many samples in D take it as nearest neighbor in S.

6: Add i.i.d. noise from Lap(2/¢€) to each count.

Let E be the M vertices in S with highest count, set their w;y = w;_ = 0, and return
E.

while the later two cases consume €.

Implementation of Select Step

The selection rule should have the following properties:

1. Selects points around classification boundary.

2. The number of selected points should not be too large as too many points introduce
too much noise in the label step, which results in too much randomness in the

released data.

3. The number of selected points should not be too small (say only 1) as too few

samples in £ means worse coverage of samples in D.

Detailed implementation is in Algorithm 7.

At this step, no information from private data is used. Therefore, this step does

not consume any privacy budget.
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Algorithm 7. Select Step for Classification

Require: Non-private dataset E.
Ensure: Updated set E.
1: LetE' =0.
2: For each positive(negative) sample in E, find its nearest negative(positive) sample
in E and add the middle point of the two to E' = {x;}.
3: Label E/ with w; = w;_ = 0.
4: AddE'to E.
5: Merge duplicated x in E: (x;, Wi, wi—), (xj, Wjt,wj—) = (Xi, Wir + W, Wi +wj_)
if Xi = Xj.
6: Return E.

Algorithm 8. Label Step for Classification

Require: Current non-private data E, private data D, and privacy budget €.
Ensure: Updated w;y and w;_ in E.
1: For each sample (x;,y;) in D, find its nearest neighbor (x;,w;,,w;_) in E according
to the distance of x; and x;.
2: If y; = 1, then update w;; = w;; + 1; otherwise update w; =w;_ +1.
3: After iterating over all samples in D, add i.i.d. noise from Lap(2/€) to each w;
and wj_.
4. Return updated E.

Implementation of Label Step

We hope the label step has the following properties:

1. We want both weights and labels of a sample, as most loss functions in learning

process not only depend on labels, but also on weights.

2. To make as few constraints to learning algorithms as possible, the label step should

not depend on too many or demanding assumptions.

By only assuming that closer points tends to have closer labels, we design Algo-
rithm 8. In this algorithm, weights from the latest iterations are added to weights from
previous iterations, rather than overwriting them. This is a reuse of previous private

information, which leads to smaller variance as well as larger bias.
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Algorithm 9. S&L Algorithm for Classification

Require: A private data set D, privacy budget €, number of iterations 7', the upper
bound of number of samples to select in this step, M.
Ensure: A synthetic, non-private dataset E for classification.
1: Initialize E with Algorithm 6, D and € /(T +2).
2: If Algorithm 6 consumes privacy budget, set &’ = €/(T + 2); otherwise set &' =
e/(T+1).
Call Algorithm 8 to label points in E with privacy budget &’
Repeat the following two steps for 7' times.
Call Algorithm 7 to insert new points to E.
Call Algorithm 8 to label points in E with privacy budget &’
Release E.

A A

Full Algorithm

The Algorithm 9 introduces the S&L algorithm. It first generates an initial set,

then iteratively executes select and label steps.

4.2.2 Methodology for Regression

The two largest differences between S&L on regression and S&L on classifica-

tion are:

1. Since we cannot represent weights of samples by counts of positive and negative
samples, we replace tuples (x;,w;+,w;_) in E with (x;,wjo,w;1,w;jn). The first
element w;p means how many points in D take x; as nearest neighbor in E, while

w;1 and wj are sums of y and y2 for these points separately.

2. The points that improve current model most are no longer the points around bound-
ary, as there is no boundary in regression. Instead, the points to select should be

those with largest uncertainty.

Besides, we assume that all y are between 0 and 1. If y is not, we can either do a

linear transformation or truncation to enforce this assumption.
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Algorithm 10. Initialization Step for Regression

Require: Private data D, privacy budget €, the upper bound of number of samples to
select in this step, M.
Ensure: [Initial set E.
1. If the number of vertices of the sample space is smaller than M, go to Step 2; if the
number of vertices of the sample space is larger than M but smaller than 1000, go
to Step 3. Otherwise go to Step 4.
2: Set E to all the vertices of predictors’ sample space with wjy = w;; = wj = 0 for
these vertices, and return E.
3: Let S be the set of all vertices of predictors’ sample space and go to Step 5.
4. Let S be he set of 1000 random vertices of predictors’ sample space and go to Step
5.
5: For each point in S, count how many samples in D take it as nearest neighbor in S.
6: Add i.i.d. noise from Lap(2/¢€) to each count.
7: Let E be the M vertices in S with highest count, set their wjy = w;; = wj = 0, and
return E.

Compared to the method for classification, the overall algorithm is the same.
Therefore, it is not repeated again here. However, one additional algorithm is required
to turn E = {(x;,wio,w;i1,w2)} into a dataset that other learning algorithms can use.
Therefore, we give out an unfold algorithm here. Not only is it used before releasing E,

but also it is called during select step.
Implementation of Initialization Step

The initialization step is very similar to that for classification. The only differ-
ence is that we change w;; and w;_ to wjg, w;1,wj>. There are still three cases and the

first one does not consume privacy budget.
Unfold Algorithm

Different from classification tasks, we now use tuples like (x;, wjp,w;1,win) to
represent a weighted sample. However, such tuples cannot be fed into any existing
algorithm directly. Therefore, we use the following unfold algorithm (Algorithm 11) to

generate regular samples for learning algorithms. For each tuple (x;, wip, w1, wi2), this
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Algorithm 11. Unfold Algorithm for Regression

Require: Non-private dataset E.
Ensure: Unfolded set E”, which can be used by other regression algorithms.
1: Set E" = 0.
For each tuple (x;, wio, wi1,w;2) in E, do the following.
Round wjy to nearest non-negative integers.
Compute E[y;] = w;1 /wio and Var[y;] = max{wy /wiy — E*[y;], 1074}
Insert wjy samples (x;,y;;), while j = 1,...,wj into E”. Those y;; are i.i.d. drawn
from normal distribution N(E[y;], Var[y;]).
6: Return E” after iterating over all tuples in E.

algorithm tries to generate w;y samples whose predictors are x; and whose responses are
from the normal distribution N (w;1 /wio, wiz /wio — (wi1 /wio)?). Therefore, the generated
samples correspond to (x;, wjo, wi1,w;2) approximately. The generated samples are then
used in Algorithm 12.

In Step 4, we lower bound Var[y;] by 10~* because the random noise we add

may lead to w;, /wig — E2[y;] < 0. We use this smoothing to avoid such cases.
Implementation of Select Step

In this select step, we first build a candidate set, then select points from the can-
didate set with largest uncertainty. The candidate set consists of middle points of close
pairs, and the computation of uncertainty is based on the Gaussian process regression
model. Detailed implementation is in Algorithm 12. This step is still privacy-free.

In Step 5 of Algorithm 12, we only select half of points from E’ with largest
variances. This is due to the intuition behind the select step: we want to add points with
largest uncertainty, which in regression means largest variances. Therefore, points that

have small variances are removed from E’.
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Algorithm 12. Select Step for Regression

Require: Non-private dataset E.
Ensure: Updated set E.

1:
2:

7.

Let E' = 0.

For each point in E, find its nearest neighbor in £ and add the middle point of the
two to E' = {x;}.

Unfold E by Algorithm 11 to get a dataset E”.

Train a Gaussian Process model based on E”, then use it to find variance of each
point in E’.

Select half of points from E’ with largest variances, and add them to E with w;y =
O,Wil = 0,Wi2 =0.

Merge duplicated x in E: (x;, wio, Wit,Wi), (X, Wjo, Wj1,Wj2) = (Xi,wio + W jo, wi1 +
le,wiz—{—wj'z) if x; =Xj.

Return E.

Algorithm 13. Label step for Regression

Require: Current non-private data E, private data D, and privacy budget €.
Ensure: Updated wjp,w;1,wj in E.

1:

For each sample (x;,y;) in D, find its nearest neighbor (x;,wjo,w;1,wj2) in E ac-
cording to the distance of x; and x;.

2: Update wjo =wjo+1,wj1 =wji +yi,wp =wj +)’,2-

After iterating over all samples in D, add i.i.d. noise from Lap(6/€) to each
wio, Wj1,W;j2.
Return updated E.

Implementation of Label Step

The difference between label step in classification and regression results from

different w in E. The other part of this step is generally the same.

Full Algorithm

The full algorithm for regression is generally the same as the one for classifica-

tion (Algorithm 9), therefore we choose not to repeat it here. The only difference is in

the last step, £ must be unfolded by Algorithm 11 before released.
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4.2.3 Experiments

In this section, we examine performance of S&L’s output on both classification

and regression tasks. The settings for experiments on classification are:

Models: given S&L outputs, we train a linear classifier (regularized logistic re-

gression) and a non-linear one (kernel SVM).

Baselines: we use existing differetially private versions of the models above, in

[8] and [51] respectively.

Performance measurement: we use area under curve (AUC) to measure perfor-
mance of classifiers. The AUC of a classifier is a number between O and 1, and
larger AUC means better performance. A random trivial classifier gets AUC=0.5,
while a perfect classifier gets AUC=1. The reported AUC is averaged over 100

repeated experiments.

Dataset: we use complete samples in the Adult data set [40] as processed in the R
package arules. The dataset has 14 predictors (including age, gender, etc.) and 1
label (when his/her income is more than S0K per year) originally, and after turning
predictors to dummy variables, there are 64 predictors in total. The data set has
two subsets, one training set and one test set. The training set has 30162 samples
while the test set has 15060 samples. We apply S&L to the training set and then
train several models based on the output. The model is then evaluated on the test

set. The whole process is repeated 100 times.

As for regression task, the settings are:

Models: given S&L outputs, we train a linear regression model (ridge regression)

and a non-linear one (nu-SVR).
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Baselines: we use existing differetially private versions of ridge regression, one

based on [8] and the other on [68] respectively.

Performance measurement: we use mean square error (MSE) and correlation
between predicts and true response to measure performance of classifiers. The
MSE here is divided by the variance of response, ensuring that a trivial model,
which returns training average for all test samples, has MSE=1. Better models
correspond to smaller MSE and larger correlation. Again, the average of 100

experiments is reported.

Dataset: we use the Brazil census dataset (Minnesota Population Center, Inte-
grated public use microdata seriesinternational: Version 5.0., 2009, which has 14
features. We use the features such as age, gender to predict a feature income. As
it consists of only one set, 10 cross validation is applied to split training and test

sets.

The comparison results are shown in Figure 4.8(a). S&L is better than the objec-
tive perturbation algorithm regardless of the training model.

The comparison results are shown in Figure 4.8(b) and Figure 4.8(c). S&L is
better than the baselines regardless of the training model.

To conclude, the S&L algorithm outperforms baseline models in both classifica-

tion and regression tasks.

4.2.4 Discussion

The S&L algorithm can be improved and simplified, if there are public data
available. We can use the public data as the initial set and skip the initialization step.

However, it requires that the distributions of predictors in the public data and private
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data to be similar, otherwise, the selected points cannot be labeled well, and the private
information cannot be used well either.

Section 4.1 comes from the paper Differential Privacy Based on Importance
Weighting. Zhanglong Ji, Charles Elkan. Machine Learning, June 2013. The dissertation
author was the primary author of the paper.

Section 4.2 comes from the paper Select and Label (S&L): a Task-Driven Privacy-
Preserving Data Synthesization Algorithm. Zhanglong Ji, Xiaogian Jiang, Haoran Li,
Li Xiong, Lucila Ohno-Machado, which is in submission right now. The dissertation

author was the primary author of the paper.
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