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ABSTRACT OF THE DISSERTATION

Robust Inference and Learning of Multivariate Statistical Models

by

Linbo Liu
Doctor of Philosophy in Mathematics
University of California San Diego, 2022

Professor Danna Zhang, Chair

Model robustness has become increasingly popular in recent decades. We study
multiple aspects of robustness (in the setting of time series, image classification and linear
regression) in this dissertation work. First three chapters concerns the time series setting.
Specifically, Chapter 1 establishes a novel Bernstein-type inequality for high dimensional
linear processes. We then apply it to investigate two high dimensional robust estimation
problems: (1) time series regression with fat-tailed and correlated covariates and errors,
(2) fat-tailed vector autoregression. As a natural requirement of consistency, the dimension
can be allowed to increase exponentially with the sample size under very mild moment

and dependence conditions. In Chapter 2, we develop Gaussian approximation theory for
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VAR model to derive the asymptotic distribution of the de-biased estimator and propose a
multiplier bootstrap-assisted procedure to obtain critical values under very mild moment
conditions on the innovations. Chapter 3 studies the threats of adversarial attack on
multivariate probabilistic forecasting models and viable defense mechanisms. Our studies
discover a new attack pattern that negatively impact the forecasting of a target time series
via making strategic, sparse (imperceptible) modifications to the past observations of a
small number of other time series. To mitigate the impact of such attack, we also develop
two defense strategies. First, we extend a previously developed randomized smoothing
technique in classification to multivariate forecasting scenarios. Second, we develop an
adversarial training algorithm that learns to create adversarial examples and at the same
time optimizes the forecasting model to improve its robustness against such adversarial
simulation. In Chapter 4, we improve the robustness of image classifier by enhancing the
randomized smoothing technique and model ensemble. Chapter 5 considers the robust
estimation of linear regression coefficients under heavy-tailed noise and covariates using a

clipping idea.
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Chapter 1

A Bernstein-type Inequality for High
Dimensional Linear Processes

1.1 Introduction

High dimensional data analysis is increasingly important in the information era
with the rapid explosion of massive data sets. High-dimensional linear regression has

acquired significant relevance and attention. Consider the linear regression models

where Y;, X; and &; are respectively the response, covariate and error variables. Various
regularization methods have been widely used for estimating the p-dimensional regression
parameter vector, including [130, 160, 39, 15, 96, 153] and many others; see [19] for a
comprehensive overview. In most investigations, covariates X; (if it is a random design)
and errors &; are assumed to be i.i.d. Gaussian or sub-Gaussian random variables, which
turns out to be too restrictive in many applications.

On the one hand, serial correlation might occur when the data are collected over
time. Linear regression with time series regressors and autoregressive errors are often
considered ([55, 131, 120]). On the other hand, many applications involving time series

data are concerned with high dimensional objects and fat-tailed distributions, including



quantitative finance ([31]), portfolio allocation ([69]), risk management([72]), brain network
([41]) and geophysical dynamic studies ([71]).

Some progress has been made on linear regression with correlated errors. Lasso
estimator was studied for linear regression with autoregressive errors by [136] and [150],
weakly dependent errors by [50] and long memory errors by [67]. They mainly dealt with
the cases where the dimension p is smaller than the sample size n or imposed the Gaussian
assumption on the error process. Using the framework of functional dependence measures,
[143] and [28] accounted for both dependent covariates and errors in linear regression.
As a natural requirement of consistency, p is allowed to increase with n at a polynomial
rate; a narrow range is still restricted for the dimension in the presence of non-Gaussian
and dependent errors. In contrast, an ultra high dimension can be allowed with i.i.d.
well-behaved covariates and fat-tailed errors based on a penalized Huber M-estimator;
see, for example, [75, 38, 86, 88] among many others. Other methods for robust linear
regression in high dimensions include sparse least trimmed squares ([2]), MM-Lasso ([123]),
ESL-Lasso ([137]) and so on. Robust estimation of high dimensional time series regression
with fat-tailed and correlated covariates and errors has been rarely considered.

As another closely related topic, vector autoregression is a popular linear model to
describe the evolution of a set of variables over time. The past two decades have witnessed
a large progress in estimating high-dimensional vector autoregressive models. Inspired
from the development in high-dimensional linear regression, [58, 100, 9] considered the
Lasso estimator using ¢; penalty. [70] established oracle inequalities for high-dimensional
vector autoregressive models. [52] adopted a Dantzig-type penalization. [49] proposed a
Bayesian information criterion based on residual sums of least squares estimator to estimate
high dimensional banded autoregression. Most work required the Gaussian assumption
or the existence of finite exponential moment. In econometric analysis, [122] raised the
concern that fat tails in vector autoregressive models can affect the validity of statistical

inference and it may result to low degrees of freedom due to the estimation of possibly



extremely many parameters. To this end, we shall also investigate robust estimation of
high dimensional fat-tailed autoregressive models.

Overall, we will combine all aspects and investigate the linear regression or autore-
gression with (i) time series covariates, (i) possibly correlated errors, (iii) fat tail and (iv)
ultra high dimension. It makes many traditional statistical analysis tools for independent
data infeasible and poses great challenge on the developing new tools for high dimensional
time series. As one important contribution, we establish a new Bernstein type inequality
for the sum of a bounded transformation of high dimensional linear processes. With the
help of the newly developed inequality, we can obtain consistency in many estimation
problems under the very mild condition of the type logp = o(n¢) for some ¢ > 0.

The rest of the chapter is organized as follows. In Section 2, we introduce the
framework of high dimensional linear processes and the useful quantities that can depict
the temporal and cross-sectional dependence, then present a new Bernstein type inequality
for high dimensional linear processes. In Section 3, we investigate two robust estimation
problems: time series linear regression with correlated and fat-tailed covariates and errors,
and autoregressive models with fat-tailed errors. Some simulation results are displayed in
Section 4 to assess the empirical performance of robust estimators and all of the proofs
are relegated to Section 1.6 and Section 1.7.

We introduce some notation. For a vector 8 = (B1,...,8,) ", let |8l = >, |6il,
B2 = (32, 87)2, 1Blo = [{i : Bi # 0}] and |B]oc = max;|B;|. Let Supp(B) be the
support of 5. For a matrix A = (a;j)1<ij<p € RP*P, let A\;, i =1,...,p, be its eigenvalues
and A\pax(A) = max; |\;| be the spectral radius, Apin(A) = min; |\;|. Let x(A) denote
the condition number of A. Denote [Aly = 3, ;|ai|, [[Allx = max; Y7, |ai], [[Alle =
max; ) _; |a;;|, spectral norm [[A|l = [[Alls = supj,),0 |Az[2/|z[2 and Frobenius norm
[Allr = (32, a2;)"/?. Moreover, let tr(A) be the trace of A, [|Allmax = max;;|a;;| be
the entry-wise maximum norm, |A| be a matrix after taking absolute value of A, i.e.

|A| = (Jaij])i ;. For a random variable X and ¢ > 0, define || X||, = (E[|X|9])"4. For two



real numbers z,y, set x V y = max(z,y). For two sequences of positive numbers {a,}
and {b,}, we write a, < b, if there exists some constant C' > 0, such that a, /b, < C as
n — oo, and also write a,, < b, if a,, < b, and b, < a,. We use ¢y, cy,... and Cy, C4, ...
to denote some universal positive constants whose values may vary in different context.

Throughout the chapter, we consider the high dimensional regime, allowing the dimension

p to grow with the sample size n, that is, we assume p = p,, — 00 as n — 00.

1.2 Bernstein-type Inequality for High Dimensional
Linear Processes

We consider a general framework of p-dimensional stationary linear process

Xi= (X, Xip) = p+ ) Arei g (1.2.1)
k=0

where 1 € R? is the mean vector, Ay = I,,, Ag, k > 1, are p x p coefficient matrices with
real entries such that > o tr(A] Ag) < o0, &; = (gi1,...,€ip) ", and €55, 1 € Z, 1 < j < p,
are i.i.d. random variables with zero mean and finite variance. Then by Kolmogorov’s
three-series theorem, the linear process (1.2.1) is well defined. Many researchers have
worked on this model recently; see for example, [11, 12, 64, 84, 25] among others. A special
case of (1.2.1) is the stationary Gaussian process. If Ay =0 for k > d, it becomes a vector
moving average process of order d ([112, 91, 17]). Another important class covered by
(1.2.1) is the vector autoregressive (VAR) model, which has been widely used in economics
and finance (e.g., [122, 124, 132, 37] etc.).

The linear process (1.2.1) is a flexible multivariate model for correlated data in that
the coefficient matrices Ay capture both temporal and cross-sectional (spatial) dependence.
We first impose the condition on the decay rate of Ay, which is associated with the

dependence strength of the underlying process. We assume that there exist 0 < p, < 1



and 1 <, < oo such that

Akl’
[ Akl = sup Az, <% ph (1.2.2)
a0 |Z]2

for all £ > 0. The condition (1.2.2) implies short-range dependence in the sense that the
autocovariance matrices Cov(Xo, X;) = 37 ArA[, ; are absolutely summable. Here p,
is used to depict the strength of temporal dependence: smaller p, implies faster decay rate
and thus weaker temporal dependence. And the magnitude of v, naturally quantifies the
spatial dependence. As an interesting feature, both quantities +, and p, may depend on p
in the high dimensional regime. For instance, when p is large, p, may be a large rate close
to 1 and it suggests a relatively slow decay speed. In fact, we can always find a proper

absolute constant free of p and strictly smaller than 1 so that (1.2.2) can be rephrased as
1Al < 5, - pi/™ for some 7, > 1. (1.2.3)

Particularly, we set 7, = 1 if there exists py such that p, < pg < 1, and 7, = log po/ log p,
for py satistying 0 < py < p, if p, is large and increase with p. In the latter case, it
could happen that 7 := 7, is an unbounded function in terms of the dimension p. The
high dimensional vector autoregressive model in Example 1.2.1 illustrates this feature.
Thereafter, for notational simplicity, we omit the dimension subscript in ,, 7,, and refer
them as v, 7. And we assume 7 < n; otherwise there may exist very strong temporal

dependence in the sense that ||A|| is decaying at a rate no faster than p(l)/ "

Ezxample 1.2.1 (High Dimensional Vector Autoregressive Models). Consider the VAR(1)
model

Xz' = AXZ'_l + &4, (124)

where A € RP*P ig the transition matrix, and &;, ¢ € Z, are i.i.d. error vectors with mean 0

and covariance matrix I,. Equivalently it can be represented by the moving average model:



X; = > 2 AFe;, a special case of (1.2.1) with Ay = A*. The process is stable (and
hence stationary) if and only if the spectral radius Apax(A) < 1 ([91]). If A is symmetric,
as Amax(A4) = ||A||, condition (1.2.2) can be easily verified with p, = Apax(A) and v = 1.
For asymmetric A, it has a better interpretation when we look into condition (1.2.3), and it
could happen that 7 may increase with the dimension p. Consider the design A = (aij)ﬁ =1
with a;; = M711{0 < j—i < B—1} forsome 0 < A < 1 and 1 < B < p. Here B depicts
how many variables at most in X;_; that have spatial effect on X;;. Figure 1.1 delivers
the plot of ||A¥|| under the numerical setup A = 0.55, B = 3,4 and p = 20,25,30. As
can be seen, ||A*|| decays truly after a certain lag that is moving forward as p is getting
larger. This lag can be defined as 7 in condition (1.2.3), so 7 increases with p in this
design. Additionally the geometric decay (its existence is to be shown later) occurs at a
slow speed, viewed as another evidence of large p, (or large 7 equivalently). For example,
when B = 3, p = 30, ||A*|| roughly drops from 1.35 to 0.1 over a broad lag range from 30
to 60. The peak of | A*|| before decay is defined as v, indicating the strength of spatial
dependence; we can tell stronger spatial dependence with a larger B results to larger v by

comparing the two plots.

Concentration inequalities play an important role in the study of sums of random
variables. A number of inequalities have been derived for independent random variables;
see [19] for a review. Bernstein’s inequality ([10]) is one of the powerful tools when
analyzing the concentration behavior by providing an exponential inequality for sums of
independent random variables which are uniformly bounded. To fix the idea, let Y;,....,Y,
be i.i.d. random variables such that EY; = 0, Var(Y;) = 0? < oo, and |Y;| < M for all i.

Then for any = > 0, one has

2

" xr
]P’( Y, > ) < {_ } 1.2.5
Z =)= xP 2no? +2Mz/3 ( )

=1

which suggests two types of bound for tail probability: sub-Gaussian tail exp{—=z?/(Cno?)}
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Figure 1.1. The graph of ||A*|| for B = 3,4 and p = 20, 25, 30.

in terms of the variance of Y | Y; and sub-exponential tail exp{—z/(CM)} in terms
of the uniform bound M. Bernstein type inequalities have been developed for Markov
chains or temporally dependent processes with an additional order (logn in some constant
powers) in the sub-exponential-type tail; see, for example, [1], [97], [53] and [155]. The
problem of generalizing to high dimensional time series is quite challenging and very few
results have been obtained. Our first goal is to establish a new Bernstein type inequality

for the sum of a bounded transformation of the high dimensional linear processes in (1.2.1).

Theorem 1.2.1. Let X; be the linear process generated from (1.2.1) with Ee;; = 0,
Ee;; = 0 < oo and condition (1.2.3) be satisfied. Let G : R? — R be a function with
|G(u)| < M for all u € RP. Suppose there exists a vector g = (g1, ...,g,)" with g; >0 and

Y 1 9; = 1 such that the following Lipschitz condition holds: for all uw = (u1, ..., up)"
and v = (vy,...,v,)",

|G(u) — G(v)] < Zgim — vy (1.2.6)



Then for any x > 0, we have

P X;) —EG(X;) > <2 — 1.2.
(Lo B zr) <200 { - il 027

where the constants Cy and Cy are given by

16e2 o, — Se
Varpillog(1/po)l?’ " log(1/p0)

C, =

Remark 1.2.2. In the special case of one dimensional processes X; € R, as 7 = 1 and
v is also of a constant order, our probability inequality in Theorem 1.2.1 is as sharp as
the classical Bernstein’s inequality (1.2.5) in view of Var(X;) =< o2y2. [97] established
an exponential-type concentration with an additional (logn)? in the denominator of the

exponential inequality:

P<iXi 2 x) = exp{ T + MQix;/[(logn)Qx}’ (128)

=1

where (X;) is a strong mixing process of mean 0 and upper bounded by M in magnitude,
and v? is the asymptotic variance of Y | X;/y/n; and [155] also derived a similar bound
with the dependence adjusted measure in place of v?. Compared with (1.2.8), our result is
strictly sharper by removing the additional factor (logn)?, even if the mild order v = O(1)

is assumed in the last two displays.

The result (1.2.7) can deal with high dimensional dependent processes concerning
both temporal dependence and cross-sectional dependence, characterized by 7 and
respectively. We now discuss the conditions of the theorem. The Lipschitz condition
(1.2.6) is an essential requirement. It covers the class of linear transforms; particularly,

for G(X;) = > F

=1

satisfying |h;(x)] < M and |h;(z) — hij(y)| < 1 for any x,y € R, condition (1.2.6) is

a;h;(Xi;), where > 7 |a;| = 1, hj : R — R are univariate functions



satisfied with g; = |a;|. As a special case, when G(X;) = h;(X;;), for a fixed 1 < j < p,
the result then provides a concentration inequality for sums of each component process
(Xij)iez after the transformation h;; see the application of estimating the mean vector
of high dimensional linear processes in a robust way at the end of this section. The
requirement |gl; = Y 7, g; = 1 is not very restrictive, as one can always apply the theorem
to the function G/|g|; to make it satisfied. Condition (1.2.3) requires || Ag|| geometrically
decayed up to the quantity v and the decay speed is controlled by 7. [25] worked on
the same linear model under a weaker condition allowing polynomial decay, namely,
| Al = O((1V k)~®) for some a > 1, under which, it is noteworthy that an exponential
type probability inequality does not hold in general even if it is one dimensional process
with a uniform bound. That is to say, if we relax the condition (1.2.2) to a polynomial
decay, the concentration inequality delivers an exact rate with algebraic decay for one
dimensional linear process; see Theorem 14 in [24].

In Corollary 1.2.2 below, we also provide a tail probability inequality if G satisfies
a different Lipschitz condition from (1.2.6). There is an additional (logp)? term in the
sub-Gaussian-type tail and an additional log p in the sub-exponential-type tail. In the next

section, different formats of GG are to be considered in estimating time series regression.

Corollary 1.2.2. Consider the same setting of the model as in Theorem 1.2.1. Let

G :RP — R be a function with |G(u)| < M for all uw € RP. Assume that
|G(u) — G(v)| < |u—v|a, for all u,v € RP.
Assume that logp > 1 and 7logp < n. Then for any x > 0, we have

P( i G(X;) — EG(X)) > ac)

IA

22
2 — 1.2.
P { Csn(o2y? + M?)12(logp)? + Cut M (log p)x }’ (12.9)



where the constants C5 and Cy depend on py only.

In Theorem 1.2.1, the existence of a finite variance of ¢;; is assumed. If it is relaxed
to the existence of finite exponential moment, a similar bound can be achieved with G not

necessarily bounded; see Theorem 1.2.3 below.

Theorem 1.2.3. In the model (1.2.1), assume that Ec;; = 0, Eexp(cole;;|) =0 < oo for
some constant ¢y > 0 and condition (1.2.3) is met. Then for G satisfying (1.2.6), it holds

that

2

u x
P X;) —EG(X;) > <2 — 1.2.1
(; G(X) GX) = x) = 2P { Csnb?72+2 + Cevyra }’ ( 0)

where the constants Cs and Cg depend on py and cq.

One immediate application of Theorem 1.2.1 is to estimate the mean vector for
high dimensional fat-tailed linear processes. From an M-estimation viewpoint, we apply
Huber’s estimator ([60]) of the mean vector, denoted by i = (fi1, ..., fi,) ", with fi; as the

solution of a to the equation
Z ¢1/(Xij - CL) = 07
i=1
where ¢,(z) = (x Av) V (—v) is the Huber function with the robustification parameter

v > 0.

Theorem 1.2.4. Let X; be generated from model (1.2.1) with Ee;; = 0, Var(e;;) = 1

p=EX; and maxi<;<, Var(X;;) = u3 < co. Choose v < pa\/n/logp. With probability at

least 1 — 4p=¢ for some ¢ > 0, it holds that

N log p
= ploo < Cly + p2)7y [ == (1.2.11)

under the scaling condition (v + p2)7Tv/logp/n — 0, where C' is a positive constant

depending on ¢ and the constants Cy,Cy in Theorem 1.2.1.
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Remark 1.2.3. Theorem 1.2.4 delivers the rate of ¢, norm convergence for the robust
mean estimator i and it involves a delicate interplay with the cross-sectional dependence,
temporal dependence and the variance of the process. If v, uo and 7 are all of a constant

order, it follows that

it — 1o = Op(v/10g p/n), (1.2.12)

under the scaling condition logp/n — 0. We shall remark that (1.2.12) is as sharp as
the optimal rate provided in Theorem 5 of [38] concerning the concentration of the mean
estimation for the i.i.d. case. And it is strictly sharper than the results using existing

Bernstein type inequalities for time series such as the ones in [97], [53] and [155].

1.3 Robust Estimation of Time Series Regression

In this section, we shall investigate robust estimation of high dimensional time
series linear regression and autoregression with fat-tailed covariates and errors. It is
expected that our framework of high dimensional linear processes and these Bernstein type
inequalities will be useful in other high-dimensional estimation and inference problems

that involve dependent and non-sub-Gaussian random variables.

1.3.1 Estimating Time Series Regression with Correlated
Errors

We work on linear regression models with random design that involve time dependent

covariates and errors:

Y; = X' B+ &, (1.3.1)

with more justification provided as follows.

Assumptions.

11



(A1) X; is generated from the p-dimensional linear process (1.2.1) with E(e;;) = 0 and
Var(g;;) = 02 < oo.

Condition (1.2.3) is satisfied with « and 7, which may depend on p.

(A2) & = > 77, bymi—k is the error process, where 7; are i.i.d. random variables with
E(n;) = 0 and Var(n;) = 07 < o0, and b, < Cp* for universal constants 0 < p < 1

and C' < oo.
(A3) X is strictly exogenous in the sense that (g;); are independent of (1;);.

The framework (1.3.1) is quite general as the linear process includes a wide range of
commonly used time series models. For linear regression models with dependent errors,
earlier work mainly dealt with fixed design or i.i.d. covariates. [136] and [150] considered
the case where ¢ follows an autoregressive process, one type of linear processes. [50]
concerned weakly dependent &; introduced by [36] and specifically discussed the AR(1)
and ARMA cases. [2] adopted the same format of moving average errors but assumed
long memory dependence. More generally, [143] and [28] considered the nonlinear Wold
representation with X; = ¢g(...,&;.1,¢;) and & = h(..., 91, 7).

We form a modified ¢;-regularized Huber estimator of /3, given by
. ) 1 —
f = arg mingeps - D, (Vi = X[ Byw(Xi) + A Bh,
i=1

where ®,, is Huber loss function ([60])

7%/2, if |z| < v,
®,(z) =

vlz| —v?/2, if |z| > v,
defined with respect to the robustification parameter v > 0. More properties of Huber

12



regression are referred to [59], [148], [93], [125], [38], to name just a few. Motivated by

[88], w(z) : R? — R is a weight function defined by

w(z) = min {1, ﬁ}

where b € R is a fixed constant and B € RP*P is a provided positive definite matrix. With
such a choice of w(z), it always holds that |w(x)z|y < b/Apin(B) =: by. Different from the
regular Huber regression concerning well-behaved X; (e.g., Gaussian or sub-Gaussian),
an additional weight function is incorporated on the covariate process to account for the
fat tails of X;. As a popular convention, * is assumed to be sparse in the sense that
|5*|o = s. Denote the condition number of B as £(B) = Amax(B)/Amin(B). Theorem 1.3.1

below concerns the estimation consistency of 5.

Theorem 1.3.1. Let Assumptions (A1) (A2) (A3) be satisfied. Assume

bo(bo + K(B)yo.)Tv/sv/ (logp)3/m — 0. (1.3.2)

Choose v < a,(n/logp)t/? and A < byo,(logp/n)/2. With probability at least 1 — 8p~¢ for

some ¢ > 0, it holds that that

~ boo, slogp
18— B2 < CAmm(IE[“’Q(X”XiXT]) V= (1.3.3)

2

The scaling condition (1.3.2) to ensure consistency indicates a subtle interplay
with the dimensionality parameters (s, p,n), internal parameters (7,7, o.), and the known
values by and k(B) associated with the weight function w(z). The convergence rate (1.3.3)
scales inversely with the quantity )\min(E[@XiX; ]) and it suggests that we can not
shrink the covariates too aggressively. If X; is well-behaved with the existence of finite

exponential moment, one may eliminate the weight function and replace the factor by the

13



larger quantity Ami, (E[X;X,T]).

In the extensively studied regression setting with i.i.d. covariates, [38] delivered
an optimal convergence rate of |B\ — [z for weakly sparse model under the fat tails (the
same as the minimax rate in [110]). In the special exact sparse case, their convergence
rate is y/s(logp)/n and it relies on the sub-Gaussian tail assumption for the covariates
X;. [88] allowed broader classes of distributions for X; by inserting a weight function to
control the Euclidean norm of X;, but required the errors drawn i.i.d. from a symmetric
distribution and thus selected v at a fixed constant order (cf. Theorem 1), while [38]
waived the symmetry requirement by allowing v to diverge in order to reduce the bias
induced by the Huber loss when the distribution of &; is asymmetric. We borrow the ideas
from both and further account for time dependent covariates and errors. Compared to [88]
with i.i.d. covariates and i.i.d. errors, our result requires a stronger scaling condition (1.3.2)
in terms of the dependence quantities v, 7 and a larger power of log p, by concerning both
dependent covariates and errors.

Applying ¢; regularization in time series regression, [143] (cf. Theorem 5) dealt
with correlated covariates and errors and allowed a wider class of stationary processes in a
causal form. The linear error process in our consideration falls in the weaker dependence
range within their framework. If v, 7,0, = O(1), p = o(n9™') is required for their regular
estimator without accounting for robustness, where ¢ > 2 is the order of finite moments
for &;. [28] considered the Lasso estimator for a system of time series regression equations
with one regression equation as a special case, for which the allowed dimension is still of a
polynomial rate to ensure consistency by looking into the performance bound with respect
to the prediction norm (cf. Corollary 5.4). In comparison with the above two work, we
can allow a much wider range for the dimension p under mild conditions.

The tuning parameter v plays a key role by adapting to errors with fat tails. In
practical applications, the optimal values of the tuning parameters v and A can be chosen

by a two-dimensional grid search using cross-validation or information-based criterion such
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as AIC or BIC. We leave theoretical investigation on selecting the tuning parameters as

important future work.

1.3.2 Estimating Transition Matrix in VAR Models

To study the evolution of a set of endogenous variables over time, a popular choice
is vector autoregression. Interpretations of large vector autoregressive models have been
developed in various applications such as policy analysis ([121]), financial systemic risk
analysis ([48]), portfolio selection ([77]), functional genomics ([119]) and brain networks
([117).

As a general VAR model of order d can be reformulated as a VAR(1) model by
appropriately redefining the random vectors, much work ([52], [49]) considered the model
with lag 1 as given in (2.2.2). Among the work concerning high dimensional vector
autoregressive models, most investigations require the Gaussian assumption ([70], [9], [52])
or some structure assumption stronger than the minimal requirement A\y..(A) < 1; for
example, [52] imposed ||A]| < 1, and [49] considered banded A with some decay condition
on || A¥|| free of p. For many VAR designs (Example 1.2.1 is one such), it could happen that
|A|| > 1 and the dimension p, as the size of A, can play a role in measuring the temporal
and cross-sectional dependence. [9] proposed stability measures to capture temporal and
cross-sectional dependence. From a different viewpoint, we try to fill in the gap between
the spectral radius of a matrix and its spectral norm. Intuition can be gained from the
proposition below. It provides a sufficient and necessary condition for A\ (A) < 1 by

relating to the spectral norm.

Proposition 1.3.2. For any matriz A, it holds that Apax(A) < 1 if and only if there exists

some finite integer k such that ||A*|| < po given any universal constant 0 < py < 1.

Letting 7 = min{k € Z* : ||A*|| < po} and v = py* maxg<r<,_1 [|A*||, condition

(1.2.3) holds for the model (2.2.2) without extra requirement. We now introduce the
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notation. Let ajT, be the j-th row of A and s; be the cardinality of the support set of
a;, i.e., s; = [supp(a;.)| = [{i : a;; # 0}|. Denote s = max;<;<, s; and S =37 . s;. For
robustness, we first truncate the data by obtaining X; = ¢, (X;), where v is the truncation
parameter and is to be determined later. For notational convenience, we assume X is also
observed. Based on the truncated sample )Z'Z and tuning parameter A > 0, we propose to

estimate A by solving the following Lasso problem:

—~ 1 < ~ ~
A = arg minpegr > |X; = BX;1[3 + ABls, (1.3.4)

i=1
which is equivalent to solving the p sub-problems:

a;. = arg minbeRp% ;(f(ij —b' X, 1)+ Alb|s. (1.3.5)

Before proceeding, we state the key assumptions on the process (2.2.2) and some scaling
conditions to guarantee consistency of the robust estimator A.

Assumptions.
(B1) Eeyj = 0; Ee}; = 1; maxi<j<, || Xillg = p1g < 00 for some ¢ > 2.
(B2) Amin(X0) > & for some constant xk > 0, where ¥y = E(X;X,").
(B3) pgy7s*[(logp)/n]t=2/1=2) — 0.
(B3") pgy7S?|(logp) /n]@=2/a=2) — 0.

Assumption (B1) imposes polynomial moment conditions for the underlying VAR
process. Assumption (B2) requires that the covariance matrix of X; is well-conditioned.
Assumption (B3) (or (B3’)) assumes a vanishing scaling property. If yu,, 7 and 7 are of a

constant order, (B3) is reduced to the scaling condition that involves s (or S), n and p

only.

Theorem 1.3.3. Let Assumptions (B1), (B2) and (B3) be satisfied. Choose the truncation

parameter v =< jiy(n/log p)/?1=2 . Let A be the solution of (1.3.4) with X =< pgy7 (|| Al +
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1)[(log p)/n](a=2/a=2) " [t holds that

N log p T
14~ Allx < Oyl + s 252 (136)

with probability at least 1 — 8p~¢ for some constant ¢ > 0. If Assumption (B3’) is further

satisfied, it also holds that

1 1
N logp)2 202
13- Al < Cprr(lalle + VS (2E2) (137)

with probability at least 1 — 8p~¢ for some constant ¢ > 0.

The obtained rates of convergence are governed by two sets of parameters: (i)
dimensionality parameters: the dimension p, sparseness parameter s (or S), and the
sample size n; (ii) internal parameters: the moment p,, dependence quantities 7, vy, and
the maximum absolute row sum || A||. If the internal parameters are assumed to be of a

constant order, we can get

~ | 11
|4 Allr = 0p(VS(2R) 7).

To ensure consistency, the dimension p can be allowed to increase exponentially with n
in view of the mild scaling condition. Compared to [49] with the same constant order
of internal parameters, they can only allow the narrower range p = o(n¢) for some
0 <c<(qg—4)/8 (cf. Condition 4(i)). For Gaussian autoregressive models, proposition

4.1 of [9] suggests the order in terms of dimension parameters as

14— Allr = 0s (VS loip).

In the presence of fat tails with the existence of finite ¢-th moment, our result yields a

slightly slower convergence rate characterized by the moment order ¢ and it is closer to
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their bound when ¢ gets larger.

As an alternative method, the idea of Dantzig-type estimation ([23], [22], [52]) can
be modified in the robust way. Let X; denote the autocovariance matrix of the process (X;)
at lag k. The celebrated Yule-Walker equation A = ;'Y suggests that a good estimate
A should have a small error in terms of HZOE — 31| max- Without direct access to the
autocovariance matrices ¥y and Y1, a natural approach is to find nice estimators for them.
[52] used sample autocovariance matrices and enjoyed a nice performance bound under
Gaussianity. For fat-tailed cases, we consider the robust estimators of the autocovariance

matrices based on the truncated sample:
n Z:1 1— 1 ) Y *
The Dantzig- type estimator is then modified to solving the following convex programming;:
A = arg ming g Bl1 st [|S0B — i lmax < A, (1.3.8)

where A > 0 is a tuning parameter. Observe that problem (1.3.8) can be solved in parallel,

namely, (1.3.8) is equivalent to p subproblems:
a.j = arg minbeRp|b|1 s.t. |§0b - ilu]"oo S )\, ] = 1, Lo, p (139)
for any unit vector u;. Let a.1,a., ..., a, be columns of A and denote

* .
s = lrél?§)|supp(a.j)|.

~

We can obtain A by simply concatenating all the columns a;,ie. A= (a1,as9,...,a,).

The next theorem delivers an upper bound on the statistical accuracy.

Theorem 1.3.4. Let Assumption (B1) be satisfied. Let A be the solution of (1.3.8) with
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v < pg(n/1logp)Y =2 and X\ < py7r(||Allr + 1)[(log p) /n]@=2/24=2)  With probability at

least 1 — 8p~ for some constant ¢ > 0, it holds that

1
~ _ logp\? 22
1A = Allmax < Crgy |36 L (A]l + 1)( . ) : (1.3.10)

1A= Ally < gy lIZ5 L (1Al + 1)3*( (1.3.11)

It is interesting to see that the convergence rate of the modified Dantzig-type
estimator has a similar form to that of the robust Lasso estimator developed in Theorem
1.3.3, if the included internal parameters for the process are of a constant order. Both
methods involve p parallel programming problems with the lasso-based one concerning
row-by-row estimation while the Dantzig method concerning column-by-column instead.
The situation ||A]| < 1 studied by [52] is the special case where v =1 and 7 = 1 in our
framework. In their paper, a more flexible sparse condition was imposed: the transition
matrix A belongs to a class of weakly sparse matrices defined in terms of strong ¢"-ball
(0 <r < 1), which was also considered by [14], [113], [22], [21] in estimating covariance
and precision matrices. For r = 0, it is the exact sparse case and Theorem 1 in [52] implies

the dimension parameter order

1A~ Al = oﬂ»(s*\/@),

a bit sharper than our result (1.3.11). There is additional cost for fat-tailed processes with

robustness absorbed. We shall remark that we can also derive the bound of |4 — A,

accordingly for weakly sparse A based on the result (1.3.10) without any technical difficulty.

1.4 Simulation Study

In this section, we evaluate the finite sample performance of both robust Lasso and

Dantzig estimators that are proposed in Section 1.3.2 and compare with the traditional

19



Lasso and Dantzig methods. Simulation on time series linear regression can be conducted
similarly. We consider the model (2.2.2), where ¢;;’s are i.i.d. standardized Student’s
t-distributions with df = 5 and 10 respectively. Let s = [logp]|. For the true transition

matrix A = (a;;), we consider the following designs.
(1) Banded: A = (AP=711{|i — j| < s}) and A = 0.5.

(2) Block diagonal: A = diag{A;}, where each A; € R*** follows the structure in
Example 1.2.1 with A\; ~ Unif(—0.8,0.8).

(3) Toeplitz: A = (p"~71) and p = 0.5.

(4) Random Sparse: a;; ~ Unif(—0.8,0.8) and a;; ~ N(0,1) for (i,5) € C C {(4,7) :

i # j} where C is randomly selected and |C] = s°.

The designs in (1), (3) and (4) are further scaled by 2\ ax(A) to ensure that the spectral
radius of the transition matrix is smaller than 1. Thus we have a symmetric sparse and
weakly sparse matrix in (1) and (3) respectively, while (2) and (4) generate asymmetric
matrices. We take the numerical setup of n = 50 and p = 10, 30, 100.

In each repetition, we generate a process of length 2n. We run the estimation
procedure in (1.3.4) or (1.3.8) based on {Xj, ..., X,,} by a two-dimensional grid search for
the tuning parameters v and A. For each (v, \) in the grid, denote the estimator by A(V, A).
Then (v, \) is chosen such that n~! Zfﬁnﬂ |X; — A(r, \) X,_1|2, the average prediction
error on {X,1,..., X2, }, is minimized. The following tables (Table 1.1, Table 1.2 and
Table 1.3) reports the average |A — Al|p (estimation error in Frobenius norm) based
on 1000 repetitions. As comparisons, we obtain the results for robust methods and the
traditional versions (Lasso estimator in [130] and Dantzig-based estimator in [52]) in
different designs.

From statistical perspective, the tables indicate that both of our robust estimation

methods outperform the regular Lasso and Dantzig, when the innovation vectors have
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Table 1.1. The average of ||A — A||r based on 1000 repetitions for different methods
when n = 50 and p = 10.

n=>50,p =10 Method Banded Block Toeplitz Random
Lasso 0.764  0.716  0.701 0.752
oot Robust-Lasso 0.716  0.644  0.669 0.601
wom s Dantzig 0.809 0.951  0.725 0.662
Robust-Dantzig  0.718  0.845  0.685 0.620
Lasso 0.748  0.703  0.691 0.746
oy Robust-Lasso 0.724  0.632 0.665 0.652
“ij ™ to Dantzig 0.768 0.930 0.720  1.414

Robust-Dantzig ~ 0.709  0.881  0.687 1.368

Table 1.2. The average of ||A — A||r based on 1000 repetitions for different methods
when n = 50 and p = 30.

n =50,p =30 Method Banded Block Toeplitz Random
Lasso 1.340 1.804  1.182 1.617
oy Robust-Lasso 1.052  1.334 1.074 1.382
Fi Dantzig 1.276 2337  1.186 2.175
Robust-Dantzig  1.265  2.109  1.170 2.034
Lasso 1.262  1.705 1.176 1.564
ot Robust-Lasso 1.050  1.635 1.172 1.383
Fi 0 Dantzig 2279 2100  1.178 2.150

Robust-Dantzig  2.264  2.049 1.172 2.019
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Table 1.3. The average of |A — Al|r based on 1000 repetitions for different methods
when n = 50 and p = 100.

n = 50,p = 100 Method Banded Block Toeplitz Random
Lasso 2.138  3.964  2.145 3.113
ot Robust-Lasso 1.993  3.260  2.113 2.901
EERRE Dantzig 2.239 4409  2.149 3.960
Robust-Dantzig  2.051  3.988  2.014 3.852
Lasso 2.235  3.881  2.146 3.047
oy Robust-Lasso 2.236  3.342 2.144 2.802
Fij ~ to Dantzig 2238  4.224  2.148 3.975

Robust-Dantzig  2.139  4.021 2.143 3.971

fat tail and the transition matrix enjoys a sparsity pattern. The differences became less
significant if the tail of the innovation distribution becomes lighter. In a nutshell, our

robust methods is more advantageous in tackling non-Gaussian time series.

1.5 Concluding Remarks

Time series regression arises in a wide range of disciplines. Conventional tools are
inadequate when it involves high dimensional temporal dependent and fat-tailed data. In
this chapter, we develop a novel Bernstein inequality for high dimensional linear processes,
with the help of which, we have made contributions towards the robust estimation theory
of high dimensional time series regression in the presence of fat tails. The convergence rate
depends on the strength of temporal and cross-sectional dependence, the moment condition,
the dimension and the sample size. We allow the dimension to increase exponentially with
the sample size as a natural requirement of consistency. To perform statistical inference
of the estimates such as hypothesis testing and construction of confidence intervals, one
needs to develop the deeper result in terms of asymptotic distributional theory. The latter

is more challenging and we leave it as future work.
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1.6 Proofs of Results in Section 1.2

In this section, we provide the proofs of the results presented in Section 1.2.

Proof of Theorem 1.2.1. We first define a filtration {F;} with o-field F; = o(e;, €51, ...),
and the projection operator P;(-) = E(-|.F;) — E(+|F,-1). Conventionally, it follows that

P;(G(X;)) =0for j > i+ 1. We can write

> G(X) ~EG(X) = Y (Y REE)) = Y L

j=—o00 =1 j=—00

where L; = > | P;(G(X;)). By the Markov inequality, for any A > 0,

EDI 0D

jzfoo j=1

< e_’\x]E{exp{)\ 20: LJH +e—ME[eXp{Azn:LjH. (1.6.1)

P(i G(X;) — EG(X,) > 29;) < IP’(

We shall bound the right-hand side of (1.6.1) with a suitable choice of A > 0. Observing
that {L;},<, is a sequence of martingale differences with respect to {F;}, we firstly seek
an upper bound on E[e*s ‘]—"j,l]. By the Lipschitz condition (1.2.6) and the boundedness

of G, it follows that

n

;1 < 3 win{[E [G(X:)|F] - E[GX0)IF5]], 2M}
< 'Z.min {9TIAiS|E [le; — €)l|F;] . 2M }, (1.6.2)

where £’ is an i.i.d. copy of €;. For notational convenience, we denote b = g"|A;| and
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n; = E(le; — €| F;). Then we have

Ljl <2M > I m; > 2M) + > bl mil(b] m; < 2M) =: I; + 11

=7
1=1Vj i=1Vj

For j <0 and k£ > 2, by the triangle inequality, it holds that

EILHFo] < [@ILFHF-D)" + @I F-) "]

< (Ml + I 1)" (1.6.3)
Moreover,
o9 e 1/k
1Ll < 20 Y7 (|06 = 200, <200 Y [B((6Tmy) = 2M)7)] 7. (16.4)
i=—j i=—j

Recall the definitions of v and 7. We have |b;]; < 7pé/ ", which implies
E[(b)n;)?] < 20|bil} < 29%0%py"", for all j.

By the Markov inequality, we obtain from (1.6.4) that for & > 2,

—25/kT

2/k
o Po
il <2M . 1.6.5

In view of the fact 1 — z > —zlogx for z € (0,1), we can further relax the bound in

(1.6.5). Applying the Stirling formula, for & > 2, we can obtain

k 2
kkap—Q/T ( M ) ( Yo ) p—2j/7'
0 log(1/po) ) \v2M ) ’
1 (’YO') k'7k< eM ) pazj/T
2v2r \ poM log(1/po)

I 11%

IN
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Define the constants

1 e
Ch=——py% and Cy= ———.
BN * " log(1/p0)
Then we can simply write
IL||E < CLRMTRCEM 2420 p, 2/ (1.6.6)

Analogously, for k£ > 2, we can also get
k ,
MI,1lE < [Z (B[] n)? M) T} < CobtreiME 2202 (16.7)
i=—j

By (1.6.3), (1.6.6) and (1.6.7), we have
E[|L;[*|Fj-1] < Caklr(Co)FMP 2202 o, (1.6.8)

where C) = 2Cy = 2e/log(1/po). Now we are ready to derive an upper bound for
Eleri {]:j_l]. By the Taylor expansion, we have

E[e*s|Fjo1] = 1+ EAL | Fjoa] + )

k=2

1
7 E[N*L}|Fja).

Notice that E[L;|F;_1] = 0. For 0 < A < (C4M1)~!, we have

o0

k
E[*s|F 4] < 14CiM- 27202;)02]/72(0;Mm>
k=2
0/72027% 2j/T T\2
<
= exp{ 1-CyMra [

where the constant

1 % 2
Cl — C Cl 2 — ( ) ;
! (@) 2v/2m \ polog(1/po)
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Thus, recursively conditioning on Fy, F_1, ..., we have for 0 < A\ < (C)7)~1,

IP’< i L; 2x> < e)‘mE{exp{A i LjH

j=—o0 j=—o0

2/7\—
< oM expd GV o) N
1—CiMTA '

Specifically, choosing A = z[C) M7z + 2Ci720%72(1 — po/ ™)1 ~! yields

0 2
T
P L;>x| <exp{ —
( Z ’ ) { ACI720272(1 — pd/ ™)1 + QC'QMTx}

j=—o0
<e 2
X JE—
= xP 20{720%52(log(l/po))*lTi” +2C Mt
22
= — 1.6.9
P { Clm3~%20% + 2C’§M7'a:} ’ ( )

where C7 = 20} py*(log(1/po)) . We can deal with L; for j > 1 by similar arguments

and obtain

In a similar way as deriving (1.6.9), it follows that

n 172
. s _ B . 1.6.1
<Z i= x) a eXp{ CYy20272n + QCéMTx} .

j=1

Combining (1.6.1), (1.6.9) and (1.6.10), we have

N 3 > < _
IP’( Zl G(X,) - E[G(X,)] > x) < 2exp { T D EYe Mm} 7

which implies (1.2.7) for 7 < n. O

Proof of Theorem 1.2.3. We follow the starting steps when proving Theorem 1.2.1. With-
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out assuming G bounded, we have

Ll < Y 9T AIE [l — I F] = > bl = djn;.

=1V i=1Vj
For 5 < —7, we have
n pl/T ) )
Al < D7 [bimslh < 7= g < (log(1/po)) M7y (1.6.11)
i=1 L=py
Note that
E[N5|F_y] < B[N | F;_y] = E[e?M ] < B[ (=l +1D], (1.6.12)

Let A* = ¢o(log(1/po)) ()" and Y; = X*d] (|e;| + legl)pgh. By (1.6.11) and (1.6.12), it

follows that for any j < —7, Ee¥s < 6? and

BB~ 1] < B’ - 1= / po T Y, > a)d
0
00 iy —j/r
/ po’ e e 02 d
0

pO—J/T62 - paﬂ/7'82'
1—paj/7 ~ 1—=po

IN

IN

Since E[L;|F;] = 0, for any 0 < A < A,

Ele* —11Fj-1] = E[eM = AL —1|F;]

< E[eM = AL = 1]F-]
< E[M = NL| = 1 F] - A ()
< E[MB - 1F ]/ (V)

in view of e — x < el*l —|z| for any x and when x > 0, (e’ — Az — 1)/A? is increasing
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with A € (0,00). Using 1+ = < e”, we have

E[e/\LJ‘U—“j_l] < 1+ E[eMEl - 1Fja]- A%/ (\)?

A

1+ Clpaj/T727292)\2 < exp {Clpaj/7727'292>\2} .

where C' = c;%(log(1/po))~2/(1 — p), which implies that
-7 -1
IP’( Z L;> :1:) < e’\xE{exp {)\ Z LjH < e M exp {6’1727'392)\2} )
j=—o j=—oo

with C; = C(log(1/po)) ' (po) 2. For the cases when j > —7, we use the bound |d;|; <
(polog(1/po)) 'y and obtain E[eMd|F;_;] < 1+ Cyy*720%)\? for Cy = C'/p? and

]P’( Z L;> :17) <exp{—Az + Cy(n+ 7)*7°0°\*} . (1.6.13)

j=—7+1

Therefore (1.2.10) follows by choosing

A =min<{ \* v v
N ’ 201’}/27'3(92 ’ 202(71 + 7')’}/27'262 e
]

By a slight modification of the Lipschitz condition (2.7.2), we can develop some
ancillary results in Corollar 1.6.1 and Corollary 1.2.2; that can be useful in estimating time
series regression models. The proof follows similarly from that of Theorem 1.2.1 without

extra technical difficulty.

Corollary 1.6.1. Consider the same setting of the model as in Theorem 1.2.1. Let

G :R* — R be a function with |G(u)| < M for all uw € R*. Suppose there exists a vector
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g=1(g1,--,92)" with g; >0 for 1 <i <2p and Z?ﬁlgi =1 such that
2p
G(u) = G)| < gilui — vil, for all u,v € R™.
i=1

Then for any x > 0, we have

1.2

— . (1.6.14
Cino?y212 + CéTMZL‘} ( )

P(iG(XiaXi—l) —EG(Xi, X;1) > x) < QGXP{
i=1

Proof of Corollary 1.6.1. 1t follows from the fact that the (2p)-dimensional process
(X.", X," )7 is also linear and satisfies the condition (1.2.3) with v multiplied by a constant

depending on pg only. O]

Proof of Corollary 1.2.2. With a different Lipschitz condition on G, the step (2.7.2) be-

comes
L) < > min{|A |, 2M} <Y min{ypf |y l2, 20},
i=1Vj 1=1Vj

Note that E|n;|3 < 2po?. For j < —ng where ny = [7logp/log(1/po)], by similar

arguments in deriving (1.6.9), it can be obtained that

o 2
;> < — . .0.
IED< Z L;> x) < exp{ S CQMTx} (1.6.15)

j=—00

For j > —ng, we have

L] < 2n0M + > min{ypl ;2. 2M}.

i=j+no
Similarly as (1.6.8), we can get

E[|L;[*1Fj-a] < 25[(2n0M)" + CLRITH(CY) M 29707

< C3(CangM)*kI(1 + M~24%0%),
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which further implies

- C3C3(M? + v20)nd(ng + n)A\?
. <
E[eXp {AFZ;H LJH =P { 1 — CangMX ’

and
P L;> < — .
i ZH p=t =P { C4(M? + 7202)nk(ng + n) + C’iMT(logp)x}
=—ng
Then (1.2.9) follows in view of ny < C)n. O

Proof of Theorem 1.2.11. Let fi; be the Huber estimator of ;. Following similar argu-

ments of proving Theorem 3.1 in [155], for
an(a) = Z[¢V(XZJ - a) - E¢V(Xij — a)],

=1

it can be obtained that for any § > 0 with 71§ < 1/2,
P(fi; — 15 > 6) < P(Rpj(pj +6) > n(0 — v~ 'pi3)).

By the Lipschitz continuity of the function ¢, and the uniform bound |¢,(x)| < v, applying

Theorem 1.2.1 to R,;(p; + 9), it follows that

2
Y
P(R,:(u; +0) >vy) <2 — .
(Fnj (s +0) 2 y) < exp{ 2C’1n7'272+0271/y}

Then it follows that

P(fj — py = 0) <2z

by letting n(d — dv='p2) = y = 7y/2Cinlog(1/x) + Corvlog(1/z) for 0 < x < 1/e. The
requirement v~ 1§ < 1/2 is met if we choose v = \2/%, /m for any p* > po and impose
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the condition

(V2C1Coy/ g + 4Co)Tlog(1/x) < n
For § < 8, = (v/2C17y + 4y/Cop*) 74/ 22 1/"’“") , we have P(fi; — p1; > 6,,) < 2. It can also be

obtained that P(f; — p; < —6,) < 2z similarly. By letting = p~°~!, for some ¢ > 0, it

follows that

lo
IP’( max |fi; — p;| > Ve+ 1(v/2C1y + 44/ Cop™)T gp> <Adp~°.

1<j<p

which further implies (1.2.11). O

1.7 Proofs of Results in Section 1.3

This section includes all the proofs for the results on robust estimation of time

series regressions presented in Section 1.3

1.7.1 Proofs of Results in Section 1.3.1

Denote L,(3) = =30, @,((Y; — X! Hw(X;)) and ¢,(-) = ®,(-). Recall by =
b/ Ain(B) 2 5(B) = A B)/ i (B).

Lemma 1.7.1 (Deviation bound). Let Assumptions (A1) (A2) (A3) in Section 1.3.1 be
satisfied. Let v = co,(n/logp)Y? and \ = Cbyo,(logp/n)'/? for a sufficiently large C,

with probability at least 1 — 4p=° for some ¢y > 0, it holds that |V L,(8*)]o0 < A.

Proof. Consider the first component VL,,;(8*) of VL, (5*). We have

Z‘bu fx z le( z)

Note that |¢, () — ¢, (y)| < |z —y| and |¢, (§w(X;)) Xinw(X;)| < vby. Conditioned on
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{X;},, by Theorem 1.2.1, we have
P(IVLn(8) = E[VLu (8] > C'box |(Xi):) < 4p°,

for x = 0,/log p/n + vlog p/n and some constant ¢ > 1. Hence by a union bound, with

probability at least 1 — 4p~“ for ¢; > 0, it holds that
VLA (B7) = E[VLn (8]l < C'bo.
As B¢y (&w(X0))| = E[|&w (X)) [1(|&w(X5)| > v)] < Cpogv™!, we have
[E[V L (8)]] < EIVLu(8)] < Cpbooyy". (1.7.1)

Therefore, choosing v = co,(n/logp)'/? and XA = Cbyo,\/log p/n ensures that
|V L, (5%)|cc < A with high probability.
[l

Lemma 1.7.2 (RSC condition). Let Assumptions (A1) (A2) (A3) be satisfied. Assume

bo(by + k(B)yo.)Tv/sv/(logp)3 /n — 0.

We have the following holds uniformly for all B, such that |Als < v/(2by) and |Age|y <

3|Ag|1 with probability no less than 1 — 4p~° that

La(B) — Ln(8*) = VL, (B) (B — ) > %Amin(E[wQEX")Xixj]m — B2 (1.7.2)

Proof. Denote S = supp(5*). We will show that with high probability, (1.7.2) holds
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uniformly over the set

C:={p:]8-p"< 2b .| Bse — Beelr < 3|Bs — Bsl1},

Let T(8,5%) = L,(8) — L,(8*) — VL,(5*)T (8 — 5*), then it follows the same argument
as Appendix B.3 in [88] that

—_

T(8,8) 2 3 S@(X)X] (8~ #9)1a,

=1

where A; = {§ < v/2}. Denote ' =+ 31, ()Q{i)2XiXiT1Ai. For any u such that |u|y <1,

1=
we have

u'Tu = (u" Xw(X;))*1y,.

Z

zl'—
l\DI»—

Notice that 1|(u'zw(z))? — (u"yw(y))?| < bo(k(B) + 1)|z — y|» and |(u'zw(z))?| < b3

Conditioned on &;, by Corollary 1.2.2 we have
P(lu'Tu — E[u'Tu]| > t|(&);) < 4exp{—csslogp},

where t = Cby(by + K(B)yo.)Tv/s4/(logp)?/n for a sufficiently large C' such that c3 > 4.

Note that t — 0 by assumption. Following the same spirit of the e-net argument in lemma

15 of [89], we can obtain that
[vT (T —ED)v| < t, Vo e R, |ufg < 2s, v <1,
holds with probability at least
1 —4exp {2510g9 + 2slogp — cgslogp} >1—4p 2,

provided that p — oo and a sufficiently large c¢3. By Lemma 12 in [89], it further implies
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that

2
v ([ —EMv| < 27t(\v|§ + %), Vv € RP. (1.7.3)
Denote A = 3 — 3*, then we have
* T T 2 ’Aﬁ
T(B,8%) > A'TA>E[A'TA] —27t(|Al5 + T) (1.7.4)
Moreover, as E|&]* < Cpag and v — oo,
2y
ElaTTA] = 5 (AT B < &)
w?(X;) T 2 AE|& [
>\ X (1=
> Auin(E[ -2 XX DIAE - (1- =5)
3 w2 Xz
> DB X xTIAR

Also, for g € C, |A]3 + @ < 17|Al3. By (1.7.4), we conclude that

w?(X;)

T(5,6) 2 (B
Z lAmm(E[wQ(Xl)
2 2

X;X[) - 459 ) [Af

XX/ ])Al

O

Proof of Theorem 1.3.1. With Lemma 1.7.1 and Lemma 1.7.2, the proof follows the same

spirit as Appendix B.1 of [88] without extra technical difficulty. ]

1.7.2 Proofs of Results in Section 1.3.2

We shall first prove Proposition 1.3.2.

Proof of Proposition 1.3.2. If Apax(A) < 1, for any € > 0, the matrix B = A/[Apax(A) + €]
has spectral radius strictly less than 1. By Theorem 5.6.12 of [44], B is convergent

in the sense that klim BY = 0. Thus, ||B*|| — 0 as k — oo and there exists some
—00

34



N = N(g, A) such that || B*|| <1 for all k > N, which implies ||A*|| < [Anax(A) + €]* for
all k > N. Therefore, given the constant 0 < py < 1 and with an arbitrarily small ¢ with
Amax(A) + € < 1, there must exist some finite k such that ||A*|| < po. The proof of the

converse is easier by the fact that [Apax(A)]* = Amax(A%) < || 4| for any k. O

To prove Theorem 1.3.3, we introduce some preparatory lemmas. Define Zj(b) =

n! Z:'L:l()?ij - bTXLl)Q for 1 < j <np.

Lemma 1.7.3. Let Assumption (B1) be satisfied. For v < p,(n/logp)*/?@=V and
A= (|| Allso + 1)[(log p) /] /2712070,
with probability at least 1 — 4p~ for some c¢; > 0, it holds that
‘Zj(aj.”oo <\ foralll <j<np. (1.7.5)

Proof of Lemma 1.7.3. We consider the first component of sz(aj.), denoted by szl(aj.).

Other components can be manipulated analogously. Let

G(Xi, Xz'—l) = 2()?11 - )?Ilaj.)X(z‘—m-

2

Then we can write
n

~ 1
Vle(aj.) = E Z G(XZ, Xi—l)'

i=1
Notice that |G| < 2(||A]|oe+1)v? and |G(u)—G(v)| < g |u—v]|, where |g]; < 4(||Al|ec+1)v.
By Corollary 1.6.1, for z = ¢y7+/(logp)/n, we have

(C’)Qlogp}'

1.7.
5, (1.7.6)

P(|VEn(as) ~ EIVEn(a)]| 2 (il + o) < doxn { -
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In view of E[VL,(a;.)] = 0, the triangle inequality and |)~(U| <Xl

E[VLj(a)]] = [E[VLj(a;)] ~E[VLj(ay)]|
= QEH(;{:@] - ajT.Xifﬁ)z(i—l)l - (Xz'j - af‘;‘r.Xifl)X(i—l)IH

AN

E[|X-11(Xy — Xip)|] + E[| X (K- — X—11)|]
+|aj.|TEHX(i—1)1()N(i—1 — Xi1)|]
—|—|aj]TEHXl,1()?(I_1)1 —X(l_1)1>H (177)

Since \)?U — Xi;| < 1X;;11{|X;;| > v}, by Holder’s inequality, we have

E[| X101 (Xy — Xij)|] 1XG-llg - 11X = Xijllasa-n)

IN

IN

1qll Xis — Xijlla/q-1)5

where

> —1 — —a(g— _
1X35 — XigllZ3) < BIXG 70 D1{|X5) > v} < plp oD/ D),

It then follows that E[‘X(i,l)l(Xij — )?,j)‘] < ugl/Q’q. Other terms in (1.7.7) can be dealt
with similarly. With the choice of v, we can get |E[sz1(aj.)} | < ev(||A]| + 1)z. Letting
A= Cr(||Al|o + 1)z for a sufficiently large C' and ¢ > 24/C1, it follows from (1.7.6) that

/\2
2)\> §4exp{—%cl’ogp}.
1

IP(’VZjl(aj.)
By the Bonferroni inequality, we have

>\ foralll1 <y gp) <d4dp= <

P()sz(%’-)

where ¢; = 271C ()2 -2 > 0. O

Define a cone C'(S) = {A € R? : |Age|; < 3|Ag|i} for a subset S C {1,2,...,p}.
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We shall verify a restricted eigenvalue (RE) condition on the set C(S) in the lemma below.

Lemma 1.7.4. Let Assumptions (B1), (B2) and (B3) be satisfied. Choose

v < pig(n/log p) /472,

Then for all A € C(5),
ATV (a;)A > g!Alé (1.7.8)

holds with probability at least 1 — 4p~ for some constant co > 0.

Proof of Lemma 1.7.4. Denote X = (Xo, X1, ..., Xn_1)". Then V2L,(a;.) = 2X "X /n =:
I'. We shall first show that with probability at least 1 — 4p~ for some positive constant

Cs, it holds that
[vT (D —ED)v| <t, Vo €R?, |v|g < 2s, |v]; <1, (1.7.9)

where t = ¢y1,775%(log p/n)Y/?~ 12~V For any u € RP such that |uls < 1 and |u|p < s

hence |u|; < /s, write

u' (T = EN)u = 2n 12(&5@)2 —E(u' X;)? = n"" Y G(X;) — E[G(X))]

Thus, for G(X;) = (u" X;)2, we have
G(z) = Gy)| <20u’(z+y) - u' (x—y)| <4dsvg'|z—yl,

where |g|; < 1. Apply Theorem 1.2.1 to function G(X;)/(4sv) and we have for any fixed
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u such that |uly < 1 and |u]y < s,
P(‘UT<P — EF)u| > t) < 4eXp{ — 382 logp}.

Following the same spirit of the e-net argument in lemma 15 of [89], we can obtain that

(1.7.9) holds with probability at least
1—4exp {2510g9 + 2slog p — c38° logp} >1—4p 2,

provided that p — oo and a sufficiently large ¢3 (or equivalently ¢;). By Lemma 12 in [89]

and (1.7.9), it further implies that with probability greater than 1 — 4p—“2,

2
v ([ —EN)v| < 27t<\v|§ + ﬂ) Vv € RP. (1.7.10)
S
Note that when A € C(9),
Al = |Asl + |Age|r < 4[Ag] < 4/5]Agly < 44/5] Al (1.7.11)

Furthermore, some algebra delivers that

ATE[T]A = 2E[(X[A)7] > 2(ATE[X,X[]A - ATE[X, X[ - X, X]]A)

V

> 26|A[ - 2] AREX, X - X X[]| (1.7.12)

For any 1 < 5,k < p, by the triangle and Holder’s inequality,

IEX ;X — EXii Xae| < [B(Xy — Xig) Xa)| + [E(Xix — Xaw) Xi5)].
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We have

E(Xy; — X)X < 11 Xaellg - 11X55 — Xijllaga—)

< el Xij — Xijllas -1

where

% -1 — —q(qg— —
X5 = Xigllgiq ) < EIXy " V{|Xy] > v} < g2V,

It then follows that [E(Xy; — X,;) Xu| < pdv*=%. We can also deal with IE(Xir — Xir) Xij)|

similarly. As a result, we have the bias

-~ 1 11
[E[Xy Ko — Xy Xal| < 20077 < Cpi2 (220) 777, (1.7.13)

By (1.7.11), (1.7.12) and (1.7.13), it follows that

1 1__1
ATE[T]A > 26|A)% — 1605;@(%)2 %2 | A2 > kAL (1.7.14)

Recall that t = ¢, y7s?(logp/n)Y/271/7 — 0 by Assumption (B3). Combining (1.7.10)

and (1.7.14), we can establish the following RE condition
VLy(as) > R|AR — 27H(1A1 + |AR/5) > sIAR — 45014 > S|AR

for all A € C(S) with probability no less than 1 — 4p~°. O

Proof of Theorem 1.3.3. Let ﬁj =a; —a; for j =1,...,p. As the solution of (1.3.5),
a;. satisfies

L](aj) + )\]ajh S Lj(aj.) + )\]aj.h,
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which together with convexity implies,

0 < Lj(@;) — Ly(a;) — (VL;(a;), A;) < Mlaj.| — |@;.h) + |VLj(a;)| Al (1.7.15)

Denote by A and B the events in Lemma 1.7.3 and Lemma 1.7.4 respectively. Then
P(ANB)=1—-P(A°UB°) > 1—8p ¢ for ¢ = min{cy, c2}. Conditioned on the event A,

(1.7.15) implies

o
IN

- - 1~
laj. sl — [aj. sl — |@;. 5|1 + §\Aj\1

IN

- ~ 1 ~ 3 ~ 1~
1Ajsl — |Ajselr + §|Aj|1 = §\AJ,S\1 - §|Aj,sc|1,

which further implies ﬁj € C(9) for all 1 < j < p. Conditioned on the event B, by (1.7.5)

and the second inequality in (1.7.15), we have

A2 < (A + \VLn(aj.)\oo)yﬁj\l < 6v/SA| A, (1.7.16)

DO 3

This immediately shows for all 1 < j <p

1 1

~ 12 S)\ logp 27 2¢g—2
Bl < 252 (Al + 1vE( <L) (7.1)

K

as well as

1 1
~ logp\? 22
Bl S sl + ) (<E2)

Hence, (1.3.6) follows in view of |4 — Ao = max; \ﬁjh. Moreover, if we consider the
estimation of Vec(A) = (a[,a],...,a})" € R” with the sparsity parameter S = > Sis

by Assumption (B3’) and similar arguments of verifying the RE condition in Lemma 1.7.4,
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(1.7.8) becomes

X%

s [yo (S5)] 2 5 a3

Thus, similarly as (1.7.17), (1.3.7) follows. O

Next we shall concern the robust Dantzig-type estimator.

Lemma 1.7.5. Let Assumption (B1) be satisfied. Choose the truncation parameter

v =< pig(n/log p)/ 42,

Let A < uy7(||AllL + 1)[(log p) /n] @2/ Ra=2) " Then with probability at least 1 — 8p= for

some constant ¢ > 0, it holds that

120 = Zollmax < Xo and  [|£1 = 4 [|max < Ao-

Proof of Lemma 1.7.5. Let Ay = Cu,ry[(logp)/n]4=2/24=2) for a sufficiently large con-

stant C. Applying Theorem 1.2.1 to the (m,[)-th entry of io, we have

2
> )\0) < 46Xp{ . 6212gp} _ 4p—02/(201).
1

1~ o
IP’(—‘ X, Xy —EX. X
- Zl ! !

By (1.7.13) in the proof of Lemma 1.7.4, we see that

- ~ 1 1__1
(X Xt — EXon Xa| < a2 (Z20)2 757 <
n
Therefore,
llem = =
P(- > Fon s~ ELXin Xl 2 M)
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< P(%‘ Zzl)?zm)zzz - E[sz)zzl]

> Coho) < 4p™©
for some C5 > 1. Taking a union bound yields
P([[S0 — Sollmax > Ao) < 4p7,

where ¢ = C3 — 1 > 0. By Corollary 1.6.1, similar arguments apply to f]l, which delivers
Hil — 31 ||max < Ao with probability at least 1—4p~—. In conclusion, it holds simultancously

that ||§]0 — X0 |lmax < Ao and ||§]1 — 21 |lmax < Ao with probability at least 1 —8p~¢. O

Proof of Theorem 1.3.4. We first show that A is feasible to the convex programming (1.3.8)
for A = (||Al]1 + 1)A\o with high probability. By the Yule-Walker equation and Lemma

1.7.5, we have

104 — &1 [lmax < 1504 = 21 llmax + 151 — S1 [ max

< 120 = Sollmaxl|AllL + 1151 = St [lmax < A,

with probability no less than 1 — 8p~¢. Therefore, conditioned on the event in Lemma
1.7.5, we conclude that |a.;|; < |a|; for all j =1,...,p and hence ||E||1 < ||A||y. Then

we have

IA = Allmax = 125" (S04 = 21 + Z1 — 1) [lmax
< Hzal(zﬂg_ i0121\"" iﬂg_ i1)Hmax + |\261(§1 - E1)Hrna~x
< 12610120 = Zollmaxl[ Al + 125 111Z0A = 1 [lmas

+||261”1||21 - 21||max-
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By Lemma 1.7.5 and the feasibility of A\, we have
1A = Allmax < 155 11 Qoll A1 [| + A+ o) = 2[I5 [ A

Now we shall bound ||121\— Al|; from above. Denote by S; the support of a.; for j =1,...,p.

Then for any 1 < j < p, we have

~

|a"j - a'j|1 - |a"j’5j - a'j75j|1 + ’a'j‘l - ‘aj,sj‘l

< |a"j)5j — Qs ‘1 + |a”j’1 B ‘a'jvsj{l

<2lays, — ags,|, < 4550 A (1.7.18)

Since (1.7.18) holds for all 1 < j < p, we conclude that

_1

1
n - " - logp\ 2 2=
I7- All < 457155 1) $ s a3 il + 0 (<E2)

]

Chapter 1, in part, is a reprint of the material in the paper ”A Bernstein-type
Inequality for High Dimensional Linear Processes with Applications to Robust Estimation
of Time Series Regressions”, Liu, Linbo and Zhang, Danna. This paper is currently under
minor revision at Statistica Sinica. The dissertation author was the primary investigator

and author of this paper.
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Chapter 2

Simultaneous Inference of
High-dimensional non-Gaussian Vec-
tor Autoregressive Models

2.1 Introduction

High-dimensional statistics become increasingly important due to the rapid devel-
opment of information technology in the past decade. In this chapter, we are primarily
interested in conducting simultaneous inference via de-biased M-estimator on the transition
matrices in a high-dimensional vector autoregressive model with non-Gaussian innovations.
An extensive body of work has been proposed on estimation and inference on the coefficient
vector in linear regression setting and we refer readers to [19] for an overview of recent
development in high-dimensional statistical techniques. M-estimator is one of the most
popular tools among them, which has been proved a success in signal estimation ([102]),
support recovery ([90]), variable selection ([159]) and robust estimation with heavy-tailed
noises using nonconvex loss functions ([86]). As a penalized M-estimator, Lasso ([130])
also plays an important role in estimating transition coefficients in high-dimensional VAR
models beyond linear regression; see for example [58], [100], [9] among others. Another
line of work is to achieve such estimation tasks by Dantzig selector ([23]). [52] proposed a

new approach to estimating the transition matrix via Dantzig-type estimator and solved a
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linear programming problem. They remarked that this estimation procedure enjoys many
advantages including computational efficiency and weaker assumptions on the transition
matrix. However, the aforementioned literature mainly discussed the scenario where
Gaussian or sub-Gaussian noises are in presence.

To deal with the heavy-tailed errors, regularized robust methods have been widely
studied. For instance, [81] proposed an ¢;-regularized quantile regression method in low
dimensional setting and devised an algorithm to efficiently solve the proposed optimization
problem. [145] studied penalized quantile regression from the perspective of variable
selection. However, quantile regression and least absolute deviation regression can be
significantly different from the mean function, especially when the distribution of noise
is asymmetric. To overcome this issue, [38] developed robust approximation Lasso (RA-
Lasso) estimator based on penalized Huber loss and proved the feasibility of RA-Lasso in
estimation of high-dimensional mean regression. Apart from linear regression setting, [155]
also used Huber loss to obtain a consistent estimate of mean vector and covariance matrix
for high-dimensional time series. Also, robust estimation of the transition coefficients was
studied in [85] via two types of approaches: Lasso-based and Dantzig-based estimator.

Besides estimation, recent research effort also turned to high-dimensional statistical
inference, such as performing multiple hypothesis testing and constructing simultaneous
confidence intervals, both for regression coefficients and mean vectors of random processes.
To tackle the high dimensionality, the idea of low dimensional projection was exploited
by numerous popular literature. For instance, [61], [133], [154] constructed de-sparsifying
Lasso by inverting the Karush-Kuhn-Tucker (KKT) condition and derived asymptotic
distribution for the projection of high-dimensional parameters onto fixed-dimensional
space. As an extension of the previous techniques, [87] proposed the asymptotic theory of
one-step estimator, allowing the presence of non-Gaussian noises. Employing Gaussian
approximation theory ([27]), [157] proposed a bootstrap-assisted procedure to conduct

simultaneous statistical inference, which allowed the number of testing to greatly surpass
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the number of observations as a significant improvement. Although a huge body of work has
been completed for the inference of regression coefficients, there have been limited research
on the generalization of these theoretical properties to time series, perhaps due to the
technical difficulty when generalizing Gaussian approximation results to dependent random
variables. [156] adopted the framework of functional dependence measures ([142]) to
account for temporal dependency and provided Gaussian approximation results for general
time series. They also showed, as an application, how to construct simultaneous confidence
intervals for mean vectors of high-dimensional random processes with asymptotically
correct coverage probabilities.

In this chapter, we consider simultaneous inference of transition coefficients in

possibly non-Gaussian vector autoregressive (VAR) models with lag d:

Xi=AXi g+ AX o+ -+ A X g+e, i=1,...,n,

where X; € RP is the time series, A; € RP*P, ¢ = 1,...,d are the transition matrices,
and ¢; € RP are the innovation vectors. We allow the dimension p to exceed the number
of observations n, or even logp = o(n®) for some b > 0, as is commonly assumed in
high-dimensional regime. Different from many other work, we do not impose Gaussianity
or sub-Gaussianity assumptions on the noise terms ¢;.

We are particularly interested in the following simultaneous testing problem:

HO:AZ-:A?, foralli=1,....d

versus the alternative hypothesis

Hy:A; # AY, forsomei=1,...,d.

It’s worth mentioning that the above problems still have p? null hypotheses to verify even
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if the lag d = 1. We propose to build a de-biased estimator £ from some consistent pilot
estimator B (for example, the one provided in [85]). There are a few challenges when
we prove the feasibility of de-biased estimator as well as its theoretical guarantees: (i)
VAR models display temporal dependency across observations, which makes the majority
of probabilistic tools such as classic Bernstein inequality and Gaussian approximation
inapplicable. (ii) Fat-tailed innovations ¢; imply fat-tailed x; in VAR model, while robust
methods regarding linear regression can assume ¢; to have heavy-tail but z; remains
sub-Gaussian ([38] and [157]). (iii) We hope our simultaneous inference procedure to work
in ultra-high dimensional regime, where p can grow exponentially fast in n. As a result,
these challenges inspire us to establish a new Bernstein-type inequality (section 2.3) and
Gaussian approximation results (section 2.4) under the framework of VAR model. Also,
we will adopt the definition of spectral decay index to capture the dependency among
time series data, as in [85].

This chapter is organized as follows. In section 2.2, we first present more details and
some preparatory definitions of VAR models and propose the test statistics for simultaneous
inference via de-biased estimator, which is constructed through a robust loss function and
a weight function on x;. The main result delivering critical values for such test statistics
by multiplier bootstrap is given in section 2.2.4. In section 2.3, we complete the estimation
of multiple statistics by establishing a Bernstein inequality. A thorough discussion of
Gaussian approximation and its derivation under VAR model are presented in section
2.4. Some numerical experiments are conducted in section 2.5 to assess the empirical
performance of the multiplier bootstrap procedure.

Finally, we introduce some notation. For a vector 8 = (8,...,8,) ", let |8]; =
S8l 1Bla = (32, 82)Y2 and |B|e = max; | 8] be its ¢y, £5, £+, norm respectively. For a
matrix A = (a;j)1<ij<p, let A, @ = 1,...,p, be its eigenvalues and Apax(A4), Amin(A4) be
its maximum and minimum eigenvalues respectively. Also let p(A) = max; |\;| be the

spectral radius. Denote || Ay = max; >, |a;|, [[Allc = max; Y |a;;], and spectral norm
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| Al = [|All2 = supj, |20 |Az[2/|z]2. Moreover, let ||Al|max = max; j [a;;| be the entry-wise
maximum norm. For a random variable X and ¢ > 0, define || X||, = (E[X9])"/9. For two
real numbers z,y, set z V y = max(x,y). For two sequences of positive numbers {a,}
and {b,}, we write a,, < b, if there exists some constant C' > 0, such that a, /b, < C as
n — oo, and also write a, < b, if a,, < b, and b, < a,. We use ¢y, c1,... and Cy, C, . ..
to denote some universal positive constants whose values may vary in different context.
Throughout the chapter, we consider the high-dimensional regime, allowing the dimension

p to grow with the sample size n, that is, we assume p = p,, — 00 as n — oo.

2.2 Main Results

2.2.1 Vector autoregressive model

Consider a VAR(d) model:

Xi = AlXi—l —|—A2Xi_2—|— +AdXi—d+5i7 1= 1,...,n, (22].)

where X; = (X, Xi,...,X;p) € RP is the random process of interests, A; € RP*P,
1 =1,...,d, are the transition matrices and ¢;, ¢ € Z, are i.i.d. innovation vectors with
zero mean and symmetric distribution, i.e. ¢; = —¢; in distribution, for all i« € Z. By a
rearrangement of variables, VAR(d) models can be formulated as VAR(1) models (see

[85]). Therefore, without loss of generality, we shall work with VAR(1) models:

Xi = AXi—l + Ei, 1= 1, <o, N (222)

This type of random process has a wide range of application, such as finance development
([118]), economy ([65]) and exchange rate dynamics ([144]).
To ensure model stationarity, we assume that the spectral radius p(A) < 1 through-

out the chapter, which is also the sufficient and necessary condition for a VAR(1) model
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to be stationary. However, a more restrictive condition that ||A] < 1 is always assumed
in most of the earlier work. See for example, [52], [89] and [101]. For a non-symmetric
matrix A, it could happen that ||A|| > 1 while p(A) < 1. To fill the gap between p(A) and
| All, [9] proposed stability measures for high-dimensional time series to capture temporal
and cross-section dependence via the spectral density function. In a more recent work,
[85] defined spectral decay index to connect p(A) with ||A|| from a different point of view.

In this chapter, we will adopt the framework of spectral decay index in [85].

Definition 2.2.1. For any matrix A € RP*P such that p(A) < 1, define the spectral decay
mnder as

r=min{t € Z' : ||A"| < p} (2.2.3)

for some constant 0 < p < 1.

Remark 2.2.2. Note that in (2.2.3), we use L, norm, while spectral norm is considered in
[85]. However, the spectral decay index shares many properties even if defined in different
matrix norms. Some of them are summarized as follows. For any matrix A with p(A4) < 1,
finite spectral decay index 7 exists. In general, 7 may not be of constant order when the
dimension p increases. Technically speaking, we need to explicitly write 7 = 7, to capture
the dependence on p. However, in the rest of the chapter, we simply write 7 for ease of

notation. For more analysis of spectral decay index, see section 2 of [85].

Next, we are interested in building some estimators of A for which we could establish
asymptotic distribution theory. This allows one to conduct statistical inference, such
as finding simultaneous confidence interval. There have been some work on the robust
estimation only. [85] provides both a Lasso-type estimator and a Dantzig-type estimator
to consistently estimate the transition coefficient A given {X;}, under very mild moment
condition on X; and ¢;. It turns out that both Lasso-type and Dantzig-type estimators are
not unbiased for estimating the transition matrix, thus insufficient for tasks like statistical

inference. Therefore, one needs to develop more refined method to establish results in
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terms of asymptotic distributional theory. In the following sections, we will construct a
de-biased estimator based on the existing one and derive the limiting distribution for the
de-biased estimator.

Unlike many other existing work ([52], [9], etc.), we do not require €; to be Gaussian
or sub-Gaussian. Instead, it could happen that the innovations e; only have some finite

moments, which makes the standard techniques for estimation and inference invalid.

2.2.2 De-biased estimator

In this section, we construct a de-biased estimator using the techniques introduced in

[13]. To fix the idea, let a; be the j-th row of A and 5* = Vec(A) = (af ,a;,...,a,)" € RY”.

Suppose we are given a consistent, possibly biased, estimator B of 5* ie. | B — B* = o(1)

(for example, Lasso-type or Dantzig-type estimators in [85]). Define a loss function
L:R” R as ,

La(8) =+ 32 S0 UK~ X fiw(Xom), (2.2.4)

i=1 k=1

where 8 = (3] ,... ,BJ)T with 6, € RP for 1 < k < p, the weight function

w(z) = min{l r }

RES
for some threshold 7" > 0 to be determined later, and the robust loss function ¢(x) satisfies:
(i) ¢(z) is a thrice differentiable convex and even function.

(ii) For some constant C' > 0, |¢], |¢"], [¢®)| < C.

We give two examples of such loss functions from [105] that satisfy the above conditions.

Ezxamples 2.2.3 (Smoothed huber loss I).

2?2 — |z3/6 if |z| <1,

lz|/2—1/6  if |z| > 1.
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Ezxamples 2.2.4 (Smoothed huber loss II).

/2224, i o] < V2,
f(z) =

(2v2/3)|z| — 1/2, if |z| > V2.

Direct calculation shows that everywhere twice differentiable and almost everywhere
thrice differentiable. Also, the derivative of first three orders are bounded in magnitude. We
mention that generalization to other loss functions that does not satisfy the differentiability
conditions (for example, huber loss) may be derived under more refined arguments, but
will be omitted in this chapter.

Denote by ¢(x) = ¢'(z) the derivative of {(z), then ¢ (x) is twice differentiable by
condition (i) and |i(z)| < C for all x € R by condition (ii). Let p = (p1,...,p,)" € RP
with yu, = E[¢/(e)] and g = (uy', ..., puy )T Let 1= (A1, . .., Jip) be the estimate of
powith 7, = 23 (), where & = X, — Xz‘T—1§k- Let ¥, = E[X;X; w(X;)] € RPP
be the weighted covariance matrix and Q, = X1 € RP*? be the weighted precision matrix.
Denote by 3, = n~! S X1 XD w(X; 1) the weighted sample covariance. Furthermore,
suppose that ?235 is a suitable approximation of the weighted precision matrix 2, (e.g.,
CLIME estimator introduced by [22]), as will be discussed in section 2.3. To ensure the
validity of such estimator, the sparsity of each row of €1, is always assumed due to high

dimensionality. Now we introduce a few more notations:

mS 0 0 ... 0
0 S, 0 ... 0

S = diag(p) ® ¥, = e € RV (2.2.5)
. : t. 0
0 0 0 0
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and analogously,

S = diag(ll) ® 8y, Q= diag(i!) @ Q. (2.2.6)

Following the one-step estimator in [13], we de-bias B by adding an additional term

involving the gradient of the loss function L:
B=PB+QVL,(B). (2.2.7)

To briefly explain the presence of f\l, consider Taylor expansion of VLn(B\) around V L, (5%).
Write

V(B = %) = V(B — B) + VR QVLL(B*) = VnQ(VLa(B) — VL,(8"))
VLu(8) + v/ |(B =) = QV2La(8")(B — 8) + R]

VL) + Vi [ (Lp = QV2Lu(8)(B - 8| +VR,  (228)
e J

{O)

[O)

/i
/i

-

A

where the remainder term y/nR = o(1) under certain conditions. Moreover, we also hope

A to be negligible. As will be shown in the following sections,
A < V(12 = QIS s + IV2La(8") = Sl IR0 )1B = 8, (2:29)

To this end, Q needs to be a good approximation of the precision matrix €2, which
inspires the construction of such Q. More rigorous arguments will be presented in the
subsequent sections.

Note that the estimator 3 is closely related to the de-sparsifying Lasso estimator

([133] and [154]), which is employed to conduct simultaneous inference for linear regression
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models in [157]. 3 will reduce to de-sparsifying Lasso estimator if the loss £(z) in (2.2.4)
is squared error loss and the weight w(z) = 1. Moreover, [87] uses this one-step estimator
to build the limiting distribution of high-dimensional vector restricted to a fixed number
of coordinates, and delivers a result that agrees with [13] for low-dimensional robust
M-estimators. Different from that, we will derive such conclusions simultaneously for all p?

coordinates of 8*. In the subsequent sections, we aim at obtaining a limiting distribution

for 5.
2.2.3 Estimation of the precision matrix

In this section, we mainly discuss the validity of having Q as an approximation
of Q. By the structure of €2, we need to first find a suitable estimator of the weighted
precision €2,.

The estimation of the sparse inverse covariance matrix based on a collection of
observations {X;} plays a crucial role in establishing the asymptotic distribution. In
high-dimensional regime, one cannot obtain a suitable estimator for the precision matrix
by simply inverting the sample covariance, as the sample covariance is not invertible when
the number of features exceeds the number of observations. Depending on the purposes,
various methodology have been proposed to solve problem of estimating the precision.
See for example, graphical Lasso ([151] and [40]) and nodewise regression ([95]). From
a different perspective, [22] proposed a CLIME approach to sparse precision estimation,
which shall be applied in this chapter. For completeness, we reproduce the CLIME
estimator in the following.

Suppose that the sparsity of each row of €2, is at most s, i.e., s = maxj<;<, |{J :

Q.5 # 0}]. We first obtain © by solving

-~

© = argming Z |@,-j| subject to: Hip@ — Iyl max < A,

ihj
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for some regularization parameter A, > 0. Note that the solution ©® may not symmetric.

To account for symmetry, the CLIME estimator Q, is defined as
Q = (W), where Wy =Wj; = 05I{|04] < |0} + 0;:I{|O0y] > |©;]}.  (2.2.10)

For more analysis of CLIME estimator, see [22]. Next, we present the convergence theorem

for CLIME estimator.

ceey

A = || Qe |1yT2 T2 (log p)3/2n =12, then with probability at least 1 — 4p=° for some constant
Co > O,

12 = Qullmax SN idn and Q0 — Qi S 11 ]15M0-

~

Remark 2.2.5. Theorem 2.2.1 is a direct application of Theorem 6 of [22]. Note that if we as-
sume the eigenvalue condition on 3, that 0 < ¢ < A\pin(Z2) < Amax(Zz) < C) then ||, ]| <
1/Amin(X2) = O(1). Therefore, by the sparsity condition on €2,, we immediately have that
19.|l. = O(y/s). Suppose the scaling condition holds that sy727?(log p)*/?n=/? = o(1),
then the CLIME estimator €), defined in (2.2.10) is consistent in estimating the weighted

precision matrix of the VAR(1) model (2.2.2).

The following theorem shows that || — QH enjoys the same convergence rate as in

the previous theorem.
Theorem 2.2.2. Let ﬁm be the CLIME estimator defined above. Assume that p > c¢; > 0

for all 1 < k < p, then with probability at least 1 — 6p~¢,

1€ — QHmax S %A and Q2 — Q”l S 12 ][18An-

~

The above theorem is built upon two facts: €2, approximates 2, and 1 approximates

p. The result regarding the latter approximation will be given in Lemma 2.3.5.
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2.2.4 Simultaneous inference

In this section, consider the following hypothesis testing problem:

HO:Aij:A?j, foralli,j=1,...,p
versus the alternative hypothesis H; : A;; # Agj for some 7,5 = 1,...,p. Equivalently,
we can also test for §7 = 5?, for all j = 1,...,p. Instead of projecting the explanatory
variables onto a subspace of fixed dimension ([61], [154], [133] and [87]), we allow the
number of testings to grow as fast as an exponential order of the sample size n. [157]
presented a more related work, where it’s also allowed that the testing size to grow as
a function of p. However, they conducted such simultaneous inference procedure under
linear regression setting with independent random variables.

Employing the de-biased estimator 8 defined in (2.2.7), we propose to use the test

statistics

Vil = 8%, (2.2.11)

where /3 is defined in (2.2.7). In the next several theorems, we elaborate a multiplier
bootstrap method to obtain the critical value of the test statistics, which requires a few
scaling and moment assumptions. Recall definition 2.2.1 for 7 and theorem 2.2.1 for the
definition of . Also recall that s = max;<;<, [{j : Qz4; # 0}

Assumptions
(A1) aT?|3 — B2 = o(1).

(A2) [[Qq|3s7*74 T (log p)*/v/n = o(1).
(A3) syr2T?(logp)*?|B — B*1 = o(1).

(A4) sT%(log(pn))"/n S n™°.

95



(A5) (logp)3/?(logn)Y/?T+\/s7y/n*/* = o(1).

Additionally, throughout the chapter we assume that for some constant C' > 0, E[X2] < C'
and E[e%] < C for all 1 < k < p. We also suppose that ||2,|[max = O(1) and 0 < ¢ <
Amin (X2) < Anax(X2) < C. Thus, |2 < 1/Amin(E2) = O(1) and ||Q,]|1 = O(y/s), where

the row sparsity s = maxy<;<, [{j : Qa5 7 0}

Theorem 2.2.3. Suppose assumptions (A1) — (A3) hold. Define
G =77 T*(logp)*?5 = 7y + VaT®|B = 5[} + 59°7' T (log p)° / /.
Further assume that (;+/1V log(p/¢i) = o(1). Then we have
P(IVA( - 87) ~ VIOVL(5) > G ) < o

where (14/1V1og(p/¢) = o(1) and ¢ = o(1).

Theorem 2.2.3 rigorously verifies that v/nR = o(1) and A = o(1) in (2.2.8) by the
proposed construction of Q and suggests us to perform further analysis on \/nQV L, (5*).
To derive the limiting distribution, we shall use Gaussian approximation technique, since
the classic central limit theorem fails in high-dimensional setting.

Gaussian approximation was initially invented for high-dimensional independent
random variables in [27] and further generalized to high-dimensional time series in [156].
[157] and [87] applied the GA technique in [27] to the derivation of asymptotic distribution
in linear regression setting. However, data generated from VAR model suffers temporal
dependence, which makes the aforementioned techniques unavailable. Although [156]
established such GA results for general time series using dependence adjusted norm, direct
application of their theorems does not yield desirable conclusion in ultra-high dimensional
setting. This leads us to derive a new GA theorem with better convergence rate, which is

achievable thanks to the structure of VAR model.
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The next theorem establishes a Gaussian approximation(GA) result for the term

VnQV Ly (57).

For a more detailed description of Gaussian approximation procedure, see Section 2.4.
Theorem 2.2.4. Denote D = (Djx)1<jr<p € RP*XP* with

D = LB MBI ] ¢ gy
J

Under Assumption (A4) and (A5), we have the following Gaussian Approzimation result

that
sup IP(\\/EQVLn(ﬁ*HOO < t) - ]P’(} Zzl/\/ﬁ‘w < t) ‘ =o(1),
teR —
where z; = (1, . - ., zipg)T 18 a sequence of mean zero independent Gaussian vectors with

each Ez;z] = D.

Remark 2.2.6. The above GA results allows the ultra-high dimensional regime, wehere p

grows as fast as O(e™) for some 0 < b < 1.

Since the covariance matrix D of the Gaussian analogue z; is not accessible from
the observation {X;}, we need to give a suitable estimation of D before further performing

multiplier bootstrap. The next theorem delivers a consistent estimator for our purpose.

Theorem 2.2.5.

0, (L0, vE)eEn) (2 I, XX w? (X)) 0]
ik = [ € RP*P, (2.2.12)
Foj bk

o

where QU is the CLIME estimator of . Under assumptions (A1)-(A5) and additionally

assume that ||Q]1 = O(V/s) and that for all 1 < k < p, u. > C > 0 for some constant C,
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we have with probability at least 1 — 12p~¢, we have

< S,YTZTQ(Ing)B/Zn—I/Q + |§— B*|1~

~Y

1D = Dl|max

Indeed, under the scaling assumptions, ||lA) — D||max = o(1). With these preparatory
results, we are ready to present the main theorem of this chapter, which describes a

procedure to find the critical value of y/n| A — f*|so using bootstrap.

Theorem 2.2.6. Denote
W= |ﬁ1/277|007

wheren ~ N(0, L2) is independent of (X;)7—, and D is defined in (2.2.12). Let the bootstrap
critical value be given by c(a) = inf{t € R : P(W < ¢|X) > 1— a}. Let assumptions (A1)
— (A5) and the assumptions in theorem 2.2.3 hold. Denote v = c(sy7>T?(log p)3/?/\/n +
1B — B*|1) for some constant c. Assume that w(v) = CvY/3(1V log(p/v))?/3 = o(1), then

we have

P(Vitlf = Bl > c(e)) —a

sup
a€e(0,1)

= o(1).

This result suggests a way to not only find the asymptotic distribution, but also
to provide an accurate critical value ¢(«) using multiplier bootstrap. Under the null
hypothesis Hy, we have \/n|f — £°|s = /1|3 — 3*|. This verifies the validity of having

(2.2.11) as a test statistics for simultaneous inference.

2.3 Estimation Consistency

Many estimation tasks are needed as preparatory results for proving Theorem 2.2.6.
For instance, Theorem 2.2.6 requires an estimation of the theoretical covariance matrix
D of the Gaussian analogue 7, as stated in Theorem 2.2.5. Besides, the convergence of
CLIME estimator (section 2.3) depends on the convergence of corresponding covariance

matrix. Therefore, these problems requires us to develop a new estimation theory that
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delivers the convergence even in ultra-high dimensional regime.

The success of high-dimensional estimation relies heavily on the application of
probability concentration inequality, among which Bernstein-type inequality is especially
important. The celebrated Bernstein’s inequality ([10]) provides an exponential concentra-
tion inequality for sums of independent random variables which are uniformly bounded.
Later works relaxed the uniform boundedness condition and extended the validity of
Bernstein inequality to independent random variables that have finite exponential moment;
see for example, [94] and [134].

Despite the extensive body of work on concentration inequalities for independent
random variables, literature remains quiet when it comes to establishing exponential-
type tail concentration results for random process. Some related existing work includes
Bernstein inequality for sums of strong mixing processes ([97]), Bernstein inequality under
functional dependence measures ([155]), etc. In a more recent work, [85] established a
sharp Bernstein inequality for VAR model using the definition of spectral decay index,
which improved the current rate by a factor of (logn)?. In this chapter, we will derive
another Bernstein inequality for VAR model under slightly different condition from [85].

Before presenting the main results, recall the definition of 7 in definition 2.2.1.

Lemma 2.3.1. Let {X;}?, be generated by a VAR(1) model. Suppose G : RP — R
satisfies that

IG(X) = GY)| < X = Y]e, (2.3.1)

and that |G(x)| < B for all x € R. Assume that E[|e;;|*] < o? forallj =1,...,p. Then

there exists some constants C, Cy, Cs, Cy > 0 only depending on p and o, such that

2

]P’(‘% ZG(XH) - E[G(Xi—l)]‘ 2 x) < QGXP{ - = }

Csn=1~2713 + CyTBx

o na?
exp{ — .
P (1+ C1B=2)y214B2(logp)?(n~trlogp + 1) + Cum?B(log p)x
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Specifically, under assumption (A2), we see that T(logp)/n — 0. So for sufficiently large

B > 0, we have

P(‘% il G(Xir) ~ EG(X )| > x)

2
< dexp { o } (2.3.2)

B (logp)? + Cy72Blog p)
for some positive constants C1, CY depending only on p and o.

Remark 2.3.1. Note that the Lipschitz condition (2.3.1) is slightly different from that in

[85], where instead, they assumed that

G(z) — Gy)| < g'lz —yl, (2.3.3)

for some vector g € RP. Since condition (2.3.1) is weaker than (2.3.3), the additional (logp)
appears in the denominator of right-hand side in (2.3.2). For more detailed comparison
of different versions of Bernstein inequalities, we refer readers to [85] and the references

therein.

With a minor modification of the proof of Lemma 2.3.1, we have the following
version of Bernstein inequality which includes a bounded function of the latest innovation

€; as a multiple.

Corollary 2.3.2. Let {X;}, be generated by a VAR(1) model. Suppose |h(z)| <1 and
G : R? — R satisfies that
G(X) = GY)| < |X =Y,

and that |G(x)| < B for all x € R. Assume that E[|e;;|*] < o? forallj =1,...,p. Then
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there exists some constants C, Cs, Cs, Cy > 0 only depending on p and o, such that

nx

IP’(’— Zh(&‘)G(Xi_l) - E[h(si)G(Xi_l)]’ > a:) < Zexp{ - i }

Csn=14273 + Cym Bz

+2e na’
X — .
P17 U+ B 22 B2 (log p)(n- 17 logp + 1) + Cor?Bllog p)a

Specifically, under assumption (A2), we see that T(logp)/n — 0. So for sufficiently large

B > 0, we have

IP’(‘% i ME)G(Xim) ~ Eln(=) (X)) > x)

na?
<4 —
=T { Cir?r B (log p)? + C;TZBaogp)a:}’
for some positive constants C1, CY depending only on p and o.

Remark 2.3.2. Since the additional term h(e;) is independent of G(X;_1), the proof of

Lemma 2.3.1 directly applies without any extra technical difficulty.

Equipped with our new Bernstein inequalities, several estimation results follow
immediately. The next theorem regarding the estimation of ¥, is essential when we prove

the convergence rate of CLIME estimator in section 2.3.

Theorem 2.3.3 (Estimation of ¥,). Let S, =n! S XX w(Xo) and X, =
E[X; X, w(X;)]. Then with probability at least 1 — 4p=< for some constant co > 0, it holds
that

Hiw - ELICHmaLx 5 772T2n_1/2(10gp)3/2.

We see that the convergence rate of CLIME estimator in Theorem 2.2.1 essentially
inherits from the convergence rate in Theorem 2.3.3, with an additional term [|€2,||;. The
following theorem plays an important role in verifying that the A defined in (2.2.9) is

indeed negligible.
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Theorem 2.3.4 (Estimation of X by V2L, (8*)). Assume that E[e3] < o forall1 < k <p.

Then for some constant ¢y > 0, with probability at least 1 — 4p~°', it holds that
IV2La(B7) = Sllmax S 7°T%0" 2 (log p)*/2.

While the last two theorems make use of Lemma 2.3.1 in this chapter, the next
estimation for u directly applies the concentration inequality in [85] thanks to the stronger

assumption that 1 satisfies.

Lemma 2.3.5. Suppose that 3} lies in a bounded {1 normed ball for all1 < k <p and

that E[Xf]] < C for some constant C' > 0 and for all 1 < j < p. Then we have

N [logp . e
P(Iu—u|oo2w2 Tﬂﬁ—ﬁh)é% ,

for some positive constant c.

2.4 Gaussian Approximation

Conducting simultaneous inference for high-dimensional data is always considered
to be a hard task, since central limit theorem fails when the dimension of random vectors
can grow as a function of the number of observation n, or even exceeds n. As an alternative
to central limit theorem, [27] proposed Gaussian approximation theorem, which states
that under certain conditions, the distribution of the maximum of a sum of independent
high-dimensional random vectors can be approximated by that of the maximum of a sum
of the Gaussian random vectors with the same covariance matrices as the original vectors.
Their Gaussian approximation results allow the ultra-high dimensional cases, where the
dimension p grows exponentially in n. In the meantime, they also proved that Gaussian
multiplier bootstrap method yields a high quality approximation of the distribution of the

original maximum and showcased a wide range of application, such as high-dimensional
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estimation, multiple hypothesis testing, and adaptive specification testing. It is worth
noticing that the results from [27] are only applicable when the sequence of random vectors
is independent.

[156] generalized Gaussian approximation results to general high-dimensional sta-
tionary time series, using the framework of functional dependence measure ([142]). We
specifically mention that a direct application of Gaussian approximation from [156] cannot
deliver a desired conclusion in ultra-high dimensional regime, due to coarser capture of
dependence measure for VAR model. In what follows, we will use refined argument to
establish a new Gaussian approximation result for VAR model.

By Theorem 2.2.3, \/n| — 8*|s can be approximated by /n|QV L, (5*)|. Hence,
we shall build a GA result for \/nQV L, (5*). Observe that v/nQVL,(5*) € R” can be

written as

T
< Z 1/)04 511 i— lw( Z % Ezp i 1w<Xi—1>,> s

so it’s sufficient to establish GA result for one sub-vector
Z 77Z}Oc 6’Lk‘ i— 1w(Xi—1)a k: 17"‘ap'

Fix 1 < k < p and denote O = Qu;'. Let X;,, = > /", Ale;y be the m-
approximation of X; with m to be determined later. Let Y; = 1, (ci)0rX; 1w(X;_1)
be the quantity that we will establish Gaussian approximation for and denote Ty =
>, Y, Analogously, let Y;,, = ¥a(cit)OrX;—1,mw(X;_1,,) be the m-approximation of
Y; and write Ty, = >, Vi . For simplicity, assume n = (m + M)w, where M — oo,
m — oo , w — oo and m/M — 0. Divide the interval [1,n] into alternating large

blocks L, = [(b — 1)(M + m) + 1,bM + (b — 1)m| with M points and small blocks

63



Sp = [bM + (b — 1)m + 1,b(M + m)] with m points, for 1 < b < w. Denote

&= Yim/VM, Tys=>> Yim, Typ=3_> Yiu,

€Ly b=1 ieS, b=1 €Ly

Z ~ N(0, 7 B[ () LE[Xi X, w?(X:)]Q))

Note that the Y;,, from different large blocks L, are independent, i.e. > Yim is

€Ly

independent in b = 1...,w. The main result of this section is presented as follow.

Theorem 2.4.1. Suppose E[e%] < o? for all 1 < k < p and the odd function (-)
satisfies that |Y(-)] < C and [¢'(-)] < C. Suppose the scaling condition holds that

sT?(log(pn))"/n < cin=2. Then for any n > 0, the Gaussian Approzimation holds that

H = sup [P(|Ty /vl <t) = P(|Z] < t)

teR

< fi(n/2,m) + fa(n/2,m) +ny/logp + ny/log(1/n) + en™, (2.4.1)

for some ¢, > 0.

This theorem gives an upper bound on the supremum of the difference between the
distribution of the maximum of sum of Y; and that of the maximum of a Gaussian vector
Z with the same covariance. Now, we present the outline of the proof of the previous
theorem, while we leave the complete proof in the appendix.

First, we show that the sum of Y; ,,, in the small blocks are negligible, so Ty, = Ty p.
Next, we prove that the sum of Y; can be approximated by its m-approximation, that is,
Ty = Ty,m = Ty,. Since Ty, is a sum of independent random vector {) . L, Yim$il,, the

GA theorem from [27] can be applied.
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2.5 Numerical Experiments

In this section, we evaluate the performance of the proposed bootstrap-assist
procedure in simultaneous inference. We consider the model (2.2.2), where ¢;;’s are
i.i.d. Student’s t-distributions with df = 5 or 10. Let s = |logp|. We pick n = 30 and
p = 10 in the numerical setup. For the true transition matrix A = (a;;), we consider the

following designs.
(1) Banded: A = (AP"=711{|i — j| < s}) and A = 0.5.

(2) Block diagonal: A = diag{A;}, where each A; € R**® has )\; on the diagonal and \?

on the superdiagonal with \; ~ Unif(—0.8,0.8).

The design in (1) is further scaled by 2p(A) to ensure that p(A) < 1. Hence sparse
symmetric matrices are generated in (1) and sparse asymmetric matrices are constructed
in (2). We draw the qqg-plots of the data quantile of \/n|f — 3*|. versus the data quantile
of W defined in Theorem 2.2.6 from m = 100 duplicates. The qg-plots are shown in figure

2.1 and figure 2.2 for banded and block diagonal designs respectively.

2.6 Proofs of Results in Section 2.2

Before proceeding with the proofs, we state a helpful lemma that is repeatedly used
throughout the chapter and present its proof. This simple lemma is an application of the

triangle inequality to the product of two matrices.

Lemma 2.6.1. Let A, B and A, B be p x p symmetric matrices and |A — A, = o(1).

Suppose || All; = O(1) and | B|y = O(1). Then ||AB—AB||max < | A= Allmax+ || B— Bl|max.

Proof of Lemma 2.6.1. Since ||All; = O(1) and ||A — Al|; = o(1), || A, < ||A — Al +
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Figure 2.1. The qqg-plot of banded design.
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Figure 2.2. The qqg-plot of block diagonal design.
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|All; = O(1). Hence, by triangular inequality,

IAB = AB|lmax < [[(A = A)Bllmax + [ A(B = B)|[max
< |Bl[i|A = Allmax + A1 B = Bllmax

5 HA - A“rnax + HB - B”max

Proof of Theorem 2.2.1. By Theorem 2.3.3, with probability at least 1 — 4p=,

~

HECL‘ - E:L‘Hmax S )\n-

By Theorem 6 of [22], we have the desired result.

Proof of Theorem 2.2.2. Recall that

u', 00 0
0 ;' 0 0
0 =0, ® diag(y ") = i
0
0 0 0 0 pu'Q,
and
7', 00 0
PR 0 75;'Q, 0 0
0 =0, ® diag(@ ) = "
0 0 0 0 ',
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For 1 < k < p, consider

~1 _

190725, = Qaptye llmax < 19 = Qallmax B | + 1920 lmax B — 1|

|/~Lk' - ﬁk|
5 HQ:v”l)‘n + HQx“maX—A
Mok Lok

S 19210,

with probability no less than 1 — 6p~¢ by theorem 2.2.1 and lemma 2.3.4. Taking a union
bound for all &k yields

192 — ﬁHmax = max Hﬂllex - ﬁ;lﬁmHmax S 121 A,

1<k<p

with probability at least 1 — 6p~(¢~1). Replacing max-norm by L;-norm delivers
12 = Q1 S 120 15An:

]

The next lemma provides a high probability bound on |V L, (8*)|, which will be

used in the proof of Theorem 2.2.3.

Lemma 2.6.2. Suppose that E[e?j] < C foralll < j <p. Then it holds that

P(|V L, (8| 2 7T (log p)*?/v/n) < 4p~,

for some constant ¢ > 0.

Proof of Lemma 2.6.2. We shall apply Corollary 2.3.2. Consider the first coordinate
VLnl(ﬂ*) of an(ﬁ*) In Corollary 232, let h({fl) = @D(Eil) and G(XZ> = XlllU(XZ)
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Observe E[V L, (8*)] = 0. By Corollary 2.3.2,

PV L (8] = 2) = P(IVLn (8%) = E[V L (67)]]ec 2 )

- ]P’(‘% i h(e)G(Xiy) — E[h(si)G(Xi_l)]‘ > x)

na?
<4 — .
= SO { Ciy27m4T?(log p)? + C’QTZT(logp)x}
Choose z = 72T (log p)*/? /y/n and we get
P(IVLu(8°) > 7T (logp)*?/v/n) < 4p™,

for some constant ¢ > 0. Take sufficiently large ¢’ such that ¢ > 1, so by a union bound

we obtain

P(|VLn(8")|oo > 72T (logp)®?/v/n) < 4p~,

where ¢’ =¢c—1 > 0.

Proof of Theorem 2.2.3. By Taylor expansion, we write

V(B — B = V(B — ) + Vi QVL,(8*) — v/n UV L, (B) — VLn(5))

= VAQVLL(5) + Vi [(B— 6~ QV2L(5) (B~ 5) + R]
= VROVL(3) + Vi | (e - QVL(#)(E - 5)] + VR,
—14/_/ N - -,
A

where 2z, = X; — X! 1ﬁ for some ﬁ lying between 5* and 5 The remainder is denoted by

1
R=—.
" T

> (@G (X B - 80) XD w(Xin), 0 () (X (B, = 8) X w(Xi) )

=1
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Now we analyze the above terms A, A and R respectively. First we see that
ViR = Op(v/nT3|B — B*2) = o(1) by assumption (Al). To analyze A, denote

H = V?L,(8*). Then we write

~

A= \/ﬁ(fpz - QH)(B _g) = \/E<QZ . QH) (B - 8.
Thus, by theorem 2.3.4 and theorem 2.2.2, with probability tending to 1,

[Aloe < VAIQL = QH [maxlB = 811
< V(12 = YISl + 1H = Slhmasl| 1) 1B = 8711

S ValQullidnlB = B = sy T (log p)*/?|B — 81 = o(1)

by assumption (A3). Finally, by Lemma 2.6.2 and Theorem 2.2.2, with probability tending

to 1, it holds that

A = VIOV Lo (5) |0 < 12 = QU VAV La(87) e < 127577 T (log p)° /v

= s*7* 74T (log p)* /v/n.
Therefore,
V(B = 5%) = VIV L (6%) oo < [VA(B = 8) = Alss + |A = VROV L (80 < €1,
where

G = 3772T2(10gp)3/2|§ — B + \/ET3|B— B2 + sy (log p)? /v/n.
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Proof of Theorem 2.2.4. The proof of Theorem 2.4.1 can be easily generalized to p* di-

mensional space, thus it still holds for [\/nQ2V L, (5*)|s. By Theorem 2.4.1, we have for

any n > 0,
sup P(|v/nQV L, (8| < t) = P(|Z] < t)
< fim/2,m) + fo(n/2,m) +ny/log p + ny/log(1/n) + en ™, (2.6.3)
where

C18 2 m/T nx2
fi(z,m) = cspi T

x?  folw) = 2pexp { 25T My/nx + 4mwsT?0? } (264)

Now choose 1 < (log p)T+/577/n'* = o(1),w < n'/2, M < n'/2,m = crlogp in (2.6.3) for

some constant ¢ > 0. For sufficiently large ¢, basic algebra shows that

2m) < L n 1 2.6.5
f1<77/ 7m) ~ pc_37]2 - pc_3T27_<logp)2 _0( )7 ( < )
since the order of p°~ dominates the order of n'/2. Moreover,
2]
fa(n/2,m) < 2pexp{ — Logp} < 2pexp{—cylogp} = o(1), (2.6.6)
Co7y + c3

by a proper choice of constant ¢y, ¢o, c3. Also, by assumption (A5), nv/logp = o(1) and

T+\/stvlogp
log(1/n) § B fogn = of1)

Thus the proof is completed. n
Proof of Theorem 2.2.5. First, we collect several useful results.

(i) With probability at least 1 — 4p=<t, |y — Q|1 < || ]|2s772T2(log p)/*n~1/2 and
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192, — ﬁx”max < ||Qg[;||%77’2T2(log]z))g'/zrfl/2 by Theorem 2.2.1. Therefore, ||, —
ﬁz”l =o(1) and ||2, — Qmeax = 0o(1) by assumption (A2).

(ii) With probability at least 1 —2p™2, |pt — filoo S 772/ B2 + 13— B*]1 = o(1) Lemma

2.3.5 and the order comes from assumptions (Al) and (A2).

(iii) Similar to the proof of Lemma 2.3.5, we have with probability at least 1 — 2p~,

!%ZW@M%)—E[zﬂ(einwakn\w57 wlogpw Bl = o(1).

(iv) Similar to the proof of Lemma 2.3.3, we have with probability at least 1 — 4p~*,

ST (log p)*?n~'% = o(1).

max

H—ZXXT 2(X,) — E[X. X w 2(X)]‘

Repeatedly using Lemma 2.6.1, we get

HD Dllmax S max

) ‘_ngw Y (Eir) [Mg“)wgik)]‘

1<jk=p | ;[ M;uk 00
+ 20192 = Qe + H_ Z XX w?(X) - E[XX w’(X,)]
n max
i=1
log

STt + 168 = B[y + 77T (log p)*/*n "2

< 772T2(10gp)3/2n*1/2 +18 -8
with probability at least 1 — 12p~¢, where ¢ = min;<;<4 ¢;. O

Proof of Theorem 2.2.6. By theorem 2.2.3, we see that
PVl - 5~ VARV L) > G ) < G

where (14/1 V log(p/¢1) = o(1) and (3 = o(1). Define w(v) = Cv*/3(1 V log(p/v))*/? with
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Cy > 0 and
I'=||D — D||max-

Let c,(o) = inf{t € R : P(| >, zi/vn|eo < t) > 1 — a}, where the sequence {z;} is

defined in theorem 2.2.4. From the proof of Lemma 3.2 in [27], we have

P(c(a) <c(at ﬁ(v))) >1 - P > v) (2.6.7)

P(cz(a) < cla+ w(v))> >1— P > v) (2.6.8)
Therefore, by theorem 2.2.4, (2.6.7) and (2.6.8), we have for every v > 0,

sup
ae(0,1)

]P’(ﬁﬂVLn(ﬂ*) > c(a)) —a

< sup +o(1)

a€e(0,1)

IP’<| i YN c(a)) —a

S7(v) +P(I > v) 4+ o(1)
Furthermore, following the same spirit as the proof of Theorem 3.2 in [27], we see that

sup

sup [P(Vild = 87 > (@) —a
S w(w) +P(C > v) + Gy/1Viog(p/Gi) + ¢+ of1).

Now that (14/1V log(p/¢i) = o(1) and (» = o(1) from Theorem 2.2.3, we only need to
choose v > 0, such that 7(v) = o(1) and P(I' > v) = o(1). Let v < sy72T?(log p)*/?n=1/2 +
]B— f*|1. Then we see that the conditions that P(I" > v) = o(1) and 7(v) = o(1) are

satisfied by Theorem 2.2.5 and the scaling hypothesis. O]
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2.7 Proofs of Results in Section 2.3

Proof of Lemma 2.3.1. Define the filtration {F;} with F; = o(e;,&;-1,...), and let P;(-) =
E(-|F;) — E(-|Fj—1) be a projection. Conventionally it follows that P;(G(X;)) = 0 for
7 > 1+ 1. We can write

o GX) ~EG(X) = 3 (Zwm») =3 1,

j=—00 =1 j=—00
where L; = > | P;(G(X;)). By the Markov inequality, for A > 0, we have

DI

j=—00 j=—s+1

< e_’\xE{eXp{/\ i LjH +e—*xE[eXp{A 2”: LjH, (2.7.1)

j=—o00 j=—s+1

IP’(Z”: G(X;) — EG(X,) > Zm) < IP(

for some s > 0 to be determined later. We shall bound the right-hand side of (2.7.1) with
a suitable choice of A > 0. Observing that {L;};<, is a sequence of martingale differences

with respect to {F;}, we then seek an upper bound on E[e*|F;_;]. It follows that

n

Ll < Y min {|E[G(X)|F)] - E[G(X)|F]| . 2B)

i=1Vj

< > min {[|A7|E [lg; — £}l| 7] . 2B}
i=1Vj

< > min {pp'yp"n;, 2B}, (2.7.2)
i=1Vj

where ¢/ is an i.i.d. copy of ¢; and n; = E[|e;; — 5;1||}ﬂ

Denote s = |7logp/log(1/p)| + 1. Note that s > 0 is a positive integer. For
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—s < j <0, we have

L;| <) min {pp~'yp" ;2B
J J

=0

s—1
<Zm1n{pp Ly pli=i/7 m,?B}—f—me{pp Ly pli=d/7 7]],2B}
=0

i=s

< 2sB + Z min {p_lypi/Tnj, 2B}

i=0
For 0 < j < n, we also have

|L;| < Z min {pp_lvp(i_j)/Tnj, 2B} < —2sB + Z min {p_lfypi/Tnj, 2B}

i=j i=0

Basic algebra shows that

B 1] L (268 3 min (700,28} )|

1=0

gE[z (253" (me{p 90,28} ) )}

SQk[QSB (ZHmln{p vp' n],QB}H )] (2.7.3)

~—

where (1) comes from the independence of n; and F;_;. To analyze (2.7.3), we further
compute
oBY|| = |2B1( Lo, > 2B) + Lo Lpilmn; < 2B
min {p~'yp" "y, 2B} || p 12 2B )+ gl ot < .
' 1/k Lk
<2B (P<%pmm > 23)) + E[(Zd”m) (23)'“’2}

2 1/k _.
< (40212) 2Tk (2 B/ (2.7.4)
p
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Plugging (2.7.4) into (2.7.3) yields, for some constant Cy, Cy > 0, that

v? 1 k
E[|L;|*|Fj-1] < 2* [(283)’“ + 402p (2B)"~ 2(—1 — p2/7k> ]
(1)

k k 27 K2 (T —2/r F
<2 [(233) +40°55(2B) (2) P <log(1/p)) ]
(2)
< 2k {(sz)k + 017232(]53’“7%!}
< 7A(Bs7) k!4 + C1B2(2C5)")

< A2A(BsT) k(1 + CB2)(4 4 20,)*, (2.7.5)

where (1) uses the inequality that 1 — 2 > —zlogx for € (0,1) and (2) uses Stirling

formula and the fact that ,0*2/7 < p~2 Let C~’1 =1+ C,B7? and C’Q =4 + 2C5. Then we

obtain
, C172C2(BsT)?\?
E|eMi|F;_1| <1 Ciy?(CoBsTA)F| =1+ 2
[ | JI]_ 22[17 2 ST)] 1 — CyBsT)
42 G2 242
<e {C’ C3(Bst)?A } (2.7.6)
1-— CQBST/\
Furthermore,
C1y2C3(BsT)?(s + n)\2
< = . .
[exp {)\Z L, H exp { e (2.7.7)

Take A\ = 2(CyBsta 4+ 2C17*C3(Bst)?(s +n)) " and by (2.7.1) we have

IP( z”: Lij)

j=—s+1

2
< expy — z .
(1+ C1B=2)y*B*7*(log p)*(7log p + n) + Cym>B(log p)x
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Similarly, for j < —s, since p < p~°/7,

;] <> min {p~'yptI 7, 2B}
=0

By the same argument, we immediate have

s 2
P L, > < — 2.7.
( Z = I) = &P { C3vy273 + C’4TB:U} ’ (2.78)

j=—0c0

where C3 = 32¢20%(27)~Y/2[p? log(1/p)] =% and Cy = 8ellog(1/p)]~*. By (2.7.8), (2.7.8) and

symmetrization argument, we complete the proof. O]

Proof of Corollary 2.53.2. 1t follows from the proof of lemma 2.3.1 without any extra

technical difficulty. O

Proof of Theorem 2.3.53. Let G, : R — R be defined as
Gjr(x) = (szw(x))jk =xrpw(z) for j,k=1,...,p,
and hence |G(z)| < T. Let u(z) = w'/3(x). Observe that

|ij(95) - ij(y)\

< zju(z) zpu(z) — yjuly) yru(y)lu() + lyuly) yru(y)||u(z) — uly)|
< zu(e) — yau(y)|zu(@)| + aju(e) — yju)llyau(y)] + T u(z) — u(y)]
< 3T — Y] oo-

By lemma 2.3.1 and taking 2 = cy72Tn~/?(log p)*/?, we have

P(‘iz,jk — Ex,jk’ > CTI’)

_ p(]% Zl Gn(Xii1) — % §Ecjk(xu)

> ch) <dp .

7



A union bound yields

p(uix — Yo lmax = ch) < 4p~co,
where ¢co = ¢ — 1 > 0. ]

Proof of Theorem 2.3.4. Denote H = V2L, (*). We write ||H — 2|/ nax as

% Yo Em) X XL w(Xia) - E[W(gik)Xz‘—lXLw(Xi—l)])

=1

max
1<k<p

max

Using Corollary 2.3.2, it follows from the same argument of the proof of Theoremt 2.3.3

that for some constant ¢; > 1, with probability at least 1 — 4p™°1,
1H = Slluax S 477?012 (log p)*'*.

Finally, a union bound over 1 < k < p yields the conclusion. O

Proof of Lemma 2.3.5. The strategy is to consider each component of iz and take a union

bound. Observe that
_ I~ n )on ) ,
g, — | < - Z@ﬁ (Ein) — B[ Ew)]| + BV (Ein) — E¢'(ear)|, k=1,2,....p.
i=1

Since [¢)”| is bounded, by the mean value theorem, we have that for some £ between x

and y,
W' (2) = ' ()| = ")z =)l S o=yl

So it can be verified that /(X — X", B\k) satisfies the conditions in Corollary 2.5 of [85].

By Corollary 2.5 of [85], it holds that

o [logp
n

ST

> W) — Bl
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with probability at least 1 — 2p~¢ for some positive constant c. Moreover,

~ - = N
121;?%{,) |E&ir — Eeur| S lréllft%{pEﬂXi_l(ﬁk — 5*)” < |8 - B,

where the last inequality comes from the fact that X;_; has bounded second moment. [J

2.8 Proofs of Result in Section 2.4

Before proving Theorem 2.4.1, we will first state and prove the corresponding

lemmas in the outline listed at the end of section 2.4.

Lemma 2.8.1. Suppose E[e2] < 02 for all 1 < k < p and the odd function i(-) satisfies
that [Y(-)| < C and [¢'(-)| < C, then we have

IF’<|(TY — Tym)/\/ﬁ‘oo > m) < asvye’ _. fi(z,m),

for some constants Cy,Cy > 0.

Proof of Lemma 2.8.1. Let D; =Y; =Y, ,. For any A > 0, by Markov inequality we have

P(zn:Dij/\/ﬁz x) < E[(Xin 12)”/\/5) I (2.8.1)

X

Notice that the martingale difference {D;;}, satisfies
1 Dij| S V/'s1Xi = Ximloo.

Thus,

IDisll2 < 15X = Ximloclla < Y N4 lolllEi-tlooll2 S Vspyp™™.

l=m+1
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By Burkholder inequality ([20]), we have
n 2
E K . Dij/\/ﬁ) } S E[Dy"] < sp*y*0™7 (2.8.2)
i=1

Hence, by (2.8.1),

m/T

n ! em2A2
P(Z%Nﬁzﬁ < asremt
i=1

xr2

Finally, symmetrization and a union bound give the desired result. O

Lemma 2.8.2. Under the assumptions in Lemma 2.8.1, it holds that

nwz

~ C1\/sT/nz + ComwsT?0?

(sl /v 2 0) < 20exp { b= fam)

Proof of Lemma 2.8.2. By the property of ¢(:) and the mean value theorem, we have

|Y(z)| < Clz|. Consider the first coordinate (Ty,s); of Ty,s. We can write (Ty,g); =

Jr
=71

the filtration {F; = o(&;,ei-1,...)} and that |Yi,1| < ¢¥(eu)/sT < Cy/sT. We shall

Yim1, where r = mw. Observe that {Y;,,1} is a martingale difference adapted to
establish a Bernstein-type inequality for the sum of martingale differences (Ty g);:
P((Tys) > x) < e MR 2l Yim1 o for any A > 0. (2.8.3)

We now bound Ee* > Yimt from above. By the tower property,

E exp {)\ i Yi,m,l} —E [E[exp {)\ i Yi,m,l} ’]—"T_lH

i=j1 1=J1

Jr—1
E{exp {AZEW}E[@YMJ%1]] (2.8.4)

1=J1
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Now, consider

G ()\}/;"V‘ymyl)t

Bl |5, 1] =14 E[ 3 0

}_jr—l}

t=2
<1 +]E[)\2T25w2 Eik) i AT/50) ]
t=0

1 CI\2T?s0? { CNT?s0? }
XP

< -
bt ENSVIVE

— < .8.
< 1—CAT\/§_e (2.8.5)

where the inequality (1) makes use of the fact that 1*(e;, x) < €7 ,. Plug (2.8.5) into

(2.8.4) and we obtain

Jr 22 92 Jr—1
E exp {AZY}MJ} < exp {%}E{exp {)‘ZY;"”JH (2.8.6)

i=j1 i=j1

Iterating this procedure yields

Jr
Cmwl?T?so?
. < _— 8.
Eexp{AijmmJ} _exp{ AT } (2.8.7)

Choose A = 2(CT+/s + 2CmwT?sc?)~! and by (2.8.3) we have

.’,CQ
P((Tys)1 > =) < exp{ O\ T/s7 + ComwT?s0? }

The symmetrization argument and a union bound deliver the desired result. O]

Lemma 2.8.3. Suppose the scaling condition holds that sT*(log(pn))"/n < czn™%. Assume
that E[ X < C" for all 1 < k < p. Then we have the following Gaussian Approzimation

result that

U = sup P(|Ty,./vnle <t) —P(|Z] < t)| < en™®

teR

for some constants c,c > 0.
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Proof of Lemma 2.8.3. Recall that § =, ; Yi/V M, thus

U = sup
teR

P(l= > 6l <) ~B(1Z) <1)|

Observe that &1, &, ..., &, are independent random variables. We shall apply Corollary
2.1 of [27] by verifying the condition (E.1) therein. For completeness, the conditions are

stated below.
(i) ot <E[§;] <y forall 1 <j<p.
(i) maxy—1 2 E[|&;|*T*/ B + Elexp(|&;/Bnl)] < 4, for some B, > 0 and all 1 < j < p.
(iii) B2(log(pn))"/n < cyn=.

To verify condition (i), we see that

E[&]

IA

co’BlE[Q, ; Xiw(X))|eiom, - - -, &i]]

where €, ; is the j-th row of €, and €2, ;; is the j-th diagonal entry of €2,. Now we check

condition (ii). By Theorem 3.2 of [20], we have for k > 2,
E[&y "] < 18KPE[|Vijm|"] S K E[|Yim|*] (VET)*2 < Klek(V5T)F2.

Therefore, take B,, = C/sT for sufficiently large C' > 0 and we have
Elexp(|&;/Ba)] <1+ C1 ) (e/C)F < 2.

k=1

Moreover, for a suitable choice of C' > 0,

max E|&;|**/B,] < 2.
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Hence, condition (ii) is satisfied. Condition (iii) is guaranteed by the scaling assumption.

O
Now, we are ready to give the proof of Theorem 2.4.1.
Proof of Theorem 2.4.1. By triangle inequality,
"< sup ‘P(|Ty/\/ﬁ\oo <t) = P(|Tv,./vnls < t)'
te
+sup [P(|Ty.. /vl <t) = P(|Z]o < t)‘ = I+1I. (2.8.8)
teR
For any n > 0, elementary calculation shows that
I < P((Ty — Tyo) /il > ) +sup19>( Ty/ v/ — t} < n)
teR
< P(|(Ty ~ Ty Vil > 5) +B(Ts/Val, > 3)
+supP(‘|Ty,L/ﬁ\w —t‘ < n)
teR
By lemma 2.8.2 and 2.8.1,
B(|(Ty = Tym)/ Vi, > 3) < fi(n/2,m), (28.9)
B(|Tvs/vnl,, > 3) < foln/2). (2:8.10)
By lemma 2.8.3 and theorem 3 of [26], we obtain that
supP(“Tva/\/ﬁ‘oo — t‘ < n) < supIP’(“Z‘oo — t‘ < 77> +U
teR teR
< ny/logp + my/log(1/n) + en™, (2.8.11)
and that
IT=U<en™. (2.8.12)
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By (2.8.8), (2.8.9), (2.8.10), (2.8.11) and (2.8.12), we obtain the inequality stated in the

theorem. O

Chapter 2, in full, is currently being prepared for submission of the material
”High-dimensional Simultaneous Inference on non-Gaussian VAR Model via De-biased
Estimator”, Liu, Linbo and Zhang, Danna. The dissertation author was the primary

investigator and author of this paper.
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Chapter 3

Robust Multivariate Time-Series
Forecasting: Adversarial Attacks
and Defense Mechanisms

3.1 Introduction

Understanding the robustness for time-series models has been a long-standing
issue with applications across many disciplines such as climate change [99], financial
market analysis [4, 51], down-stream decision systems in retail [16], resource planning
for cloud computing [107, 108], and optimal control of vehicles [68]. In particular, the
notion of robustness defines how sensitive the model output is when authentic data is
(potentially) perturbed with noises. In practice, as observation data are often corrupted
by measurement noises, it is important to develop statistical forecasting models that are
less sensitive to such noises [18, 17, 129] or more stable against outliers that might arise
from such corruption [30, 43, 85, 135]. However, these approaches have not considered
the possibility of adversarial noises which are strategically created to mislead the model
rather than being sampled from a known distribution.

As a matter of fact, vulnerabilities against such adversarial noises have been
previously pointed out [127, 47| in classification. In practice, it has been shown that

human-imperceptible adversarial perturbation can alter classification outcomes of a deep
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learning (DL) model, revealing a severe threat to many safety-critical systems . As such a
risk is associated with the high capacity to fit complex data pattern of DL, we postulate
that similar threats might also occur in forecasting where modern DL-based forecasting
models [109, 115, 82, 138, 106] have become the dominant approach. For example, to
mislead the forecasting of a particular stock, the adversaries might attempt to alter some
features external to the stock’s financial valuation to maximize the gap between predictions
of its values on authentic and altered features. The feasibility of such an adversarial
attack has been recently demonstrated with tweet messages [146] on a text-based stock
forecasting.

Motivated by these real scenarios, we propose to investigate such adversarial threats
on more practical forecasting models whose predictions are based on more precise features,
e.g. valuations of other stock indices. Intuitively, rather than releasing adverse information
to alter the sentiment about the target stock on social media, the adversaries can instead
invest hence change the valuation adversely for a selected subset of stock indices (not
including the target stock) which is arguably harder to detect. Interestingly, despite
being seemingly plausible given the vast literature on adversarial attack for classification
models, formulating such imperceptible attack under a multivariate forecasting setup is not
straightforward. This is due to several differences between forecasting and classification,
particularly in terms of unique characteristic of time series, e.g., multi-step predictions,
correlation over multiple time series, and probabilistic predictions.

These differences open up the question of how adversarial perturbations and
robustness should be defined more properly in time series setting. Although there have
been a few recent studies in this direction based on randomized smoothing [149], these
approaches are all restricted to univariate forecasting where the attack has to make adverse
alterations directly to the target time series. Thus, under the less studied scenario of
multivariate time-series forecasting setup, it remains unclear whether the attack to a

target time series can be made instead via perturbing the other correlated time series;
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and whether it is defensible against such adversarial threats. In particular, as illustrated
above in the stock forecasting example, there are new regimes of sparse and indirect cross
time series attack under multivariate time-series scenarios, which are more effective and
realistic than the direct attack in univariate cases.

In order to understand whether such new regimes of attack exists and can be defended

against, we raise three questions:

1. Indirect Attack. Can we mislead the prediction of some target time series via

perturbations on the other time series?

2. Sparse Attack. Can such perturbations be sparse and non-deterministic to be less

perceptible?

3. Robust Defense. Can we defend against those indirect and imperceptible attacks?

Here we summarize our technical contributions by answering the questions above:

Regarding indirect attack, we provide general framework of adversarial attack in
multivariate time series (see Section 3.3.1). Then, we devise a deterministic attack (see
Section 3.3.2) to the state-of-the-art probabilistic multivariate forecasting model. The
attack changes the model’s prediction on the target time series via adversely perturbing a
subset of other time series. This is achieved via formulating the perturbation as solution
of an optimization task with packing constraints.

Regarding sparse attack, we develop a non-deterministic attack (see Section 3.3.3)
that adversely perturbs a stochastic subset of time series related to the target time
series, which makes the attack less perceptible. This is achieved via a stochastic and
continuous relaxation of the above packing constraint which are shown (see Section 3.5)
to be more effective than the deterministic attack in certain cases. Moreover, unlike
deterministic attack, its differentiability makes it suitable to be directly integrated as part
of a differentiable defense mechanism that can be optimized via gradient descent in an

end-to-end fashion, as discussed later in Section 3.4.2.
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Figure 3.1. [llustration figure: an attacker misleads prediction of time series (TS) 1 at
time 288 by indirectly attacking T'S 5. Left plot of is authentic (orange) and perturbed
(blue) versions of TS 5; right plot is no-attack (orange) and under-attack (blue) predictions
for TS 1. Ground truth (green) is also plotted for comparison. No alteration is made to
TS 1 but the prediction of TS 1 at the attack time step (¢ = 288) is adversely altered in
the under-attack (blue) setting, which can set the prediction of TS 1 significantly away
from the ground truth.

Regarding robust defense, we propose two defense mechanisms. First, we adapt
randomized smoothing to the new multivariate forecasting setup with robust certificate.
Second, we devise a defense mechanism (see Section 3.4.2) via solving a mini-max opti-
mization task which minimizes the maximum expected damage caused by the probabilistic
attack that continually updates the generation of its adverse perturbations in response to
the model updates. Their effectiveness are demonstrated across extensive experiments in
Section 3.5.

Furthermore, our experiments in Section 3.5.3 demonstrate that attacks designed
for univariate cases cannot be reused as an effective attack to multivariate forecasting

models, which highlights the importance and novelty of our studies.
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3.2 Related Work

Deep Forecasting Models. The recent decades have witnessed a tremendous progress
in DNN-based forecasting models. Given the temporal dependency of time series data,
RNN and CNN-based architectures have been proved a success for time series forecasting
tasks, see [109, 82, 138, 115] and [104, 8] respectively. To model the uncertainty, various
probabilistic models have been proposed from distributional outputs [115, 35, 109] to
distribution-free quantile-based outputs [106, 42, 66]. In multivariate cases, [114] general-
ized DeepAR [115] to multivariate cases and adopted low-rank Gaussian copula process to
tackle the high-dimensionality challenge.

Adversarial Attack. Despite its success in various tasks, deep neural network is especially
vulnerable to adversarial attacks [127] in the sense that even imperceptible adversarial
noise can lead to completely different prediction. In computer vision, many adversarial
attack schemes have been proposed. See [47, 92] for attacking image classifiers and [33] for
attacking graph structured data. In the field of time series, there is much less literature
and even so, most existing studies on adversarial robustness of MTS models [98, 54]
are restricted to regression and classification settings. Alternatively, [149] studied both
adversarial attacks to probabilistic forecasting models, which is only restricted to univariate
settings.

Adversarial Robustness and Certification. Against adversarial attacks, an extensive
body of work has been devoted to quantifying model robustness and defense mechanisms.
For instance, Fast-Lin/Fast-Lip [141] recursively computes local Lipschitz constant of a
neural network; PROVEN [140] certifies robustness in a probabilistic approach. Recently,
randomized smoothing has gained increasing popularity as to enhance model robustness,
which was proposed by [29, 79] as a defense approach with certification guarantee. To the
time series setting, [149] adopted randomized smoothing technique to univariate forecasting

models and developed theory therein. However, we are not aware of any prior works on
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randomized smoothing for multivariate probabilistic models.

3.3 Adversarial Attack Strategies

We provide a generic framework of sparse and indirect adversarial attack under a
multivariate setting in Section 3.3.1. Then, a deterministic one to this task is introduced
next in Section 3.3.2, followed by a stochastic attack derived in Section 3.3.3.

Notations. Denote d-dimensional multivariate time series x; € R¢ at time t
with its observation of i-th time series z;; = [x;];. We denote x = {x;}L;, € R*T and
z = {Xr4}7_; € R as recent T historical observations and next 7-step of the future
values respectively. Then, probabilistic forecaster py with parameterzation 6 takes history
x to predict z, i.e., z ~ py(- | x). We denote the set [d] = {1,...,d} and i-th time series
as 0’ = ([5t]i)tT:1~

3.3.1 Framework on Sparse and Indirect Adversarial Attack

Given an adversarial prediction target t.q, and historical input x to the forecaster
po(z|x), we design a perturbation matrix & such that the perturbed input x + § disturbs
a statistic x(z) as close as possible to t,qy. That is, we find § such that the distance
between E,x;5[x(z)] and t,qy is minimized. Here, x(z) and t.q, are any arbitrary function
of interest or adversarial target values with the same dimension. We focus on scenarios
where the perturbed prediction is far way from original prediction by properly choosing
X(+) and t.qy-

Thus, suppose the adversaries want to mislead the forecasting of time series in a
subset Z C [d], denoted as z”. Let x be a statistic function of interest that concerns only
time series in Z, i.e. x(z) = x(z?). To make the attack less perceptible, we impose the
following sparse and indirect constraints: First, perturbation § cannot be direct to target
time series in Z and can be indirectly applied to a small subset of Z¢ = [d] \ Z. In other

words, we restrict 67 = 0 and s(8) = |[{i € Z°: §' # 0}| < k with sparsity level x < d.
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Lastly, to avoid outlier detection, we also cap the energy of the attack such that the value
of the perturbation at any coordinates is no more than a pre-defined threshold 7. To sum
up, the sparse and indirect attack & can be found via solving

minimize {F(é) = ‘

SeRTxd

z} (3.3.1)

Epy(apes)| X(2)] = baav

subject to 10 |lmax < 1, s(8) <k, 6 =0,

where [|0||max = maxy; |[6:);| is the element-wise maximum norm. As such, small values of
r and n imply a less perceptible attack. However, solving this is intractable due to the
discrete cardinality constraint on s(d). To sidestep this, we develop two approximations
in the subsequent sections which correspond to our deterministic and non-deterministic

attack strategies.

3.3.2 Deterministic Attack

Here we present an approximated solution. We first get an intermediate solution B

through projected gradient descent (PGD) until it converges,

5 « I (8 — aVsF (8)) , (3.3.2)

Boo (0,m)
where o > 0 is a step size and HBm(O,n) is the projection onto the ¢..,-norm ball with radius
1, allowing a simple element-wise clipping: []_ (Dm)([&]i) = sign([8,];) n if [[8:);] > 1 else
[&]Z With this intermediate non-sparse 8, we retrieve for final sparse perturbation & via

solving

minimize [|§ — 8|[p subject to s(8) < K, 67 = 0. (3.3.3)
ScRT xd

It turns out (3.3.3) can be solved analytically. Given ) , we compute the absolute perturba-

tion added to each row i, p; = 3., |[8:]s] for i € [d] \ Z and sort them in descending order
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T Pmy = -+ > Pr,. Finally, we construct the solution as § with 6™ = o™i if i < k else 0.
Remark. VsF(d) involves the computation of the gradient of an expectation, which
doesn’t have a closed-form solution. To overcome this intractability, we adopt the re-

parameterized sampling approach used in [34] and [149].

Algorithm 1. Deterministic Adversarial Attack

input: pre-trained model py(z | x), observation x and other parameters:
e statistic x(-), adversarial target t.qy, target set Z C [d]
e attack energy 7, sparse constraint x, PGD iterations n and step size a > 0

output: perturbation matrix § € RT*? s.t. ||6]|max <1, 5(8) < K, 6T =0
1. initialize 6 = 0
for iteration 1,2,...,n do
2. compute the expected loss F(d) using Eq. (3.3.1)
3. update é via PGD in Eq. (3.3.2)
end for
4. for i ¢ T, compute p; = S, |[6]:]
5. sort p; in a descending order m = (71, .., T4): Dy = Pry = *** > Py
6. set §™+1 = §™+2 = ... = §™ = 0 and 6 = 0. Return §.

3.3.3 Probabilistic Attack

To make the attack even less perceptible, we further show in this section an
alternative approximation that results in a probabilistic sparse attack, which makes
adverse alterations to a non-deterministic set of coordinates (i.e., time series and time
steps). As shown in our experiment, this non-determinism appears to make the attack
stronger and harder to detect.

To achieve this, we view the sparse attack vector as a random vector drawn from a
distribution with differentiable parameterization. The core challenge is how to configure
such a distribution whose support is guaranteed to be within the space of sparse vectors.
To achieve this, we propose sparse layer, a distributional output, of a normal standard
and a Dirac density combination. The output of this layer satisfied relaxed sparse support

condition (see Theorem 2).
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Sparse Layer. A sparse layer is defined as a distributional output ¢(d|x;3,7) such
that its sample (probablistic attack) & ~ ¢(8|x; 8,7) = []; ¢:(8°|x; 8,7) satisfies sparse
condition E[s(d)] < k and 67 = 0. With &° denoted as the i-th row (time series) of § and
sparsity level k, each factor distribution ¢;(8°|x; 3,7) parameterized by 3 and ~ is defined

a(6'1x:8.9) 2 n()-d(d 1x8) + (1-n(n)-D(6), (334

where r;(7) = /ﬂf-(Zle V)72 //d, D(87) = I(8° = 0) is the Dirac density, and ¢(8° | x; 3)
is a Gaussian N(u(x; 3), 0%(x; 8)).

The combination weight r;() denotes the probability mass of the event & = 0,
which is parameterized by 7. Intuitively, this means the choice of {r;(7)}%, controls the
row sparsity of the random matrix &, which can be calibrated to enforce that E[s(d)] < k.

We will show in Theorem 1 how samples can be drawn from the combined density in

(4.3.7).

Theorem 1. Let 6" ~ ¢i(- | x;3,7) and u; ~ N(0,1) for i = 1,...,d. Define §' =

/

6" - I(u; < @7 (ri(v))). Then, 8" ~ ¢i(8" | x;8,7).
Here, ¢;(-|x;3,7) is given in (4.3.7) and ®~! is the inverse cumulative of the standard
normal distribution. We provide the proof in the appendix.

For implementation, we let ¢/(- | x; 3) be a distribution over dense vectors, for
example N(u(8),0%(8)I), and u; ~ N(0,1) for i € [d]. We can construct a binary mask
m; = L(u; < @7 1(r;i(7))), i € [d], where r;(7) is defined above. Next, for each i € [d], we
draw 6" from ¢}(- | x; 3) and obtain &° by 6’ = §” - m; where - denotes the element-wise
multiplication. Finally, we set 67 = 0.

Theorem 2 proves that § sampled from (4.3.7) would meet the constraint E[s(d)] < k.
Put together, Theorem 1 and Theorem 2 enable differentiable optimization of a sparse

attack as desired.
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Theorem 2. Let § ~ ¢(- | x;8,7). Then, E[s(d)] < k.

Remark. Note that we can also obtain a direct sparse constraint on s(d) by applying
Theorem 2 to a smaller quantity cx for ¢ € (0,1). Then, by the Markov inequality, with
probability at least 1 — ¢, we have s(d) < E[s(d)]/c = ck/c = k. We provide the proof of
Theorem 2 in Appendix 3.8.

Optimizing Sparse Layer. The differentiable parameterization of the above sparse
layer can therefore be optimized for maximum attack impact via minimizing the expected

distance between the attacked statistic and adversarial target:

2

Boopy(alx+9) [X(Z)} — taav ) (3.3.5)

min H(f,7) = E6~q(.lx;/3w)‘

This attack is probabilistic in two ways. First, the magnitude of the perturbation ¢ is a
random variable from distribution ¢(- | x). Second, the non-zero components of the mask
depend on the random Gaussian samples, which brings another degree of non-determinism
into the design, making the attack less perceptible and harder to detect. See Algorithm 4
in Section 3.6 for the implementation.

Remark. There are three important advantages of the above probabilistic sparse attack.
First, by viewing the attack vector as random variable drawn from a learnable distribution
instead of fixed parameter to be optimized, we are able to avoid solving the NP-hard
problem (3.3.1) as usually approached in previous literature [32]. Second, our approach
introduces multiple degree of non-determinism to the attack vector, apparently making it
more stealth and powerful (see Section 3.5). Last, unlike the deterministic attack which has
two separate, decoupled approximation stages that cannot be optimized end-to-end due to
the non-convex and non-differentiable constraint in (3.3.1), the probabilistic attack model
is entirely differentiable. Therefore, it can be directly integrated as part of a differentiable
defense mechanism that can be optimized via gradient descent in an end-to-end fashion —

see Section 3.4.2 for more details.
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3.4 Defense Mechanisms against Adversarial At-
tacks

The adversarial attack on probabilistic forecasting models was investigated under
the univariate time series setting [34, 149]. Beyond basic data augmentation [139], we
develop more effective defense mechanism to enhance model robustness via randomized

smoothing (in Section 3.4.1) and mini-max defense using sparse layer (in Section 3.4.2).

3.4.1 Randomized Smoothing Defense

Randomized smoothing (RS) [29] is a post-training defense technique. Having
never been considered to multivariate setting to the best of our knowledge, we apply RS
to our multivariate forecasters z(x) ~ pg(z | x) which maps x to a random vector z(x)
distributed by py(z | x). Let P,(z(x) < r) denote the CDF of such random outcome vector

where < denotes the element-wise inequality, the RS version
9o(x) = Ec [z(x + e)} (3.4.1)

of z(x) with noise level ¢ > 0 and € ~ N(0, 0*I) is a random vector whose CDF is defined

as

P, (gg(x) ~ r) 2 B, noom [IP’Z (z(x te) < rﬂ (3.4.2)

where we abuse the notation € ~ N(0, 02I) to indicate the (scalar) entries of the matrix
€ are independently and identically distributed by N(0,¢?). Computing the output of
the smoothed forecaster g,(x) is intractable in general since the integration of z(x + €)
with N(0, 02I) cannot be done analytically. However, it can still be approximated with
arbitrarily high accuracy via MC sampling with a sufficiently large number of samples.

Check Algorithm 2 for a detailed implementation.
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Algorithm 2. Randomized Smoothing

input:  pre-trained 7-step forecasting model py(z | x), observation x and other
parameters

e number of samples n
e noise level o

output: n sample paths [}?:T+1:T+T]§j) fori=1,...,dand j=1,...,n
for j=1,2,... ,ndo

1. Sample &;; ~ N(0,0?) i.i.d. and compute Z;; < ;4 + & ¢

2. Sample [&y4174-)Y ~ po(z | %)
end for

Algorithm 3. Minimax Defense

input: dataset D of (x,z) pairs and other parameters:
e sparse constraint s for ¢ in Eq. (3.4.6)
e number of optimization iterations n

output: robust forecasting model py(z | x).
for 1,2,...,n do
3. Fix 0, minimize — Z(X’Z)ND ly(¢;x,2,0) with respect to ¢ — see Eq. (3.4.5)
4. Fix ¢, maximize ),  p (p(0;X,2, ) with respect to ¢ — see Eq. (3.4.6)
end for
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For the randomized smoothing version g, of the base forecaster z(x) ~ py(z|x), we

establish a robustness guarantee or certificate in the following theorem.

Theorem 3 (Robust Certificate). Given an input x, let g,(x) be defined in Eq. (3.4.1). Let

G(r) =P, (9-(x) 2 1) and Gs(r) =P, (9o(x + ) < r). For any d, we have

sup |G/(r) — Gs(r)

rcR4

<

YE . - (343

This shows that the difference between the CDFs of the smoothed forecaster on
authentic and perturbed input, i.e. g,(x) and g,(x + d), is guaranteed to be no more than
O(||0]|r). We defer the formal proof to Appendix 3.8.

Remark. Different from Theorem 1 in [149] that only applies to univariate cases, our
Theorem 3 provides a more general robustness guarantee as it’s available for multivariate

setting. Also, Theorem 1 in [149] only holds for & — 0, but our Theorem 3 holds for any 4.

3.4.2 Mini-max Defense

As discussed in Section 3.3.3, the sparse layer is differentiable, which is suitable to
be directly integrated as part of a differentiable defense mechanism that can be optimized
via gradient descent in an end-to-end fashion. To fix the idea, with a sparse layer
q(- | x; ¢) having parameters ¢ = (3,7) in Eq. (3.3.4), we propose to train the forecaster

by minimizing the worst-case loss caused by ¢(- | x; ¢):

minmeax Z [fp(e;x,z,(ﬁ)—@((b;X,Z,G)]. (3.4.4)

¢ (x,2)~D
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Here (,(¢;x, 2z, 0) is a function of ¢ conditioned on (x, z, §) while ¢,(6;x, z, ¢) is a function

of 6 conditioned on (x,z, @) as follows

2
ly(95%,2,0) = Eysxe) []Epe(zwxw)HZ'—Z ] (3.4.5)

lp(0:x,2,0) = Eyso [logpg (z | x + 5)} (3.4.6)

where the expectation is taken over § ~ ¢(d|x; ¢) with ¢ given by Eq. (4.3.7), each pair
(x,z) represents a training data point in our dataset with x = {x;}_, and z = {xp,+}7_;.

Solving Eq. (3.4.4) therefore means finding a stable state where the model parameter
is conditioned to perform best in the worst situation where the adversarial noises are also
conditioned to generate the most impact even in the most benign scenario. This can be
achieved by alternating between (1) minimizing —¢, in Eq. (3.4.5) with respect to (3, 7)
and (2) maximizing ¢, in Eq. (3.4.6) with respect to §. We call this defense mechanism
a mini-max defense. We note that similar ideas have been previously exploited in deep
generative models, such as GAN [46] and WGAN [5]. See Algorithm 3 for a detailed
description.

Remark. Unlike the sparse layer used in attack, the sparse layer used to simulate
mock attack in our defense strategy does not have access to the actual attack sparsity
parameter x or the set of target time series Z. Hence, we need to set the sparsity k as
a tuning parameter and skip the last step of the sparse layer described in Section 3.3.3

where we set 6% = 0.

3.5 Experiments

We conduct numerical experiments to demonstrate the effectiveness of our proposed
indirect sparse attack on a multivariate probabilistic forecasting models and compare

various defense mechanisms.
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Figure 3.2. Plots of (a) averaged wQL under sparse indirect attack against the sparsity
level on electricity dataset. The underlying model is a clean DeepVAR without defense.
Target time series Z = {1} and attacked time stamp H = {7}; and (b) & (c) averaged wQL
under different defense mechanisms on electricity dataset for deterministic & probabilistic
attack respectively.

3.5.1 Experiment Setups

Dataset. We include Electricity [6], Traffic [6], Taxi [128], Wiki [74]. See Sec-
tion 3.7.1 for more information.

Multivariate Forecaster. We consider DeepVAR [115] which is state-of-the-art
multivariate probabilistic models with implementation available pytorch-ts [111] with
target dimension 10. For more details on the model parameters, see Section 3.7.2.

Data Augmentation (DA) and Randomized Smoothing (RS). Following the
convention in [34, 149], we use relative noises in both data augmentation and randomized
smoothing. That is, given a sequence of observation x = ([x;););; € R™T, we draw i.i.d.
noise samples [€;]; ~ N(0, 0?) and produce noisy input as [X]; < [x¢];(1 + [x¢];). In data
augmentation, we train model with noisy input [X;];. In RS, the base model is still trained
on noisy input [X;|; with noise level o. The noise level o remains the same across DA and
RS.

Metrics. We adopt weighted quantile loss (wQL) to measure the performance.
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(See Section 3.7.3.)

3.5.2 Experiment Results

Electricity, Traffic, and More Datasets. Averaged wQL loss is reported in
Table 3.1 and Table 3.2 for Electricity and Traffic dataset respectively. The attacks include
both deterministic and probabilistic ones for both single and multiple target time series
and time horizons. Besides, we plot wQL under both attacks against sparsity level to
better visualize the effect of different types of attack. See Figure 3.2. More experiment
results with error bars on additional datasets can be found in Section 3.7.4.

Message 1: Sparse, Indirect Attack is effective, and becomes more
effective as k increases. In the experiment, we can verify the effectiveness of sparse
indirect attack, that is, one can attack the prediction of one time series without directly
attacking the history of this time series. For example in Table 3.1, under deterministic
attack, the average wQL is increased by 20% by only attacking one out of nine remaining
time series (there are totally 10 but the target time series is excluded).

Moreover, attacking half of the time series can increase average wQL by 102%!
This observation is even more noticeable under probabilistic attack: average wQL can
be increased by 215% with 50% of the time series attacked. Besides, wQL loss increases
as attack sparsity k increases, which is also an evidence that sparse indirect attack is
effective.

Message 2: Probabilistic Attack is more effective than Deterministic
Attack, especially at low sparsity levels. In general, average wQL increases as sparsity
level increases and probabilistic attack appears to be more effective than deterministic one,
see Figure 3.2a and Table 3.1. For example, under no defense when x = 7, probabilistic
attack causes 50% larger wQL loss than deterministic one.

Message 3: Randomized Smoothing (RS) and Mini-Max are more robust

than Data Augmentation (DA). As can be seen in Figure 3.2b, Table 3.1 and Table 3.2,
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all three defense methods can bring robustness to the forecasting model. Data augmentation
and randomized smoothing works well under small sparsity and mini-max defense achieves
comparable performance as data augmentation and randomized smoothing under small

sparsity and outperforms them under large sparsity.

Table 3.1. Average wQL on Electricity dataset under deterministic and probabilistic
attack. Target time series Z = {1} and attacked time stamp H = {7}. Smaller is better.

deterministic attack probabilistic attack
sparsity (x) | no defense DA RS mini-max | no defense DA RS mini-max
no attack 0.2853 0.2288  0.2176 0.2154 0.2909 0.2374 0.2237 0.2342
1 0.3410 0.2949 0.2826 0.2990 0.4364 0.5923  0.5940 0.4935

0.4559 0.3655 0.3757 0.3775 0.7245 0.5738 0.4581 0.8079
0.5770 0.5554  0.5560  0.5273 0.9143 0.8422 0.9276  0.5265
0.6687 0.7076  0.7072  0.6506 0.9991 0.8267 1.0100  0.6161
0.8282 0.8412  0.8327  0.7503 1.0317 0.8139 0.8919  0.6466

© g ot w

Table 3.2. Average wQL on Traffic dataset under deterministic and probabilistic
attack. Target time series Z = {1,5} and attacked time stamp H = {7 — 1, 7}. Smaller is
better.

deterministic attack probabilistic attack
sparsity (k) | no defense DA RS mini-max | no defense DA RS mini-max
no attack 0.2283 0.1573 0.1529  0.1837 0.2283 0.1573 0.1529  0.1837
1 0.2190 0.1543 0.1529  0.1701 0.2428 0.1807 0.1796  0.1904

0.2150 0.1884 0.1890 0.1687 0.2219 0.2564 0.2467 0.1714
0.2772 0.2729  0.2648 0.1688 0.2719 0.3026  0.3003 0.1883
0.3620 0.3597  0.3535 0.1779 0.3529 0.2893 0.2824 0.1846
0.4635 0.4058  0.4240 0.1970 0.4075 0.3544 0.3376 0.1911

© J ot w

3.5.3 Non-transferrablity between Univariate and Multivari-
ate Cases

From the above Section 3.5.2, we verify the effectiveness of sparse indirect attack of
multivariate forecasting models. In this subsection, we investigate the transferrability from

univariate attack to multivariate attack. To be specific, we study the question whether the
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Figure 3.3. Plots of (a) authentic (orange), DeepAR-attacked (blue) and DeepVAR-
attacked (green) versions of time-series (TS) 5; and (b) ground-truth (orange), no-attack
(blue), under-DeepAR-attack (red) and under-DeepVAR-attack (green) predictions for TS
1. Shaded area is attacker’s target range. Compared to clean prediction, the value of TS
1 at the attack time step (¢t = 288) were adversely altered by DeepVAR-attack (green)
but only slightly altered by DeepAR-attack (red). The wQL loss under no attack: 0.288,
under DeepAR attack: 0.322, under DeepVAR attack: 0.390.

adversarial perturbation generated by univariate models can be transferred to multivariate
models as an indirect attack.

In empirical experiments, we choose sparsity level k = 1 and other parameters
are the same as what are described in Section 3.5.1. It turns out TS 5 is selected by
Algorithm 1 to harm the prediction of TS 1 when x = 1. Thus, we use the technique in
[34, 149] to generate univariate attack on TS 5 from DeepAR. Note that only the history
of TS 5 has been adversely altered. The attacked time series 5 is further fed into DeepVAR
model.

Experiment Result. The averaged wQL loss is reported in Table 3.11 in Sec-
tion 3.9. For a better visualization, the history of T'S 5 and prediction of TS 1 are plotted
in Figure 3.3a and Figure 3.3b respectively. From the experiment results in Table 3.11, we
observe that multivariate attack is 3x more effective than univariate attack, which is also

a reason why multivariate attack worth investigation.
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3.6 Probabilistic Attack Algorithm

Algorithm 4. Probabilistic Adversarial Attack

input: pre-trained model py(z | x), observation x and other parameters:

e statistic x(-), adversarial target t.qy, target set Z C [d]
e attack energy 7, sparse constraint x, number of iterations n

output: perturbation matrix § € R™*? s.t. ||6||max < 7, E[s(8)] < &, 6T =0
1. randomly initialize a sparse layer q(-|x; 3,7)
for iteration 1,2,...,n do
2. compute the expected loss H(,~) using Eq. (3.3.5)
3. update f,~ via first-order optimization method
end for
4. draw § ~ q(-|x; 3,v) and return

3.7 Details on the experiment setting
3.7.1 Datasets
e Electricity: consists of hourly electricity consumption time series from 370 customers.

e Taxi: traffic time series of New York taxi rides taken at 1214 locations for every 30
minutes from January 2015 to January 2016 and considered to be heterogeneous.

We use the taxi-30min dataset provided by GluonTS.
e Traffic: hourly occupancy rate, between 0 and 1, of 963 San Francisco car lanes.

e Wiki: daily page views of 2000 Wikipedia pages used in [42].

3.7.2 Hyper-parameter choice
Electricity & Taxi.

We target at the prediction of the first time series at the last prediction time step,
i.e. target time series Z = {1} and time horizon to attack H = {7}, so x(z) = 114,
We choose prediction length 7 = 24 and context length T' = 47 = 96, and sparsity level
k=1,3,5,7,9.
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Table 3.3. Summary of statistics of the datasets used, including prediction length 7,
domain, frequency, dimension, and time steps.

dataset | prediction length 7 domain frequency dimension time steps
Electricity 24 R H 370 5790
Traffic 24 R+t H 963 10413
Taxi 24 N 30-min 1214 1488
Wiki 30 N D 2000 792
Traffic.

We target at the prediction of x(z) = (z174r—1, T1,747, 57471, L5747 ). We choose
prediction length 7 = 24 and context length 7" = 47 = 96, and sparsity level kK = 1,3,5,7,09.
Wiki.

We target at the prediction of x(z) = 1 r4,. We choose prediction length 7 = 30
and context length T' = 47 = 120, and sparsity level £k =1,3,5,7,9.

For all experiments, we train a DeepVAR with rank 5. The attack energy n =
¢; max |x|, is proportional to the largest element of the past observation in magnitude,
where ¢; is set to 0.5. For the adversarial target t.q,, we first draw a prediction X from
un-attacked model py(-|x) and choose t,q, = coX for constants ¢ = 0.5 and 2.0. We
report the largest error produced by these choices of constants. Unless otherwise stated,
the number of sample paths drawn from the prediction distribution n = 100 to quantify
quantiles qi(g). In mini-max defense, the sparsity level of the sparse layer is set to 5 for
all cases. For the noise level ¢ in DA and RS, we select them via a validation set and it
turns out no o is uniformly better than the others across different sparsity level. Thus,
o = 0.1 is chosen in the empirical evaluation. For an ablation study on the effect of o, see

Table 3.6 in Section 3.7.4.

104



3.7.3 Metrics

We measure the performance of model under attacks by the popular metric especially

for probabilistic forecasting models: weighted quantile loss (wQL), which is defined as

(a

Zi,t[o‘ max(r;; — Qi,t)7 0)+(1-a) max(ql(sf) — 44, 0)]

Zi,t |54

wQL(a) =2+

where a € (0,1) is a quantile level. In practical application, under-prediction and over-
prediction may cost differently, suggesting wQL should be one’s main consideration
especially for probabilistic forecasting models. In the subsequent sections, we calculate
average wQL over a range of & =[0.1,0.2,...,0.9] and evaluate the performance in terms

of averaged wQL.

3.7.4 More results

To measure the performance of a forecasting model, other metrics like Weighted
Absolute Percentage Error (WAPE) or Weighted Squared Error (WSE) are also considered

by a large body of literature. For completeness, we present the definition of WAPE and

WSE:
predicted value 1 % Z?:l i%“+hi
WAPE = 1= —— — =1
Z true value |I||H | ieIZheH T hyi 7
predicted value 2 1 % Z?:1 ig”—i-hi ?
WSE = 1) = —— — -1,
Z ( true value |I||H| ie;;eH TT4hi

where 2; ; is the predicted values from forecasting model. We report WAPE, WSE and
wQL under deterministic and probabilistic attacks on electricity dataset in Table 3.4 and
Table 3.5.

Also, Table 3.6 reports the effect of choosing different values for o in data augmen-

tation and randomized smoothing.
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Table 3.4. Metrics on Electricity dataset under deterministic attack. Target time
series Z = {1} and attacked time stamp H = {7}. Smaller is better.

Sparsity (k)

no defense

data augmentation

WAPE

WSE

wQL

WAPE

WSE

wQL

© J ot w = O

0.4005+0.2036
0.4900+0.2488
0.638240.3434
0.752440.3675
0.8786+0.4171
1.0134+0.4541

0.236040.2525
0.352940.3769
0.622240.5886
0.81234+0.6218
1.0889+£0.7785
1.4028+0.9685

0.2991+0.1684
0.3745+0.2106
0.5043+£0.2917
0.6097+0.3218
0.743240.3702
0.885140.4023

0.4241+0.2092
0.4123+0.1829
0.5654+0.2475
0.746040.3803
0.8465+0.4014
0.909340.4454

0.2596+0.2625
0.2310£0.1934
0.4313+0.3707
0.820140.6628
1.0102+0.6389
1.1883+0.7720

0.3280+0.1497
0.3019£0.1138
0.3919+0.1876
0.537940.2833
0.642540.2985
0.700740.3395

Sparsity (x)

randomized smoothing

mini-max defense

WAPE

WSE

wQL

WAPE

WSE

wQL

© J Ot Ww = O

0.350140.1630
0.420940.1700
0.5887+0.2543
0.750440.3607
0.8353+0.4315
0.9986+0.5026

0.171040.1486
0.22984:0.1683
0.464440.3784
0.800240.5999
1.0369+0.7496
1.4574+0.9998

0.2751£0.1068
0.2965+0.1003
0.3965+0.1797
0.5619£0.2779
0.6311+£0.3152
0.7700£0.3717

0.3237£0.1379
0.4498+0.2253
0.744740.3758
0.9603+0.4190
1.105640.4847
1.2476+0.4860

0.1394+0.0913
0.2949+0.2276
0.8120£0.6684
1.241940.8369
1.6504+1.0591
1.9870+1.0815

0.234240.0917
0.3511£0.1825
0.6038+0.3358
0.8182+0.3845
0.9689+0.4350
1.1133+0.4306

Next, we report wQL loss of Taxi and Wiki dataset under both types of attacks in

Table 3.7, Table 3.8, Table 3.9 and Table 3.10 respectively.

3.8 Detailed proofs

Proof of Lemma 1. We can compute

1 - P(W < @_1<7"i(7)>> —1-r(9). (3.8.1)

That is, with probability 1 —7;(7), 8° = 0. Equivalently, &° is distributed by a degenerated
probability measure with Dirac density D(d°) concentrated at 0. On the other hand, with
probability r;(v), 8 is distributed as ¢}(-|x; 3). Combining the two cases, it follows that
&' is distributed by a mixture of ¢(-|x;3) and D(d") with weights 7;(7) and 1 — r;(7)

respectively. O]
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Table 3.5. Metrics on electricity dataset under probabilistic attack using sparse layer.

Target time series Z = {1} and attacked time stamp H = {7}. Smaller is better.

Sparsity (k)

no defense

data augmentation

WAPE

WSE

wQL

WAPE

WSE

wQL

0 0.3842+0.2620 0.2162+0.3044 0.2909+0.0748 0.3074+0.1746 0.125040.0946 0.237440.0764
1 0.6230+0.6324 0.788141.1864 0.436440.1296 0.74764+0.7240 1.0830+1.8593 0.5923+0.0913
3 1.054040.7522 1.67684+1.4810 0.72454+0.2434 0.8484+0.6809 1.1834+1.3998 0.5738+0.1759
5 1.20784+0.7451 2.01394+2.0667 0.9143+0.3235 1.1444+0.6665 1.7538+1.4318 0.8422+0.2945
7 1.32364+0.7310 2.2863+1.8336 0.9991+0.3505 1.1304+0.6522 1.7031+£1.4053 0.8267+0.2823
9 1.3656+0.8671 2.6166+2.6679 1.0317+0.3707 1.0912+0.6181 1.5727+1.2081 0.8139+0.2827
. randomized smoothing mini-max defense
Sparsity (x)
WAPE WSE wQL WAPE WSE wQL

© J Ot Ww = O

0.285840.1547
0.768310.8771
0.678440.5230
1.2310+0.7025
1.3496+0.6777
1.1978+0.6742

0.105640.0761
1.3596+£2.7290
0.73371£0.7698
2.0090£1.6609
2.2809+1.7240
1.8894+£1.5309

0.2237£0.0750
0.5940£0.1142
0.4581+0.1301
0.9276+£0.3208
1.0100+0.3554
0.8919£0.3072

0.3218+0.1429
0.699040.6957
0.990940.7564
0.6966+0.4554
0.8424+0.7803
0.8691£0.7410

0.1240£0.0830
0.9726+£1.7182
1.55404+1.8925
0.6927+0.8752
1.3186+1.7286
1.3043+2.0663

0.234240.0710
0.493540.1450
0.807940.2838
0.5265£0.1611
0.6161+0.1986
0.6466+0.2054

Proof of Lemma 2.

E [s(a)}

By the construction of r;(7y),

]

Proof of Theorem 3. Denote p,(-) as the density of N(0,%I;) and p(-) as the density of

N(0,1;). Let Fy(r) £ P(2(x) < ).
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Table 3.6. Average wQL on Electricity dataset under deterministic attack. The
defense is data augmentation and randomized smoothing with varying ¢ = 0.1,0.2,0.3.
Target time series Z = {1} and attacked time stamp H = {7}. Smaller is better.

c=0.1 c=0.2 c=03
Sparsity (k) | no defense DA RS DA RS DA RS mini-max
no attack 0.2853 0.2288 0.2176 | 0.2321 0.2389 | 0.2999 0.3053 0.2154
1 0.3410 0.2949 0.2826 | 0.2717 0.2866 | 0.2959 0.3456 0.2990
3 0.4559 0.3655 0.3757 | 0.4822 0.4421 | 0.4323 0.3930 0.3775
) 0.5770 0.5554  0.5560 | 0.6130 0.5790 | 0.5998 0.5351 0.5273
7 0.6687 0.7076  0.7072 | 0.6796 0.6677 | 0.6743 0.6447 | 0.6506
9 0.8282 0.8412 0.8327 | 0.8243 0.8222 | 0.7953 0.7335 0.7503

Table 3.7. Average wQL on Taxi dataset under deterministic attack. Target time
series Z = {1} and attacked time stamp H = {7}. Smaller is better.

Sparsity (k) no defense data augmentation randomized smoothing mini-max defense

no attack 1.213540.4050 1.2137+0.4091 1.257440.4281 1.0447+0.3607
1 1.315240.4580 1.3455+0.4666 1.3455+0.4627 1.1222+0.3960
3 1.6389+0.5810 1.6805+0.5982 1.6503+0.5756 1.3624+0.4956
) 2.0317+0.7161 2.0625+0.7290 2.0123+0.7059 1.6830+0.6206
7 2.3695+0.8064 2.37124+0.8028 2.3450£0.7978 1.9750+0.7033
9 2.5605£0.8531 2.5525+0.8616 2.5422+0.8619 2.2374+0.7785

Table 3.8. Average wQL on Taxi dataset under probabilistic attack. Target time series

Z = {1} and attacked time stamp H = {7}. Smaller is better.

Sparsity (k)

no defense

data augmentation

randomized smoothing mini-max defense

no attack 1.21184+0.4412 1.25264+0.4733 1.224140.4531 1.0481+0.3840
1 1.4598+0.5315 1.3539£0.5199 1.351240.5100 1.1528+0.4345
3 1.5659+0.6589 1.5446+0.6197 1.5567+0.5784 1.3940+£0.5472
) 1.912340.7513 1.782440.6962 1.8857+0.7441 1.6897+0.6829
7 2.2915+0.8954 1.7340£0.7638 1.8370£0.7597 1.5865+0.6191
9 2.4815£0.9286 2.1159+0.7515 2.2400=£0.7860 1.4921+0.5551

Table 3.9. Average wQL on Wiki dataset under deterministic attack. Target time
series Z = {1} and attacked time stamp H = {7}. Smaller is better.

Sparsity (k) no defense data augmentation randomized smoothing mini-max defense

no attack 0.1645+0.0588 0.0868+0.0232 0.0796+0.0272 0.2331+£0.1186
1 0.243040.0889 0.0775+0.0171 0.0687+0.0119 0.1683+0.1097
3 0.2771£0.0807 0.2225£0.1217 0.2260+0.1089 0.1466+0.0976
5 0.4260+£0.1127 0.3533£0.1602 0.3084£0.1365 0.1675+0.0675
7 0.5173£0.1045 0.4290£0.1524 0.4112+0.1420 0.1973+0.0632
9 0.6276+£0.1178 0.4362+0.1360 0.4451+0.1461 0.2185+0.1131

108



Table 3.10. Average wQL on Wiki dataset under probabilistic attack. Target time
series Z = {1} and attacked time stamp H = {7}. Smaller is better.

Sparsity (k) no defense data augmentation randomized smoothing mini-max defense

no attack 0.1748+0.1144 0.0837£0.0432 0.0828+0.0443 0.2376+0.1510
1 0.3255+0.2132 0.1647+0.1126 0.1976+0.1274 0.1834+0.1409
3 0.4080+0.1724 0.3104+£0.1550 0.2255+0.1322 0.2549+0.1530
) 0.5336+0.2318 0.2759+0.1368 0.1714+0.1348 0.129940.0852
7 0.6547+0.2940 0.3940+0.1849 0.2656£0.1708 0.2569+0.1605
9 0.8463+0.2715 0.5140£0.2195 0.2745+0.1513 0.2909+0.1918
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Consider

sup |G(r) — Gg([’)‘ = sup / (Fx+€ — Faisre(r ))pg(e) de
reRd reRd |JecRIxT
= sup / Fe(r)(py(€ —x) — pg(e—x—é)) de
rcRd eeRde
= sup / / F(r)Vp,(e —x —td)d dt de
reRd eRIXT J0
—x—td
= sup / / ( %) pg(e—x—té)dedt‘
rcRd EeRde
= — Sup / / x+t6+e ) (6 E) (6) de dt'
0 rcRd e€RaAXT
< —/ d- e‘ (e)de
0 JecRdxT
5] bV
< I (g plield)” = Y24l
which completes the proof. O

3.9 Non-transferrability of attacks between univari-
ate and multivariate forecasters

We study the transferrability from univariate attack to multivariate attack. To
be specific, if an attack is generated on the same subset (excluding target time series)
of time series using a univariate model and then fed into a multivariate model, can it
indirectly harm the prediction of target time series. Next, we report the experiment results
of univariate attack and multivariate attack.

Table 3.11. Transfer the attack from DeepAR to DeepVAR. Target items Z = {1} and
time horizon to attack H = {7}. Clean DeepAR and DeepVAR models are used. Averaged
wQL is reported.

No attack | Univariate attack | Multivariate attack
0.288 0.322 0.390
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3.10 Conclusion

In this work, we investigate the existence of sparse indirect attack for multivariate
time series forecasting models. We propose both deterministic approach and a novel
probabilistic approach to finding effective adversarial attack. Besides, we adopt the
randomized smoothing technique from image classification and univariate time series
to our framework and design another mini-max optimization to effectively defend the
attack delivered by our attackers. To the best of our knowledge, this is the first work to
study sparse indirect attack on multivariate time series and develop corresponding defense
mechanisms, which could inspire a future research direction.

Chapter 3, in part, has been submitted for publication of the material " Robust
Multivariate Time-Series Forecasting: Adversarial Attacks and Defense Mechanisms”,
Liu, Linbo, Park, Youngsuk, Hoang, Trong Nghia, Hasson, Hilaf, and Huan, Jun to
International Conference on Learning Representations and is currently under review. The

dissertation author was the primary investigator and author of this paper.
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Chapter 4

Promoting Robustness of Random-
ized Smoothing: Two Cost-Effective
Approaches

4.1 Introduction

The existence of adversarial examples of deep neural networks (DNNs) [126, 45]
has raised serious concerns to deploy DNNs in real-world systems, especially in the
safety critical applications such as self-driving cars and aircraft control systems. Thus,
many research efforts have been devoted into developing effective defenses methods to
safeguard DNNs. One of the most promising direction is known as certified defense via
randomized smoothing, where the word certified means that the defense methods have
provable theoretical guarantee as opposed to easily broken heuristic defenses [7], and
randomized smoothing is a popular technique that allows scalable certified defenses for
state-of-the-art DNNs against adversarial examples.

Randomized smoothing is recently proposed by [76, 80, 29] and has achieved state-
of-the-art robustness guarantees. Given any classifier f, denoted as a base classifier,
randomized smoothing predicts the most-likely class on the randomly perturbed input z
with Gaussian noises. Following this new prediction rule, randomized smoothing acts like

an operator on the original base classifier and produce a new smoothed classifier which
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is equipped with provable robustness guarantees under various ¢, norm threat models
(76, 29, 79].

Unfortunately, without specially-designed training techniques, the robustness cer-
tificate of the smoothed classifier is usually very weak [29]. Thus there are a few recent
works [116, 152] proposed to design specialized robust training methods to improve the ro-
bustness certificate of the smoothed classifier. In [116], the authors propose an adversarial
training method called SmoothAdv, which is similar to the PGD training [92] but on the
smoothed classifier. On the other hand, [152] propose MACER, whose training objective
involves a term to maximize the robustness certificate directly. However, SmoothAdv
often requires heavy tuning on a number of hyper-parameters for different noise level o
which could be computationally challenging, while MACER needs a much larger number
of (3x) training epochs to train (and unfortunately the resulting models often have weaker
certificate despite higher clean accuracy).

Motivated by the need of cost-effective robust training methods for random-
ized smoothing, in this work, we propose two approaches to address the limitations
of SmoothAdv and MACER. First, we propose a new robust training method called
AdvMacer, which takes the best of both worlds in SmoothAdv and MACER: AdvMacer
enjoys computational efficiency, gives larger ACR while preserving good accuracy in most
settings. Besides, AdvMacer attains a universal configuration that works well across
different setting with different values of the smoothing noise’s variance o. Second, we
propose to equip our AdvMacer models with a training-free ensemble method EsbRs,
which can further enlarge the resulting model’s certified radius (by up to 8% compared
with SmoothAdv and 15% compared with MACER), hence establishing the new state-of-
the-art result on certified radius. Crucially, we present a general theoretical analysis and
demonstrate the effect of both intra-model ensembles and mized-model ensembles from
the theoretical point of view. Grounded by our theoretical findings, an optimal weighted

ensemble can be derived analytically where the weights are dependent on the input data.
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4.2 Related works and backgrounds

In this section, we first give backgrounds on randomized smoothing and the related
certified defense SmoothAdv [116] and MACER [152]. Next, we review recent liteature on
applying ensemble methods to randomized smoothing.

Randomized smoothing Consider a neural network classifier f : R? — ) that
maps an input sample x € R? to its predicted label in . [29] introduced a randomized
smoothing (RS) technique that can turn any base classifier f(z) into a smoothed classifier
g(x) with provable robustness guarantees. When taking a sample z, the smoothed classifier
g returns the class that the base classifier f is most likely to return under isotropic Gaussian

noise perturbation of x:

g(ZE) = arg r;ax ]PDENN(O,J2I)(f(x + 6) = C),
ce

where o is the noise level that controls the trade-off between clean accuracy and model
robustness.

[29] further proved the robustness guarantees of such smoothed classifier in Theo-
rem 4. Let ® denote the cumulative density function (CDF) of the standard Gaussian
distribution. Suppose that under Gaussian perturbation ¢ ~ N(0,0%I), the most likely
class ¢y is returned with probability p4 and the second most likely (runner-up) class cp is

returned with probability pg, i.e.

ca =argmaxP(f(z+¢€) = c),
cey

cg = argmax P(f(x +€) = ¢),

c#ca

pa=P(f(z+e€) =ca), pp =P(f(x +€) =cp).
Theorem 4 (Theorem 1 of [29]). Assume py attains a lower bound p, and pp attains an
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upper bound pp with p, < pp, then g(x + 0) = ¢4 for all ||d|]2 < R, where

R=2(® ' (0s) ~ & (pn).

In practice, Monte Carlo sampling is employed to obtain an estimate of p4, see [29].

Unfortunately, as reported in [29], the robustness certificate is weak without
any specifically-designed training techniques for randomized smoothing. Thus, a few
techniques have been developed to enhance the robustness of randomized smoothing.
In particular, [116] proposed to train base classifier f on adversarial examples that are
generated by PGD [92] applied to soft-RS classifiers. Another line of work [152] considered
an attack-free robust training by directly maximizing certified radius of each training
sample. We briefly revisit these two methods [116, 152] in the following: Formally, suppose
that F? : R? — P()) is the soft version of classifier f whose last layer is a softmax layer
with inverse temperature 8 and P()) is a probability distribution over the label space ).

We omit the superscript g if there is no ambiguity. Consider a smoothed soft classifier
G(a:) = E(;NN(0702])F(.T + 5)

SmoothAdv [116] introduced SmoothAdv to find adversarial examples by PGD.
Denote Lcg as the canonical cross entropy loss. Given a labeled data (z,y), SmoothAdv
finds a point & that maximizes the cross entropy loss of G(z) in the local neighborhood of

X

& = argmax Leg(G(2'),y) = argmax —log Es (0,020 F (2" + 9),. (4.2.1)

|2 —z||2<e [[2'—zll2<e

Such optimization problem (4.2.1) is solved by projected gradient descent (PGD). To

estimate the gradient of (4.2.1), [116] used Monte Carlo simulation to approximate
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Vm’LCE(G(x/)7 y) by

Ms

(o33 80)),

where 4y, ..., 0, are drawn i.i.d. from N(0,c%I).

k=1

MACER Since the certified radius is related to the difference between the top
probability p4 and the runner-up probability pg, [152] constructed MACER loss Lyjacgr,
which consists of classification loss and robustness loss to both minimize classification

error and maximize the certified radius of those correctly classified samples. Specifically,

Lyacer(7) = Lee(G(),y) + ALr (G 2, y), (4.2.2)

where A > 0 is a tuning parameter. The loss in (4.2.2) involves the soft smoothed classifier

G and [152] proposes to approximate G(z) by Monte Carlo sampling:

. 1 ¢
G(r) ~ 2(x :Ekz (x + k), (4.2.3)

g(z) = argmax Z;(x).
1€y

where 4y, ..., 0, are drawn i.i.d. from N(0,02I). Denote by éﬁ(z, y) the approximated

certified radius at z, then

CR(x,y) = 3 (7 (3,(x) — &~ (max 2, (x))).

y'#y

Therefore, the robustness loss Lg(G;z,y) can also be approximated by

Lr(G;z,y) ~ Ly (2;2,y) = max{e + & — CR(z,y),0} 1(4(z) = )

= %maX{v —&(w,y), 0} 1(g(x) = y), (4.2.4)
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where €, ¢ > 0 are hyper-parameters in hinge loss, v = %(e + €), and

~

So(r,y) = @71 (%(x)) — @7 (max 2 (x)).

y'#y

Finally, MACER trains a base classifier by minimizing the approximated MACER loss on
training dataset. We refer readers to [152] for more details.

Ensemble. Model Ensemble is a popular technique in the machine learning
literature to practically improve model performance and reduce generalization errors [3].
Recently, there are a few works investigating the idea of using model ensemble to improve
robustness of a randomized smoothed classifier [57, 147]. However, [57] focused on ensemble
the same type of models (i.e. models trained from the same process but with different
random seeds) and did not study the effect of using different types of models. Although
[147] doesn’t have any explicit assumptions on model types, they only experimented using
same types of model to ensemble. Also, their analysis is based on a model smoothness
assumption, which is not easy to verify especially for DNN. In contrast, as will be introduced
in Section 3.2, our proposed EsbRs is a more general ensemble method where we study
the effect of mized-model ensembles and optimal weighted ensembles. Although weighted
ensemble has also been studied in [57], their model learns the weights from training
and cannot justify the weights’ optimality. However, in our work, we develop a novel
design framework of the optimal weight ensemble based on our theory to best improve the

robustness certificate of a randomized smoothed classifier.

4.3 Our proposed main methods

In this section, we propose two novel and cost-effective approaches to improve
robustness of a randomized smoothed classifier. First, we introduce a new robust training
method AdvMacer that aim to maximize the certified radius over adversarial examples,

and we present the intuitions, formulations as well as the details of our algorithm in
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class 1 class 2 class 1 class 2 class 2
(a) standard training (b) smooth-adv (c) AdvMacer (this work)

Figure 4.1. The illustration of the idea behind AdvMacer : z (black dot) is the original
data sample and & (red dot) is an adversarial example of z. The solid black line is the
original decision boundary. The blue line in (b) is the decision boundary using SmoothAdv
and the green line in (c) is the decision boundary after applying AdvMacer . SmoothAdv
force the classifier to classify & correctly to get the red boundary. AdvMacer force z
to not only have correct prediction but also a large margin. Therefore, AdvMacer can
obtain larger certified radius R3 > certified radius of smoothadv Ry > certified radius of
the original classifier R;.

Section 4.3.1. Next, in Section 4.3.2, we propose a novel ensemble method called EsbRs
with theoretical analysis. Different from the two recent works [147, 57], we provide a
more general analysis which does not require individual classifiers to come from the same
training method. Our analysis allows the derivation of the optimal weight for individual
classifiers, which is the key to promote robustness and the study of optimal weight has

not been explored in the prior work.

4.3.1 Approach 1: AdvMacer

Inspired by the prior work SmoothAdv [116] and MACER [152] and to address
their limitations, we argue that a smoothed classifier can be trained to have larger certified
radius by directly optimizing the certified radius of adversarial examples instead of the
clean data points. However, notice that this statement requires adversarial example to be
predicted correctly (otherwise, the certified radius of original data point may be actually
decreased). The intuition is illustrated in Figure 4.1. Based on the above idea, we propose

the following formulation.
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Formulation.
Given data x and its label y, we aim to minimize the proposed AdvMacer loss

consisting of two terms:

LAdVMacer(x) == LCE(ZA/(:%)’ ?J) + )\LR(év §j> y)a

where Z and Ly are given in (4.2.3) and (4.2.4) respectively. The 1st term Lcg(2(2),y) is

to encourage adversarial examples & to be classified correctly, and the 2nd term

Ln(% ) = 5 max{y - &(2,),0} 1(§(2) = v)

is to maximize the certified radius at the adversarial example z, where

# = argmax Lcg(2(2),y).
[ —z|[2<e

To minimize the Laqymacer (), We generate the adversarial examples & via Equation (4.2.1)

with T-step PGD using SmoothAdv [116], i.e. in the i-th step, we update

) )
T=x;

where [[4(+) is the projection onto set S and we set & = xp. The training objective is

Tip1 = H <xz + V1< — log (% zm: Pz’ + 5k)y)>

B(x,e) k=1

to minimize LagymMacer(2) by first-order optimization method, and a detailed algorithm is
presented in the Appendix due to page constraint.

Hyper-parameters Note that there are a few hyper-parameters in AdvMacer
: o is the noise level that is introduced when f or F' is smoothed; € in (4.2.1) controls
the size of the /5 ball when doing PGD; v in (4.2.4) is the parameter in hinge loss; A
is the regularization parameter which controls the trade-off between clean accuracy and

robustness; m in (4.2.3) is the number of Monte Carlo samples used to estimate G(x); T
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is the number of PGD step to generate adversarial samples. Finally, recall that the soft
classifier F = F?, where £ is the inverse temperature in softmax layer. The larger 3 is,

the closer the soft classifier F' is to the hard classifier f.

Discussion and Comparison.

(I). SmoothAdv [116] adapted adversarial training to defend against the least
favorable samples but did not consider certified radius as another metric. MACER [152]
used robust training to directly maximize certified radius on clean samples instead of
adversarial examples. In contrast, our proposed AdvMacer trains a model on adversarial
examples while taking certified radius into consideration. Compared with SmoothAdv,
AdvMacer doesn’t bring any additional computational overhead to calculate robust
loss as there exist analytic formula for certified radius; in the meantime, compared with
MACER, we require much fewer number of epochs (3x smaller) to obtain a robust model
with much larger certified radius. From the experiments in Section 4.4, it can be seen
that AdvMacer outperforms both SmoothAdv and MACER on various dataset. (II).
SmoothAdv needs to tune a number of hyper-parameters for different noise level o, which
becomes a significant challenge when the computing resources are limited. Although
MACER also has many tuning parameters, empirical experiments showed that most of
these parameters don’t change across different o and datset. However, MACER needs
more training epochs (440 epochs per [152]) to yield a robust classifier, taking days to train
a ResNet-110 [56] on Cifar-10 [73]. Also, MACER usually achieves better clean accuracy
but smaller average certified radius (ACR). In contrast, our AdvMacer takes the best of
both world in Smoothadv and macer: AdvMacer enjoys computational efficiency, gives
larger ACR while preserves good accuracy in most settings. Besides, AdvMacer attains a
universal configuration that works well across different o. Equipped with ensemble method
presented in Section 4.3.2, AdvMacer also enriches the diversity of component models,

making mixed ensemble more robust. For a thorough comparison by experiments, see

120



Section 4.4 for more details.

4.3.2 Approach 2: EsbRs

Ensemble is a cost-effective post-training technique to enhance model performance
and reduce generalization error without spending much additional efforts on re-training
the neural networks. By simply averaging the output from several models, ensemble
shows remarkable boost in test accuracy and model robustness. Recently, there are a
few works investigating the idea of using model ensemble to improve robustness of a
randomized smoothed classifier [57, 147]. However, the existing work mainly focused on
ensembling similar classifiers with learnable weights. In contrast, we also consider mixed
ensemble with component classifiers coming from different training methods and conduct
theoretical analysis explaining the success of mixed ensemble in certain cases. Besides,
unlike [83] learning the ensemble weights empirically from training set, we develop a novel
theoretical framework to design optimal ensemble weights based on our analysis. Empirical
experiments verify the superiority of our proposed methods.

Formulation Suppose we have k trained soft classifiers F1,... F*: RY — P(Y)
and Y = {1,...,c}. Consider soft-ensemble model H whose output is a weighted average

of the logits from F*, ..., F*:

k
H(z)= Z w F' ().
=1

Suppose the associated hard classifier is

h(z) = argmax (H(z)) .

c
cey

Then we apply RS to h and get the corresponding smoothed classifier g. Extensive
experiments from Section 4.4 show that ensemble-RS classifier g outperforms all component
classifiers F'', ..., F¥ in general, no matter F' comes from the same or different training

methods. Specifically, if I comes from more than one training methods, we call g a mixed
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ensemble.

Theoretical analysis We present some theoretical analysis on how (mixed)
ensemble can reduce the variance and hence increase certified radius. We generalize the
analysis in [57] to allow mixed ensemble, which provide deeper insights on model ensemble
study and in fact motivate a novel design of optimal ensemble as described in Designing
optimal weighted ensemble paragraph.

For a fixed query point x with a Gaussian perturbation € ~ A (0,02I), suppose
logits vector y' € P(Y) is returned by F'. Without loss of generality, assume 1 is the
majority class in RS for all F'. For simplicity, we can work with classification margin
b=yl —yl forie Y. Let § = H(x + ¢). Therefore, § = .1, wy'. Similarly define
Zi = Y1 — y;. Consider E[Z] € R® and Var(z) € R®*¢ | where the expectation is taken over
the randomness in training process, including random initialization and stochasticity in

GD. Then we have

Var(z) = Var(i wlzl>

k
= Z wiVar(z') + 2 Z wyw,,Cov(z', 2™) (4.3.1)
=1 l#m
Hence, Var(z;) = Var(2);;. Denote p;(w) = Var(z;) as a function of w = [wy, ..., wy]" and

a; = a,(s) = max Var(z');;

Bi = Bi(s) = rlr;éax Cov(2!, 2™)y

Suppose there are a fixed number of training methods and denote this number by s, so the
above maximum is in fact taken over s different classes. As a result, a;(s), i(s) = O(1)
even as k — oo.

A special case As a special case, consider w; = % foralll =1,... k. By (4.3.1),
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we derive

A a; — f3;
=B+ =0 (4.3.2)

pi(w) = Var(z;) < boi + klif — D

These classifiers either come from different training methods, or same training method
with different random seeds. Thus, existing work all assumes that the logits from one
classifier have larger covariance «; than the logits from different classifiers ;. However, as
we will see in Discussion paragraph, ensemble may harm the performance if the above
assumption doesn’t hold. For now, let’s assume «; > ;. By (4.3.2), we conclude that the
upper bound of Var(z;) decreases to a constant f3; as k — oo.

Next, we explain how Var(z;) affects certified radius. From Theorem 4, we see that
R =00 (p,) if py > %, hence we only need to show a lower bound on the top class
probability p4 increases as k becomes larger. Since we assume the majority class’s number

is 1, we see that

c

p=PE>0Vi=2..0>1-> Pz<0) (4.3.3)

=2

By Chebyshev’s inequality, P(z; < 0) < ]P’(}Z, —E[z]| > ]E[ZZ]> < \I/ET;(_T;') and let

e; = e;(s) = min; E[2!], thus from (4.3.3) we have

°\ Var(z;
p=1=> # (4.3.4)

- €;
=2

The above equation suggests us to choose the weight w that maximizes the RHS of (4.3.4)
to have a larger p;, hence larger certified radius. Since e; is independent of the choice of

w, we can obtain the optimal weight by solving

c k
min a;P; .t. =1 >0 4.3.5
min Z pi(w) s6Y w =1, w >0, (4.3.5)
=2 =1
where a; = e;? are constants. Note that when w; = % forall l =1,...,k, we have a lower
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bound on p; by (4.3.2) and (4.3.4):

~ B + (o — B;) [k ~ B
plzl—zﬁ (62 Bi)/ —>1—Zf—2 as k — oo.
i=2 i i=2

This explains why larger k£ makes p; and certified radius larger even in average ensemble.

Discussion

Compared with [57], we generalize their analysis to allow both weighted and mixed
ensemble and hence have several new findings. First, if a; < [;, namely the logits
from one model have smaller variance than those from different models, the RHS of
(4.3.2) becomes an increasing function in k, which implies ensemble does not always work.
Second, suppose F', F? come from model category 1 (for example, SmoothAdv) and F*
comes from model category 2 (for example, AdvMacer ). If the logits from different
types of models have smaller variance than those from the same type of model, namely
Cov(F', F3) < Cov(F*', F?), ; will become smaller and makes mixed ensemble work

better than single ensemble. This phenomenon is observed in Figure 4.2.

Designing optimal weighted ensemble

The optimization problem in (4.3.5) allows us to design an optimal weight that
can maximize the lower bound on p;. Consider the case where k£ = 2, then (4.3.5) can be
solved analytically given the knowledge of Var(z!), Var(z?), Cov(z', 2?) and a;. To see this,
let b; = Var(z1);;, ¢; = 2Cov(2t, 22), d; = Var(2?), then the objective function in (4.3.5)

can be re-written as

q(w) = Z ai(biw + caurw + diwy) & Z ai[biw? + ciwi (1 —wy) + di(1 —wi)?], (4.3.6)

=2 =2
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where (i) uses the constraint w; + wy = 1 to eliminate wy. Therefore, the problem (4.3.5)

can be further cast as a quadratic optimization with linear constraints:

mirﬂlg q(wy) = Aw; + Bw, + C
w1 €

st. 0<w; <1, (4.3.7)

where A =3¢ ,a;(b; +¢;+d;), B=>7 ,—a;i(c; +2d;) and C' =3¢ , a;d;. Notice that
this problem has an analytical solution: if A > 0 and 0 < —QEA <1, w = —2% and
we = 1+ %; else ¢(wq) attains minimum at boundary w; = 0 or 1.

Next, we aim at giving an estimate of a;,b;,¢;,d;. To account for randomness
both from training and Gaussian perturbation ¢ around the input z, we first generate
n i.i.d. Gaussian noisy data w1, ..., x, from N(z,c?I). Second, we incorporate random
perturbation for the parameters # in classifier F' to imitate random seeds in training, as
this is the cheapest way (without extra training cost). We randomly select t% parameters
from F and add i.i.d. Gaussian noise § ~ N(0,5?) for each selected parameter. This
returns a perturbed model F' from the base model F. Repeating the above process on F'*
and F? for m times gives us 2m perturbed models Ff, N Fﬁl and Ff, L F2

Now, we pass x1,...,x, into Ff, e ,Fnll to get mn output logits vector

Also, y*!,y*2, ..., y*™" can be obtained similarly by passing n noisy data into m perturbed

models of F2. Compute zf] = yi’j — yi] for 1 <i<cand!=1,2. Then an estimation of
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variance and covariance can be their empirical parallel:

1 mn
bi = Var(z'); = — Z(zlﬂ — (Y — Y]
7=1
2 mn
C; = 2COV<Z1, 22)1'1' = % Z(ZLJ - Zl)(zzj Z2)2;7
7=1
1 mn
d; = Var(2?); = p— Z(zQJ — ) (2% — 7).,
7=1
where 2! = L > 2t for [ =1,2. Also obtain a; = e; 2 = min{z}, 22}~2? Hence, we can

solve (4.3.7) by plugging in a;, b;, ¢;, d;. A detailed algorithm is given in Algorithm 6 in

Section 4.9.

Remark 1. To our best knowledge, we are the first work to develop a practical and
theoretical grounded methodology to obtain the optimal weight of the ensemble scheme.

We note that the two recent works [147, 57] did not explore this direction.

4.4 Experiments

In this section, we present experimental results that empirically evaluate the
performance of our proposed methods, AdvMacer and EsbRs, on Cifar-10 [73] and
SVHN [103] dataset. To make fair comparisons with previous baseline models, we use
the same architectures as in [29, 116, 152]: ResNet-110 [56]. We train our models with
o = 0.25,0.50,1.00 on Cifar-10 and ¢ = 0.25,0.50 on SVHN. We train all models on a
single NVIDIA V100 GPU and the training time reported below is all from NVIDIA V100
GPU.

Evaluation We mainly evaluate model performance on two metrics: clean accu-
racy and average certified radius (ACR). Clean accuracy is the classification accuracy when

taking the original test images as the input and cannot evaluate model robustness. A more
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Figure 4.2. The plot of ACR against different number of component models in EsbRs
on Cifar-10 with ¢ = 0.50. Single ensemble uses N AdvMacer models. Mixed ensemble
with totally N component models uses m AdvMacer models and n SmoothAdv models,
where m and n are given in Table 4.5 ofSection 4.7.

reasonable metric for evaluating robustness is ACR. We follow the standard evaluation
protocol used in [29, 116, 152] for fair comparison: for each test data (z;,y;) € Siest, record
the radius R; that can be certified the by the model g. Set R; = 0 if x; can’t be classified
correctly by g. Then ACR = m > Ri. Since the denominator is the size of the full test
set, one cannot obtain large ACR without high accuracy. Thus ACR becomes a popular
choice in most of the DL robustness literature. We use CERTIFY algorithm in [29] to
obtain certified radius and choose Ny = 100, N = 100,000, « = 0.001 in CERTIFY. We
report model performance on the first 500 test images on Cifar-10 and SVHN.

Baseline models Two baseline models are discussed in this section: MACER
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Table 4.1. Cifar-10: ACR of different models on the first 500 test images of Cifar-10
with varing o. Clean accuracy is reported in parenthesis. Reported models include
SmoothAdv, MACER, AdvMacer , Esb-RS. N = 100k samples are used in certification
unless otherwise specified.

Methods o=025 0c=05 oc=1.0 Ensemble?
SmoothAdv [116] 0.541 (74.2%)  0.735 (56.4%)  0.758 (45.8%) X
MACER [152] 0.518 (79.4%)  0.682 (63.4%)  0.768 (42.4%) x
Baselines SmoothMix [62] 0.545 (76.0%)  0.685 (63.8%)  0.626 (48.4%) X
SmoothMix+1-step adv [62] 0.533 (72.8%) 0.743 (62.0%) 0.788 (43.0%) x
Consistency [63] 0.535 (78.4%)  0.701 (64.6%)  0.719 (45.8%) x
Consistency + SmoothAdv [63] 0.532 (71.8%) 0.733 (53.2%) 0.834 (42.8%) X
AdvMacer 0.554 (76.0%) 0.742 (58.4%) 0.794 (47.6%) X
EsbRs-AdvMacer x3 0.583 (76.4%) 0.772 (58.8%)  0.805 (47.6%) v
Oure  EsPRs-SmoothAdvx3 0.567 (76.6%)  0.777 (58.4%)  0.801 (46.6%) Vi
EsbRs-AdvMacer x1+SmoothAdvx2 0.572 (77.2%) 0.783 (50.4%) 0.810 (47.2%) v
EsbRs-AdvMacer x2+MACERx1  0.568 (79.8%) 0.728 (63.6%) 0.801 (42.8%) Vv
EsbRs-AdvMacer x1+MACERx2  0.570 (80.4%) 0.723 (65.0%)  0.760 (44.0%) N

and SmoothAdv. For MACER, we follow the configurations given by Table 4 in [152]. For
SmoothAdv, we pick the best models under different o = 0.25,0.50, 1.00 from the Github
repo of [116]. See Table 4.4 in Section 4.6 for more details on hyper-parameter selection of
SmoothAdv.

AdvMacer We apply Algorithm 5 to train our AdvMacer models. On Cifar-10,
we choose v = 8.0, A = 12.0, § = 16.0 for all 0 = 0.25,0.50,1.00. The choice of T',m, €
are summarized in Table 4.4. We follow the same training scheme as [116]. The initial
learning rate is 0.1 and decays by a factor of 0.1 every 50 epochs. A batch size of 256
is used in the training. For more details, please refer to [116]. Note that by the choice
of hyper-parameters, SmoothAdv and AdvMacer have the same training time, which
implies the improved performance of AdvMacer is not gained from more expensive
computation. The experiment results on Cifar-10 are summarized in Table 4.1.

EsbRs We also employ our proposed ensemble technique introduced in Sec-
tion 4.3.2 to enhance robustness performance. We use the following naming convention to
report, our result: EsbRs-Modell xn+Model2xm represents the ensemble model obtained

by n Modell and m Model2. Each component model’s configuration is the same as that of
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the non-ensemble individual model for fair comparison. For example, EsbRs-AdvMacer
X 14+SmoothAdvx2 on Cifar-10 with ¢ = 0.25 represents the ensemble of one AdvMacer
model and two SmoothAdv models with configuration from Table 4.4.

Our empirical experiments also verifies the theoretical analysis on the success of
mixed ensemble and optimal weighted ensemble in Section 4.3.2. In ensemble experiments,
we independently train all AdvMacer and SmoothAdv models on Cifar-10 with o = 0.50
and the model configuration is given by Table 4.4. For single ensemble, we use 1/2/3/4/5/6
AdvMacer models. For mixed ensemble, the number of component model from each
category is summarized in Table 4.5 of Section 4.7. In Figure 4.2, we observe that ACR
improves as the number of component models increases. The same observation holds
for both single ensemble and mixed ensemble. Besides, mixed ensemble gives universally

better ACR as shown in Figure 4.2, which is in accordance to the analysis in Section 4.3.2.

Discussion

Different from [57], we allow mixed ensemble that are a mixture of robust models
from various training methods. The introduction of AdvMacer brings enriched diversity of
component models that can be used in model ensemble. In addition, we conduct experiment
on optimal weighted ensemble with two component models. The weights wy,w, are
computed by Algorithm 6. The experiment is on Cifar-10 with o = 0.25 and choose both F'!
and F? from AdvMacer models. Weighted ensemble model is given by H = w F! +w, F?.
We set n = 10,m = 10,0 = 0.25,6 = 0.01,¢ = 0.3 and certify each test image x by H
using CERTIFY algorithm from [29] with Ny = 100, N = 100,000, = 0.001. The
results are given in Table 4.2. It shows that the choice of optimal weight does improve
both accuracy and ACR, compared with average weighted ensemble method. It is worth
noting that we are the first work to study and propose the optimal design of ensemble
weight for randomized smoothing to best improve the robustness.

Additional experiment on SVHN We compare the performance of SmoothAdv,
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Table 4.2. Optimal weighted ensemble. ACR and clean accuracy on the first 500
test images of Cifar-10 with o = 0.25. All certification has parameters Ny = 100, N =
100,000, « = 0.001. Optimal weights are computed from Algorithm 6 with AdvMacer
models F!, F2, m = 10,n = 10, = 0.3, = 0.25,5 = 0.01.

Model Accuracy ACR  Certificate Time
AdvMacer 0.760 0.554 8.9s
Avg weight EsbRs 0.760 0.572 18.0s
MME [147] 0.754 0.567 19.6s
Optimal weight EsbRs 0.766 0.576 26.3
max-EsbRs (n = 10?) 0.762  0.591 9.0s
max-EsbRs (n = 10%) 0.766  0.597 10.8s

MACER and AdvMacer on SVHN dataset with o = 0.25,0.50. On SVHN with ¢ = 0.25,
we choose T'=2, m =4, A =12.0, y = 8.0, f = 16.0, ¢ = 0.5 and train the model for 150
epochs. On SVHN with ¢ = 0.50, we still choose T'=2, m =4, vy=28.0, 8 =16.0, e =0.5
but a different A = 4.0. The model is also trained for 150 epochs. The initial learning
rate is set to 0.01 and drops by a factor of 0.1 every 50 epochs. The other training details
follow the same as Cifar-10. For SmoothAdv, take T'=2,m = 4,¢ = 0.5 when o = 0.25
and T'=2,m =4,e = 0.25 when ¢ = 0.50. We train MACER model for 440 epochs whose
configuration is given by C.2.2 of [152]. We report the experiment results in Table 4.3 and
leave details in Table 4.9 in Section 4.10.

Certified accuracy and Performance We also report the certified accuracy
in Section 4.8 for each ¢y radius ranging from 0.25 to 2.00 and increasing by 0.25 under
o = 0.25,0.50,1.00 on Cifar-10. From Table 4.1, Table 4.3 in this section and Table 4.9 in
Section 4.10, AdvMacer has largest ACR among all non-ensemble models for every o on
both Cifar-10 and SVHN dataset. Training time of AdvMacer is the same as SmoothAdv,
but significantly less than MACER. Ensemble can boost both accuracy and ACR and
EsbRs-AdvMacer x3 achieves the best ACR on Cifar-10 with ¢ = 0.25. AdvMacer

x 1+SmoothAdvx2 outperforms all the other models on Cifar-10 with ¢ = 0.50, 1.00,
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Table 4.3. SVHN: clean accuracy and ACR of different models evaluated at the first 500
test images of SVHN with o = 0.25.

Model Accuracy ACR
SmoothAdv 85.8% 0.560
MACER 86.8% 0.549
AdvMacer 86.6% 0.569
EsbRs-SmoothAdvx3 87.8% 0.578
EsbRs-AdvMacer x3 88.2% 0.582
EsbRs-AdvMacer x1+MACERx?2 87.8% 0.559
EsbRs-AdvMacer x24+MACERXx1 88.6% 0.570

EsbRs-AdvMacer x1+SmoothAdvx?2 87.8% 0.577
EsbRs-AdvMacer x2+SmoothAdvx1 87.6% 0.582

suggesting that one may prefer mixed ensemble in particular situations.

Universal configuration As SmoothAdv requires different model configurations
for different tasks, unexpectedly long training time becomes a challenging issue especially
when the computing resource is limited. Smaller number of Gaussian samples m and
fewer PGD steps T in SmoothAdv can reduce the training time significantly but also
compromise the robustness significantly. However, AdvMacer combines adversarial and
robust training and is expected to still performs well even with reduced m and 7. We
choose universal configuration m = 2 and 1" = 2 for all experiment setting on Cifar-10 and
compare the performance to SmoothAdv with the same configuration in ??. For every
o, AdvMacer is at least comparable to SmoothAdv and MACER. For example, the
ACR of AdvMacer is only smaller than the best model by 0.002, but costs 12% of the
training time. Moreover, on ¢ = 0.50 and ¢ = 1.00, AdvMacer has noticeably larger
ACR than both SmoothAdv and MACER, while still costs only 12% of the training time
of MACER. For larger o (¢ = 1.00), AdvMacer even has the best clean acc among all

reported models. This characteristic makes AdvMacer more scalable and cost-effective.
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4.5 Full Algorithm of AdvMacer

Algorithm 5. Our AdvMacer (o,m,T,\, 3,7)

Input: training set pgata, noise level o, number of Gaussian samples m, regularization
parameter A, hinge factor =, inverse temperature 3, number of PGD step T'
for each iteration do
1) Sample a mini-batch (z1,41), ..., (Tn, Yn) ~ Ddata
2) For each (z;,y;), use T-step SmoothAdv to generate adversarial example Z;
3) For each (;,1;), draw m i.i.d. Gaussian samples Z;, .. ., Tjy, from N (z;, 0%1)
4) Obtain an estimation of Gy(z) by

29(52‘) — — E Fg(flk), for 1 = 1,...,n
m
k=1

5) Collect the set of data with correct prediction:

Sp = {i : y; = argmax Zy(Z;).}

c

6) For each i € Sy, compute the second most likely class

U; < arg max Zg(Z;).
cAYi

7) For each i € Sy, compute
(&) = © (Z()y) — D7 (20(2)y)

8) Sample § ~ N(0,0%I) and update 6 with SGD to minimize

1 n
—_— log Zg(Z; + 6),,
nZZI 08 Zo(Zi + 0)y,

Ao £
+ o Z max{y — & (&; + 9,v;),0}

€Sy

end for
Output: model parameters 6
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Table 4.4. Model configuration: main hyper-parameters and training time for Smooth-Adv
and AdvMacer on Cifar-10 with varing . For the additional parameters in AdvMacer
, we pick A =12.0,v = 8.0,5 = 16.0.

Models T m € Epochs o Time
2 8 1.0 150 0.25 15.5h
SmoothAdv 2 8 20 150 0.50 15.5h
2 4 20 150 1.00 8h
2 8 1.0 150 0.25 15.5h
AdvMacer 2 8 20 150 0.50 15.5h
2 4 20 150 1.00 8h

4.6 Model configuration

We summarize the configuration of the SmoothAdv and AdvMacer models on

Cifar-10 in Table 4.4.

4.7 Details of mixed ensemble component

The details of the component models for mixed ensemble in Figure 4.2 are given in
Table 4.5.

Table 4.5. Component models in mixed ensemble experiment in Figure 4.2. The mixed
ensemble with totally N component models uses m AdvMacer and n SmoothAdv models.
m and n are given as follows.

ST W N | 2
W wN ==~ |B
WNoNDNR~O|B

133



4.8 Certified accuracy

More results on certified accuracy of Cifar-10 is presented in Section 4.8 and

Table 4.8.

4.9 Optimal weighted ensemble

We give the detailed algorithm (ComputeWeight(F*!, F? o,6,n,m,t,z)) to com-

pute the optimal weight in ensemble in Algorithm 6.

4.10 More SVHN experiments

See Table 4.9 for more experiments.

4.11 Certification with more or fewer samples

Since ensemble of £ models takes k£ times longer certification time, we also certify
ensemble model with N/k samples and single model with kN samples to make certification
time comparable. Esb-AdvMacer x3 with N/3 samples underperforms AdvMacer
mainly due to insufficient number of samples ([29] claimed one needs 10° samples to achieve
significance level & = 0.001). Compared SmoothAdv with 3N samples to SmoothAdvx3,
ensemble model outperforms the base model while o = 0.50,1.00 and is only slightly
worse while 0 = 0.25, which showcases the power of ensemble. For a complete table, see

Table 4.10 below.

4.12 ImageNet

4.13 Conclusions

In this work, we have proposed two novel and cost-effective approaches to promote

robustness of randomized smoothed classifiers. Our first approach AdvMacer improve

134



0.0 00 00 00 00 00 ¢90 8650 ¥ILO0 ¥F080 CXUIDVINTIX I9ORINAPY -SHASH
89¢0 00 00 00 00 00 @clr0 9830 00L0 86L0 IXUADOVIN+CX I90RNAPY -SHASH
¢Ls0 00 00 00 00 00 86¥V0 ¥650 CLIY0 CLLO CXAPYVUIOOWSHIX JSORINAPY -SHASH

9,60 00 00 00 00 00 9090 0090 8690 99L°0 EXAPYloomuS-sHqsH
€8¢'0 00 00 00 00 00 ¥ISO0O PI9O0 00L0 ¥9L°0 €xX JI9IRINAPY-SHASH
¢s0 00 00 00 00 00 6vV0 ¥090 690 9L°0 (7qS1oM BAR) gX IOORINAPY-SH]SH
9,60 00 00 00 00 00 96v'0 809°0 8690 99.°0 (7yStom 3do) g x IODRINAPY -SH]SH
vée'o 00 00 00 00 00 P80 <CLS0 8990 9.0 IQOBINAPY
€ego 00 00 00 00 00  LYO  ¥990 ¥E9O 8CLO ApY dogs-T-+HXINYjo0oms
greo 00 00 00 00 00 90 <¢L90 8890 9.0 XINYjoows
8r¢0 00 00 00 00 00 000 ¥cG0 8LI9'0 ¥6L°0 HIOVIN
weo 00 00 00 00 00 G0 @©Ls'0 0990 ¢¥l0 Apyjoouws
dov 00 GLT 09T 4¢'1T 00T G270 050 gco 00°0 (620 = 0) PPON

"SNIpel &) ST Je PoyIlIed o ued Jel) ADeIndoe Isnqol oy} sjuasaidol uwnjod
YoRE] 'GZ) = O YNM ()T-TBJI) JO soSewl 893 ()G 181 oY)} Jo OV pPue A0vINOOR PayIed :AovIndde payliie)) 9§ o[qe],

135



€cL0 00 84T0 0¢¢0 €660 0L£0 0990 9050 8950 0S9°0 CXUIDVINTTX JI90RINAPY -SHASH
8¢L0 00 <lT0 0¥¢0 7¥660 88€0 9¥F'0 7F0S0 ¥95°0 9€90 IXUIDOVIN+CX I09eNAPY -SHASH
€840 00 8EC0 O0TI€0 ¥LEO TTCV'O PGP0 G8F0 0PGS0 T690 GXAPYVUIOOWSHTX IDRNAPY -SHASH

LLL0 00 %820 8080 2980  0ZF0 ¥SEO0  9LF0 0SS0 FRG0 & X APV J00MG-SHSH
gLL0 00 08¢0 8820 0980 FIVO SFF0  86F0 TFSO  88C0 ¢X I90RINAPV-SUASH
VL0 00 9120 0.0 ¥EL'0 8680 THF0 98%°0 CES0 ¥8S0 I90RINAPY
€7L0 00 9610 G20 FIEO0 8€0  FFFO0  F0S0  9.8°0 290 APy dojs-T+XI\j00tg
G890 00 @ST'0 130 F¥LE0 VE0  9IF0  8F0  8FS0  8€90 XT[[300Mg
2890 00 9210 9020 8SZ0O 9FE0 CEY0  9LF0 99S°0 ¥E€90 YADVIN
Gel’'0 00 ¥2T'0 9820 8IE0 F6E0 CEFO  89F0  9IC0  F9S0 APV 1300
OV 00 SLT 09T ST 00T SL0 0S50 SZ0 000 (060 = 2) [oPOIN

"SIIPRI &) SIY) Je POYILIED o( UeD JRY) ADRINDOR ISNCOI ) sjuasaIdal uwmjod
yory 0G0 = © YHM (T-IeJID) Jo sofewr 4801 ()G 1SIT 9} JO YOV PUR AORINDOE POyl :ADRINIOR PayIlIe)) *L'F 9[qel,

136



09.L0 %410 ¥8T0 <¢0C0 8ECO ¢8C'O0 ¥0E0 OFPE0 99¢0 7¥OvV0 OFF0 CXUIDVINTT X I90RINAPY-SHASH
1080  ¥9T°0 86T°0 0€c'0 9920 9.¢0 S8I€EO0 <¢¥EOD 0LE0 FOV0O 8cv0 IXUIOVIN+CX I09eNAPY -SHASH
0T8°0 ¥LI'0 ¥61°0 ¥Ic0 OFVc0 T920 TF0OE0 99€°0 ¥6E€0 TEV'O CLV0 CTXAPYJIOOWSHTX JOOBRINAPY-SHASH

1080 0LT'0 9810 ¢Ig0 O0Fg0 0920 ¥620 09€0 88¢0 ZEF0 9970 & X APV J00MS-SHSH
G080 TLT'0 96T°0 0220 9¥20 0LZ0 TOS0 SGE0 98¢0 92F0 9L¥°0 ¢X I90RINAPV-SUASH
$6L°0 ¥9T°0 98T°0 TIZ'0 98¢0 ¥LZ'0 ¢COS0 0S€0 T6E0 O0FF0 9LF0 I90RINAPY
88,0 @LT'0 610 220 8FC0 9920 8620 TEE0 T9E0 TOF0 €70 APy dojs-T+XI\j00tg
9290 9600 FZT'0  ST'0 SLT0 €30 ¥¥e0 ¢6C0 S¥E0  IF0 /Y0 XT[[300Ug
89.°0 9ST'0 810 TIT'0 0SZ'0 ¥LZ'0 ¥OL'0 8IE0 FSE0 T680 ¥Tv0 YADVIN
8GL0  8CT'0 0810 9610 F¥ET0 FSZ0 88¢0 CIE0 FTLE0 SIF0O  8GH0 APV 1300
MOV S¢Z 00C SLT 09T ST 00T GL0  0S0  SZ0 000 (00T = ©2) [9POIN

"SIIPRI &) SIY) Je POYILIED o( UeD JRY) ADRINDOR ISNCOI ) sjuasaIdal uwmjod
yory 00’7 = © YHM (T-IeJID) Jo sofewr 4801 ()G 1SIT 9} JO YOV PUR ADRINDOE POyl ADRINIOR PayIlIe)) *8'F d[qe],

137



Algorithm 6. Optimal weights of ensemble with 2 models. The function Com-
puteWeight will return the optimal weights

Input: two base models F'', F2, number of Gaussian noise n, number of perturbed
models m, noise level o, proportion of the parameters to perturb ¢, standard deviation
of perturbation on parameters &, query point x, target label y

function PerturbModel(F*', F% m,t,5):

for /=1,2do
for each j=1,...,m do
for each parameter # in F' do
Draw a Bernoulli variable X from Bernoulli(t)
if X =1 then
Draw § ~ N (0,5%) and update 6 « 6 + ¢
end if
end for
Store perturbed model Fjl
end for
end for
Output: perturbed models F1,... FL and F2, ... F2.

function Estimation([F}, ..., FL], [F2,... F2], o,n,z,v):
Draw n i.i.d. noisy samples from N'(x,02I) and denote them by z1,..., z,
for dol=1,2
fori=1,...,mdo

for j=1,....,ndo
Compute 200 Fl(3),1 — F)(z;), where 1 = [1,1,...,1]T is the
vector of all 1’s.
end for
end for
end for
Output: estimates of logits 2/ for [ =1,2 and j =1,...,mn
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function ComputeWeight(F, F?, 0,5,n,m,t,x,y):

1) [F,... FL], [F2,..., F2] < PerturbModel(F*, F?, m,t,5)

2) 2 EStlm&thH([Fll,.. JFV[E2,. . F2), oyn,x,y) for [ = 1,2 and j =
1,....m

3) Compute 2"+ -L 57" 217 for [ = 1,2 and a; <~ min{z}, z} > fori=1,...,¢c
4) Compute
1 mn
b; —Z(z” | Ca 2
n
2 <, 1 1y, L2 ONT
e /- ! :
5 g = 2]
1 mn
dz « 2, 52 2,5 2\ T
S - 2
5) Compute
i=2 i=2 i=2

ifA>Oand0<——<1then
wy — — Aandw2<—1—|—
else
w1 %O,U)Q(—l ifA+B>Oelsew1 <—1,w2%0
end if
Output: wq, ws
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Table 4.9. SVHN: clean accuracy and ACR of different models evaluated at the first 500
test images of SVHN with varing o.

o Model Accuracy ACR  Training Time

SmoothAdv 85.8% 0.560 11.4h

MACER 86.8% 0.549 48.5h

AdvMacer 86.6% 0.569 11.4h
EsbRs-SmoothAdvx3 87.8% 0.578 NA
0.25 EsbRs-AdvMacer x3 88.2% 0.582 NA
EsbRs-AdvMacer x1+MACERXx2 87.8% 0.559 NA
EsbRs-AdvMacer x2+MACERx1 88.6% 0.570 NA
EsbRs-AdvMacer x1+SmoothAdvx2 87.8% 0.577 NA
EsbRs-AdvMacer x2+SmoothAdvx1 87.6% 0.582 NA

SmoothAdv 71.2% 0.552 11.4h

MACER 58.4% 0.535 48.5h

AdvMacer 67.8% 0.572 11.4h
EsbRs-SmoothAdvx3 71.2% 0.573 NA
0.50 EsbRs-AdvMacer x3 70.4% 0.588 NA
EsbRs-AdvMacer x1+MACERXx2 62.8% 0.551 NA
EsbRs-AdvMacer x2+MACERx1 66.0% 0.564 NA
EsbRs-AdvMacer x1+SmoothAdvx2 71.8% 0.577 NA
EsbRs-AdvMacer x2+SmoothAdvx1 71.2% 0.583 NA

the robustness by maximizing the certified radius over adversarial example, and our second
approach EsbRs can further improve AdvMacer on both clean accuracy and robustness
certificate. We show that we could improve ACR by 15% compared with MACER and 8%
compared with the best models of SmoothAdv Moreover, we provided a general theoretical
analysis for EsbRs and develop a theoretical-grounded methodology to design optimal
ensemble scheme, which outperforms prior works.

Chapter 4, in part, has been submitted for publication of the material "Promoting
Robustness of Randomized Smoothing: Two Cost-Effective Approaches”, Liu, Linbo,
Trong, Hoang, Nguyen, Lam, and Weng, Tsui-Wei to Computer Vision and Pattern
Recognition Conference and is currently under review. The dissertation author was the

primary investigator and author of this paper.
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Table 4.10. Cifar-10: ACR of different models on the first 500 test images of Cifar-10 with
varing 0. Clean accuracy is reported in parenthesis. Reported models include SmoothAdv,
MACER, AdvMacer , EsbRs. N = 100,000 samples are used in certification unless
otherwise specified.

Methods o=0.25 oc=0.5 o=1.0 Ensemble?
Baselines SmoothAdv 0.541 (74.2%) 0.735 (56.4%) 0.758 (45.8%) X
MACER 0.518 (79.4%) 0.682 (63.4%) 0.768 (42.4%) X
AdvMacer 0.554 (76.0%) 0.742 (58.4%) 0.794 (47.6%) X
EsbRs-AdvMacer x3 0.583 (76.4%) 0.772 (58.8%) 0.805 (47.6%) Vv
EsbRs-SmoothAdvx3 0.567 (76.6%) 0.777 (58.4%) 0.801 (46.6%) 4
Ours EsbRs-AdvMacer x14+SmoothAdvx2  0.572 (77.2%) 0.783 (59.4%)  0.810 (47.2%) v
EsbRs-AdvMacer x2+MACERx1 0.568 (79.8%) 0.728 (63.6%) 0.801 (42.8%) Vv
EsbRs-AdvMacer x1+MACERx2 0.570 (80.4%) 0.723 (65.0%) 0.760 (44.0%) 4
EsbRs-AdvMacer x3 with N/3 0.550 (76.4%) 0.736 (58.8%) 0.785 (47.4%) v
SmoothAdv with 3N 0.568 (74.6%) 0.761 (56.8%) 0.771 (45.6%) X

Table 4.11. ImageNet: ACR on 500 test images of ImageNet. Clean accuracy is reported
in parenthesis.

Methods o=0.25 oc=0.5 oc=1.0 Time
Baselines SmoothAdv ~ 0.519 (61.5%) 0.801 (55.6%) 0.971 (41.4%)  48.4h
MACER 0.438 (63.2%) 0.628 (52.6%) 0.634 (37.8%) 70h
Ours AdvMacer 0.537 (63.9%) 0.837 (56.2%) 0.989 (45.6%) 48.4h
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Chapter 5

Robust Estimation in Linear Regres-
sion with both Heavy-tailed Data
and Noise

5.1 Introduction

In this big data era, tools for dealing with high dimensionality has been well-
studied. The traditional least square technique is not even available in the setting where
the dimension of data is only slightly larger than the sample size. The development of
popular Lasso [130] provides an alternative to analyze the high-dimensional data, see
also [15]. However, Lasso loses its robustness when the error comes from a heavy tail
distribution, due to the nature of squared error loss which tends to over-penalize the
sample with large error. Modern data collected from various scientific areas reveals a
feature of heavy tail, hence more robust methods are to be proposed. [38] proposes to
estimate the mean regression by regularized huber loss when the error term is lack of
light tail assumption, provided that the underlying data still comes from a sub-Gaussian
distribution. Shrinkage techniques are widely used when tacking heavy-tailed features, see,
for example, [158].

In this chapter, we aim at estimate mean regression vector by shrinkage and
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regularized huber loss. To fix the idea, let’s consider the following linear model,
y=Xp"+e¢, (5.1.1)

where the design matrix X € R"*P has i.i.d rows x; for : = 1,...,n, and the zero-mean
noise ¢ € R? is independent of X. Throughout the chapter, we assume log p/n — 0.

The chapter is organized as follows. In section 2, we propose the method of achieving
the robust estimation and present the main result of this chapter. All the technical proofs

are left in section 3.

5.2 Methodology
5.2.1 Estimation

In order to robustify the estimation, we propose to consider the huber loss

207 z| — a2, if |z] > a7t
lo(z) =

x?, if |z] < ™t
and the shrinkage for {x;} and {y;}

Z;; = min{|z], T}‘ j=1,....p

ul

i = min{ |y, T}
We estimate 5* by solving the following minimization problem:

—argmln—ZK — 77 B) + M8l (5.2.1)
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The robustness is preserved by the property of huber loss and the nice behavior of the

data at the tail is guaranteed by shrinkage operation.

5.2.2 Main result

We shall present the main conclusions in this section. Observe that the signal g*

can be expressed as

8 = argmin By - X5

We decompose the error ||3* — §]|, into two terms,

18" = Bl < 185 = Bl + 118* = Bz,

where 3% = arg ming E[(,,(y — z7 3)], representing the minimizer of the population mean of
huber loss. Throughout the chapter, we suppose the vector 5* — 3% lies in some bounded
ball in R”. In the field of sparse recovery, we need to assume some sparsity structure on 3
as in many other popular literatures. Here, we suppose that supp(8) = S with |S| < s.

The sparsity should satisfy (slogp)/n — 0. For the choice of parameter, we will select

An = \/log p/n and T = (n/log p)'/*.

Next, we present the separate bounds for both terms.
Assumptions 5.2.1. For some ¢ > 2,
(1) E[g29] < My,.
(2) El(@Tv)] = o with [Jol]> = 1.
(3) 0 < k1 < Ain(ElzzT]) < Apax (ElzzT]) < Ky < 00.

Theorem 5.2.2. Under the assumption 5.2.1, it holds that

18" = Ballz S o7t
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Now, we aim to bound ||3 — 3z]|2.

Theorem 5.2.3. Under assumption 5.2.1 and additionally assume that ]E[:z:fjxfk] < RY,

n slo
18 - Balla S f 2F
n

with probability at least 1 — 4p~¢ for some universal constant ¢ > 0.

forany 1 < j,k <p. Then

Put theorem 5.2.2 and theorem 5.2.3 together, we have the following theorem

establishing the convergence of our estimator B :

Theorem 5.2.4. Under the assumptions in theorem 5.2.2 and theorem 5.2.3, we have

. 1
13 B2l = O(™) + 0 282

with probability at least 1 — 4p~¢ for some universal constant ¢ > 0.

Remark 5.2.1. Our result is as sharp as the result in [38] except a multiplicative constant 2
in the power of ov. In practice, we always choose « such that a?! = O(\/m). Hence,
by a smaller choice of «, we obtain exactly the same order O(\/W) on the upper
bound as in [38], which means the shrinkage estimation is as optimal as the estimation of

light-tailed data.

5.3 Proof

In this section, we mainly prove theorem 5.2.2 and theorem 5.2.3.

5.3.1 Proof of theorem 5.2.2

Proof of theorem 5.2.2. Tt follows from the proof of Theorem 1 in [38] that for some vector

3 lying between * and [, it holds that

i85 — B3 < 2020)' 7' [ (M + [« (5" = D)) [T (82 - 5)

} . (5.3.1)
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By hypothesis, we see that
T n* 0 2
|3+ 5 - )| = o),
By Cauchy-Schwartz inequality, it follows from (5.3.1) that
kall By = B7113 < O™ 185 = B7l2)-

Dividing both sides by ||8% — 5*||2 completes the proof. O

5.3.2 Proof of theorem 5.2.3
Before we proceed to the proof, it’s useful to introduce some notations. Let
1 n
Ln = - ga i T
(8) =~ ; (vi — =] )

Ea(8) = - 3" Ll — 75)
i=1

be the average huber loss for the original and shrinkage data respectively. We begin the

proof with a preliminary lemma, which explains the choice of A\, and T

logp

1/4
Lemma 5.3.1. Choose \, < 10% and T =< ( L > , then it holds that

A=p—-p8eC(S)={AcR:|Ag

1 < 3[Aslli}

with probability at least 1 — 2p~° for some universal constant cg.

Proof of lemma 5.5.1. By the lemma 1 in [102], A € C(S) whenever A, > 2||V Ly (85)||so-
Therefore, it suffices to show that with the choice of )\,, the condition that A, >

2|V Ln(8%)||se holds with high probability.
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Direct calculation gives us

3|>—‘
-
SER
@

(§: — %7 B3)) &,
where ¥(z) =z, if |z] < 1; ¢(z) =1, if > 1; and ¢(x) = —1, if x < —1. Notice that
1
S lex)] < laf, (5.3.2)

therefore we have

Var (gw(a(?)z’ - i;ﬁ;))i’zg)) < E [4(|5; — &7 82)55))?] < 8E[(5::)?) + SE[(ZT 8:7:5)?)

«

By the hypothesis, one has E[j}] < E[y}] < oo, and hence by Cauchy-Schwartz inequality

8E[(;%;)*] < Ly for some L; > 0. Consider

E[(#7 31)%] < \/ELET 8 IE[#) < VE[(w: — (2 — 7)) Bl R
< 4%1@[@?53)41 T E(|(a: - )78y R

since we assume that 3% lies in a bounded /5 ball. Combining the above displays delivers

Vr (Zu(a - #15:)3) ) <o

«

for some finite v > 0. Moreover, |2¢(a(g; — 27 55))%;;)| < CLT? for some constant Cy > 0.

By Bernstein inequality, taking 7' = £(n/log p)'/4, we obtain

P <Vinj (82) — E[VLa(B)]; = Ce 10519) <2p°,
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for some constant ¢ > 1 and Cy > 0. Now we only need to bound E[V L, (5)];. From the

optimality condition of 5%, we see that E[VL,(5%)] = 0, and hence

E[VL,| =E[VL,— VL, +E[VL,] (5.3.3)

Repeatedly use the observation (5.3.2) and one has E[VL, — VL,] =< \/log p/n. Therefore

EIVEL(5,)] = 2.

- 1 ,
P (vm(ﬁ;) > Oy 282 ) <2

by (5.3.3)

Finally, we obtain

n

for some constant C3 > 0. Taking A\, = 2C3+/logp/n and a union bound yields
P (20VLa(B)llow = M) < 20770,

]

Let’s introduce a restricted strong convexity condition, which turns out to be crucial
in the proof of theorem 5.2.3. Denote by 0L, (8 + A, ) the Taylor remainder if we use

first order Taylor expansion to approximate L, (8 + A), i.e.
0Ln(B+ A, B) = La(B + A) = La(B) = VLa(B)"A.

Now we are ready to state the definition of restricted strong convexity (RSC).

Definition 5.3.1 (Restricted Strong Convexity). The loss function L, (3) satisfy the

restricted strong convexity on a set C' with curvature x; and tolerance 1, if
SLn(B+A,B) > kp||AlZ — 72, forall AcC.
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The following lemma establish the RSC condition of L, (3*) on C(S) N By(t) with

high probability.

Lemma 5.3.2. The RSC condition holds for L, (3%) on C(S) N By(t), i.e.

«

Ea(B+ A5 2 WAL - O B2 4 [TER) e c(s) ).

n
with probability at least 1 — 2p~°'.

Proof of lemma 5.3.2. By Taylor expansion,
T * * 1 . / ~ ~T % ~T n%* ~T 2
OLn(By+ A, 80) = — > w0l — & B + 03] B)) (5] A)?,
i=1

where ¢/(x) = 1, if |z| < 1; ¢/(x) = 0, if || > 1. Note that ¢'(x) is not Lipschitz
continuous. In order to use the Ledoux Talagrand contraction theorem ([78]), we need to

truncate ¢'(z) from below.

Define the truncation function ¢,,(u) by ¢, (v) = v’I(ju| < Z) + (m — u)’I(% <

|u| < m). Note that ¢,,(u) is bounded by m?/4 with Lipschitz constant at most 2m. First

we claim that
T * * 1 . ~ ~ ~ *
6Ln(5a + A? ﬁa) > ﬁ Z ¢tT1 (‘/EZTA]I(’yl - x’fﬁa’ < TQ))’
=1

for 0 < o < 1/(tTy + T»), where the thresholds T} and Ty are to be determined later. This

result was proved in the proof of Lemma 2 in [38]. Now it suffices to show that

1 & . T s lo slo
;Zw:c?mqyi—xmSTQ»znuAH%—cot%\/ jpﬁ =0)

- n
=1

YA € C(S)N By(t),
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with high probability. We will finish the proof by two steps:

(a) Elur, (2 AL(|7; — & B3] < T2))] = 2| Al2.

(b) Define W (t) = supacc(syns, (o 5| 2o ¢err — E¢er |, then

| |
W(t) < 00t2(\/ in + \/S (;gp) (5.3.4)

with high probability

In order to show (a), we observe that for any 1 < j, k < p,

- VIR’
Ellasjain — Fdal] < \/E@iza) (B(leg| = T) + Pllau| > T) < Y25

Furthermore, one has ||E[|zi;zix — Zij7i|] || < V2R?/T?. For notation simplicity, let the
event A; = {|z]'A| < tT1/2} and B; = {|g; — 2! 8:| < Tx}, and drop the subscript i if

there is no ambiguity. Then it’s easy to see that

Elgur, (7] AI(|g:—7] 8] < T2))] > E[(Z7 A)Lans)
> ATE[za'Tonp]A — ATE[(za” — 237)]A

V2R?
> ATE[zz” (1 — Lyeupe)]A — WHAH%

log
> ATE[za”|A — pf/P(A) + P(B)|A]l3 — Pliagz.
It can be shown that
T 2 4| E TA2 ATE~~T_ TA
P(AC)SALE(J: A) < [E(zA)? + [z2" — zzT]A]
273 277
_ 1Al + Csiospmal Al _c,
= 12772 = F

and similarly that P(B¢) < C3/T%. Choose sufficiently large T} and T of constant order,
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we have

log

. T s K
Elper, (&) AL(|g; — 7] B3] < T))] > wa || Al — fIIAH% —Cis Piags > —||A||2

Next, we shall finish step (b). Since W (¢) is a bounded random variable, by Massart

inequality one has for any w > 0,

P <|W(t) —EW(t)] > t2Tf\/g) < 2e7W/8, (5.3.5)

In order to bound EW (), we use symmetrization argument and bound it by Rademacher

complexity.

EW () < 2E

, (5.3.6)

1 & N
sup |~ > i (7 Al,)
=1

where ~; are i.i.d. Rademacher variables. By Ledoux-Taragrand contraction theorem ([78]),

(5.3.6) can be further bounded by

EW(t) < 8TE sup |— E 777 Al |
AeC(S)NB2(t)
1
2 ~
1
< Ci?Thy | 2280 (5.3.7)
n

Putting together (5.3.5) and (5.3.7) and taking w = ¢; log p for some constant c¢;, we get

the desired result (5.3.4) with probability at least 1 — 2p~°'. O

With these preparatory lemmas, we are ready to prove theorem 5.2.3.
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Proof of theorem 5.2.3. We define an intermediate estimate by

By = B +n(B = B2),

where

/B — Bella, if |6 — Brllo > t.

’)’]:

Let A, = 3, — %, thus ||A, ||, < ¢ by construction. From the optimality of 3 and the

convexity of L, () + Au||3||1, one has

zn(Bn) + )‘nHBnul < En(ﬁ;) + )‘nHﬁ;HI

Furthermore,

5L (By B2) < Mal1B2 11— 18allt) — (VLa(B2), A,) (5.3.8)

Denote by E and F' the events in lemma 5.3.1 and lemma 5.3.2 respectively. By the
Lemma 1 in [102], A, € C(S) whenever A, > 2||VL,(8%)|le. Therefore, conditioned on

the events E and F, we have

A 1 1 = s A - .
wl1Aq 13 - cot2<\/ =L+ \/ "SE) < OLa(By 52) < M8 = 1Bl) = (VEu(82). &)

n

< Ml Ayl + 1V La(Ba) o1 Al

slogp, «
<C 1A ]2
n
Some algebra shows that
N slo slo i
8,01 < €/ S22 i ( ngp) (5.39)
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Choose t = 2C; /282 For sufficiently large n and p, we obtain

~ /slo
||A”7||2 < 201 ngp =1

By the construction of 5,7, we see that ”AnH? < t happens only if An = A. Finally

we complete the proof by noting that P(ENF) = 1 — P(E°U F°) > 1 — 8p~¢, where

¢ = min{cg, ¢1 }. O

Chapter 5, in full, is a research project of the material ” Robust Estimation in
Linear Regression with both Heavy-tailed Data and Noise”, Liu, Linbo and will be further
enhanced for submission. The dissertation author was the primary investigator and author

of this project.
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