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interference at a selected wavelength.[1] 
The structural colors are usually glittering 
and iridescent, and they never fade out 
as long as the structures are maintained. 
Moreover, they can be varied with a single 
set of materials by adjusting the perio-
dicity and can be switched off by reducing 
the refractive index contrast between the 
structures and the surroundings. These 
features, distinguished from those of 
chemical pigments or dyes, make them 
useful in various optical and photonic 
applications.[2] In particular, structural 
colors are highly attractive for anti-coun-
terfeiting purposes, as they can be hardly 
duplicated or imitated.[3]

Micropatterned structures of colloidal 
crystals and cholesteric liquid crystals have 
been intensively investigated as a struc-
tural motif of anti-counterfeiting tags.[4] 
To provide advanced security with cryp-
tographic capabilities, the color patterns 
should be hidden in the materials (i.e., 
encryption) and be selectively and dynami-
cally disclosed when a target stimulus is 
applied (i.e., decryption).[5] For example, 
colloidal crystals are embedded in a poly-

meric matrix whose crosslinking density is regioselectively 
adjusted.[6] In a similar manner, the crosslinking density of 
cholesteric liquid crystals is adjusted.[7] These materials reveal 
their hidden patterns under mechanical deformation or solvent 
swelling. However, most conventional photonic systems often 
present undesirable incomplete encryption.[5–7] In another 
approach, the surface wetting property of colloidal crystals or 
inverse opals has been regioselectively modified for the selec-
tive disclosure of the hidden pattern through liquid infiltra-
tion or vapor condensation.[8] However, the complete encryp-
tion at hidden state has been still challenging. Recently, bilayer 
inverse-opal heterostructures have been used to completely 
encrypt photonic pattern, where the infiltration of ethanol 
makes one of the inverse-opal layer transparent, which dis-
closes the completely hidden patterns in the other layer.[9] Even 
though these approaches enable the complete encryption and 
facile inspection of authenticity without additional equipment. 
Nevertheless, it still remains a challenge to completely hide 
the encrypted color pattern, simplify the fabrication process, 
make the patches transparent, reduce the production cost, and 
improve the mechanical stability for practical uses.

Structural colors of 2D gratings are iridescent, color-tunable, and never fade, 
which renders them appealing for anti-counterfeiting applications. However, 
for advanced security, it still remains a challenge to completely hide the 
encrypted color patterns and reveal them on demand. In this work, a water-
responsive photonic grating consisting of a micropillar array and a hydrogel 
overcoat with a similar refractive index, termed “hydrocipher”, is presented. 
The joint effect of stimuli-reversible refractive-index (mis)match and reconfig-
urable grating-based diffraction coloration enables a complete encryption of the 
structural color and rapid decryption. The photonic structure shows a strong 
iridescence due to the angle-dependent diffraction when the hydrogel overcoat 
is swollen from water. Upon drying, the micropillars bend and the refractive 
index contrast disappears, which dramatically lessens the diffraction intensity 
and renders the surface highly transparent. The dehydrated-to-hydrated state 
transition can occur within 1 s, enabling fast decryption. The color switching 
is highly reversible over a prolonged hydration/dehydration cycle, and the 
dehydrated hydrogel layer protects the delicate micropillar array from external 
mechanical stress. The creative combination of hydrogel material and the 
2D grating structure offers a new and simple strategy for realizing reversible, 
durable, and fast-response cryptography with potentially broad impact on the 
anti-counterfeiting technology market.
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1. Introduction

Periodic structures with feature sizes comparable with visible 
wavelengths develop diffraction colors through constructive 
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2D gratings can be a pragmatic alternative to 3D or 1D col-
loidal crystals and cholesteric liquid crystals for anti-coun-
terfeiting tags.[10] Although the grating diffraction develops 
a relatively faint color, it provides a wider viewing angle and 
higher angle dependency;[11] 3D and 1D colloidal crystals and 
cholesteric liquid crystals show bright reflection colors only 
for specular reflection, at which a blueshift from red to blue 
requires the change of the angle as large as several tens of 
degrees.[12] In addition, the structures can be easily produced 
by simple micromolding processes such as soft lithography and 
imprinting.[13] Due to these advantages, the diffraction gratings 
with straight line, spiral, and butterfly-like 2D patterns have 
been employed to develop diffraction colors in the banknote.[14] 
Recently, a hexagonal array of hemispherical nanodomes on a 
flexible polymer substrate was prepared by nanoimprinting and 
used to develop angle-dependent full rainbow colors.[15] How-
ever, the encryption of a structural color pattern in the grating 
structure has not been reported to the best of our knowledge. 
Also, achieving a fast and repeatable decryption of the struc-
tural colors from 2D structures has been neither suggested nor 
attempted.

In this work, we design a water-responsive diffraction grating 
for the dynamic decryption of encrypted color patterns using a 
hydrogel-coated micropillar array, termed “hydrocipher” hence-
forth. Hydrogel is known for the high water affinity and signifi-
cant changes in volume and optical properties (e.g., refractive 
index) upon (de)hydration, hence serving as an active compo-
nent to actuate the passive components to form a water-respon-
sive reconfigurable surface.[16] Specifically, when the dehy-
drated hydrogel is exposed to water, the hydrophilic side groups 
interact strongly with water and in-take water, accompanied 
by the macroscopic change of swelling (volume expansion). 
When the hydrated hydrogel is exposed to air the absorbed 
water will leave the polymer networks due to evaporation, 
accompanied by the macroscopic change of deswelling (volume 
reduction). Epoxy is chosen as the passive micropillar mate-
rial for its decent elasticity to be actuated by the hydrogel and 
its appropriate refractive index matching that of dry hydrogel 
for desirable optical transparency in encryption state.[16] Due 
to the pillar’s reversibly bendable nature, we specifically chose 
the micropillar structure for on-demand disruption/restora-
tion of the structure regularity to aid the turn “off”/“on” of 
the structural color, which was not realized before by using 
other structures such as periodic opal/inverse opal and thin 
film structures.[2c,d,3b,d] The upright micropillar array shows 
angle-dependent diffraction colors when the hydrogel over-
coat is hydrated. As the hydrogel is shrunken upon drying, the 
micropillars bend down known as a hydrogel “muscle” induced 
buckling effect,[16] the structural regularity is reduced and the 
refractive index of the hydrogel layer closely approaches to that 
of the micropillars, which render the composite film highly 
transparent and colorless. Therefore, any graphics or patterns 
of the micropillar array are completely hidden at the dehydrated 
state and clearly disclosed at the hydrated state in a reversible 
manner. The hydration-induced decryption process can be com-
pleted within a second due to the rapid hydration kinetics of 
the thin hydrogel layer. The dehydration-induced encryption 
can be realized even in ambient condition at room temperature, 
which is convenient for practical applications. In addition, the 

dehydrated overcoat mechanically protects the fragile micro-
pillar array from an external mechanical stress at an encrypted 
state. The water-responsive encryption and decryption of struc-
tural colors are demonstrated, and the working principles are 
explored.

2. Results and Discussion

2.1. Fabrication of Hydrogel-Coated Micropillar Array

The hydrocipher based on a hydrogel-coated micropillar array 
is fabricated by (i) preparing a micropillar array through soft-
molding the epoxy resin with a microhole array-containing the 
polydimethylsiloxane (PDMS) mold and (ii) casting an in situ 
polymerized hydrogel overcoat on the micropillar array, as sche-
matically illustrated in Figure 1a. The PDMS mold, which has 
a predefined pattern of a square array with cylindrical micro-
holes that have a diameter of 1 µm, a depth of 3 µm, and a 
hole-to-hole distance of 2 µm, was prepared by combining soft-
molding and photolithography (Figure S1, Supporting Informa-
tion). In the first process, an epoxy resin containing glycidyl 
methacrylate was dropped on a glass substrate, the surface of 
which was functionalized with 3-(trimethoxysilyl)propyl meth-
acrylate (TMSPMA).[16] The PDMS mold was also placed on the 
epoxy resin cast. The epoxy resin readily filled the microholes of 
the PDMS mold by capillary force. After curing the epoxy resin 
by UV irradiation, the PDMS mold was gently released. The 
resulted dimensions of the micropillar array were equivalent 
to those of the microholes in the PDMS mold, as confirmed 
by scanning electron microscopy (SEM) analysis (Figure S2,  
Supporting Information). Using the method, a “K” pattern 
composed of a square array of micropillars was prepared, 
as shown in the insets of Figure 1a. In the second process, a 
poly(acrylamide) (PAAm) hydrogel precursor, which is a mix-
ture of acrylamide and water with a weight ratio of 1:10 con-
taining a crosslinker and a photoinitiator, was dropped on the 
micropillar array, followed by covering with a glass slide, and 
irradiating UV. As a result, the water-swollen PAAm hydrogel 
occupied the interstitial spaces among the straight micro pillars 
and formed a top layer on the micropillar array. The meth-
acrylate moieties in the epoxy resin covalently bond the PAAm 
hydrogel overcoat with the epoxy micropillar array, which is a 
key to enabling the hydrogel “muscle” (de)swelling to effectively 
induce pillar (de)bending. Such a design allows for large-scale 
production via 3D printing or a roll-to-roll process consisting of 
pattern imprinting and UV curing of the hydrogel coating.

2.2. Encryption and Decryption of Color Patterns

To investigate the structure of the hydrocipher at the swollen 
state, the as-prepared hydrated sample was freeze-dried and 
subjected to SEM investigation. As shown in Figure 1b, the 
straight micropillar array was buried in the hydrogel overcoat. 
As the refractive index of the polymerized epoxy resin (ne ≈ 
1.51) was larger than the water-swollen hydrogel (nhyd ≈ 1.33), 
the square array of the micropillars diffracted light, rendering 
the patterns iridescent.[17] This was demonstrated by the letters  
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“K” and “UCLA” pattern shown in Figure 1c. It is worth noting 
that the hydrocipher can be prepared on a flexible polyethylene 
terephthalate (PET) substrate, which is bendable and applicable 
on curved surfaces (Figure 1c).

As the hydrogel overcoat was air-dried in ambient envi-
ronment, the hydrogel layer was shrunken along the thick-
ness direction, which was accompanied by the bending of 
the micropillars shown in Figure 1d. Interestingly, the micro-
pillar array became highly transparent without any apparent 
diffraction colors after drying, as shown in Figure 1e, indi-
cating the encryption of the color patterns. The drastic 
transition to a transparent state with dehydration has two 
different origins. Since the refractive index of the dehydrated 
PAAm (ndehyd ≈ 1.49) is quite closer to that of the micro-
pillars (ne ≈ 1.51), compared to that of the hydrated PAAm 
(nhyd ≈ 1.33), the refractive index contrast is lowered, and the 
diffraction is lessened with drying.[18] However, the refrac-
tive index contrast cannot be completely removed due to the 
small difference in the refractive index (ne − ndehyd = 0.02), 
which suggests the existence of the other mechanism. As well 
as the decreased refractive index contrast, the bending of the 
micropillars with drying can also contribute to the transpar-
ency.[19] This lowers the regularity of the square array and the 
height of the diffraction structures. In addition, the bending 
makes a gradient of the effective refractive index between the 

dehydrated PAAm and micropillars, thereby diminishing the 
scattering intensity in a similar manner to the antireflection 
coatings. To verify the structural effect, a hydrogel overcoat 
with a lower deswelling ratio was fabricated using the pre-
cursor solution with a lower water content (acrylamide/water 
= 1/1 in weight). Due to a smaller volume contraction of such 
a hydrogel upon drying, the bending of the micropillars was 
less significant. As shown in Figure S3 (Supporting Informa-
tion), even after drying, the film with less bent pillars in the 
low-deswelling-ratio hydrogel still exhibited a weak diffrac-
tion color. This indicates that the bending of micropillars is a 
critical element to the hiding of the diffraction colors as well 
as the refractive index matching.

The original color patterns were quickly recovered by drop-
ping water on the dried pattern, as shown in Movie S1 (Sup-
porting Information). In line with the structural effect on the 
dehydration-induced encryption, the erection of the bent micro-
pillars by hydration is important for achieving a full recovery 
of the original color patterns. To study the importance of the 
upright configuration, a bent micropillar array was fabricated 
by dropping water on the straight micropillar and placing a 
glass slide on top of the micropillar. During the evaporation 
of the water trapped between the slides, the pillars collapsed, 
resulting in the bent micropillar array shown in Figure S4a 
(Supporting Information). Then the hydrogel layer was formed 
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Figure 1. a) The design and fabrication procedure of hydrocipher based on a hydrogel-coated micropillar pattern. The insets are SEM images of a pat-
tern composed of square array of micropillars that constitute “K.” b) Cross-sectional SEM images and the schematic of the as-prepared hydrocipher at 
a hydrated state. The sample for SEM measurement was prepared by freeze-drying the hydrated hydrocipher with the morphology of swollen hydrogel 
well preserved. c) Images of two different color patterns of “K” “UCLA” at their hydrated state. d) Cross-sectional SEM images and the schematic of 
the dehydrated hydrocipher. e) The disappearance of the color patterns shown in (c) after drying.
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on the bent micropillar arrays. The resulting hydrogel/bent-
micropillar array composite displayed diffraction colors at a 
fully hydrated state. However, those colors were much weaker 
than those from the straight micropillar structures, as shown 
in Figure S4b (Supporting Information). The observation again 
demonstrates that the shape transformation is one of the key 
principles for realizing the drastic color switching. Thus, the 
two factors—structural and refractive index—are both indispen-
sable; they act synergistically in achieving high cryptographic 
performance owning complete encryption and clear decryption.

2.3. Mechanical Robustness of the Encryption Surface

Protecting the encrypted color pattern from external mechan-
ical stresses is of great importance for practical anti-counterfeit 
applications. In this aspect, the solid overcoat serves as a protec-
tive layer for the delicate micropillar array against abrasion or 
dust accumulation in real-life environment. At room tempera-
ture in ambient condition, the dehydrated PAAm is in its glassy 
state, and its compression modulus is as high as 5 GPa.[20] 
Nanoindentation test to the surface of hydrocipher also pro-
vided elastic modulus as high as 9 GPa (Figure S5, Supporting 
Information). Therefore, under a normal level of mechanical 
stress such as manual pressing and rubbing, the PAAm layer 

can protect the array. As demonstrated in Movie S2 (Supporting 
Information), after pressing and rubbing the hydrocipher 
repetitively, the decryption of the encrypted color pattern upon 
hydration could still be successfully achieved. In addition, the 
hydrocipher remains undamaged and exhibits decryption of 
the color patterns after holding at high temperature of 150 °C 
for 3 h, which ensures thermal stability of the hydrocipher. In 
general, such a platform is anticipated to be stable at most of 
ambient conditions below the glass-transition temperatures of 
the gels used (e.g., reported range 153–225 °C for PAAm).[21]

2.4. Optical Properties at Decrypted and Encrypted States

The diffraction color from the hydrated hydrocipher varies 
with the angles of incident light and observation, which is not 
achievable with chemical pigments and is beneficial for anti-
counterfeiting applications. The angle dependence was investi-
gated by measuring the reflectance of the hydrated hydrocipher, 
the grating vector of which was oriented to be on the plane of 
incidence (ϕ = 0°). At a fixed reflection angle (θd) of 30°, the 
peak position shifted from 623 to 493 nm as the incident light 
(θi) increased from 11° to 15°, as shown in Figure 2a, where 
the absolute reflectivity is measured to be ≈0.3% as shown in 
Figure S6 (Supporting Information).[10a] From the responses, 

Adv. Optical Mater. 2019, 1901259

Figure 2. a) Normalized reflectance spectra taken along the axis of square array of micropillars at a hydrated state, where the angle of incident white 
light, θi, is varied from 11° to 15° while setting the angle of detection to θd = 30°. b) Diffraction wavelength as a function of θ. The dotted line indi-
cates the diffraction wavelength calculated from the first-order grating diffraction. c) Reflectance spectra taken along the axis (ϕ = 0°) and diagonal  
(ϕ = 45°) of the square array, where θi = 16° and θd = 30°. d) Transmittance spectra for the pattern and nonpattern regions on a hydrocipher, that is, 
the hydrogel-coated micropillar pattern area (green line) and a plain hydrogel film area formed on epoxy-coated glass (red line) at their dried state, 
and a bare glass substrate (black line).
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it can be verified whether the micropillar array was preserved 
after the formation of the hydrogel overcoat. The wavelength 
for constructive interference is known to follow the grating dif-
fraction equation

λ θ θ= −m d sin sini d  (1)

where m is a diffraction order and d is the center-to-center dis-
tance between two adjacent micropillars along the direction 
of the incident light and observation. The angle-dependent 
change of the reflectance peak, λ(θi), is in good agreement with  
Equation (1) for the first-order diffraction (m = 1) and d = 2 µm, 
as shown in Figure 2b. When the sample was rotated by 45° 
as to position the diagonal direction of the square array on the 
incidence plane (ϕ = 45°), the diffraction wavelength shifted 
from 455 nm (ϕ = 0°) to 638 nm (ϕ = 45°) due to the increase of 
d from 2.0 to 2.8 µm, as shown in Figure 2c. The result is also 
consistent with the theoretical calculation using Equation (1). 
Therefore, the hydrogel overcoat does not distort the original 
structural color. A practical implication from the observation is 
that the structural color can be designed simply by adjusting 
the diffraction structure of 2D grating. With this useful design 
tool based on the governing equation, more complex multicolor 
patterns can be realized.

The diffraction colors completely disappeared when the 
film was fully dried. The array of bent micropillars buried in 
the dehydrated PAAm layer did not make any optical contrast 

to the micropillar-free background for naked eyes. For more 
quantitative analysis, the transmission spectra for the dehy-
drated hydrocipher and dehydrated hydrogel film formed on 
the epoxy-coated glass substrate were taken and compared with 
that for the glass substrate. As shown in Figure 2d, the trans-
mittances for the dehydrated hydrocipher were not different 
from those for the dehydrated hydrogel film and the glass sub-
strate above 500 nm. They were as high as 90%, verifying the 
complete encryption of the structural colors and transparency. 
The lowered transmittances below 500 nm for the films were 
attributed to the absorption of the epoxy and PAAm materials. 
Also, the dehydrated hydrocipher did not show any haze when 
it was placed on a black-colored surface, as shown in the inset 
of Figure 2d.

2.5. Decryption Speed

Understanding the mechanism for recovering the original 
color with hydration and the key factors affecting the response 
time is very important for the rapid inspection of authenticity 
in anti-counterfeiting applications. To quantitatively study the 
dynamic water-sensitive coloring, we monitored the evolution 
of the reflectance spectra of the 3 µm thick hydrogel-coated 
micropillar array (denoted as 3 µm thick hydrocipher) at ϕ = 
0°, θi = 13°, and θd = 30° after the immersion of the hydroci-
pher in water, as shown in Figure 3a. The reflectance signals 

Adv. Optical Mater. 2019, 1901259

Figure 3. a) Temporal change in the reflectance spectrum for the 3 µm thick hydrogel-coated micropillar array after depositing water at a time interval 
of 0.1 s. b) Time-dependent reflectance (at the diffraction wavelength of 540 nm) of the hydrociphers with four different hydrogel thicknesses as 
denoted. The fitting results with the exponential equation are shown as solid lines. c) Time series of confocal microscope images showing the erection 
of micropillars (top) and images showing gradual coloration (bottom) for a 13.4 µm thick hydrocipher after depositing water. d) The optical response 
time (2τ) and the response time for the structural transformation (i.e., erection) of bent micropillars as a function of the hydrogel thickness.
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centered at 540 nm were rapidly increased and saturated 
within a second. Considering the refractive index contrast, the 
recovery of the optical signal was completed when the hydrogel 
surrounding the micropillars was fully swollen with water. As 
the swelling of hydrogel is associated with the water diffusion 
through the composite film, the response time can be tuned by 
adjusting the thickness of the hydrogel layer. To verify this, the 
thickness of the dehydrated hydrogel layer was varied as 3, 10, 
13, and 21 µm by varying the amount of the hydrogel precur-
sors between the glass slide and the micropillar array, as shown 
in Figure S7 (Supporting Information). For all the four sam-
ples, the reflectance at 540 nm, R(t), rapidly increased at the 
early stage and then gradually saturated, as shown in Figure 3b. 
These temporal changes can be depicted by an exponential 
function shown in Equation (2)

τ( )( ) = − − R t R t1 exp /0  (2)

where R0 is the maximum reflectance. By fitting the responses 
shown in Figure 3b with Equation (2), the characteristic time, 
τ, can be determined. The optical response time (2τ), at which 
86.5% of the maximum reflectivity is recovered, was 0.9, 19, 27, 
and 42 s for 3, 10, 13, and 21 µm thick hydrocipher, respec-
tively. This indicates that the reduction of the hydrogel layer 
thickness is critical for achieving fast colorization.

2.6. Revealing Mechanism for the Decryption

In consideration of the effect of the bent structure on the encryp-
tion of the structural color, the transformation from a bent to 
a straight structure upon hydration is a prerequisite to regain 
the structural color. To monitor the structural transformation, 
a dye-loaded micropillar array was prepared, and its dynamic 
reconfiguring process upon hydration was observed with a con-
focal microscopy. The epoxy resin containing a fluorescent dye 
of rhodamine B was used for the visualization. Although the 
individual micropillars in bent conformation were difficult to 
identify with the Z-stack confocal images, the evolution of the 
straightening reconfiguration during the hydration was clearly 
observed for the 13 µm thick hydrocipher, as shown in the top 
panels of Figure 3c and Movie S3 (Supporting Information). 

With the transformation, the diffraction colors became more 
pronounced, as shown in the bottom panels of Figure 3c. It 
is noteworthy that the diffraction intensity increased further, 
even after the structural transformation was completed. The 
time required for the structural transformation, which was 
determined from the temporal changes of the confocal images, 
was 0.9, 2.6, 6.0, and 7.7 s for the 3, 10, 13, and 21 µm thick 
hydrociphers, respectively. For the 3 µm thick hydrocipher, 
the structural transformation time is comparable to its corre-
sponding 2τ value (optical response time). However, for the 
thicker hydrogel layers, the structural transformation time was 
much shorter relative to its corresponding optical response 
time, as shown in Figure 3d. The result suggests that the erec-
tion of the micropillars was completed in the early stage of the 
hydration, which initiated the evolution of the diffraction color 
arising from the regular square array. As the hydrogel hydrated 
further, the increased refractive index contrast strengthened the 
diffraction intensity. This demonstrates that, as observed in the 
encryption process, both the structural effect and the refractive 
index effect were involved in the decryption process. For the  
3 µm thick hydrocipher, the hydration process was fast enough 
to achieve a fully hydrated state within a second. The water sen-
sitivity can be further improved by reducing the thickness of 
the hydrogel overcoat. For example, a 500 nm thick hydrogel-
coated sub-micrometer pillar array disclosed the diffraction 
colors, even by exposure to exhaled humid air, as shown in 
Figure S8 and Movie S4 (Supporting Information). This show-
cases the facile tunability and customizability of the presented 
encryption platform for different application scenarios.

2.7. Reversibility of the Decryption and Encryption

The switching between the encrypted and decrypted states 
should be reversible and reliable over repetitive practical usage. 
We investigated the reflectivity changes of the 3 µm thick 
hydrocipher upon repeated cycling between the two states to 
assess the reversibility. For the ten repeated cycles, the reflec-
tivity at 540 nm remained nearly unchanged for both hydrated 
and dehydrated states, as shown in Figure 4a. In addition, we 
measured the 2τ values upon the hydration for the ten cycles. 
The values were also invariant (0.92 ± 0.09) with the cycling, as 

Adv. Optical Mater. 2019, 1901259

Figure 4. a,b) Change of reflectivity at the diffraction wavelength and optical response time (2τ) for reflectivity change by hydration during ten cycles 
of hydration and drying.
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shown in Figure 4b. This high reversibility can be attributed to 
the covalent bonds between the micropillars and hydrogel layer, 
which withstands the stress at the hydrogel/micropillar interface 
generated by the volume change of the surrounding hydrogel.[13]

3. Conclusion

In this work, we developed a “hydrocipher” based on a 
hydrogel-coated micropillar array, whose diffraction colors can 
be reversibly switched on by hydration and off by drying, as a 
cryptographic technique for advanced security and general anti-
counterfeit applications. By using the in situ synthesis of the 
water-swollen PAAm gel on the micropillar array, the hydrated 
hydrogel-coated micropillar array, which exhibits an iridescent 
structural color, was successfully fabricated. With the dehydra-
tion of the hydrogel, the film encrypted the color patterns due 
to the combined effect of the refractive index change of the 
hydrogel and the bending of the micropillars. In the encrypted 
state, the dehydrated hydrogel effectively protected the delicate 
micropillar structures from external mechanical stress, which 
prevents potential damage of grating structure from dust in 
ambient environment in practical usage. The color patterns 
were quickly decrypted in a second by liquid water swelling 
or exposing to humid air. The encryption/decryption process 
was highly reversible due to the high physical integrity of the 
hydrogel and micropillars via covalent bonds. With the merits 
of complete encryption and fast decryption, high robustness, 
and long-lasting durability as well as the scalable fabrication, we 
believe our water-responsive reconfigurable diffraction grating 
can potentially serve as a practical platform as a user-interactive 
cryptographic tag, for message authentication coding and gen-
eral anti-counterfeiting applications.

4. Experimental Section
Preparation of PDMS Molds: Silicon masters containing the cylindrical 

micropillar arrays were fabricated using the photolithography process. 
The micropillars had a diameter of 1 µm and a height of 3 µm, and their 
square array had a period of 2 µm. The surface of the silicon master 
was coated with 1H,1H,2H,2H-perfluorodecyltriethoxysilane (Alfa 
Aesar) by incubating the master with a dish containing the silane under 
vacuum in a desiccator at room temperature for 6 h. This chemical 
treatment facilitated the release of PDMS from the master. A mixture of 
a prepolymer and a crosslinker (Sylgard 184, Dow Corning, Midland, MI) 
at a weight ratio of 10:1 was degassed under vacuum, which was then 
gently poured on the surface-treated master. After curing PDMS at 70 °C 
for 2 h, the resulting PDMS mold was peeled off from the master.

Preparation of Patterned PDMS Molds: Glass substrates were cleaned 
by ultrasonication in acetone and ethanol, respectively, and oxygen-
plasma treatment. The glass substrates were immersed in the mixture 
of 3-(trimethoxysilyl) propyl methacrylate (TMSPMA, Sigma-Aldrich), 
ethanol, and 10% acetic acid in a volume ratio of 1:100:3 for 12 h. 
The substrates were washed with ethanol and completely dried by air-
blowing. A drop of the epoxy resin (PB126616) containing 1 wt% glycidyl 
methacrylate (Sigma-Aldrich) was deposited onto the silanized glass 
substrate, on which the PDMS mold was placed. After the complete 
filling of cylindrical holes in the PDMS mold with the epoxy resin for 
5 min, a photomask was placed on the PDMS mold. In addition, a 
collimated UV laser with a wavelength of 325 nm and an intensity of 
4.2 mW cm−2 was irradiated for 2 min through the photomask. After the 
release of the mold, the uncured epoxy at the surrounding was flattened, 

which was irradiated by a UV lamp with a wavelength range of 320–
390 nm (Dymax 5000-EC) with an intensity of 400 W. The pattern of the 
epoxy mold was then replicated to PDMS by following the same protocol 
for the preparation of the PDMS mold described above.

Production of Hydrogel-Coated Micropillar Array: By following the 
same procedure for the preparation of the patterned PDMS mold, 
a patterned micropillar array was formed on either the glass or 
on the PET substrates, where no photomask was used. To make a 
hydrogel layer, an aqueous solution of 10 w/w% acrylamide, 1 w/w% 
N,N′-methylenebis(acrylamide), and 0.5 w/w% 2-hydroxy-4′-(2-
hydroxyethoxy)-2-methylpropiophenone was deposited on the surface of 
the micropillar array, where the volume of the precursor solution was 
adjusted to 25, 50, 75, and 100 µL to set the thicknesses of 3, 10, 13,  
and 21 µm, respectively. The chemical structures of the hydrogel 
monomers and polymer and the FTIR result of the polymer are shown 
in Figure S9 (Supporting Information). The precursor was covered by 
a slide glass with an area of 2.2 × 2.2 cm2 and irradiated by a UV lamp 
(Dymax 5000-EC) for 1 min. Finally, the slide glass was gently detached 
from the hydrogel layer. For drying hydrogel, the hydrocipher was kept at 
room temperature for about 30 min, where the complete dehydration is 
confirmed by weight scale measurement and thermogravimetric analysis 
as shown in Figure S10 (Supporting Information).

Characterization: The top surface of hydrogel-free micropillar arrays 
and cross section of hydrogel-coated micropillar arrays were observed 
with a SEM (SM-701, TOPCON) at 10 keV after sputter-coating with 10 Å 
platinum. To directly observe the dynamic transformation of micropillars, 
the micropillars were prepared using the epoxy resin containing 1 w/w% 
fluorescent dye (rhodamine B, Sigma-Aldrich) and observed with a 
confocal microscopy (Leica DMI3000 SP5 TCS). The reflection spectra 
were measured using a fiber-coupled spectrometer (Ocean Optics Inc., 
USB 4000), and the transmission spectra were measured using a UV–vis 
spectrometer (GENESYS 10S). The FTIR analysis was conducted using 
JASCO Model 420 FTIR using a potassium bromide (KBr) pellet. FTIR 
spectra were recorded in the spectral range of 4000–400 cm−1 with a 
2 cm−1 resolution and 32 scans.

Supporting Information
Supporting Information is available from the Wiley Online Library or 
from the author.
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