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Abstract

Accuracy is one of the most important performance metrics in clock synchronization. While
state-of-the-art synchronization protocols achieve usec-order average accuracy, they usually do not
focus on the worst case accuracy and do not have any deterministic guarantees. This lack of ac-
curacy guarantee makes it hard for sensor networks to be incorporated into larger systems that
require more reliability than e.g., typical environmental monitoring applications do. In this pa-
per, we present a clock synchronization algorithm with deterministic accuracy guarantee. A key
observation is that the variability of oscillation frequency is much smaller in a single crystal than
between different crystals. Our algorithm leverages this to achieve much tighter accuracy guaran-
tee compared to the interval-based synchronization methods mostly proposed in the literature of
distributed systems. We designed an algorithm to solve a geometric problem involving tangents to
convex polygons, and implemented that in TinyOS. Experimental results show the deterministic
error bound less than 9.2 clock ticks (280 psec) on average at the first hop, which is close to the
simulation results. Further, by a combination with previously proposed synchronization algorithms,
it achieves the estimation error of 1.54 ticks at 10 hop distance, which is more than 40% better
than FTSP, while giving deterministic error bounds.

1 Introduction

Clock synchronization is a fundamental service that is required in many applications in sensor net-
works as well as in distributed systems in general. It is of more importance when sensor networks
extend beyond research-oriented systems and get incorporated into industrial systems often referred
to as cyber-physical systems (CPS). These systems are often mission-critical, and thus providing a
performance guarantee is as important as yielding a good average performance. In the context of clock
synchronization, performance guarantee corresponds to guarantees on accuracy.

Accuracy guarantee in clock synchronization, especially deterministic one, is important in sensor
networks in several situations including sensor fusion, coordinated actions, and hard-realtime applica-
tions, as discussed in [9]. We add security applications to the list. For example in secure localization
(e.g., [10]), in which multiple verifiers verify the location of a prover in a non-spoofable way, time
difference of arrival (TDOA) of a signal from the prover is one of the key techniques for the verifiers to
estimate the location. In this case, the accuracy of clock synchronization directly affects the reliability
of the location estimation and thus the security level that the application can provide. However, the
most important point is, without a guarantee on accuracy of clock synchronization, we cannot even
quantify the reliability of such secure localization system.

Recent research on clock synchronization in wireless sensor networks has been mostly focused on
improving the average case accuracy rather than the worst case. Although state-of-the-art techniques



enable impressive average performance of few microseconds error [19, 20, 29], they either do not have
any guarantees or only have probabilistic guarantees on the worst case accuracy.

In this paper, we propose a novel clock synchronization algorithm that gives a deterministic ac-
curacy guarantee. In this algorithm each node gathers constraints based on the causality relation
in message transmissions, and then calculates the upper and lower limits on the current time. such
that all of these constraints are satisfied. Although the basic idea is analogous to classical interval-
based clock synchronization [8, 9, 11, 18, 21, 24, 28], there are several key differences that enable our
algorithm to achieve more correct and tighter bounds. One of the differences is the bounded drift
fluctuation, which is given in the data sheet of crystal oscillators and we also experimentally verified
by ourselves. The algorithm does not require or construct a fixed network topology and works com-
pletely in a distributed manner. It is also efficient by packing the information for multiple receivers
into a single packet thus leveraging the broadcasting nature of wireless communication.

Our contribution is a novel clock synchronization algorithm that

e Gives deterministic accuracy guarantee without simplifying assumptions, such as constant drift,

e Is fully distributed and does not require any a priori knowledge on the network topology or the
topology being stationary,

e Accommodates various settings including multiple root nodes, and
e Achieves good clock estimation when combined with other algorithms.

We implement the algorithm in TinyOS for testbed experiments and compare the results with simu-
lation and FTSP.

The rest of the paper is organized as follows. In Section 2, we present the system model as
well as the experimental results on temperature vs. clock frequency. We present main ideas of the
synchronization algorithm in Section 3 and the details in Section 4. Section 5 discuss several design
choices about message exchanges. In Section 6, we discuss some of the issues that arise in implementing
the algorithm in TinyOS. Section 7 presents the evaluation results from both simulation and testbed
experiments. We overview related work in Section 8 and Section 9 concludes the paper.

2 System Model

We first define the clock model and describe the assumptions. Then we validate these assumptions
through preliminary experiments on the frequency vs. temperature characteristics of crystals.

2.1 Clocks

We refer to the clock reading at node v as localtime at v and denote as s”. There are one or more
nodes that have access to accurate time e.g., through GPS. These nodes are called roots and their
time is called globaltime t, which is also called “wall-clock time” or “physical time” in the literature.
All other nodes are just referred to as nodes. Node v’s clock has a clock drift h,(s"), which is defined
as the amount of increase in globaltime when the localtime is increased by unit amount. For each
node, we define clock function f, to give corresponding globaltime for each localtime as follows:

Fuls?) = /0 hy(7)dr + 60,

where 9, is a constant called clock offset. As a notational convention, we assume globaltime ¢; corre-
sponds to localtime s¥; i.e., t; = fy(s}).



The drift consists of drift offset h, and drift fluctuation c,(s’), where the former is a constant
and the latter is a time-varying function:

hy(sY) = hy + ay(s?).
While these are not known in advance, we assume they satisfy the following two properties:
e Bounded drift offset: 1 —n < h, <1+n,
e Bounded drift fluctuation: |a,(s¥)| <€,

where n and £ are given constants. The values of 7 and & depend on the type of crystal oscillator
and usually specified in or can be calculated from the data sheet. In normal temperature range, £ is
much smaller than 7. Note that we do not assume any statistical properties for «,(s”) except that
it is bounded by &£. Also note that n and £ are different from “drift bound” (usually denoted by p)
that often appears in the literature. Since 1 — p < hy(s”) < 1+ p by definition, we can consider
that p = n + £ This is one of the key differences between the proposed algorithm and so-called
interval-based methods, which we will discuss later in Section 3.4.

The objective of a synchronization algorithm is for each node to obtain a mapping from its localtime
to the globaltime. We specifically focus on giving a deterministic guarantee on accuracy: for any
localtime, each node must be able to tell the interval that the globaltime is contained within.

2.2 Crystal Oscillator

The assumptions of bounded drift offset and bounded drift fluctuation are not common and also very
important for our algorithm. For these reasons, we have measured these values in the actual nodes to
assess how reasonable these assumptions are. Since temperature is the primary cause that affects the
clock frequency [30], we measure the frequency under different temperatures.

Crossbow Telos (Rev. B) nodes use Citizen CMR200T for 32.768kHz crystal oscillator [5]. This
is a tuning fork crystal unit [2] and is known to have a quadratic relation between frequency and
temperature. The relation is expressed by f = fo(14 B(T — Tp)?), where fp is the nominal frequency,
To is the reference temperature, and (3 is a constant called “temperature coefficient.” In practice the
actual frequency f{ at Tp is different from fy by a small amount and the bound on frequency tolerance
(f6 = fo)/ fo is usually specified in the data sheet. For CMR200T, fo = 32768 Hz, 5 = —0.034 £ 0.006
ppm/°C? (ppm: parts-per-million), and the frequency tolerance is £20 ppm [2]. The characteristic
differs by types and also by parameters of the cut.

Figure 1 shows the relation of temperature and frequency measured at 19 Telos B nodes. Clock
frequency is measured by counting the number of ticks precisely in 10 seconds, which is obtained from
PPS (Pulse-per-Second) output of a GPS module (Garmin 18x LVC). This GPS module guarantees
that the PPS signal is aligned to the start of each GPS second within 1 psec [3]. We gradually
change the environment temperature and associate the measured clock frequency with the temperature
measured simultaneously by the onboard sensor.

All nodes exhibit curves peaked between 20 to 25 °C and their shapes are close to the one specified in
the data sheet (not shown). As for the offset, the peaks are above the nominal frequency (32768 Hz) in
18 out of 19 nodes. This is likely to be due to the mismatch between ideal and actual load capacitance.
Specifically, CMR200T requires load capacitance of 12.5 pF, whereas the MPU (MSP430F1611) has
internal 12 pF fixed capacitance per pin [7] and they are added serially for two pins, resulting in 6 pF
capacitance in total. Smaller load capacitance leads to higher oscillation frequency [6] and apparently,
it is in accordance with the results. Unfortunately, since there are other sources of parasitic capacitance
e.g., from PCB traces, we do not have a guarantee as strong as that for the frequency tolerance in the
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Figure 1: Temperature vs. frequency of 32.768 kHz crystal oscillator: For 19 nodes

crystal’s datasheet. However, based on the observation, the curve still satisfies the frequency tolerance
specification and we assume the frequency is only shifted by unknown small constant amount.

In summary, as we expected, we have observed larger variability among different crystals than in
a single crystal at different temperatures. To accommodate the shift of peak frequency, we set the
nominal frequency fo = 32768.5 [Hz]. In the later experiments, we assume the temperature range
is 10 to 35 °C. Then we can guarantee the frequency range for a single crystal is within 10 ppm
(0.33 Hz in 32 kHz crystal) from both the specification and the measurement results. Since the peak
frequency is within 20 ppm from the nominal frequency, we set the drift offset bound 7 to 25 ppm and
the fluctuation bound ¢ to 5 ppm to cover the whole range. If the temperature range is broader or
unknown, these parameters must be chosen accordingly and conservatively to assure the correctness
of the accuracy guarantee.

3 Synchronization with Accuracy Guarantee

In this section we describe the overall idea of our synchronization algorithm. For clarity we first assume
constant drift (i.e., no drift fluctuation: £ = 0) and explain the algorithm for synchronization between
a root and a node. Then we extend it for synchronization between two nodes to enable network-wide
synchronization, and also describe how we can take into account the drift fluctuation. Finally we
discuss the differences between our algorithm and interval-based methods.

3.1 Main Idea

Our synchronization algorithm is based on a simple causality principle that a message is received only
after it is sent. From sender and receiver timestamps, each node obtains a set of constraints that its
clock function must satisfy.

Figure 2(a) shows the message exchange between a root and a node. The node sends a message
at localtime sg and the root receives it at globaltime ¢;. Then the root sends back a message at ¢y
with the information on previously received message (so,t1) as well as with the timestamp t2. Upon
receiving the message, the node can do the following calculations. For the first message, since the
receiving time is later than the sending time, to < t1, though we cannot know ty. Using f(sg) = o,
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where f is the clock function for the node, we have f(sg) < ¢;. Similarly for the second message, we
obtain f(s3) > to.

The constraints that give upper or lower bounds for a clock function are called top constraints and
bottom constraints, respectively (Figure 2(b)). A constraint C; is expressed by (s;, l;, type;), where s;
is localtime, [; is called the value of C;, and type; is either “top” or “bottom.”

After several messages are exchanged, each node has a set of top constraints and bottom constraints
(Figure 3). When we ignore the drift fluctuation (this is relaxed later in the section), f is a linear
function that satisfies all the constraints. Of all such linear functions, we can determine the ones that
give the maximum and minimum globaltime at given localtime s. We call these upper line and lower
line, which are collectively called limiting lines. The maximum and minimum globaltime are called
upper limit and lower limit at localtime s, respectively. Further, we call a constraint a support or a
support constraint when it determines the upper or lower line.

The problem of finding limiting lines can be viewed in a more geometric way by considering two
polygonal objects for each of the sets of top and bottom constraints. The clock function is a long bar
and the upper and lower limits correspond to the range of motion when it is inserted between two
polygons.

3.2 Network-wide Synchronization

The algorithm for synchronization between a root and a node can be extended for network-wide
synchronization. We describe the case for two nodes where neither of them is a root. We use f



and fL to denote the upper and lower limits at node v. For any localtime sV, they satisfy f(s%) <
fuls?) < FH(sY).

Figure 4 shows the message exchange for synchronization between two nodes. Suppose node v
initiates the message exchange. Different from the root vs. node case, at localtime sj, v sends the
lower limit fZ(sy) instead of s§ itself, which node v remembers for later use. Node w records the
localtime s} when it receives the message, but it remembers the upper limit f7(s%) instead. Then in
the response message, node w puts the pair (fF(s8), f(s¥)) as well as the lower limit fL(s¥), just
as node v did. This pair of (lower limit at sent time, upper limit at received time) is called SyncInfo
for the original sender.

After this message exchange, node v obtains the following two constraints:

top: fu(st) =to < t1 = fu(s¥) < fH(s¥) (1)
bottom: fu(sy) = ts >ty = fu(s¥) > fE(s¥) (2)

Note that to, ..., t3, fuw(sY), fw(sy) are all unknown.

As a side-effect, node w also obtains a bottom constraint f,,(s%) > fL(s§) from the first message.
This is a preferable property especially for wireless environment where every communication is essen-
tially a broadcast. For network-wide synchronization, multiple receivers within the communication
range of a sender can obtain a bottom constraint. We can also embed multiple SyncInfo in one message
so that multiple receivers can obtain top constraints simultaneously.

3.3 Compensation for Drift Fluctuation

So far we have assumed that clock drift is constant. However, in practice, clock drift fluctuates over
time with external causes, mostly due to temperature changes. Here we extend the algorithm for the
case with drift fluctuations.

The idea is to compensate each of the constraints for the effect of drift fluctuation after the
constraint is obtained. For constraint C; = (s;,1;, type;), we define compensated constraint CN'l(s) =
(s:,15(s), type;) at localtime s, where compensated value [;(s) is defined as follows:

Ii(s) = li +&(s — si) if type; = “top”
i) = li —&(s — ;) if type; = “bottom”

Then we have the following lemma:

Lemma 1. Given f(s) that satisfies all the constraints and f(s1) = t1, linear function g(s) = hs +¢
with g(s1) = t1 satisfies all the compensated constraints, where h, ¢ is the drift offset and clock offset,
respectively.

Proof is in the Appendix. Then we have the following theorem:

Theorem 1. Vs.g"(s) < fL(s) < fH(s) < g"(s), where g“(s), 9" (s) are the lower and upper limits
at localtime s calculated for linear clock function g(s) with the slope in [1 —n, 1+ n| that satisfies all
the compensated constraints.

Figure 5 explains compensated constraints. As Figure 5(a) shows, at localtime sg, the value of the
top constraint at sg is increased by £Asge, and that of the bottom constraint at s; is decreased by
¢As1. Then, as shown in Figure 5(b), we change the value for all constraints in the same way and the
limiting lines are determined for these compensated constraints. Since the compensated constraints
are “looser” than the original ones, according to Theorem 1, the new interval of upper and lower limits
contains the one calculated without compensation. In this way, after compensation, we only need to
solve the same problem of finding limiting lines.
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3.4 Comparison with Interval-based Methods

Our algorithm shares the idea with the clock synchronization algorithms that provide an interval that
the globaltime is contained. These algorithms, often called “interval-based algorithms,” are proposed
mostly in the literature of distributed systems before sensor networks emerged, but there are some
papers in the contexts of mobile ad-hoc networks [24] and sensor networks [9] as well. Here we compare
the proposed algorithm with these works.

While it is often claimed that an algorithm guarantees the accuracy, the correctness may not hold
in the context of sensor networks. For example, some of the interval-based algorithms just ignore
transmission delay (e.g., [9, 21]). This is not an appropriate assumption when the transmission delay
is dominant in the resulting accuracy. More often clock drift is assumed to be constant [8, 11, 31]. This
is not appropriate as well for sensor networks that are often deployed outside and exposed to drastic
temperature changes. Our algorithm does not make these assumptions and only uses the bounded
drift offset and bounded drift fluctuation assumptions, both of which are guaranteed to be correct and
derived from the data sheet of crystal oscillator.

Meanwhile, the common underlying idea for interval-based synchronization methods is to bound
the actual length of any time interval by using most pessimistic value of clock drift. For example, when
clock drift bound is p, we can guarantee that the actual length of localtime interval As is bounded by
[(1—=p)As, (1 + p)As]. In our settings, we can emulate this by setting drift offset bound n = 0 and
drift fluctuation bound & = p. This is because their assumption is precisely equivalent to assuming
that each crystal can fluctuate in the whole range of [1 — p, 1+ p|. In the experiments, we will use this
to compare our algorithm with the interval-based methods.

4 Algorithm Details

In this section we describe the algorithm in more detail. RECEIVE and SEND are the procedures called
upon message reception and transmission, respectively. Upon receiving a new message, constraints
are added using ADDCONSTRAINTS and CONVEXIFY, and limiting lines are calculated using UPDA-
TEUPPERLINE/UPDATELOWERLINE. As we see later, all these procedures can be done in the time
logarithmic to the number of constraints stored in a node.



Algorithm 1 Procedures for communication between nodes

procedure RECEIVE(fL, {S}) > at localtime s, ;
UPDATEUPPERLINE
UPDATELOWERLINE
ADDCONSTRAINT(8%,.,, f£, bottom)
fH « CaLcUpPERLIMIT
if fH # oo then SAVESYNCINFO(sre = w, fL, fH)
for S; € {S} do
if \S; is for this node then
s¥.,.4 < RETRIEVESENDTIME(S;)

send

ADDCONSTRAINT(SY,,, 4, value(S;), top)

{S}: Set of SyncInfo in received message

if new constraint became a support then SEND

procedure SEND > at localtime s?,, ,
UPDATELOWERLINE
fE «— CaLcLoweRLIMIT(sY,, )
STORESENDTIME(sY, .4, fF)
SENDMESSAGE(fE, {S1) > {S}: Set of SyncInfo

4.1 Communications

There are several design choices on communication between nodes, which we discuss in depth in the
next section. Here we describe the method we have implemented. Pseudocode for the procedures is
shown in Algorithm 1.

A root broadcasts a message periodically. The period is to be determined based on application
requirements and energy availability. In the experiments we use uniformly random period in 18 — 22
seconds.

Upon receiving a new message, a node updates upper and lower lines. This is necessary because,
due to the compensation of drift fluctuation, the limiting lines will change even without any changes
in the sets of constraints.

After that, the node adds a bottom constraint based on the received time and the lower limit that
the message carries. The same information is saved as Synclnfo, which will be sent back to the sender.
Then the node scans through all SyncInfo that the message carries. If there is one for this node, it
adds a top constraint based on that.

Shortly after receiving, a node sends a message when one of the new constraints has become a
support. We use this “pulse-like” propagation pattern based on the analysis in [19]. Upon sending a
message, the node first updates the lower line to calculate the current lower limit.

4.2 Computations

4.2.1 Add Constraint

After adding a new constraint, we call CONVEXIFY to eliminate any non-convex constraints, since they
will never become supports, as seen from Figure 3. Then, if the new constraint violates the current
limiting line, we update the limiting line.



Algorithm 2 Procedures for computation at each node
procedure ADDCONSTRAINT(Chey)
if C)ew is a top constraint then

Crop < Crop U Chew > Crop: set of top constraints, sorted by localtime
CONVEXIFY (Chpew)
if Chew € Crop A Chew violates upper line then UPDATEUPPERLINE

else > Chew 18 Bottom
Cor +— Cotr U Chew > Cgor: set of bottom constraints, sorted by localtime
CONVEXIFY (Chew)

if Chew € CBoT N Chey violates lower line then UPDATELOWERLINE

procedure CONVEXIFY (Chew)
Find leftmost C; s.t. {C}, ..., Cpew} is non-convex
Remove non-convex constraints between C;, Cheq
Find rightmost C; s.t. {Cpew,-..,C;} is non-convex
Remove non-convex constraints between Cyeq, C

procedure UPDATEUPPERLINE
[ +— FINDTANGENT
if SLopE(l)> 1+ 7 then [ — FINDTOPSUPPORT(1 + 7))

procedure UPDATELOWERLINE
| «— FINDTANGENT
if SLoPE(l)< 1 — n then [ +— FINDBOTTOMSUPPORT(1 — 1)

4.2.2 Convexify

CONVEXIFY is the procedure for making the set of constraints form a convex polygon by eliminating
non-convex constraints. Finding non-convex constraints is easily done by calculating the turning
direction of two vectors (typically by using the external product) made by three points. This is
similar to what Graham scan [14] does for calculating the convex hull of points. However, since in our
case the points are already sorted and we know the set is convex without the new point, we can use
binary search to find a convex point instead of linearly scanning the points. This makes the running
time O(logn), when n is the number of top/bottom constraints stored in the node.

One thing to note is that, in case of top constraints, a newly added constraint may not be the
latest constraint in terms of localtime. Therefore, we may need to run the above binary search for
both directions from the inserted point, though it does not affect the order of the computation time.

4.2.3 Update Limiting Lines

The core of the procedures for updating upper and lower lines is FINDTANGENT. In FINDTANGENT
we find a tangent of two convex polygons. Note that polygons are convex whenever FINDTANGENT
is called. A naive method mentioned in [8] is to try all possible pairs of vertices and check if the
line intersects with the polygons. This takes O(n?) time in the worst case, but can be improved
to O(log2 n) by using nested binary search. Further, by using more sophisticated algorithms, it is
improved to O(logn) time [15, 23].

When the slope of the calculated limiting line is out of range of [1 — 1,1 + 7], we can replace the
line with the slope (1 +n) (for upper line) or (1 —n) (for lower line). Figure 6 explains this for a case
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of upper line. The tangent for the top and bottom polygons is line AB (dotted line), but the slope is
more than (1 + 7). In this case, the upper limit is determined not by this line but by the line with
slope (14 7) that touches the top polygon (solid line). As in the figure, since the support for this line
(C) may be different from the support for the tangent (B), we need to find it again. In this case the
line is supported by one point instead of two. Searching the support is done efficiently by calculating
the slope of each edge of the polygon, and since it is convex, the slope is monotonically increasing (for
top polygon) or decreasing (for bottom polygon). By using binary search, it takes O(logn) time.

5 Message Exchange

Message exchange is the core of the synchronization algorithm and we have several design choices to
make. These choices have a large impact on the efficiency of the algorithm as well as the performance.
Here we discuss two major aspects about it: what and when to exchange messages.

5.1 What to Transmit

In Section 3 we have described what to send in each message for synchronization between root and
node, and also between two nodes. In case of three or more nodes, however, there are multiple choices
on what to transmit in a message. Namely, a node can calculate its own lower limit and send it, or
alternatively, it can just repeat the message it received. So far we have implicitly considered only the
former “resending” strategy, but now we assess the benefit of the latter “repeating” strategy.

Figure 7 shows two strategies for the case of bottom constraint. After receiving the lower limit
fE(s%), node v either calculates the lower limit and sends f(s}) or just repeats fZ(s%). About this
case, we can show the following:

10
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Claim 1. f£(s8) > fF(s).

The proof is in the Appendix. This implies that, in order to get a tighter bottom constraint, we
should always take the resending strategy.

As for top constraints, similar argument does not hold and there is a case that repeating produces
a better top constraint than resending. However, repeating top constraints makes the algorithm more
complicated because we need to do routing of each SyncInfo, whose recipient may not be in the direct
communication range. From these considerations, we just take the resending strategy and do message
exchanges among single-hop neighbors.

5.2 When to Transmit

As for the timing of transmission, we have three modes: normal mode, fast start mode, and request
mode.

5.2.1 Normal mode

A root sends a message periodically. The period is to be determined based on application requirements
and energy availability. In the experiments we use uniformly random period in 18 — 22 seconds.

Upon receiving a message from a root, a node needs to forward it so that the information propagates
throughout the network. There are two design questions here: whether to send it and when to send it.
For the first question, a simple strategy is to send whenever a node receives a new message. However,
this strategy will cause a situation similar to broadcast storm [22]. Instead, we use the fact that a node
cannot provide essentially no new information unless it added a new constraint that became a support.
Therefore, it sends a message after receiving a message that has provided a support constraint. In
this way each node does not use any information on network topology.

For the second question about the timing, we make the nodes send a message as soon as possible.
This is based on the results of Lenzen et al. [19], where they showed that it is more beneficial to
forward information as quickly as possible than each node forwards on its own timing as in FTSP [20].
This applies to our algorithm as well and we follow the same principle.

Figure 8 summarizes the behavior in normal mode in case of a line topology. The root sends one
message in every period. A message from the root most likely provides a support constraint to the
receiver (node 1). Thus node 1 forwards the message and the message propagates toward the edge of
the network in the same way.

11
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5.2.2 Fast start mode

A downside of the normal mode is that the propagation can be slow at first. This becomes a prob-
lem especially when all nodes are started around same time, for example in an emergency response
application after the nodes are deployed at the site.

We explain this situation using Figure 8. Let’s assume all nodes do not have any constraints
yet. Now, the root sends a message (M7). Since node 1 gets a bottom constraint from this and that
becomes a support for lower line!, it sends a message (Ma,, Map). Node 2 does the same and sends
M3,. When node 1 received M3, hovvevelr7 it does not have any top constraints yet. Thus it cannot
calculate the upper limit at the time of receiving Mz, and does not store the Synclnfo for it?. In the
next period, the root sends M, that contains SyncInfo for node 1 based on Ms,. Now, it can calculate
the upper limit and thus sends a message (Msq, Msp). Node 2 does the same and send Mg, and finally,
the SyncInfo for node 2 is saved upon receiving it. In this way, it takes one period until the nodes in
the next hop obtains its first top constraint.

To resolve this problem, we use fast start (Figure 9). When a node receives a message, it sends
a message with a special flag if it has no top constraint and the upper limit is unbounded. This
flag, which we call “REQ” flag, is a request for neighbors to respond so that this node can get a top
constraint.

Upon receiving a message with “REQ” flag, all nodes having a top constraint start a timer for
a short period (~ 1 sec). When the timer fires, it sends a message that contains a SyncInfo for the
requester. The reason for this short delay is to aggregate responses to multiple requests. This rule
overrides the forwarding decision in the normal mode and a node will send a message even if there is
no change on its supports. Also, to avoid a broadcasting storm, nodes do not send another request
upon receiving a request from other nodes.

In this way, initial propagation becomes much faster. This comes in exchange for more message
transmissions. In the line topology, a node at distance d will send and receive d more messages than
in the case without fast start. Instead, it will get its first top constraint roughly in d seconds after
initialization, instead of 20d seconds.

We can determine a lower line without a top constraint using bounded drift offset assumption. See Section 4.2.3 for
details.

2It is possible for node 1 to keep the information until it gets a top constraint and then calculate the upper limit
retrospectively, but we do not do this in the current implementation.
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Figure 10: Delay compensation: Lower limit f¥(s;) is calculated at localtime s;, but actual send
time is s9. Calculate the lower limit f”(s2) and put it in the packet is not feasible because of timing.
Instead, we put fL (s1) and Asja = sy — s1 so that a receiver can calculate the delay-compensated
lower bound f%(s3).

5.2.3 Request mode

When a node has not received a message for a long time, it sends a message to request the neighbors
to provide information. This is done using the same REQ flag as in the fast start. In the experiments
we set the period to 30 seconds.

6 Implementation

We have implemented the proposed synchronization algorithm in TinyOS 2.1.1. Besides dealing with
limitations in TinyOS programming, we needed to address several fundamental issues specific to our
synchronization algorithm.

6.1 Delay Compensation

Reducing the transmission delay between sender and receiver is the key to achieving precise synchro-
nization. This also applies to our algorithm, as the minimum possible gap between upper and lower
limits is at least twice as big as the minimum transmission delay (proof omitted).

To minimize the transmission delay, we use MAC-layer timestamping, which is to put a timestamp
when the packet is actually transmitted over radio. In case of CC2420 radio chip, the timestamp for
a packet is obtained when SFD (start frame delimiter) is captured. Since this is same for both sender
and receiver, two timestamps are expected to be obtained at very close time points.

A problem in MAC-layer timestamping is the delay after a node calculates the lower limit until the
packet is transmitted. A receiver can get a tighter bottom constraint if the lower limit is calculated
at the time when the packet is transmitted. However, it is not feasible to recalculate it at MAC layer.

A solution for this problem is to reconstruct the lower limit at the receiver side. Figure 10 explains
this. At localtime s;, the sender calculates the lower limit f (s1), puts it in the packet, and issues
the send command. In the timestamp field, which will be rewritten at the MAC-layer, the sender put
s1, the localtime when it calculated the lower limit. At the MAC-layer this field is rewritten with
the difference with value in the field and the current timestamp so. When the packet is received, the

r~eceiver carries fL (s1) and Asjo = s — s;. Then it calculates the delay-compensated lower bound
fL(s2) as follows:

FE(s2) = fH(s1) + (1= 30 — ) Asa.
This is based on the following theorem. Proof is in the Appendix.
Theorem 2. fl(s3) > fl(s1) + (1 —3n—&)Asi2, where fL(s2) is actual lower limit at localtime s5.

13
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Figure 11: Order-preserved timestamping: Sender timestamp s} is taken before receiver timestamp
sy, but the causality may be violated after quantization.

6.2 Quantization Error

In MSP430 microprocessor used in Telos B nodes, unsigned 32 bit is the largest size of integer. As
floating point computation is emulated on software and has low precision, we primarily use integer
for accurate computation. Related to this quantization, there are several issues that require a special
attention for the algorithm to work correctly.

One issue is about the order of timestamping. We strictly require that the timestamp at the sender
is taken before that at the receiver. However, when we consider integer timestamps, this is not always
satisfied. Figure 11 shows an example. This order violation will not happen if the receiver timestamp
is always taken more than one clock tick after the sender’s one, but unfortunately in our case, the
difference is much smaller than one tick. To avoid this situation, we add one clock tick to the receiver’s
timestamp.

The other is about compensated constraints. Even though the original value of each constraint is
an integer, it will become a noninteger when we calculate the compensated value. For not to violate
the compensated constraints, we need to be conservative on quantization. Specifically, we round up
the value for a top constraint and round down the value for a bottom constraint. Because of this, there
are some cases that message transmission loops in two nodes without receiving any new messages. To
avoid this, a node does not send a message if it has sent the previous one within a short (~ 1 sec)
period.

6.3 Parameters
6.3.1 Number of Constraints

Although we eliminate non-convex constraints that do not contribute to limiting lines, the number of
constraints is still unlimited. Since this is not preferable, we limit the number to a constant. In the
experiment, we set the maximum to 5 for each of top and bottom constraints.

When the set of constraints is full, we evict one of the constraints before adding a new one. Note
that this eviction does not affect the correctness of the limits in any ways; it only results in looser
accuracy guarantees if we evict a “tight” constraint. To minimize the impact, we evict the newest
constraint that is not a support.

14



Table 1: Message structure: Each message has 23 Bytes of data. Sender ID (2 Byte) is in the header.

Name Size (B) | Comments
seqnum 1 Sender’s sequence number
lowerlimit 4 Lower limit
delta 4 Delay until transmission
Synclnfo 7% 2
nodelD 2 Recipient node
upperlimit 4 Upper limit at received time
seqnum 1 Recipient’s sequence number

6.3.2 Message Size

By default, the maximum data size in each packet is 28 bytes in Telos B. With this limited size, it
requires a good way to include Synclnfo for multiple nodes in a packet as well as sender’s timestamp.

Table 1 shows the message structure. A key idea is to use 1-byte sequence number to reduce the size
of SyncInfo, instead of sending back 4-byte lower limit. Sender keeps track of the association between
the sequence number and the timestamp. We use a ring buffer of size 256 for storing timestamp.

6.3.3 Number of SynclInfo

In each message up to two Synclnfo are included. In the current implementation, each node stores up
to 10 SyncInfo and choose two randomly upon sending.

7 Evaluations

In this section we evaluate the proposed synchronization algorithm by both simulation experiment
and testbed experiment. For the performance metric, we use the error bound, which is calculated
from the upper and lower limits by (f(s) — f%(s))/2. This is the minimum error bound, which is
achieved by using the average of upper and lower limits as the estimate.

7.1 Simulation Experiments

To see the performance in various networks with different sizes and different topologies, we first imple-
mented the synchronization algorithm in Java and built a discrete event simulator. On initialization,
each node is assigned a constant drift offset randomly chosen in the range [1 — 7,1 4 7], where n = 25
(ppm). The clock drift actually does not fluctuates, but we set the drift fluctuation bound & = 5
(ppm) for taking into account the compensation. Connectivity graph among nodes is given. Packet
reception rate is set to 95% and there is a random transmission delay determined from given range.

For simulation, we estimate the transmission delay as follows. The delay from sender’s SFD to
receiver’s SFD in CC2420 is typically 3 usec [1], and more precise measurement shows it is 3.16 usec
on average with the standard deviation around 41 ns [27]. Larger delay comes from quantization:
we add one tick (30.52 psec) to the receiver’s timestamp to guarantee the order (see Section 6.2).
Assuming that the phase is random, the average delay is expected to be a half tick (15.26 usec) with
a half tick range. Adding these together, we estimate the delay to be in [3.16, 33.68] usec.
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Figure 12: Comparison between proposed and interval-based methods

7.1.1 Comparison with interval-based method

First we compare the proposed algorithm and interval-based methods. We use a topology of one root
at the end and 10 nodes connected in line. Figure 12(a) compares the error bounds of three nodes (at
1st, 5th, and 10th hop from the root) for both algorithms. For all three nodes, the proposed algorithm
achieves much smaller error bounds than the interval-based method. This suggests the information
on drift fluctuation bound can help improving the accuracy in clock synchronization.

To see this effect in more quantitative way, we change the drift fluctuation bound £ and see the
error bound. For the proposed method, the drift offset bound 7 is kept constant at 25ppm, and we
emulate an interval-based method by setting ' = 0 and &’ = n + £ based on the discussion in Section
3.4. Figure 12(b) shows the results for the first hop. The results show that the proposed method can
achieve smaller error bound for all cases and the improvement is bigger for the smaller &.

7.1.2 Grid topology

Figure 13 shows the error bounds for 25 nodes in a grid topology of 5 x 5. The root is on one of the
corners. An interesting finding is that the error bound is not very proportional to the hop distance
(Manhattan distance in this case) from the root, especially for the nodes far from the root.

This is likely to be related to the number of paths from the root. For example, node A and B are
both at two hop distance from the root, but node B has smaller error bound. This is partly because
node B has two separate shortest paths from the root, while node A has only one. Since the delay is
randomly distributed over a large range, having multiple paths improves the chance of getting good
constraints that are close to the actual globaltime. This effect is not clear among the distant nodes,
all of which have multiple paths.

7.1.3 Dynamic topology

Figure 14 shows the error bound when the network topology changes dynamically. Specifically we
tested the case when a node sleeps (i.e., becomes inactive) for some time interval.

When there is one root in a line topology of 10 nodes (Figure 14(a)), the error bound increases
linearly while node 2 is sleeping. This is reasonable because, without node 2, there is no path from
the root and thus no “essentially new” information comes to node 3. Once node 2 becomes active
again, the error bound quickly approaches the original range.

Figure 14(b) shows the case for two roots at both ends of a line topology of 10 nodes. In this case,
while node 2 is unavailable, node 3 loses the path to the root on the left, but is still connected to the
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Figure 14: Error bound (at Node 3) in case of dynamic topology change: Node 2 sleeps in [800, 1200]
sec. (a) One root case; (b) Two roots case.

root on the right. Therefore, it can receive new information. However, as the hop distance is larger
then before, the error bound distributes in the higher range. Similarly as the one root case, it comes
back to the original range after node 2 is back.

7.2 Testbed Experiments

We programmed 11 Telos B nodes; one for root and other 10 for nodes. In the software we made a
line topology with a root at one end. The UserINT ports of the root and all nodes are connected to a
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Figure 16: Comparison between simulation and testbed experiment

single trigger source that emits a trigger every two seconds. Upon receiving a trigger, the root node
sends the current time and all other nodes send the upper and lower limits at that time to the PC.
We use serial communication via USB port for the communication with the PC to avoid congesting
the radio channel.

7.2.1 Comparison with Simulation Results

Figure 15 shows the error bound of all 10 nodes (except the root). Figure 16 shows the comparison
between measured and simulated results. The change of error bounds closely matches the simulation
result both in the transient state at first (Figure 16(a)) and in the steady state after long time
(Figure 16(b)), though the average error bound in the experiment is a little (9-13%) higher than in
the simulation. The error bound at the first hop is 9.2 ticks, which corresponds to 280.0 usecs at
32768.5Hz clock, and it is roughly proportional to the hop distance from the root.

7.2.2 Improved Clock Estimation and Comparison with FTSP

As an extension we have incorporated the ideas from previous work to improve the clock estimation
performance. We slightly change the proposed algorithm and add the current estimate of globaltime
in each message, in addition to the lower bound of it. For estimation, we use a common method used
in e.g.,[17, 19]: Each node considers the time lapse between receiving and sending, makes a table of
(localtime, globaltime) pair, and uses linear regression to obtain an estimate.
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Figure 17 shows upper/lower limits and estimate at the first hop in the 10-node line topology.
The vertical axis is the error from globaltime. Since the upper and lower limits are deterministic
bounds, the error for upper limit is always positive and that for lower limit is negative. The estimate
distributes around zero. Figure 18 shows the average estimation error for each of 10 hops line topology
compared between the proposed algorithm and FTSP. It is observed that the average error for the
proposed algorithm is comparable to that for FTSP in the near distance and up to 40% better in the
far (At 10th hop, 1.54 vs. 2.65 ticks; 42% better).

8 Related Work

Our synchronization algorithm is most closely related to interval-based methods, as we have discussed
in Section 3.4. Marzullo and Owicki [21] studied the synchronization problem where each time server
returns an interval that contains the true time and the objective is to minimize the length of interval
by exchanging messages among multiple time servers. Blum et al. [9] modified their algorithm for
sensor networks and improved the average case performance. Rémer proposed another interval-based
algorithm tailored for ad hoc networks settings [24]. Schmid and Schossmaier [28] provided bounds
under the assumption that several performance parameters such as transmission delay bounds as well
as drift bounds are given. In our work, we have made our first attempt to give bounds only from the
information readily available in the specifications of the hardware components. Potentially we can
improve the results when we have more information about the hardware and the environment.

As we have discussed in Section 3.4, we have improved the model by taking a closer look on the
characteristics of crystal oscillators and separating drift offset bound and drift fluctuation bound. As
the one similar to drift fluctuation bound, the use of bounded drift change dp(t)/dt has been suggested
in [28]. We did not use this for the following two reasons. First, the bound for drift change is hard
to determine, since it is not directly derived from the data sheet provided by hardware venders. The
other reason is, though temperature is the primary cause of drift fluctuation, there are certainly other
effects that cause abrupt changes in clock frequency [30], such as acceleration. This implies we can
only give a conservative bound on the drift change.

The use of convex polygons and estimation of clock functions as tangents to them was first proposed
by Duda et al. [11] and studied in further detail by Berthaud [8] including the issues related to
numerical errors. In [31], the authors designed optimal and approximate algorithms to keep only the
constraints that become supports. All these works assume constant drift either indefinitely or for a
short time. Our algorithm share the same idea for determining the limiting lines, but without constant
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drift assumptions. We also designed the algorithm in such a way that the communication pattern is
more suitable for broadcast environment.

The notion of delay compensation (Section 6.1) has been discussed in [18, 28]. We have extended
these results under the bounded drift fluctuation assumption and also devised a method suitable for
the case of MAC-layer timestamping.

Compared to general distributed systems, sensor networks usually require much more precise
synchronization. To realize that, eliminating the indeterminism from communication delay, which
is mostly at the sender side, was a major problem in early times. Elson et al. dealt with this by using
a reference broadcast [12], where a node broadcasts a packet and multiple receivers compare their
reception time. Then TPSN [13] introduced MAC-layer timestamping as a more efficient alternative
and this has been used by most of the recent studies on clock synchronization protocols in sensor
networks.

Since MAC-layer timestamping reduces the transmission delay down to few microseconds, clock
drift is the main issue for synchronization, since many sensor nodes use normal crystal oscillators
with large drift rather than temperature compensated crystal oscillators (TCXOs) or oven-controlled
crystal oscillators (OCXOs) due to energy and cost limitations. FTSP [20] estimates the clock drift
and offset with high precision by using linear regression, assuming constant drift for a short period.
GTSP [29] focuses on minimizing the local error among the neighboring nodes by adjusting the logical
clock rate based on the estimation of clock drift of neighborhood nodes. PulseSync [19] improves the
performance at distant hops by introducing a pulse-like propagation pattern. The latter two papers
include convergence and optimality results on the performance including accuracy, but they are either
asymptotic or probabilistic under the assumption of constant drift and bounded transmission delay. In
this paper we focused on the deterministic accuracy guarantee instead, though we have demonstrated
that the proposed algorithm can be combined with them to obtain good estimation.

Recent works propose synchronization protocols for specialized settings. Harmonia [16] is a syn-
chronization protocol focused on quickly synchronizing many nodes within their very short duty cycle.
Since MAC-layer timestamping is not available in their work, they use two packets to tell receivers
the actual send time. This is a similar approach as IEEE 1588 (Precision Time Protocol) [4]. Rowe
et al. propose the use of electromagnetic energy from AC power line as a shared trigger for clock
synchronization [25].

Schmid et al. [26] proposed a method for compensating for the drift change due to temperature
change. This is essentially a software implementation of what TCXOs do. Using the onboard temper-
ature sensor, each node makes a table storing the pair of temperature and relative drift. After getting
enough entries in the table, a node can estimate the drift with high accuracy and thus can compensate
for that without communicating with other nodes. Our algorithm is orthogonal to this. As we have
seen in Figure 12(b), we can achieve tighter error bound for smaller drift fluctuation bound. Therefore,
with this or any other techniques that reduce drift fluctuation and provide deterministic guarantee for
that, we can improve the accuracy guarantee with the proposed algorithm.

9 Conclusions

We have presented a clock synchronization algorithm that gives deterministic accuracy guarantees.
The main idea is to find the upper and lower limits of clock function that satisfies all the constraints
obtained using causality relations in communication. While the idea is similar to classical interval-
based synchronization methods, we do not make simplifying assumptions such as constant drift or
negligible transmission delay to obtain strict guarantees. Still, as demonstrated by the experiments,
we achieve tighter guarantees owing to the bounded drift fluctuation assumption, which is confirmed
by the hardware specification as well as by the preliminary experiments. We have implemented the
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algorithm in TinyOS and demonstrated that the accuracy guarantees are close to the simulation results.
Furthermore, we extended the algorithm to obtain good estimation and achieved the estimation error
up to 40% better than FTSP.
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A Proofs

A.1 Proof of Lemma 1

For localtime sy < s1, assume f(sg) = to and g(sg) = t{,. Then we have t; = ty + fsslo h(r)dr and
ty, = t1 — hAs1, where Asg; = s1 — 8. Since h — & < h(1) < h + &, we have

ti—(h+&As < to <ty —(h—¢&)As.
Combining these, we obtain
—&As < tg—ty < EAs.

Thus at localtime s, if f(s) satisfies a top constraint f(s;) < l; (s; < s), then g(s) satisfies g(s;)
l; + €As;, where As; = s — s;. Similarly for a bottom constraint f(s;) > I;, g(s) satisfies g(s;)
l; — EAs;.

LIV IA

A.2 Proof of Claim 1

Upon receiving the message from node x, node v adds a bottom constraint at localtime sy with value
fE(sE). At localtime sy, as Figure 20 shows, the value of this constraint is decreased by £AsY, as a
result of compensation, where As{, = s§ — s{.

Now let’s consider a line with the slope 1 — 7 and passes this point. About the value of this line
at localtime s3 (denoted fZ(s3)) and the actual lower limit fZ(sy), we have

FE(s8) > FE(s8), (3)
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Figure 21: Proof of Theorem 2

since 1 — 7 is the minimum possible slope of a lower line and the lower line satisfies all the constraints.
Since

fo(s3) = fr(s) — €AsTy + (1 —nm)Asi
= fr(s5) + (1 —n—&Ash (4)

and 1 —np— & > 0 from 7, £ < 1, the claim follows. O

A.3 Proof of Theorem 2

Let l1, 12 denote the lower lines calculated at localtime si, s2, respectively. Let ki, ko denote the slope
of I1,15. Also let Cgor denote the bottom support of I; and sy denote the localtime of it.

If Iy is only supported by Cpor, k1 = 1 —n (Figure 21(a)). Since k2 > 1 — 1 and at localtime sy
and [y satisfies (compensated) Cpor,

fE(s2) > fE(s1) — Asorki — EAsya + (Asgy + Asia)ks
FE(s1) + (k2 — ) Asia + (k2 — k1) Aso
> fH(s1) + (1 —n—&As. (5)

This satisfies the theorem.

When [; has two supports Crop and Cor (Figure 21(b)), let a denote the difference of localtime
of these. Let b denote the difference of compensated values at localtime sg. Since there is a line that
satisfies these constraints, b/a < 1+ 7. At localtime s;, since these are the supports of [,

b—2A
=0 sy (6)
a
Thus we have
2A
2015 <o (7)

Now, at localtime ss, since ks is equal to or larger than the slope of the line that connects these two
(compensated) constraints,

b—2A 2A
k22+02£=k1—%2§- (8)
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Using (7), (8), and ko > 1 — n, we have

fE(s9) FE(s1) — Asprki — Asia€ + (Asor + Asia)ke
fL(Sl) + A812(k2 — f) + ASOl(kz — k:l)
FE(s1) + Asi2(1 —n — &) — Asgr - QAZH‘S

2A3015)

a

v

v

fE(s1) + Asia (1 e
FH(s1) + (1= 30— &Asa.

\Y)

The theorem follows.
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