UC Riverside
UC Riverside Electronic Theses and Dissertations

Title
Physical Layer Security with Full-Duplex Radio in Wireless Networks

Permalink
https://escholarship.org/uc/item/9cv2n409

Author
Zhu, Qiping

Publication Date
2019

Peer reviewed|Thesis/dissertation

eScholarship.org Powered by the California Diqital Library

University of California


https://escholarship.org/uc/item/9cv2n40s
https://escholarship.org
http://www.cdlib.org/

UNIVERSITY OF CALIFORNIA
RIVERSIDE

Physical Layer Security with Full-Duplex Radio in Wireless Networks

A Dissertation submitted in partial satisfaction
of the requirements for the degree of

Doctor of Philosophy
in
Electrical Engineering
by
Qiping Zhu

September 2019

Dissertation Committee:

Dr. Yingbo Hua, Chairperson
Dr. Salman Asif
Dr. Amit K. Roy-Chowdhury



Copyright by
Qiping Zhu
2019



The Dissertation of Qiping Zhu is approved:

Committee Chairperson

University of California, Riverside



Acknowledgments

I am grateful to my advisor Dr. Yingbo Hua, who is always being patient to me, teaches
me with his erudite knowledge and affects me with his rigorous personality. Without his
help, I would not have been here.

I would like to thank Dr. Amit K. Roy-Chowdhury, Dr. Salman Asif, Dr. Shaolei Ren for
their generous help as being committee members for my dissertation evaluation and defense.
I would like to thank my labmates Lei Chen, Peixi Liu, Qingpeng Liang, Shuo Wu, Reza

Sohrabi for their kindly help.

v



To my parents for all the support.



ABSTRACT OF THE DISSERTATION

Physical Layer Security with Full-Duplex Radio in Wireless Networks
by
Qiping Zhu

Doctor of Philosophy, Graduate Program in Electrical Engineering
University of California, Riverside, September 2019
Dr. Yingbo Hua, Chairperson

Physical layer security (PLS) is an approach that provides secrecy based on information-
theoretic model which does not account for any computation capability assumption or pre-
installed standardized secret key generation algorithm and it is a good additional protection
on the top of the existing security scheme. This work includes four different topics for
improving PLS with full-duplex radio. In the first topic, we develop a fast algorithms
for computing power allocations in subcarriers, subject to power and rate constraints, to
maximize the secrecy capacity of a three-node network consisting of a source, a full-duplex
capable destination and an eavesdropper. The optimal power allocation at the destination
is found to be significant especially when its power budget is high. The second topic is about
the analysis of a two-phase scheme for secret information transmission with the technique
of anti-eavesdropping channel estimation (ANECE) which can degenerate Eve’s channel
estimation with any number of antennas at Eve. The analysis is based on the assumption
that everyone has prior statistical knowledge of its channel state information (CSI) and it

yields lower and upper bounds on secure degrees of freedom as functions of the number

vi



of antennas on Eve and the size of information packet. For the third topic, we present
optimal designs of the pilots for ANECE based on two criteria. The first is to optimize
the minimum mean square error (MMSE) channel estimation for the users, and the second
is to maximize the mutual information between the pilot-driven signals observed by the
users. Closed-form optimal pilots are shown under both criteria but subject to a symmetric
and isotropic condition. Algorithms for computing the optimal pilots are shown for general
cases. In the fourth topic, we analyze the secure degree of freedom and the asymptotic
expression of the achievable secret key rate from a two-phase key generation scheme which
consists of channel training phase and secure information transmission phase. Based on the
asymptotic secret key rate, we develop an efficient algorithm for coherence time allocation

between the two phases to maximize the achievable secret key rate.

vii



Contents

List of Figures X

1 Introduction
1.1 Motivations . . . . . . . . . ...
1.2 Wiretap Channel Model . . . . . . .. .. .. . . .. . ...
1.3 Secret Key Agreement . . . . .. . .. . .. oo
1.4 Contributions . . . . . . . . . ...
1.5 Notations . . . . . . . . . . .

N R W~

2 Fast Power Allocation for Secure Communication with Full-Duplex Radio 8

2.1 System Model . . . . . . . .. 8
2.2 Power allocation under power constraints . . . . ... ... ... ...... 11
2.2.1 Source power allocation . . . . . ... ... ... ... 13
2.2.2 Destination power allocation . . . . ... ... ... ... ... .. 16
2.3 Power allocation under power and rate constraints . . . . . ... ... ... 18
2.3.1 Source power allocation . . . ... ... ... ... 20
2.3.2 Destination power allocation . . . .. ... ... ... ........ 22
2.4 Numerical Results . . . . . . . . . .. . 24
2.4.1 With power - only constraints . . . . . . . ... ... ... 24
2.4.2 With power and rate constraints . . . . . ... ... ... ...... 27
2.5 Conclusion . . . . . . . . . e 29

3 Secure Degree of Freedom Analysis for MIMOME Network with Anti-

Eavesdropper Channel Estimation 30
3.1 Introduction . . . . . . . . . . . . . e 30
3.2 Secure Degree of Freedom Analyses . . . . . . .. ... ... ... ... .. 31
3.2.1 Channel estimation . . . . . . . . ... ... ... 32
3.2.2 One-way information transmission . . . . . ... .. ... ...... 34
3.2.3 Two-way information transmission . . . . . .. ... ... ... ... 39
3.3 Conclusion . . . . . . . . . . . 43

viii



4 Optimal Pilot Design for Anti-Eavesdropper Channel Estimation

4.1

Introduction
4.2 System Model

4.3 For Optimal MMSE Channel Estimation . . . . . . ... ... ... .....
4.3.1 General algorithm for M > 2

44

4.5
4.6
4.7

4.3.2 Special algorithm for M = 2
4.3.3 Closed-form solution
For Maximum Mutual Information

4.4.1 General algorithm for M > 2

4.4.2 Special algorithm for M = 2
4.4.3 Closed-form solution
Simulation results

Conclusion

Proof of Lemma and Theorem
4.7.1 Proof of Theorem 6

4.7.2  The gradient of go(F) in (4.39

4.7.3 Proof of Lemma 9
4.7.4 Proof of Theorem 11
4.7.5 Proof of Theorem 12

5 Two-Phase Secret Key Generation with Full-Duplex Radio

5.1
5.2
5.3
5.4
9.5
5.6
0.7
5.8

Introduction
System Model
Secure Degree of Freedom
Asymptotic Forms
Numerical Results

Conclusion

Derivation of the Achievable Secret Key Rate . . . . . ... ... ... ...

Random Matrix Asymptotic Property

6 Conclusions

Bibliography

X

44
44
45
47
49
50
52
54
95
o8
65
66
72
73
73
76
77
79
81

85
85
86
87
90
94
96
96
101

103

105



List of Figures

2.1
2.2
2.3

2.4

2.5

3.1

4.1
4.2
4.3
4.4
4.5
4.6
4.7

5.1
5.2
5.3
5.4

A three-node wireless network with a full-duplex destination. . . . ... .. 9
Secrecy capacity vs. power budget P = Ps=Pp (p=05) . . ... .. ... 26
The secrecy capacity vs. self-interference attenuation factor p (P = Pp =

30dB) ..o 26
The achieved secrecy capacity under power and rate constraints (C;D =

0.9CsD,r - - v v o 28
The achieved transmission rate between Alice and Bob when the secrecy rate

ismaximized. . . . . . ... L e 28
A three-node system with two legitimate full-duplex transceivers and one

passive eavesdroppPer. . . . . . . . . o e e e e e e e e e 31
Multiple full-duplex multi-antenna users perform ANECE. . . . . . . .. .. 45
Normalized MSE vs 0dB < K P < 70dB where M =3. . . ... ... .... 67
TG vs M and N with KP =60dB. . . . ... ... ... 68
Normalized MI 0dB < KP < 70dB with M =3. . . . .. ... .. ...... 69
Iot,opt(0.8) — Zagopt(0) vs M and N with KP =60dB. . . .. ........ 70
Normalized MI with M =2 . . . .. ... ... ... ... ... ....... 71
Normalized MI ratio with M = 2 and correlation R=0.8 . ... ... ... 72
Comparison between ® 4 and simulation of R 4 s in small antenna number 93
Rrey,asym with Ng =10 . . . . . . . . 95
Rkey,asym with NE =20 . . 95
Rieyasym With Ng =50 . . .. ... ... ... . ... 96



Chapter 1

Introduction

1.1 Motivations

Security of wireless networks is of paramount importance in today’s world as bil-
lions of people around the globe are dependent upon these networks for a myriad of activities
for their businesses and lives. A secure wireless network should satisfy the requirements of
authenticity, confidentiality, integrity, and availability [1]. Among these issues, confidential-
ity is of particular interest to many researchers in recent years which also is the main focus
in this work. For convenience, we will refer to confidentiality as security and vice versa.

The traditional way to keep information confidential from unauthorized persons
and/or devices is via cryptography at upper layers of the network, which include the
asymmetric-key method (involving a pair of public key and private key) and the symmetric-
key method (involving a secret key shared between two legitimate users). As the comput-
ing capabilities of modern computers (including quantum computers) rapidly improve, the

asymmetric-key method is increasingly vulnerable as this method relies upon computational



complexity for security. Moreover, for the emerging decentralized networks, i.e. 5G network
and IoT network, devices with different computation capability may randomly connect in
or leave the network at any instance. Therefore, establishing standardized cryptography
key management and distribution become very challenging [2].

Different to the traditional cryptography methods, physical layer security (PLS)
is a technique that does not account for any assumption of computation capability from
the adversary and it is under information-theoretic security model that the information
leakage to eavesdropper can be precisely expressed which is a function of the channel quality.
PLS can provide either secret key establishment or direct secret information transmission
between the users, which make it a good additional protection for the existing security
scheme. There are two complementary approaches in PLS [3]: wiretap channel model and
secret key agreement. The former requires one user to transmit secret information directly
to the other and the performance measurement is called secrecy capacity. The latter requires
users to use their (correlated) observations and public discussion agreement to establish a

secret key and the performance measurement is called secret key capacity.

1.2 Wiretap Channel Model

Wiretap channel model is first introduced by Wyner [4] and it requires the eaves-
dropping channel is noisier or less capable than the channel between the users. Later,
Csiszar and Korner extend the theory to broadcast channel with confidential and common
messages [5]. Particularly, the quantity to measure the secret message is secrecy capacity

and it is defined as



Cwr = max(I(V;Y) — I(V; Z)) (1.1)

PV X

where X is the source codewords, Y is the received codewords at legitimate node, Z is
the received codewords at eavesdropping node and V is the random variable accounts for
randomization in the encoder. Equation (1.1) is based on the Markov chain V — X — Y Z
and Cyr is maximization regarding to the joint distribution py x. If eavesdropping channel
is less capable than the channel between the legitimate nodes, then (1.1) is maximized by

V = X and it can be simplified as

Cwr = max(I(X;Y) — I(X; Z)). (1.2)

Px

1.3 Secret Key Agreement

The theory of physical layer secret key agreement is first established by Maurer [6],
Ahlswede and Csiszar [7, 8]. There two different models for key generation: source model
and channel model. In source model, all the parties observe their individual realizations of
a random source which is assumed to be outside the control of all parties. Denote X, Y, Z
are the observed signals at the two legitimate nodes and eavesdropping node respectively,

then through public discussion the secret key capacity satisfies
I(X;Y) —min{I(X; 2), [(Y; Z)} < Ci,y < max{I(X;Y),[(X;Y]|Z)} (1.3)

which can be recognized as Cj,,, = I(X;Y) when Z is independent of (X,Y).
For the channel model, it can be viewed as wiretap channel model enhanced with

public discussion. Denote X as the transmitted secure codeword, Y, Z as the received



codeword at legitimated node and eavesdropping node respectively, then the secret key

capacity for channel model satisfies

max {maX(I(X;Y) —I(X;2)),max(I(X;Y) — I(Y; Z))} < Chey < H;ixmin{I(X;Y),I(X;Y|Z)}

px px

(1.4)

1.4 Contributions

In this work, we study four different topics for improving wireless physical layer
security with full-duplex radio. Part of this work has been included in [9, 10, 11, 12, 13]

In chapter 2, we will consider a three-node multi-subcarrier network consisting of a
source (Alice), a destination (Bob) with full-duplex and an eavesdropper (Eve). Bob is able
to receive the signal from Alice and at the same time to transmit a jamming noise against
Eve. Under normal circumstances where for example some public information is shared and
all nodes can communicate friendly with each other and their channel state information be
made available to all, we assume that Alice and Bob know their channel amplitudes with
respect to Eve during secure data transmissions. We will utilize the knowledge of channel
amplitudes in computing power allocations for maximum secrecy capacity and develop fast
algorithms for this purpose. Unlike [14, 15, 16], we take into account the residual self-
interference at Bob which is a more realistic model [17, 18, 19, 20, 21]. Another unique
feature of this part is that we consider both power and rate constraints in maximizing the
secrecy capacity while most of the prior works on physical layer security such as [15, 16,
22, 23, 24, 25, 26, 27, 28, 29, 30] only considered power constraints. In order to transmit a

packet from Alice to Bob, a preselected data rate for the packet should be guaranteed.



In chapter 3, we analyze a two-phase scheme for secret information transmission
proposed in [31]. In the first phase, an anti-eavesdropping channel estimation (ANECE)
method is applied which allows users to find their channel state information (CSI) but sup-
presses Eve’s ability to obtain its CSI. In the second phase, secret information is transmitted
between Alice and Bob while Eve has little or no knowledge of its CSI. We will assume that
Eve has a prior statistical knowledge of its CSI. With every node knowing its statistical
model of CSI , we use mutual information to analyze the secret rate of the network, from
which lower and upper bounds on the secure degrees of freedom (SDoF') are derived. These
bounds are simple functions of the number of antennas on Eve. In literature, [32] studies
the SDoF with perfect CSI at both receiver and eavesdropper but no CSI in transmitter,
[33] derives the SDoF analysis based on two-phases scheme but no full duplex is involved.
Our result has not been discovered in the literature and it is significant for understanding
the property of ANECE.

In chapter 4, we present optimal designs of the pilot signals subject to ANECE
requirement, which is to suppress Eve’s channel estimation. We will consider two criteria
for optimality: 1) minimizing the sum of mean squared errors (MSE) of the minimum-
mean-squared-error (MMSE) channel estimation at each and every user, and 2) maximizing
the sum of the pair-wise mutual information (MI) between the signals excited by the pilots
and observed by all users. The first criterion is useful since the best channel estimation at
each user allows the best detection of the information symbols transmitted subsequently
following the pilots. The second criterion is also useful since the MI between two signals

observed by two users is the capacity of secret key generation based on the two signals



assuming that Eve’s CSI is independent of the (reciprocal) CSI between the two users
[34, 35, 36]. The novelty of our works includes: 1) Closed-form optimal pilots are presented
under a symmetric and isotropic condition where each user has the same number of antennas,
the same noise variance, the same transmit power and the independent and identically
distributed (i.i.d.) channel coefficients; and 2) Algorithms for computing the optimal pilots
for any other choices of the above parameters. The closed-form optimal pilots and the
computed optimal pilots are compared with the previous choice shown in [31]. The algorithm
for optimal MMSE channel estimation is an extension of [37] from two users to more than
two users. The algorithm for maximum MI extends [38] from two users to more than two
users. These extensions are significant contributions while they are subject to the ANECE
requirement.

In chapter 5, we analyze the achievable secret key rate for a two-phase key genera-
tion scheme. In phase one, users will transmit pilot signals and all the nodes can successfully
estimate their CSI. In phase two, users will transmit secret information. With the help of
public discussion, the signal received in users from both phases will be utilized for key gen-
eration. We consider the users are equipped with full-duplex radio and multiple antennas.
Such system model is an extension to the SISO system in [35, 36]. We show that full-duplex
system can achieve higher SDoF compared to half-duplex when Eve’s antenna number is no
larger than the total transmitting antenna number from the users. The asymptotic secret
key rate is derived and an effective algorithm for coherence time allocation between the
two phases that maximizes the secret key rate is given. The simulation results show the

relationship of Eve’s antenna number and the coherence time allocation.



1.5 Notations

Vectors and matrices are represented by bold lower case and bold upper case
respectively. The n x n identity matrix is I,, or simply I when its dimension is obvious. The
trace, expectation, differential, natural logarithm, base-2 logarithm, determinant, transpose,
conjugate, conjugated transpose and Kronecker product are respectively T'r, £, 0, In, log,,

|-|, T, *, # and ®. The n x m real field and n x m complex field are R™*™ and C™*™. All

other notations are defined in the context.



Chapter 2

Fast Power Allocation for Secure

Communication with Full-Duplex

Radio

2.1 System Model

A three-node wireless network is shown as Fig. 2.1. This is an ad hoc network
where every node uses the same frequency band to communicate with other nodes. In this
network (or a snapshot of this network), the source (Alice) plans to transmit some sensitive
information to its legitimate destination (Bob) while a potential eavesdropper (Eve) is to
be prevented from “wiretapping” the transmission. We assume that the channel on each
link consists of N orthogonal subcarriers and the fading on each subcarrier is flat. To

actively deteriorate the SINR at Eve, Bob will use its full-duplex capacity to transmit



Eavesdropper
(Eve)

/D\D
(e PR

Source Destination
(Alice) (Bob)

Figure 2.1: A three-node wireless network with a full-duplex destination.

interference noise in the same channel where at the same time it receives the signal from
Alice. Potentially, all nodes could work in full duplex. But this would make the network
much more complicated. If all nodes only work in half duplex, then this is a conventional
network for which the conventional methods can be applied. The setting of our problems
is somewhere in between the two extremes.

Let xg(t) € CN*! be the signal vector of approximately i.i.d. symbols of zero mean
and unit variance) to be transmitted by Alice and xp(t) € CV*! be the jamming noise vector
of approximately i.i.d. symbols of zero mean and unit variance) to be transmitted by Bob.

Then the signal vectors to be received by Bob and Eve can be respectively expressed as:
D(t) =hgp o/pso Xg(t) + \/,BhDD o+/Pp O XD(t) + IlD(t),

yE(t) =hggo \/pigo Xs(t) +hpgo @ o XD(t) + nE(t),

where hgp € CN*X! is the channel response vector from Alice to Bob, hgry € CN*1 ig
that from Alice to Eve, hpry € CN*! is that from Bob to Eve, and hpp € CV*! is
the self-interference channel response vector of Bob. pg € RV*! and pp € RY*! are the

transmitting power vectors of Alice and Bob respectively; /ps and /pp denote the element-



wise square roots of pg and pp, respectively. Both np(t) € CV*! and ng(t) € CNV*!
are independent white Gaussian noise of zero mean and unit variance. The symbol ‘o’
denotes the Hadamard product (i.e., element-wise product). And p is the self-interference
attenuation factor.

Let pfgn) denote the nth element of pg, and other similar notations are defined

accordingly. The SINRs of the nth subcarrier at Bob and Eve are respectively:

) _ _Anzn ) Caa
DT T By, M TE T 1 Doy

(2.1)
where Ay = [BG3 %, B = plh5) 12, Cn = [BGR%, D = (WS4, 2 = p” and y, = pi3).
Note that we will assume that the channel amplitudes A,,, B, C, and D,,, Vn
are available for computing power allocations. None of the channel phases is required. In
practice, the amplitudes are much slower in changing and much easier to estimate than the
phases are. Since the channel amplitudes have a large coherence time, any data transmission
from Eve to Alice and bob could allow Alice and Bob to know the required channel amplitude
responses from Alice and Bob to Eve via the reciprocal propositionerty. We also assume

that Alice and Bob are fully cooperative.

Now secrecy capacity of the system in bits per channel use is known as [39]:

N
C0xy) = 5 O max{0, AR, )}, 22

n=1

where AR, (zp, yn) = log(1 —i—’ygL)) —log(1 —i—’ygl)). The pre-multiplier 1/N in (2.2) should be
removed if the N subcarriers are spatial subcarriers (due to use of multiple antennas) instead
of temporal subcarriers (due to time and/or frequency divisions). This paper is concerned
about maximizing the secrecy capacity C(x,y) through power allocations at both Alice and

Bob. And most of the technical details are aimed to reduce the computational complexity.

10



In relation to C(x,y), we define ﬁs(x, y) as:

Rs(x,y) = max{0, AR(x,y)}, (2.3)

where AR(x,y) = + 25:1 AR (T, Yn)-

Shown below are three important proposition. proposition 1 will be used to sim-
plify the secrecy capacity as an objective function from a form of “summation of maximums”
to a form of “maximum of sums”. proposition 2 is a precursor of proposition 3, the latter
of which provides a necessary condition to determine whether a subcarrier at Bob needs to

be allocated with nonzero power.

Proposition 1 C(x,y) is no less than Rs(x,y), and max(C(x,y)) = max(R,(x,y)) subject

to 22;1 z, < Py and ZnN:1 yn < Pp.

Proposition 2 For any given z, € (0,+00), there is at most one stationary point for

AR, (2, yn) with regard to y, € (0,400).

Proposition 3 For any given x,, Vn, a necessary condition that the optimal value of yy

Bn

18 nonzero is that Do <1 and cn > Do

See the proof in [10] for proposition 1 - 3.

2.2 Power allocation under power constraints

In this section, we consider the problem of power allocation for maximization of
secrecy capacity subject to power-only constraints. Specifically, we consider the following

problem:

11



max C(x,y) (2.4a)
x’y

N N
s.t. Z$n§PS7zyn§PD7
n=1 n=1

T 207yn ZO,Vne N.

(2.4b)

where we assume the power budget Pg at source and the power budget Pp at destination.
Note that N = {1,..., N}.

With proposition 1, the power allocation problem (2.4a) can be transformed equiv-

alently to:
max AR(x,y)
i (2.5)
s.t. Power constraint (2.4b).

Solving this non-convex optimization problem (2.5) directly is still difficult. We
will treat this problem in two phases: in phase one, we optimally allocate the source power
for a given destination power vector; and in phase two, we optimally allocate the destination
power for a given source power vector. The two phases will be iterated until convergence.
Note that since the two-phase iteration algorithm increases the same (upper bounded)
objective function at each iteration and each phase, this algorithm is guaranteed to be
locally convergent. Such a propositionerty is a special case of one that is discussed in [40].

In the following two subsections, the two phases of the two-phase algorithm are

discussed separately in detail.

12



2.2.1 Source power allocation

With a fixed destination power allocation, the source power allocation problem

from (2.5) is

N N
1
max N 7;1 log(1+ apxy,) — ; g(1+ Brnan)
N (2.6)
s.t. Zojn < Pg,x, > 0,Yn € N.
n=1
where
Ap Cn
= — d 8,=—-—-—. 2.
“ 1+ Buyn and f 1+ Dnyn 27)

The above problem is still non-convex due to the non-convex cost function. But
we will be able to find the solution to this problem by finding the solution to its KKT

conditions as follows.! The Lagrangian function of the problem can be written as:

1+ anzy, al
LixAv) =+ Zl <1ign$n> ~ATx +0(> @0 — Py). (2.8)

n=1

The solution to the problem (2.6) must satisfy the following KKT conditions [41]:

% = —pp(zn) — A\ +v =0,
N N
Z:cn < Pg,v > O,U(Z xn — Ps) =0, (2.9)

Tn > 0,A 20, \pzy, = 0,¥n €N,

where

1 Qp 1 Bn

— - — . 2.10
N1+ apz, N1+ B2, ( )

On(Tn) =

'In general, the KKT conditions are necessary conditions for the optimal solution. But for all convex
problems and some non-convex problems, the KKT conditions are both necessary and sufficient conditions
for the optimal solution. When the solution to the KKT conditions is unique, it must be the optimal solution
to the original problem. When KKT conditions (of a non-convex problem) have more than one solutions,
one has to be innovative to exploit other propositionerties associated with the optimal solution to rule out
the non-optimal solutions if possible.

13



Before solving these KKT conditions, we introduce the following proposition:

Proposition 4 Let x! be the solution of the source power allocation phase. Then, for any

n, if an < B, then zl = 0. Furthermore, we have either 22;1 zh =0 or 22;1 zh = Ps.

See proof in [10] for proposition 4 and follow that we have ah =0forne {n|an, < Bp,n €

N}, and for the remaining subcarriers, the power allocation results can be obtained by

solving the following simplified KKT conditions:

% = _Qon(xn) - )\n +v= Oa
T > 0,A, >0, Az, =0,Vn € O, (2.11)

Z z, = Pg,0, = {n|ay, > fn,n € N}
neBy,

It can be verified that WgT(f") < 0,Vn € ©,. From the first equation in (2.11), we know
that v is a decreasing function of x,,Vn € ©,. Thus, these simplified KKT conditions can

be solved by a bisection search algorithm as shown in the table of Algorithm 12. This

algorithm is similar to a solution in [39].

2For KKT conditions, all the Lagrange multipliers (such as v and \,) associated with the inequalities
must be non-negative. For a given v and \, = 0, the solution to ¢, (x},) = v may or may not be positive. If
there is a positive solution of x,, the corresponding A, is zero as assumed in the first place. If there is no
positive solution of x,,, the corresponding optimal solution of z,, is zero and the corresponding \,, should be
positive (although its actual value is now useless).Also, wn(xL) = v is equivalent to an quadratic equation
which has two roots, only one of the two roots can be greater than or equal to 0, which is the valid solution.

14



Algorithm 1 Source power allocation algorithm - solution to (2.11):

Input:
Ay, By, Ch, Dy, yn, Vn € N; Source power constraint Pg; Accuracy threshold e.
Output:
+ — oy = P .
vt = max{en(0)}; vo = max{on(Ps)};

1: Temporary variable p = 0; a:J{ = w; = ..,= x;r\, =0.

[\V]

: while (|Ps — p| > ¢) do

4: forne€©,do

5: if v > ¢,(0) then

6: zf = 0;

T else

8: Solve ¢, (xl) = v (By solving an equivalent quadratic equation. There is only one

positive solution to this equation due to the nature of the function ¢, (x,).) and set

:CIL = Tn;
9: end if
10: end for

1 p=3co, Th

12:  if u > Pg then

13: v =,
14:  else

15: vt = w;
16:  end if

17: end while

18: return xi,x; vy T

15



2.2.2 Destination power allocation

With a given source power allocation, the destination power allocation problem

from (2.5) is as follows:

N
Chxn,
E 1 —log(1 + —="—
YN =1 <Og 1+Bnyn) o +1+Dnyn)>

N (2.12)
s.t. Zyn < Pp,yn > 0,Vn € N.
n=1

By proposition 3, the above problem is equivalent to:

1 A,x
max — log(l+ —2"" ) —log(1l +
ax Né( 81+ 1B~ o8l

(2.13)

ZynSPD7yn EO,VHGCI%
ned

where

B A
: no_q 4n 2.14
® = {n|n €N, 3 < . > }, ( )

Ol
S E

and y, = 0,Vn &€ ®.
The above problem is once again non-convex. To find its solution, we will consider

its KKT conditions. The Lagrangian function of this problem is:

L(y, A v) =
Az, Chzn
N Z (log(1 + 7= Bnyn) ~log(1+ 77 D,,Lyn)) (2.15)
nE<I>
- ATY"’U(Z Yn *PD)~

ned
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The KKT conditions of (2.13) are:

oL

@ = _wn(yn) - tv= 0,

ZynSPD,UZO,U(Z Yn — Pp) =0, (2.16)
ned ned

Yn >0, A >0, Ay, =0, Vn e o,

where
1 0AR, 1 B,
Unln) = 53y = N \T5 Bogn + Anen
(2.17)
1+ Bnyn 14+ Dpyn+Cpzn 14+ Dpy, /)’

From (2.17), we know that the region of interest for v, is where ¥, (y,) > 0. In this region,

¥n(yn) is decreasing with increasing yy:

Proposition 5 1, (y,) is decreasing with increasing y, as long as ¥y (yn) > 0 if }% > %Z

Bn,

See [10] for the proof of proposition 5 and follows that the KKT conditions in

(2.16) can be solved with a bisection search of v as shown in Algorithm 2.
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Algorithm 2 Destination power allocation algorithm - solution to (2.16)

Input:
Ay, By, Ch, Dy, x,,Vn € ®; Destination power constraint Pp; Accuracy threshold .
Output:
+ — = = )
v = max{¢(0)}; v~ = max{0, max{y(Pp)}};

1: for n € ® do

2:  if ¢,(0) <0 then

3: yh = 0;

4:  else

5: Solve v, (y1) = 0 by solving an equivalent 4th-order polynomial which has only one positive
root. The roots of 4th-order polynomial have closed-form expressions.;

6: end if

7: end for

8: if (3wl > Pp or v~ > 0) then

9:  Temporary variable u = 0; yl = 0,¥n € ®.

10: Do bisection search of v and obtain solution ], Vn to meet the power constraint | Y onca yh —
Pp| < e. The algorithm is similar to algorithm 1.

11: end if

12: return yi,Vn € ®.

2.3 Power allocation under power and rate constraints

In this section, we consider power allocation for maximizing the secrecy capacity
of the three-node network subject to power constraints as well as a source-to-destination

data rate constraint. Namely, we consider the following non-convex problem:
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1
max N Z AR (Tn, Yn)

Y neo,
N
1 Ann 2.18)
st =Y log(l+ —"""—)>Csp, (2.
N n=1 g( 1 + yan) =P

Power constraint (2.4b).

where Cgp is the required source-to-destination rate. (In the scenario of the key transmis-
sion, this rate should be the rate of the data packet containing the key.) The set ©, is the
same set defined in (2.11), and AR, (zpn,yn) < 0,Vn € ©,. This is why the sum in the
objective function is over n € ©,. However, due to the rate constraint, the optimal z;,, may
be positive for some n € ©,. So, the sum in the rate constraint must still be done over all
n € N. The larger is the secrecy capacity (the first line in (2.18)), the more secure is the
data rate from the source to the destination (the second line in (2.18)). The data packet
transmitted from source to destination should be encoded at the source (and decoded at
the destination) jointly across all subcarriers (not separately on each subcarrier).
Although the rate constraint introduces a complex situation where xz,,Vn and
Un, Vi now have a shared constraint, the two-phase iteration method is still applicable.

Each of the two phases is discussed next.
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2.3.1 Source power allocation
In this phase, y is fixed and the optimization problem (2.18) reduces to the fol-
lowing convex problem:

max [log(1 + anzy) —log(1l + Bnay)]

%
2l

s log(1 + anin) > Cs, (2.19)

| =
M= §

1

< Pg,x, > 0,Yn € N.

= .=
v

1

3
Il

where a,, and 3, are defined in (2.7). The Lagrangian function of this problem is:

1
E(X, A /J,,’U) = _N Z (log(l + anwn) - IOg(l + ann))
neo,

(2.20)
L& N
)\(CSDan;log(lJranxn —puTx+v ; n — Ps).
The KKT conditions of (2.19) are
oL _ A B
o, —@n(@n) — N1tz — pin +v =0,
N
A>0 leog +anxn)>csD7
1
/\(N nz::llog(l + apzy) — Csp) =0, (2.21)

Tp 2 0, i > 0, ppxy, =0,Vn € N,

N N
vZO,an SPS,U(an—PS)zo,

n=1 n=1

where @y, (2,) = ¢n(xy) as defined by (2.10) for n € ©,, and ¢, (x,) =0 for n ¢ ©,. From
the first equation in (2.21), we see that if A is fixed, v is a decreasing function of z,,, and if v
is fixed, A is an increasing function of z,,. Hence, the conditions of (2.21) can be solved by a
two-dimensional bisection search as summarized in the table of Algorithm 3. The bisection

search of v is to meet the power constraint, and the bisection search of X is to meet the
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rate constraint. For each given pair of v and A, the first equation in (2.21) is equivalent to

a quadratic equation of x,, and hence has a closed-form solution for x,.

Algorithm 3 Algorithm to solve the problem (2.19) by solving the KKT conditions (2.21),

which uses 2-D bisection search for v and \
Input:

Ay, B, Cry Dy, yn, Vn € N; Source power constraint Pg; SD capacity constraint Cgp; Accuracy
threshold ¢, (.
Output:
1: Set A = 0 (i.e., removing the rate constraint), do the search for v and x (similar to Algorithm
1);
2: Calculate SD capacity C(x);
3: if C'(x) > Csp then
4:  return x (This means that the rate constraint is satisfied by the solution without the rate
constraint even imposed.);
5: else
6: Two-Dimensional bisection search: Do bisection search for v > 0 to meet the power
constraint up to the precision €. For each given v, do bisection search for A > 0 to meet the
rate constraint up to the precision (. For each given pair of v and A, find z,, > 0 as the
solution to the first equation in (2.21) for each n € N.
7 return x.

8: end if
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2.3.2 Destination power allocation

In this phase, x is fixed and the problem (2.18) reduces to the following (still

non-convex) problem:

1 Anxn C%xn
max Z <log(1 + ———) —log(1+ ))

nco, 1+ Bnyn L+ Dnyn
N
1 Apx
A log(l4+ —2")>¢C 2.22
s NZ og( +1+Bnyn)_ $Ds (2.22)

n=1
N
ZynSPDayn >0,¥n € N.
n=1

By proposition 3, the problem (2.22) can be rewritten as

nct, 1+ Bnyn L+ Dnyn
1 Az, ~
R — log(1l 4+ —2" ) >
s Nﬂg og(1+ 1 5-) = Csn, (2.23)

S yu < Pp,ya > 0,Yn e ¥,

new,
where
v, =0,Nn9, (2.24)
5 1 ATL:IZ’IL
=Csp — — log(1
Csp = Can % 3 o1+ 2
nev; (2.25)

U ={nlneN,ng¥,},
and y, =0,Vn € \Ilj
Because the set ¥, is a function of y,, Vn, we will use the following approach to
determine W, :
We start with the largest possible set of ¥, which is \I/?(JO) = &. Then, for any
given ¥, = \If?(f), solve the problem (2.23), substitute the solution y*) into the equation

(2.24) to obtain a new \Ilz(,kﬂ). If \Ilék) = \Ilg(,kﬂ), stop, and y*) is the solution; otherwise,

let ¥, = \Ilékﬂ), and continue the iteration.
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Now the main challenge is how to solve the problem (2.23) with a given ¥,. Since
solving the exact KKT conditions of (2.23) is very tedious even if feasible, we will now use a
sequential convex programming (SCP) method [42] to relax the nonconvex rate constraint

into a convex one by sequential linearization. Let

Z log(1 4+ —Anin_y (2.26)

nellly 1 + Bnyn
By the first order Taylor’s series expansion around y = y*), F(y) can be approximated as:

Pr(y,y™) = F(y®) + (VF(y(’“)))T(y —y®)

(2.27)
ne‘llu
By, Bn
where ¢, = TiBa® + BB A
We compute the updated estimate y**1) by the following:
1 Apx Chx
(k+1) _ o 1 1 ntn 1 n+n
Y argm&x N ng ( Og( - 1+ Bnyn) Og( + 1+ Dnyn)>
Z Yn S PDvyn Z Oavn S \ij
new,
The Lagrangian function of this problem is:
Apx Chx
£ 7>\7 9 =T % O i — 10 1 + _—nem
52,4, g; By Bnyn) st Dnyn))
(2.29)

— Wy +0( Y yn = Pp) + A (Csp — Frly,y™)).
new,
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The KKT conditions of (2.28) are:

oL

A
aiyn = _wn(yn) - N¢n — pn +v =0,

Yn = Oaﬂn > Oa,unyn =0, Vn € \Ilya

UZOaZQnSPDJJ(Zyn—PD):Oy (230)
nev, new,

A 2 OaFT(yvy(k)) - C~SD Z 0

A (Cop = Priy,y™)) =0,

where ¥y, (yy) is defined in Eq. (2.17). From the first condition of (2.30), one can verify
by using propositionosition 5 that A and v are each monotonic functions of y, as long as
Yn(yn) > 0. So, the KKT conditions in (2.30) can be solved by a 2-D bisection algorithm
which is similar to algorithm 3 but omitted here. Every new solution of y,, ¥n needs to be

used to update the problem (2.28) until convergence.

2.4 Numerical Results

In this section, we present the simulation results based on our proposed algorithms.
In the simulation, all channel magnitudes are Rayleigh distributed with unit mean square,

and the self-interference attenuation factor p is set to be 0.5 unless stated otherwise.

2.4.1 With power - only constraints

With N = 8 and Pg = Pp = P, shown in Fig. 2.2 are four curves of averaged
secrecy capacity versus the power P. The “UB” means “asymptotical limit at high power”,
“JA” means “joint optimal power allocation at both source and destination”, “DA” means

“optimal destination power allocation while uniform source power allocation”, “SA” means
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“optimal source power allocation while uniform destination power allocation”, and “UA”
means “uniform power allocation at both source and destination”. We see that in the
very low power region, “optimal source power allocation” has an advantage over “optimal
destination power allocation”. This is because at low power, the SINR on each subcarrier
(see (2.1)) is dominated by the source power and the destination power has little effect.

While in the high power region, “optimal destination power allocation” is much
more effective than “optimal source power allocation”. This is because at higher power,
the uniform source power allocation approaches its optimal allocation, and hence optimal
destination power allocation subject to uniform source power allocation approaches the
joint optimality at both source and destination. However, the uniform destination power
allocation is generally not optimal at high power. We see indeed that the results for “optimal
destination power allocation” and “joint optimal power allocation” achieve the same upper
bound at high power. The effect of the optimal destination power allocation at high power
is very significant.

Shown in Fig. 2.3 are results for a varying level of self-interference channel mag-
nitude. Clearly, the less the self-interference, the higher secrecy capacity achievable.

The two-phase iterations typically take less than 5 iterations to converge. The
bisection search within each of the two phases converges rapidly (exponentially fast) as

expected.
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0 20 40 60
P (dB)

Figure 2.2: Secrecy capacity vs. power budget P = Ps = Pp (p = 0.5)

Figure 2.3: The secrecy capacity vs. self-interference attenuation factor p (Ps = Pp =
30dB)
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2.4.2 With power and rate constraints

Shown in Figs. 2.4 and 2.5 is a comparison of three different cases in terms of the
secrecy capacity against Eve (Figs. 2.4) and the Alice-to-Bob data rate (Fig. 2.5) for a
specific realization of all channels where A,, < C,,¥n € N (i.e., Eve has a stronger channel
from Alice than Bob has from Alice for all subcarriers).

In case I, the data rate is maximized subject to power constraints at Alice and
Bob but there is no secrecy capacity constraint. The resulting data rate is denoted by
Csp,r (which is obtained by the standard waterfilling algorithm). And the resulting secrecy
capacity Rgg, s is zero for this channel realization as expected.

In case II, the secrecy capacity is maximized subject to power constraints at Alice
and Bob and also a Alice-to-Bob rate constraint. The constrained rate (i.e., the lower bound
on the rate) is set at CJ;D = 0.9Csp,r- The corresponding achieved rate is denoted by Csp 17,
the curve of which is, as expected, indistinguishable from that of Cg p- The resulting secrecy
capacity is denoted by Rspg 7, which is large and not far from that of case III.

In case II1I, the secrecy capacity is maximized with power-only constraints at Alice
and Bob but no rate constraint. The resulting secrecy capacity is denoted by Rsg 177 and
the resulting data rate is Csp,r17-

We see that because of the rate constraint, case II results in a much better tradeoff
between the source-to-destination data rate and the network’s secrecy capacity than the

other two cases.
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Figure 2.4: The achieved secrecy capacity under power and rate constraints (Cg p =0.9Csp 1
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Figure 2.5: The achieved transmission rate between Alice and Bob when the secrecy rate is
maximized.
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2.5 Conclusion

In this chapter, we have studied fast power allocation algorithms for maximizing
secrecy capacity of a three-node network subject to both power and rate constraints. The
rate constraint along with self-interference of the full-duplex destination makes this study

unique from many previous works.
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Chapter 3

Secure Degree of Freedom Analysis
for MIMOME Network with
Anti-Eavesdropper Channel

Estimation

3.1 Introduction

First we introduce the anti-eavesdropping channel estimation (ANECE) scheme
that proposed by [31]. Consider a wireless network with all the legitimate users equipped
with full duplex radio. In the channel estimation period, all the legitimate users will ex-
change pilot signals (which is known to everyone) concurrently. The pilots are such that

they excite all dimensions of the receive CSI for each user but leave a subspace of Eve’s
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HT

\ B
Alice A\ > ‘ Eve

Figure 3.1: A three-node system with two legitimate full-duplex transceivers and one passive
eavesdropper.

receive CSI unexcited. In other words, the composite pilot matrix seen by any user in
such that allows consistent estimation of the receive CSI at this user, but the composite
pilot matrix seen by Eve has a rank deficiency that makes a subspace of Eve’s receive CSI
unobservable by Eve. With such pilots, Eve will be unable to correctly estimate its own
channels and therefore can not successfully decode the subsequent information packet.

In this chapter, we will show the analysis of secure degree of freedom of one-way
secure transmission and two-way secure transmission subjected to using the ANECE style

pilots.

3.2 Secure Degree of Freedom Analyses

Consider a block Rayleigh fading channel for which Alice and Bob first conduct
ANECE by transmitting their pilot signals p(k) and pg(k) concurrently (in full-duplex

mode) where k = 1,--- | K; (K is the length of the pilot), and then transmit information
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to each other (over Ky samples). The system is shown in Fig. 3.1. For information trans-

mission, we will consider a one-way transmission and a two-way transmission separately.

3.2.1 Channel estimation

Define P; = [pi(1),--- ,pi(K1)] where i = A, B. then the corresponding signals

received by Alice, Bob and Eve can be expressed as

Yi=H'Pp+N, (3.1a)
Yz =HP4+ Np (3.1b)
Yr=AP,+BPgp+ Ng (3.1C)

where H is the reciprocal channel matrix between Alice and Bob, and all the noise matrices
consist of i.i.d. CN(0,1). Here, the self-interferences at Alice and Bob are assumed to be
negligible.

It is known and easy to show that for the best performance of the maximum

likelihood (ML) estimation (or the MMSE estimation as shown later) of H by Bob, P4

should be such that P4P# = K;VfA In,. Similarly, Pp should be such that PpP¥ =

K J{[ I;’B I Np-
In the following analyses, we assume that H, A and B all consist of i.i.d. zero
mean complex Gaussian elements with variance 1, a and b respectively (from one coherence

block to another). a and b is assumed to be known to everyone.
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Without loss of generality, let N4 > Np. Without affecting the channel estimation
performance at Alice and Bob, but maximizing the difficulty of channel estimation for Eve,

we let the row span of Pp be part of the row span of P 4. More specifically, we can write

Pa= KﬁffA Ny On (56— T and Pp = K]{,I;B TNy, Oy x (K —Ny) T where T can be

any K x K1 unitary matrix. In this way, any estimates of A and B by Eve, denoted by A
and B, are ambiguous in that [\/aA,vbB] can be added to ®[Cy4, Cp| without affecting
Eve’s observation Y where ® € CVe*N5 is arbitrary and [C4, Cp|[P%, PE]T = 0.

Let h = vec(H), a = vec(A), b = vec(B), ya = vec(YY), yg = vec(Yg),
ny = vec(N%) and ng = vec(Np). Note vec(XYZ) = (Z! ® X)vec(Y). Then (3.1)

becomes

ya=(In, ®PE)h+ny (3.2a)
yp = Py ®Iyn,)h+np (3.2b)
YE = (P£®INE)3+(P£®INE)b+nE. (3.2C)

It is known that the minimum-mean-squared-error (MMSE) estimate of a vector x from
another vector y is X = Kx,yijly with Kyy = E{xy"} and K, = E{yy"}. And the
error Ax = x — X has the covariance matrix Kax = Ky — Kx,yK; 1K£ v

Let hy be the MMSE estimate of h by Alice, and Ahy = h — h4 be its error.
Similar notations are defined for Bob and Eve. It is easy to show that the covariance matrices
of the errors of these estimates are, respectively, Kan, = UE‘INANB, Kang = U%INANB,
Kaa = O'%AINANE and Kap = U%BINBNE where 0124 = m, a% = m,

0_2 _ bKlpB/NB+1 and 0_2 _ aKlpA/NA—‘rl
EA ((lKlpA/NA+bK1PB/NB)+1 EB (aKlpA/NA+bK1PB/NB)+1'
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3.2.2 One-way information transmission

Now assume that following the pilots (over K; samples) transmitted by Alice
and Bob in full-duplex mode, Alice transmits information (over K3 samples) to Bob in
half-duplex mode. Namely, while the first phase is in full-duplex, the second phase is in

half-duplex. In the second phase, Bob and Eve receive

Yp=HS,+ Np

(3.3)
Yr=AS,+Ng
where Sy = [sa(1),...,84(K2)]. The corresponding vector forms of the above are
yB = (Ix, ® H)S4 +np (3.4a)
yE= (I, ® A)Sa + np (3.4b)

where s4 = vec(S4) (which is assumed to be independent of all channel parameters). Then
an achievable secrecy rate in bits/s/Hz in phase 2 from Alice to Bob (conditional on the

MMSE channel estimation in phase 1) is

1

Rone = E

(I(5a;y8hs) — IGasyela)” (3.5)

To analyze Rope, we now assume P4 = Pg = P (which holds for both phases 1 and
2) and that s4(k) are i.i.d. with CN(0, P—*:INA). We also use Hp = ivec(hp) € CNo*Na
(i.e., hg = vec(Hp)).

We will next derive lower and upper bounds on R,,.. To do that, we need to

obtain lower and upper bounds on I(54;yg|hg) and those on I(54;yg|a).
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First, we have

I(34;y8hp) = h(salhg) — h(54lys, hp)

= h(84) — h(5alys, hp). (3.6)

It is known that h(S4) = log [(WG)NAK?

JI\%I NiKo } . It is also known [43] that for a random

vector s € C"! and another random vector w, h(s|w) < log [(me)"|Kgjw|| where Ky, =
K — KS,W(KW)_lK&W which is the covariance matrix of the MMSE estimation of s from
w. Note that yp = (Ig, ® ﬁg)§A + (Ix, ® AHpB)S4 + np. Then conditional on Hp
(which is independent of §4), the covariance matrix of the MMSE estimate of 4 from yp is

P P2 S P ~ ~ _ A
salymhs = Mo INake — 3 (Lo OHE) (7 (T, @HpHE) + K +1ny 1, ) (L, ©H p) where

Kp = £{(Ix,®AHp)s 57 (I AHH)} = HKIPWINBKT Using I, +AB| = |I,, +BA|

where 74 and rp are the numbers of rows of A and B respectively, one can verify that

log |K

SA|YB7le

| = NaK> logﬁ—i+log K +1In,K,|—log ’%(IK2®FIBI:I§)+KB+INBK2| =

Ny K log %—Kg log [In, +%ﬂ3ﬂg\. Applying the above results to (3.6) yields
1+K1 P4 /Ny

I(54;yB/hB)

Py
> log |N7AINAK2| — &{log |K§A‘y31ﬁ3|}
(3.7)
Pa/Ny o
= Ky&{log [Ty, + P / —HpHE |}
1+K1Pa/Na
£ Ry
To derive an upper bound on I(54;yp|hg), we now write
I(84;yBhB) = h(ys|/hs) — h(ys|hs,84). (3.8)
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Here, we have

hyplhp) < 5{10g[(7T€)NBK2| N (Ix, ® HpHE) + Kp + In, |1}

Py

m)INBH} (3.9)

Py ~ -
= K€ {log|(me)"" | - (A5 HE) + (1 +

and

1
1+ Ki1Py/Ng

1
1+ K1Ps/Ng

h(yplhp,54) = E{log[(me) V52| (ShSH ©In,) + Ingroll}

= Npé&{log|(me)"| (8h8%) + 1k, ]} (3.10)

Note that conditional on h B and sS4 the covariance matrix of ypg is invariant to le. Now

define

My = (3.11)

which is a full rank matrix for any N4 and K5 and a self-product of ]1\3[—:8 4 with i.i.d.

CN(0,1) entries. Also define t4 = min{Ny4, K2} and r4 = max{N4, Ko}. It follows that

(as part of h(yB|le7 54))

&{log | (ShS%) +Irel}

1+ KlpA/NA
P4/Na
1+ KlpA/NA
P4/Ny
1+ K1 Py/Na
P4/N4y o
1+ K1Ps/Ny
P4/Ny o
1+ K1Py/Ng

= &Eflog| M+ L, [}

> t A€ {log(1 + | M 4|7a)} (3.12a)
= t2&{log(1 + Xp(tiln|MA’))}

> talog (1+ xp(ig{ln IMLA[}) (3.12b)

ta TA—
P4/Na 1
=14yl 1+ —— — 12
Aog(+1+K1PA/NA ;Zk 7)) (3.12¢)
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where (3.12a) is due to the matrix Minkowski’s inequality [X+Y|"/" > |X|Y/"+|Y|'/" where
X and Y are n x n positive definite matrices [44], (3.12b) is due to the Jensen’s inequality
and that log(1l 4 ae”) is a convex function of x when a > 0, and (3.12¢) is based on [45,
Th.1] where v &= 0.57721566 is Euler’s constant. Defining e4 = exp(i Z;‘;l Zi}j % )

and applying the above results since (3.8), we have from (3.8) that

I(8a;y5|hp)
P Py K>
P4/NsHpHZ A+ e powns)
< Ky&{log |In, + /"‘—Pfo} + Nplog ( ;A}Nj/ S (3.13)
I+K1Pa/Na 1+K1P4/Na ea)

2 RE
From (3.7) and (3.13) we see that the difference between the upper and lower bounds on
I(54;yp|hp) is the second term in (3.13).
To consider I(54;yx|a) in (3.5), we let A = ivec(a). Similar to the discussions

leading to (3.7) and (3.13), one can verify that

P4/NsAAH

I(54:y5|a) > Ko&{log |T
(asyEla) > Ko&{log [In, + 1+PA0']25A

} 2R (3.14)

and

I(Sa;yE|a)

(1+ Pach,)"™2 ) (3.15)

<Ry + Nglog (
(14 (Pao s /NaJea) ™

£ RL:
When Py = Pg = P — oo, we have 0%, — aj\,gjvf‘gm, 0% — 0, E{a;al} —

vl and E{hp;h},;} — 1. From [46, Th.2], we know that {log|I, + ZXX|} —

min(r,t)log P + o(log P) as P — oo where the entries of X € C™ are i.i.d. CN(0,1).
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Therefore, from (3.7) and (3.13),

— +

R R
=i B — Komin{N4. N 3.16
A g P A g p — Hemin{Na, Np} (3.16)

And from (3.14) and (3.15), we have

RE
Plo logP 0 (3:.17)
and
RE 0, Ko < Ny
B — (3.18)

P logP
Ng(Ka — Nga), Ky> Ny
one

Combining (3.16), (3.17) and (3.18) and using Ry, = 3 [RE—RglT and R, £ 2[R —

REIT (e, Rone < Rone < Rie), we have

one one

1 one
P1—><>o log P
min{N4, Np}, Ky < Ny (3.19)
E
<m1n{NA,NB} — ?(KQ — NA)> , Ko > Ny
2
and
1 % = min{N4, Np} (3.20)
P—oc log P ’ ’ '
Note that limp_, Eg—“;, is called the secure degrees of freedom of the one-way information
transmission. From (3.19) and (3.20), we see that when Ko < Ny, we have limp_, o, ﬁg’ﬁ =

min{ N4, Np} which equals the degrees of freedom of the main channel capacity from Alice
to Bob. This supports and complements a conclusion from [31] where the analyses did not
use the complete statistical model of H, A and B. We also see from (3.19) that if Ko > Ny,

the above lower bound on secure degrees of freedom decreases linearly as N increases.
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3.2.3 Two-way information transmission

Now we consider a two-way (full-duplex) communication in the second phase where
the signals received by Alice, Bob and Eve in a coherence period are
Yi=H"Sp + Ny
Yp =HS, +Np (3.21)
Yr=AS4,+BSp+Ng
where Sy = [sa(1),...,s4(K2)] and s4(t) ~ CN (0, ]I\%I). Similarly Sp = [sp(1),...,sB(K2)]
and sp(t) ~ CN(0, %I). Note that all information symbols from Alice and Bob are i.i.d..

The vectorized forms of (3.21) are

ya=(Ix, ®H)Sp +ny
yvs = (Ix, ® H)S4 +np (3.22)
ye = (I, ® A)sa + (Ix, ® B)Sp + ng

where both s4 and S§p are assumed to be independent of all channel parameters. Conditional

on the MMSE channel estimation in phase 1, an achievable secrecy rate in phase 2 by the

two-way wiretap channel is (e.g., see [47]):

1 . .
Riwo :?(I(§B§YA|hA) +I(sa;yBlhp)
2 (3.23)

o A T\t
—I(5a,8B;yEla,b))
The following analyses is similar to the previous section, for which we will only provide the

key steps and results.
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From (3.7) and (3.13), we already know a pair of lower and upper bounds on
I(S4; yB|le). To show a similar pair of lower and upper bounds on I(Sp; yA|f1A), we let
H, = ivec(hy). One can verify that

Pp/Np

I(8p;yalha) > K2&{log Iy, + =y HIH |} £ R, (3.24)
1402T1 P /Ng
. A (I + 5 Bywg)
I(8B;yalha) SRA+NAIOg< PB;N};’ > tB>
(1 + T P /35 €8) (3.25)

£ Rj
where ep = exp(% Z?il L), tp = min{Np, K>} and rp = max{Ng, K»}.
For I(54,55;yE|a,b), we use B = ivec(b) (similar to A). One can verify that
volah = W T @AAT) 4+ L8 (11, @BBY ) + Kpa+ Kpp+1In, K, where Kpa = E{(Ir, ®

AA)SA8H (I, ® AA)H} = 02, Paln, ki, and Kpp = E{(Ik, ® AB)spsk (I, ® AB)} =
02 5 PeIN,K,. Also note that yg = (S ® In,)hga + (SL ® Iy, )hgp + ng. Then,
I(sa,8p;y5la,b)
= h(ypla,b) — h(yp|a, b,s4,8p)
< E{log[(me) N K. I} — h(yela,b,s4.58)
= E{log K, s 5} — E{log [0F4(ShSH © Iny,) (3.26)
+055(SESE © Ing) + Ingr|}
— K»&{log \]]\D;ZAAH + ]]\ZEEH + (14 Paoy + Ppodp)In, |}

— Np&{log |o54S4S% + 0hpSESH + e}
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Define Syp = [Sg,sg] € CK2x(NatNB) where Sy = ]}\%SA and Sp = %SB.
Define T = diag{o%Aﬁ—‘:INA, U%BN In,}. Then we can rewrite the last term from (3.26)
as E{log |0% 484 S* + 0% 58ES% + Ik, |} = E{log Ik, + SapTSH,|}.
For Ky < Ny + Npg, we have
E{log Ik, + SapTSHp|}
1
> K& {log(1 + [SapTSlp| %)}
1
= K»E{log (1 + exp (Eln\SABTSZBD)} (3.27)
min

> K>E{log (1 + exp ([;2 1no*2K2|SABS§B|))}

> Kslog (1 + O'T2nm€E1)

where ep1 = exp(# Z]K21 iV:AlJFNB—j 1 — 7). The second inequality in (3.27) is from the
2K P
fact (see [48, Th. 3]) that |[SapTSH 5| > 0. 2|SapSH 5| where 02,;, = min{c% 4 o 0% g 1B NB 5

Similarly, for Ko > N4 + Np, we have

E{log |1+ SApTSH 5|}

= &{log [T+ TSH;Sasl}

(3.28)
1 1
2 (NA =+ NB)g{ log (1 + ‘T‘ Na+Np el'p(m In ‘SZBSABD)}
1
> (NA + NB) log (1 + ’T’NA+NB eEg)
where egs = exp(m ij:“‘erB kKQl] L' ~) Therefore, using (3.27) and (3.28), we
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have from (3.26) that

I(84,85;yr|a, b)
AAH + Pp BBH

< K9&{l I
2o p s+

1+P P,
KN log ( + Pacpy + BUEB>, Ky < Ns+ Np (3.29)
1 +Um7n 1
* (14 Pac% 4 + Ppo%p)k2
NEIOg T NAatNg ) K2>NA+NB
(14 |T| ™5 epy)
&
= RE,t

PA AH_i_PB]gBH

One can also verify I1(54,55;yr|a,b) > Ko&{log |24 TiProZ Thsol . T I} £ Ry,
EA EB ’

which is the first term in (3.29).

— — 2 bN A 2 aNp
When P4 = Pg = P — oo, we have 03,4, — aNpToNT OEB ™ aNpTONT’ O'A — 0,

0% — 0, E{a;ary — DB E{bbr} —» —Na e{ﬁA,ihgvi} = 1, E{hphy,;} = 1,

aNg+bN 4y aNg+bN 4
2
02 = Pmln{(;\’i;“, (;\’,55} and |T|NA+NB = P((NL)NA( L 5 )Np)1/(Na+Np)
Then, similar to (3.16), we have
Ry RY
li A = 1 A = Kymin{N4, N 3.30
Proo log P e log P 2min{Na, Ni} (3.30)
One can also verify that
REu
2= 3.31
Ploo log P ( )
and
b 0, Ky < Ns+ Np
li 3.32
Proo logP ( )

Ng(Ky — Ny — Np), Ky > Ns+ Np

Now applying (3.16), (3.30), (3.31) and (3.32), and using R}, £ 7=[Ri + Rf — Ry, |*

)
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and R, = %Z[RZ +Rp— RE )T as upper and lower bounds on Ry, we have
R
P—oo logP
2min{N4, Ng}, Ky < N4+ Np (3.33)
p—y . NE +
len{NA,NB}fE(KQfNAfNB) , Ko >Njg+ Np
and
Ri,
lim —*% = 2min{Ng4, NV, 3.34
Plieo log P min{Na, N5} (3.34)

We see that if Ko < Ny + Np, limp_, Eé—w]g = 2min{ N4, Np} which equals the degrees of

freedom of the full-duplex channel between Alice and Bob. And if K9 > N4+ Np, the above

lower bound on limp_, ﬁfgwlg decreases linearly as Ng increases. We see an advantage of

two-way information transmission over one-way information transmission.

3.3 Conclusion

In this chapter we analyzed the full-duplex MIMOME network subject to the
application of anti-eavesdropping channel estimation (ANECE) in a two-phase scheme. As-
suming that a statistical model of CSI anywhere is known everywhere, we derived lower and
upper bounds on the secure degrees of freedom of the network, which reveal clearly how the
number of antennas on Eve affect these bounds. In particular, for 1 < K9 < N4 in one-way
information transmission or 1 < K9 < N4 + Np in two-way information transmission, the
lower and upper bounds coincide and equal to those of the channel capacity between Alice

and Bob.
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Chapter 4

Optimal Pilot Design for
Anti-Eavesdropper Channel

Estimation

4.1 Introduction

From chapter 3 we see the advantage of using ANECE. In this chapter, we will try
to investigate the pilot signals design subject to ANECE since only heuristic pilot design
has been proposed from the original work [31]. We will consider two criteria for optimality:
1) minimizing the sum of mean squared errors (MSE) of the minimum-mean-squared-error
(MMSE) channel estimation at each and every user, and 2) maximizing the sum of the
pair-wise mutual information (MI) between the signals excited by the pilots and observed

by all users.
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Legitimate user

Eavesdropper

Figure 4.1: Multiple full-duplex multi-antenna users perform ANECE.

4.2 System Model

As illustrated in Fig 4.1, we consider a wireless network of M legitimate full-duplex
multi-antenna users and a passive multi-antenna eavesdropper (Eve). Let N; be the number
of antennas on user ¢, and Ng be the number of antennas on Eve. According to ANECE
[31], all users concurrently transmit their pilots p;(k) over a time window k = 1,--- | K
with 7 corresponding to user i. These pilots are designed in such a way (see below) that all

users can reliably estimate their own channel matrices but Eve cannot.
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Specifically, let the signal received by user i over the time window be Y; € CNix K

and the signal received by Eve be Y € CVeXE | Tt follows that

M

1 r
Y; =) RZH;;R’P; +N, (4.1a)
i
M
Yg = Z HgP; + Ng (4.1b)
i=1

where P; = [p;(1), -+, p;(K)] is the pilot matrix sent by user i, RZ-%HMR]-% is the overall
channel matrix from user j to user ¢, and Hp ; is the overall channel matrix from user j to
Eve. And [|[Hp,P;|| for any i is assumed to be not negligible compared to || >_;,, Hg ;P;||.
Here, R; = Ri% R? is the receive/transmit channel correlation matrix of user i (of full rank
and known to all users and Eve). We assume that Hg ; for any j is independent of H; ,,, for
any ¢ and m. Furthermore, H; ; consists of independent and identically distributed (i.i.d.)
zero-mean unit-variance complex Gaussian (CA(0,1)) elements. Finally, N; includes all
residual self-interference at user i and consists of i.i.d. CA(0,0?) entries.

Now define Ny = Y N;, P = [PT,... \PT]7 P as P without P;, R =

diag[Ry, - , R, R(i) as R without R, f{(i) as the horizontal stack of H; ; for all j # 1,

and Hg = [Hg 1, -+ ,Hg y]. Then (4.1) can be rewritten as
1_ _T _
Yg ZEEP+NE. (4.2b)

For ANECE, we need to choose the (publicly known) pilots such that rank(l_)(i)) =
Nr — Nj (i.e., the rows of P(; are independent for every i) and rank(P) = r < Np —1
(i.e., the rows of P are not independent). It is clear from (4.2) that the first rank constraint

allows each user to obtain a consistent estimate of its channel matrix while the second
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rank constraint creates a subspace of Eve’s channel matrix for which there is no consistent
estimation. To explain the latter, we know that there is a (N7 — r) x N matrix C such
that CP = 0 and hence HgP = (Hg + ©(C)P for any ©y € CNeX(N7=7)  Because of this,
the subsequent exchange of information between users is better protected than otherwise
[31].

This paper discusses the optimal designs of the pilots subject to the above rank
constraints. We will consider two design criteria: one is based on MMSE channel estimation,
and the other is based on maximal MI between observations. A discussion of maximum

likelihood (ML) channel estimation is included in the end of the next section.

4.3 For Optimal MMSE Channel Estimation

Define S; as the N; x Np selection matrix such that S;P = P;, and S(i) as the
T T
D) zP. Also using vec(XYZ) =

vertical stack of S; for all j # i. Note that R P(i) = S(i)R

—~

(Z" @ X)vec(Y), (4.2a) becomes

yi = GI'h; +n, (4.3)

_ H =
2

where y; = vec(Y;), hy = vec(H(;)), n; = vec(N;) and G; = (S;HR2P* @ R?).

~ N\I

Let Kxy = E{xy} be the correlation matrix between two random vectors x and

y, and Ky = Ky x. The MMSE estimate of h; by user i is

fll' = KB K;ilyi = GZ(GfIGZ + O'?I)_lyi. (44)

Y4
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Define Ah — h;. Then the MSE of flz is

MSE; = Tr(g{ABiABzHD = TT(K Kh YzK 1KYi7ﬁi)

=Tr (I-Gy(GFG; + 1) 'GH)

1. _\"!
=Tr ((I + 2G,~Gf]> ) (4.5)
9
where the last equality is based on the well known matrix inverse lemma.

Now we have the following criterion for pilot design:

mm Iy = ZMSE (4.6)

st. Tr(P,PHY<KP, i=1,...,M,

I

rank(P) <r

where NT — Nmzn <r< NT — 1 with Nmm = mini Nz

Since R is known and nonsingular, we can choose

NI

R2P*=FV (4.7)
where V € C"*X is any semi-unitary matrix satisfying VV# =1, and F € CN7*" is now

what we need to design. Namely,

P=R zF*V* (4.8)

which meets the rank constraint. To further simplify (4.6), we use the eigenvalue decom-
position (EVD):
R, = U,A,0F (4.9)

where A; = diag{;\z',l, A /~\le} with >, /N\z’,l = N,;. The diagonal elements in A; are in

-

descending order. From (4.9), we have R} =

S ol

U;AZ.
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With (4.7) and (4.9), the cost function in (4.6) becomes

-1
ZTTQ —(A; @S F FHS(T))] ) (4.10)

’L

where we have used Tr([I + X @ Y]™!) = Tr([I+ Y ® X]!), and hence (4.6) becomes

min Jys (4.11)

This problem is non-convex in general. We will next treat it in three separate
situations. We will first present a general algorithm for M > 2, then a specialized (efficient)
algorithm for M = 2, and finally closed-form solutions of the optimal pilots under the case
of M >2, N;,=N,P, =P, a? =02 and R; = Iy. The invariance of the above parameters
to ¢ is called a symmetric condition, and R; = Iy is an isotropic condition.

4.3.1 General algorithm for M > 2

To solve the problem (4.11) with M > 2, we can apply the logarithmic barrier

method [41]. With the barrier coefficient ¢, we define
M
F)=tJy+ Y Bi(F) (4.12)

where
Bi(F) = — In(¢;(F)) (4.13)

FFHR_%SZT) Then, (4.11) is approximated by

min g (F) (4.14)
F
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The gradient of a real-valued function f(X) with respect to a complex matrix

X is denoted and defined as Vf(X) = 8];)(;() = gge(é)) +3J gé(())?) One can verify that

Va1 (F) = tVJy(F) + M, VBi(F) where

M ~ ~
_ Nil & Nils BoHET \-28 @
VIu(F)=-2)" 5 S()T+ . S FFYS(;)) 7S, F, (4.15)
i=11=1 "* v
— 1 — H —
_ R 2STS;R2F
VB;(F) = ( o) ) : (4.16)

Algorithm 4 shown in the table solves (4.14) using gradient descent where F is initially set
to be vVDQ; € CNT*" Q, is the Ny x Np discrete Fourier transform (DFT) matrix without
the last (N7 — r) columns and D = diag{dllﬁl,...,dMl%M} € RNtXNT g a positive
definite matrix for power controlling. This initialization is based on the pilots proposed in

[31].

4.3.2 Special algorithm for M =2

When M = 2, we can develop an efficient algorithm with guaranteed global opti-
mality. This algorithm has a simple connection with that in [37] as shown next.

Denote the two users by the indices ¢ = 1 and ¢ = 2. Now the cost function is
Jo given by (4.10) with M = 2. Notice that S(l)f‘ = SoF € CN2*7 and g(z)f‘ = S,F ¢
CNixr

, which do not have any shared entry. Let us now use the following singular value

decompositions (SVDs) to reparameterize F:
SoF =U1A VT,

(4.17)
SF = UaAo VY
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Algorithm 4 Solving (4.14) with increasing t.

Input:
rR,N;,05,P;, T, fori=1,...,M;
Accuracy thresholds: €1, €2, INp.

Initialization: ¢ > 0, u > 1, and F(©) = V/DQ;.

1: repeat

2:  p=0;

3: repeat

4: Compute the derivatives 8951%1?5))

5: Choose step size 7(P) via backtracking line search [41].
6: Update F»+1) = F®) — 7(p)vgl(]?‘(p)).

7 p = p+1.

8  until [Vgi(F®) - Vg (FP~D)| < e or p> N,

9: FO =F® t =yt
10: until % < €1

11: return F®

where U; € CNMi Ay € RVXT vV € C%7, Uy € CV2XN2 Ay € RM2X" and 'V, €
C"". All of these matrices need to be optimized as they all affect the pilots. With » >
max{Ni, Na}, we denote the singular value matrices in (4.17) as

Ay = [diag{A11; s A1 Ny O < (r—nvp)) and A = [diag{ a1, -, A2, Ny }, Oy (r— )] Where
the diagonal elements in each matrix are in descending order. Using (4.8) and (4.17), we
have

S,
2

P =R 2[(UA VT (UA,VIHT]HV, (4.18)

Let AT = diag{\},..., A}y, } and A3 = diag{)\3 ,..., A} y,}. Alsolet C; = A;'A? and
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Cy=A, 1A%. Then one can verify that Jo becomes

1 - .
JQ:Tr((IJr?(Al@cQAQ) D)
1

ST S (A ® ClAL) ) (4.19)
o2

which is invariant to Uy, V1, Uy and Vo. Only C; and Cs remain to be optimized as far
as the cost function is concerned.

For the power constraints, we see that for i = 1, 2,

Tr(P;PH) = Tr(A; 'UA2UH) > Tr(A] 'A2) = Tr(C)) (4.20)

where the equality in > holds when U; = I, [49, H.1.h].
Therefore, both the cost and the power constraints are optimized by choosing Uj;

and V; with i = 1,2 to be the identity matrices. So, (4.11) becomes

in J 421
cre, (4.21)

s.t. T’I"(Cl) § KPl, T?"(Cg) § KP2

where Jy is shown in (4.19). Here C; and Cy are completely decoupled from each other.
Each of the two decoupled problems can be solved by following [37, 50]. It is obvious that

if A; is proportional to the identity matrix, so is the optimal C;.

4.3.3 Closed-form solution

For M > 2, we now consider the (previously mentioned) symmetric and isotropic
case, i.e., Ny =N, P, = P, 01-2 = 0? and R; = Iy. Furthermore, we consider r = (M — 1)N

which yields the maximal dimensional of the subspace of Eve’s CSI that is not identifiable

52



by Eve. Then from (4.10), Jyy = N M, Tr((I+ %S(Z—)FFHQ%;))*I). Also the power

constraints become Tr(S;FFHS!) < KP, i = 1,...,M. The corresponding Lagrangian

function is
M
L=Jy+Y w(Tr(S;FFYS]) - KP) (4.22)
i=1
and the KKT conditions [41] are
M
oL  OJum Te &
—==—=+2 iS;SiF=0
oF ~ oF ;“ i

Tr(S;FFEST) < KP, i=1,....M (4.23)

wi(Tr(S;FFISTY - KP) =0, 4y; >0, i=1,...,M

\

It is shown below that a set of (equally optimal) solutions to (4.23) are given by the
NM x NM discrete Fourier transform (DFT) matrix Q with any N equally spaced columns

removed.

Theorem 6 Let Q be such that its (I + 1,k + 1)th element is (Q)141541 = W, with
WNM = e_j%ﬁ, 0<I<NM-1and0 <k < NM—1. Let Qy, consist of N equally

spaced columns of Q as follows:

Qm =
1 1 - 1
Wi WM . wETV(NA)M . (4.24)
m(NM-—1 m+M)(NM-—-1 m+(N—=1)M)(NM -1
WM AN (Va1
Also let Q,, be Q without the columns in Q,,. Then, a solution to (4.23) is F = 2L Q,,

NZ(M—1)

where m can be any integer in [0, M — 1].
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Proof. See Appendix 4.7.1. =

For M = 2, the theorem yields P; = S;F*V* that satisfies Pin{ = %IN where
i = 1,2 (easy to verify). These pilots are known to be globally optimal. For M > 3, our
numerical simulations using the previously developed algorithm did not yield any result

better than that from Theorem 6 subject to the conditions in the theorem.

For optimal ML channel estimation

The ML estimate of h; is flLML = ((_}iC_-‘wfI)_l(_}iyi and its covariance matrix is
Cimr = 0(G,GH)"! = af(g(i)FFHS%;) ® R?Ri%)_l. We can design the optimal pilots
by minimizing Jas v = Zf‘il Tr(Ci 1) subject to the same power constraints as before.
If N =N, P, =P, 02 =0% R, =1Iyand r = (M — 1)N, one can verify
that Jaamr equals Jy as o2 becomes small or equivalently K P becomes large. Hence,

the optimal pilots from Theorem 6 also apply here (which can also be proved directly by

following a similar procedure used for Theorem 6).

4.4 For Maximum Mutual Information

Given Y; at user i for all ¢ as shown in (4.2a), every pair of users can follow a
secret key generation protocol [35, 36] to produce a (shared) secret key. This secret key can
be a useful by-product of ANECE which was originally designed to protect the information
directly transmitted between users [31]. If Y g received by Eve as shown in (4.2b) or equiv-
alently the Eve’s channel matrix Hg is independent of all channel matrices between users,

the capacity of the secret key (in bits per channel coherence period) achievable between
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user ¢ and user j is known [34, Th. 4.1] to be I(Y;;Y;) which is the mutual information

between Y; and Y;. So, it is also meaningful to design the optimal pilots as follows:

M-1 M
max Iy =» Y I(Y;Y)) (4.25)
P i=1 j=i+1

st. Tr(PPHY<KP, i=1,....M

rank(P) <,

which is in contrast to (4.6). The above problem is also non-convex. We will treat it next
in three separate situations as before.
4.4.1 General algorithm for M > 2

From (4.1a), we can write

M

o 1
yi=Y (PTRzST @ R?)h;; +n;
iy (4.26)
3 T
yr; =Y (RZ® PTR2S])h;; + ng;
1#]

where y; = vec(Y;), yrj = Uec(Y;*-F), H;; = H;fl, h; ; = vec(H;;), n; = vec(IN;) and

nr; = vec(N;-F). Clearly we have I(Y;;Y;) = I(ys;y1,)-

H

_ H _ _
P* @ R;). Also define Gr; = (R’ ® SR
H

H
2

vl

Recall G; = (S(i)]:__{ g P*), Gij =

_ _ H _
(S;RZP*®R;?) and Gr;,; = (R? @ S;R*

; P*). From (4.26) , one can verify that

Ky, =01+ G/'G; (4.27)
Ky, =01+ Gi ;G (4.28)
Ky.yr;, = G{,IjGT,j,i (4.29)
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Kyr,yi = Gill{j,iGi,j- (4.30)

Also note

I(yi;yrj) = h(y:) + h(yr;) — b(yi, y1.5)
= log, |Kyz| + logy |KYT,j| — logy |K{yi,)’T,j}|
= —logy I — K;’ql“J K}’T,j7Y'K;’1‘1K3’i1yT,j‘ (4.31a)

3

= — 10g2 ’I — (0'321 + Gg’jGTjj)_lG%j’iGi,j(U?I + G?Gi)_ngjGT,j,i‘ (431b)

where
K)’i KYia}’T,j
Kiyiyr) = (4.32)
KyT,j7yi KyT,j
X Y
and the last equality in (4.31a) is based on the fact that = |X||Z-YEX1Y| =
Y? Z

|Z||X — YZ~'Y | with invertible X and Z.
From (4.26), we can express the MMSE estimates of h; ; by users i and j, respec-

tively, as

hiji = Kn,, K, yi = Gij(6]1+ GGy, 33)

" -1 2 ~H & =1

hijj =K, yr Kyp y15 = Grji(0j1+ Gr ;Gr) "y
The following lemma is a generalization of a SISO result shown in [51]. It also complements
the fact that I(y;; yr,;) equals to the mutual information between the ML estimates of h; ;
by users ¢ and j [35].

Lemma 7 For each pair of i and j, if SjR%P*, Sif{%f’*, R;, R; have all full row ranks

(which requires K > max{N;, N;}), then we have I(y;;yr;) = I(hij;hs ;).
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Proof. With the stated conditions, we have K = Giﬂj(afl + Gfléi)*lGH K, =
1,0

37 “hijg
GT,j,i(UJZ-I + Ggl’,jGT,j)ilG’?,j,i? and Kflij,hl:lij,j = Gi,j(UZ'QI + G?Gi)ingjGT’j’i(szI +
GITL{,]'GTJ)_lGIILI‘,j,i' Also, Kflij,i,flij,j = Kl:lij,iKl:lij,j' Then,
I(hyi; by )
=—log, I-K*' K 4 K- Ky g
5,7 VRN ij,i 15,150Y45,5

= —logy [T — Kflij_‘iKﬁiij
= —logy [T — Gi;(071+ G Gi) "G Gr (071 + GF ;Gry) 'GF il = I(yiiyry)
(4.34)
where the last equation follows from (4.31b) using logy |I — XY | =logy I - YX|. =

Define I‘Z"j = Gi,j(UiZI—I—G{IGi)*lG{Ij and I‘Td}i = GTJ‘,Z'(UJZI—FGQI;{jGT,j)*lG%jJ.

Also using (4.7) and (4.9), one can verify that

_ ~ 1 Cpr—m — _ ~ _ ~ 1
Ti; =(S;F @A) (o7 1+ F7S{ S F © A,) T (FS] @ A?) (4.35)
~ 1 _ ~ oy — _ _ ~ 1 _
Trji =(A @ S;F) (071 + A; @ F'S[S(; F)~'(A2 @ F¥ST). (4.36)

The rank constraint on P is satisfied by using F defined in (4.7). With (4.35) and

(4.36), we have

M-1 M
I = - Z Z logy [T =T ;T (4.37)
i=1 j=it1
and (4.25) becomes
max s (4.38)
F
st. Tr(SR™IFFIRTIS]) < KB, i=1,...,M
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To solve (4.38) by using the logarithmic barrier method, we let

M
92(F) =ty + » _ Bi(F) (4.39)
i=1

where ¢ is the barrier coefficient and B;(F) is shown in (4.13). Then we can solve (4.38) by

solving the following (with an increasing t):

max  go(F). (4.40)
F

The algorithm to solve (4.40) is similar to Algorithm 4 and hence omitted here. The way

to find the gradient of go(F) is shown in Appendix 4.7.2.

4.4.2 Special algorithm for M =2

For M = 2, the problem is similar to one addressed in [38] where an algorithm
was developed and its local optimality is stated there. In this following, we effectively
readdress the same problem but show some new insights. One of them is the establishment
of optimality of two matrices heuristically chosen in [38]. Furthermore, we will present an
asymptotical analyses to show the globally optimal solution in high or low power region.

For M = 2, we know S(l) =Sy and S(g) = S;. Using (4.17), (4.35) and (4.36), we

have
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I'ro1
~ 1 _ ~ o — _ _ ~ 1 _
= (A3 ®S$1F) (031 + A, @ FS{) S, F) (A3 @ F'8])

~ 1 ~ ~ 1
=(I2U)(A2 @A) (03T + Ay @ ATA))THAZ @ AT (10 UH). (4.42)

It is obvious that both Iy = I(y1;y72) = —logy [I—-T'1 2T'r 21| and TT(PiPZ-H) are invariant

to V; in (4.17) where i = 1,2. We can set V; = I,. Now (4.38) becomes

I 4.43
Uhgifili(l,l\z 2 ( )

s.it. Tr(A] 'UA2UH) < K Py, Tr(A, 'U,A2UY) < K P,

A1 =0, Ay = 0.

Here we have added the positive definite constraints on A; and Ay are mild constraints and
it leads to the optimal U; and Uy being the identity matrices as shown next.

With A; = 0 and Ap = 0, (4.42) and (4.41) become T'1 5 = (I + 07 (UA3UH ®
A) D and Trog = (T4 03(Ag ® Ui A2UH)~1)~1 and then the cost function in (4.43)

becomes
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I, =logy [T+ 05(A2 ® Ui ATUY) 7! + log, [T+ 07 (Us ASUY @ Ay) 7|
—log, |(I+ 03 (As @ U1 AU (T + 07 (U2AU @ Ay)7Y) — I| (4.44a)
= logy [02T + Ay @ A3| + log, [071 + A2 ® A4
—logy 07031 + 05 Ay @ U1 ATUL + 03U AZUS @ A4 (4.44Db)
= logy 031 + Ay © A2| + logy |01 + AZ ® A,
—log, |02051 + 02 Ay ® A2 + 02U(A2 @ AU (4.44c)
where U 2 U, ® Ul Here, (4.44a) is due to — log, [T — A~'B~!| = log, |A| + log, |B| —

logy |[AB —1J, and (4.44b) is due to logy |[I+A ™! = log, [T+ A|—log, |A|. Then the optimal

U; and Uj that maximize (4.44) are given by

{Ul,opt7 U2,opt}
(4.45)
=arg UmiII_ll logo |O’%O’%I + U%AQ ® A% + U%U(A% ® 1~\1)UH|
1,Y2

According to [52], we have:

Lemma 8 Given Hermitian matrices A,C € C"*" and B,D € C™*™ with the corre-
sponding diagonal eigenvalue matrices Ay, Ae, Ay, Ag where the diagonal elements in each

diagonal matrix are in descending order. Then

|A®B + C®D| zlgnilg [Ag @ Ap+ Acp, @ Ag p,| (4.46a)
1,172
|A®B+C®D| S}Igl%g(|Aa®Ab+Ac,P1®Ad7P2| (4.46b)
1,472
where the minimum or maximum are taken over all possible (diagonal-wise) permutations

{P1, Pp}.
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From Lemma 8, we have:

Lemma 9 Let A, B, C, D be positive semi-definite Hermitian matrices with the correspond-

ing eigenvalue matrices Ay, Ay, Ae, Ag each of descending diagonal elements. Then

|A®B+C®D|Z|Aa®Ab+Ac®Ad| (4.47&)

IA@B+CoD|<|A, ®@Ap+ A.® Ay (4.47b)

where A. and Ay are respectively A. and Agq but with reversed order of diagonal elements.

Proof. See Appendix 4.7.3 m

Applying (4.47a) to (4.45) and from (4.20), we have:

Theorem 10 For M = 2, Uy oy = I and Us o = I are respectively the globally optimal

solutions of Uy and Uy (defined in (4.17)) to the MI based problem (4.43).

The above choices of Uy and Usg were also used in [38] but they could not establish
their optimality. Also note that the optimality of the above choice of U; and Us was rather

obvious (see the discussions of (4.19) and (4.20)) for the MSE based problem (4.6).
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Let C; = AIIA% and Cy = A, lAg with their diagonal elements denoted by
c1 = )‘%,l/j‘lyl and cpp = )\gk/j\gk Then (4.44c) becomes
I
= log, |02 + Ay ® C1A1| + logy [021 + CaAy @ A4 |

— log, ’U%O’%I + U%]\Q ® ClAl + O'%CQAQ ® /~\1| (4.48)

N2 N < s -
Rete (03 4+ MiAgpc1) (07 + AiAgpcok)
=D log,

22, 23 3 23 3
1 i1 0705 + 07 A1 A2 kC11 + 05A1 1 A2 kCo

N2 N

A Z Z fir(ein car)

k=1 1=1

Let ¢; and co be the vectors of the diagonal elements from C; and Cs respectively. Then

(4.43) is transformed to

No Ni
o max SN firlerscan) (4.49)
k=11=1
N1 N2
s.t. ZCLI < KPl, ZcQ,k < KPQ
=1 k=1

It is easy to verify that f(cij,c2%) is a monotonically increasing function of ¢;; and co,
respectively. So, the optimal solutions must satisfy ZlNzll c1; = KP; and Zgil co = KPs.
However, — f; (c1,,c2 1) is not always convex of ¢;; and ¢z ;. The Hessian matrix

of —fir(ciy, car) is

32 32 4 2 272 32
>‘1,l)‘2,k(1917k_0—101,l»k) _0102>‘1,l>‘2,k
01,1,k Ik
2 232 32 32 32 4 (4'50)
0102)\1,l>\2,k Al,lAQ,k(ﬂlvk_o—QOQvlvk)
Ik 02,1, kY1 k

2%, 2 2%, 2 2 2 2%
where 91,Z,k = (0'24-)\17[)\27]{01,[) 792,l,k = (01 +)\1,l)\2,k62,k) and ﬂl,k = (0'10'24-0'1)\171)\27]{01,[4‘

~ ~ 2 2
05/\171/\2,;6027;6)2. This matrix is positive semidefinite if and only if ¢ jcop > 2;\21‘;\22 . This
1,172,k

means that when K P, and K P, are large, the Hessian matrix of —f x(c1,co) is typi-

cally positive definite and hence — fj ;,(¢1,, c2 1) is typically convex. In this high power case,
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the problem (4.49) is convex and the globally optimal solution is available. In general,
—fir(ci, ca) is a convex function with respect to ¢1; and ¢y, individually. To obtain
locally optimal solution to (4.49), we can apply a two-phase iteration method, i.e., opti-
mizing c¢; and cg alternately until convergence. The discussion of the following two-phase
algorithm is similar to that in [38].

In phase one, the Lagrangian function with respect to ¢y is

Na Ny N1
L= firlercan) — M<Z 1y — KP1> +alc (4.51)
k=11=1 =1
And the corresponding KKT conditions are
¢ No
oL 1 ,
= — _ — 0
dciy In2 ; firlers ezi) =
Nl N1
ZCLZSKPL M(ZCLZ—KPl):O, w>0 (4.52)
=1 =1
c1 >0, alc; =0, a>0

\
where

fl,,k(x7 Y)

- 4.53
J%)‘il)‘%,ky ( )

(05 + 5\1,l5\2,k$)(0%‘7% + 0%5\1,15\2&% + 035\1,15\2,144)

In phase two, similar KKT conditions can be found. From (4.52), we see that u is a
monotonically decreasing function of ¢; ;. Therefore, we can use a bisection search to solve
(4.52). An efficient algorithm to solve (4.49) is shown in Algorithm 5. From (4.53), we
know that fl,,k(CLb ca ) is an increasing function of 5\171 and a decreasing function of ¢ .
Given any ca, the solution from (4.52) is ¢}, which must satisfy Z]kvil f1(el s c2k) = pIn2.
Hence, one can verify that i, > ¢f 4. (If ¢, <¢j,; then pln2 = ZkNil flr(elpean) >
S f(el i c2n) > S f1x(el 15 c2) = pIn2, which is not possible.) Similarly,
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Algorithm 5 Bisection section search to solve (4.52)

Input:
AlaA27P17P27 K’

Accuracy threshold €1, €s.

Initialization p = 0, cgp) = KN—TlNl,cgp) = vafz 1n,.
1: repeat
2:  Given cép ). do bisection search of w1 and obtain solution cgp 1 0 meet the power constraint

| E;ill c1; — KPi| < ep; Given cﬁp“), do bisection search of v and obtain solution cgpﬂ) to

meet the power constraint | Zgil ca — KPs| <e.
33 p=p+1
2 until [|[ef”, el = [V, e V]| < e

5: return {cgp), cép)}

cg’ e 2 c’ik +1- Therefore, the diagonal elements of the optimal solutions of A? and A% are

also in descending order respectively.

Asymptotic Analysis

The following theorem shows the globally optimal solution to (4.25) in high or low

power region. These solutions are also given by Algorithm 5.

Theorem 11 Let P, = P, = P. If P is arbitrarily large, the globally optimal c1; and
co i (defined before (4.48)) are invariant to | and k (which will be called “uniform power”
allocation), and a less correlated channel yields a higher secret key rate. If P is arbitrarily
small, the globally optimal c1; and cay, are all arbitrarily small except forl =k =1, and a

higher correlated channel yields a higher secret key rate.

Proof. See Appendix 4.7.4. =

64



4.4.3 Closed-form solution

For M > 2, we now consider the same symmetric and isotropic case considered
before. Without loss of generality, also let ¢ = 1. Then applying the matrix inverse lemma

to (4.35) and (4.36), we have
Ti; = (S;FFYS] o 1) — ((S,FF"S],)) 1+ S, FFS],) (S, FF'sT)) @1 (4.54)

__ o o
Trji = (1@S;FF'S]) — 1 ((SFFIST)(T+ S, FF’S],))~ (S, FF7S]))  (4.55)

Note that I(y;;yr;) = —logy [I—=T5 ;L7 4|, In = Zf\ifl Ej]\iiﬂ I(yi;yr;) and the power
and rank constraints in (4.25) become Tr(S;FF#ST) < KP, i = 1,...,M. Then the

Lagrangian function is now

M
L=1Iy—-Y w(Tr(SFFYS]) - KP) (4.56)
=1

and the KKT conditions are

M
oL oly -
98 _9IM N9, 8TSF = 0
oF _ OF ;“

Tr(S;FFEST) < KP, i=1,....M (4.57)

\ui(TT(S,’FFHS'f) —~KP)=0, 4; >0, i=1,...,.M

Theorem 12 The solutions to (4.23) as shown in Theorem 6 are also solutions to (4.57).

Proof. See Appendix 4.7.5. =

For M = 2, the pilots from this theorem satisfy PZ-PZ-H = %IN where i = 1,2, and
these pilots are known to be globally optimal for maximal MI [53] under the symmetric and
isotropic condition. Also note that for M > 3, our numerical simulations did not yield any

result better than that from Theorem 12 subject to the symmetric and isotropic condition.
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4.5 Simulation results

To show some simulation results, we let P, = P, 07 = 1, N; = 4, R; = R,
r = (M —1)N and K > r. We choose the channel correlation matrix to be such that
(R),, = RI=* where R € [0, 1] is the correlation coefficient.

We first use the normalized (i.e., per element of each channel matrix) MSE:

IV = R0 - DN (4.58)

to compare three different choices of pilots. Since Jjs depends on R, we will also write Jys =
Jm(R). More specifically, we use Jas,opt(R) for the optimal pilot computed from algorithm
4, I c—opt(R) for the conditionally optimal pilot from Theorem 6, and Jaz, first(R) for the
pilot proposed in [31] (which coincides with that from Theorem 6 if N; = N = 1).

For M = 3, Fig. 4.2 shows the normalized MSE vs 0dB < KP < 70dB. We
see that for high K P all curves of the normalized MSE in log-scale vs K P in dB become
parallel straight lines. This is expected since for large enough K P the MSE is proportional
to ﬁ. It is also expected that Jas,opt(0) = JTasc—opt(0). But we also see that Jasept(R)
and Ju,c—opt(R) are still rather close to each other even for R = 0.8, and they both are

substantially better than Jyy, rirst(R) especially at high KP.
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Using the pilots from Theorem 6, we know that Jusep(0) = N M, Tr((I+
%S(i)QngS{;))*l), and hence one can verify that

. 1.1
m T (0) = 2N(1 — +5) =5 (4.59)

which is invariant to large M. But this limit increases linearly as N increases (because the

per-antenna power is B).

Fig. 4.3 shows % vs M and N where K P = 60dB. Note that %
,op oP

is invariant to large K P. From this and other similar plots that we have obtained but not

shown here, we see that Jsopt(R) is also invariant to large M but increases as N increases.

Furthermore, Js opt(R) increases as R increases within [0, 1) in the high power region.

. *'-hi:'"": T T
. -~ 20 L TT
) A\ = e BN N AT
. 3% N,
\A. hﬁ::.. S& * e
S, 2,
A A T * *-.
102 ¢ S i BEPE “
A\ Ar"~':'. ® ~
A - ¥
E \’\ o2 b ~
S A A *
.. “:I;A A

104 L]+ I, first (0.8) t‘\ K

=+ =T, first(0) ‘\ &”t'

.......... Titeopt(0.8) n A,

---- J]\l,cfnpt (0) §\’A K

Y. ka,opt(o's) \’x
10—6 L= A 'ZAI,opt(O)‘ N,

0 10 20 30 40 50 60 70

KP (dB)

Figure 4.2: Normalized MSE vs 0dB < K P < 70dB where M = 3.
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Figure 4.3: % vs M and N with KP = 60dB.
;0P

We now use the normalized (per pair and per degree-of-freedom) MI:

Iy
2

to compare three different choices of pilots. We also write Zys = Zyr(R). We use Zps opt(R)
for the pilots from (4.25), Zs,c—opt(R) for the pilots from Theorem 12, and Zyy, first(R) for
the pilots initially suggested in [31].

For M = 3, Fig. 4.4 shows Zy/(R) vs 0dB < KP < 70dB. Since Zj/(R) is a
constant plus log,(K P) at high K P, we see that all curves here become parallel straight
lines when K P is large. Like the MSE case, we also see here that Zas opt(R) and Zys c—opt(R)

are significantly better than Zy/ first(R).
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One can verify by using (4.86) and I3;(0) = —N?1logy(1 — I'?) that

. 1
A Toropt(0) = logy( (1 +

W 1)) + log, (K P) (4.61)

which is invariant to large M but decreases as IV increases.

Fig. 4.5 shows Zps opt(0.8) — Zas,0pt(0) vs M and N where K P = 60dB. Note that
It,opt(0.8) —Iag,0pt (0) is invariant to large K P. From this and other similar plots not shown
here, we see that Zysp(R) is also invariant to large M but decreases as N increases. And

T opt(R) decreases as R increases within [0, 1) in the high power region.

20 w \
-A -I]\/I,opt(o)
ol Tg o (0.8)

=+ =Ty irst(0)
LLLIL LT IM,first(O.S)

Figure 4.4: Normalized MI 0dB < K P < 70dB with M = 3.
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Figure 4.5: Zpz,opt(0.8) — Zps,0p¢(0) vs M and N with K P = 60dB.

Finally, let us consider Zy = % = % for two users (M = 2) based on three

choices of pilots, i.e., 1) Zy 4t (R) based on (4.49) which maximizes the mutual information;

2) I mse(R) based on two-use MMSE channel estimation as in [37]; and 3) 7y, (R) based
on “uniform power” allocation, i.e., ¢y = co = %1.

Fig. 4.6 shows Zy 4t (R) (in bits per realization of Hy o) vs K P where R = 0 and
R = 0.8. As expected from the analyses, we see that in the low power region, a higher
correlation yields a higher secret key rate, but in the high power region, the opposite is

true.

Fig. 4.7 shows Lomsp(R) Z2,u(R)

Towm () A0 7720y VS K P where R = 0.8. As expected from

theorem 11, we see that as power increases, the uniform power pilots become closer to the

optimal, i.e. II;’“fg%) increases to one. We also see that the pilots based on MMSE channel
;0P
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estimation are nearly optimal in the low power case. This is because when the power
becomes low the MMSE based pilot design also allocates all the power to the strongest

stream. But the MMSE based pilot design does not lead to uniform power allocation in the

To,mse(R)

T.oni(F) shown

high power case [37], which explains the gap at high power. The curve of
here is supported by Theorem 11 but differs from Fig. 7 in [38], the latter of which appears

to have an error.

--“--I2,Opt(0) '30
357 oo Ty 50(0.8) A

o
ot
»
e
s
os®
o

0 5 10 15 20

Figure 4.6: Normalized MI with M = 2
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Figure 4.7: Normalized MI ratio with M = 2 and correlation R = 0.8

4.6 Conclusion

In this chapter, we have developed algorithms for computing the optimal pilots
used for ANECE under optimal MMSE channel estimation and maximum MI criteria.
Each channel matrix is modelled by a known correlation matrix and a matrix of i.i.d.
complex Gaussian entries. While the logarithmic barrier gradient method was used to
develop algorithms for more than two users, more efficient algorithms were developed for two
users. Under the symmetric and isotropic condition, closed-form expression of the optimal
pilots was shown (in Theorems 6 and 12) under both optimal MMSE channel estimation
and maximum MI criteria. While this closed-form expression coincides with that proposed

in [31] for three or more single-antenna users, it is a significant discovery for three or more
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multi-antenna users. The general algorithms developed for three or more multi-antenna
users are also significant contributions beyond the prior works shown in [37] and [38]. We
should note however that although the optimal pilots developed in this paper meet the
KKT conditions of non-convex problems and there is no other known design that performs
better, the global optimality of the optimal pilots from this work is not yet established for
most situations such as three or more users. One strategy to prove the global optimality (if
true) of the solutions in Theorems 6 and 12 is to find all solutions to the KKT conditions of
the non-convex problems and rule out the possibility of better solutions. This is a challenge

not yet won.

4.7 Proof of Lemma and Theorem

4.7.1 Proof of Theorem 6

From (4.24), the (I + 1,k -+ 1)th element of Q,, QX is

N—-1
.5 (Il—k)(m+nM)
H — 2
(QrnQu)i+1,k+1 = Z e
n=0
—kym YL -k
— 6*12”( NIL)Im Z e*ﬂﬂ( _N)n
n=0
0, Il — k| #vN

_ (4.62)
(I—k)m

Ne 727N, |l — k| =oN

where v is an integer satisfying 0 < v < M — 1. From (4.62), we know that there
are only M mnon-zero elements on each column or row of Q,, QL. More specifically, using

__—jorL
wys = e J°7M, we have
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) wim e o]
_N w? 1 M %_m ® Iy (4.63)
_w](é\[/[_l)m wg\y—mm e 1 |
= Namaq)y ® Iy (4.64)
where q,, = [1,w]}, ... ,w](é/[_l)m]T. Since QX Q,, = 0, we have (q,,ql ® In)Q,, = 0.

For N; = N, we have S(i) = Iy ; ® Iny where Iy ; is Iy without its 7th row, and
S, = e;; ® Iy, = 1,..., M where e; is the M x 1 vector with its ith element equal to
one. Now assume F = ,/agQ,,. Then FF7 = 0,Q,,Q = a3(MNIyNn — QnQH) =

ag(MNIyN — Namal @ In) = ag(M NIy — Nanqfl) @ Iy, and
S BFRHaT -1
(Tvr—1yn + S FF S(i))
= [Tar—1yv + aa(In; @ IN)(NMI — Namaly @ In) (13, @ Iy)] ™!

= ((1+ NMag)I—1n — Nag(IaiamaliIi,;) @ Iy) ™ (4.65)

—1
(IM_1 - &%IM,iqugI%,i) @Iy
1+ NMaoy
B (Tnr—1 + ﬁVTaédIM,iqmquﬂ,i) ® Ly
1+ NMaoy

where the last equality in (4.65) is based on (I+xyf)~! = I_ﬁxy and quﬂiIM’iqm =

M —1.
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Without loss of generality, we now set 0 = 1 since P can be any positive number.

Then from (4.15) and the conditions of the theorem, we have

M
aJM — —92= —
-5 = —9N Z (i (T+ S FF7S()) "SyF (4.66)
=1
where, using (4.65), we have
M
H
Z ~ + S FETSE) S,
=1
zﬁil Sty (-1 + v Tasamantyy )? © I)Sg
N (1+ NMag)?
S ST (T + Blariamalilh, ) @ In)S ;) (4.67)
- (1 =+ NMOéd)2
Sty (T Iari + B Taridmari 1y Tar) © In
N (14+ NMayg)?
(M =14 By + BOM — 2)angll) © Iy
(1 + ]\UWOéd)2
where = ZN%(HZ?F‘%Z\;&EK(M*U > 0. The last equality in (4.67) has used Zf‘il I}\}JIMJ =
(M — 1)Ipr and
> Trdvianai i =T + (M = 2)ana,. (4.68)

=1
Using (qmq ® In)F = QHZQ,, =0, (4.66) and (4.67) yield

(M —1+p)

Jy=-—2N~— TP
Vu (1+ NMag)?

F (4.69)

Also note that Zf\il SZ»TSZ- = (wal e;e; @Iy =1y @Iy = Iyy. Therefore, the first KKT

condition in (4.23) is satisfied by u; = % > 0, and all the other KKT conditions

N2(I§\/1[D_1)- Therefore, F = \/Ng(TQm is a solution to (4.23).

are satisfied by ag =
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4.7.2 The gradient of g»(F) in (4.39)

It follows from (4.39) that Vgo(F) = —t Zf\ifl Zj]\/iiﬂ Viogy |I — Ty ;07 ;4] +
Zi]\il VB;(F). Here, VB;(F) is given by (4.16). To show Vlog, |I — I'; ;T'r |, we first

consider

Vlogy [I =T ;T il

-1
= ook " (Prji(T =T T7 ;) 0T ;)

1 -1
+imagr L (@ TijTrgi)” Tij0rr0) (4.70)

where we have applied d1n |X| = Tr(X"19X), 9(XY) = 9X - Y + X - Y and Tr(XY) =
Tr(YX).

Using the matrix inverse lemma, (4.35) can be rewritten as

1 -1 S .
Tij=—(S; FFYST) @ A; — —((S;FFYS)) @ Ay)
g; 0;
1o —e e L -
I+ —QS(Z)FFHSZ-) ® M) (S FFYST) @ Ay) (4.71)

where each factor or term is a function of FFH  which is useful to simplify the gradient
expressions. For example, with respect to the complex matrix X, VI'r(AXX/B) = 2BAX.
Let T; ; be such a permutation matrix that ng[(SjFFHSJT) QAT = A ® (SjFFHS]T).
Also define f‘i,j = Tg:jl"ijvi(I —T;T7,;:) 'T; ;. Then, one can verify (after a slightly
tedious process) that the first term in (4.70) can be written as (without the coefficient

1/In2):
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(4.72)

1 T (0) (1) (2) N
s (TiTiyT]0r,) =20 1) + 1 ~ 1) F
where
N: =~
0 ~ Ail o7 &
rgd) =y . ST (T;)iS; (4.73)
=1 *
N; Y2 T
r() _ § Aiigr (1+ 2§ FRIST ‘1§, FFYST (T )8 (4.74)
i oA PO T TR () S0 FASEENLS :
=1 ¢ 7
N; Y3 3
@ =S Augr gy Mg pRAST 1S FERIST
W T L 56 °0) o2 20 @/ 26 J
=1 i i
R N7
HQT 2,1 HQT \-1&
N N
zl Aila oo
rg?zz 18] (TijnS;FEISE I+ “58,) FFISE) 'S (4.76)

and (T';;); is the Ith N; x N; diagonal block of T
A similar procedure can be applied to obtain the corresponding (explicit) expres-

sion of the second term in (4.70). The details are omitted here

4.7.3 Proof of Lemma 9

To prove (4.47a), we start with (4.46a) which can rewritten as

|A B+C® D| > mln H H(Aa,ZAb,k + )\c,Pl,l)\d,Pg,k) (4.77)
k=11=1

where A, ; is the [th diagonal element of A,, and Ay, Ac, p, 1 and A\g p, 1 are defined similarly.
Every permutation of the diagonal elements of a diagonal matrix can be represented by
To prove

a sequence of pair-wise permutations (each involving two diagonal elements)
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(4.47a), we only need to prove that (1) for every pair of diagonal elements of A, (which
are descending) the corresponding pair of diagonal elements of A, p, must be descending to
minimize the right side of (4.77), and (2) for every pair of A, (which are descending) the
corresponding pair of diagonal elements of A4 p, must be descending to minimize the right
side of (4.77). The proofs of the above two statements are virtually the same. So, we only
need to prove the first.

Let A¢ p, s and Ac p,; be two diagonal elements in A, p, where s <[l and A. p, s >
APy, (descending). Let P be another permutation that differs from P; only for these two
elements, i.e., A, pr s < A. pr; (ascending), Acpy,s = Ac pyy and A p i = Ac pr 5. To compare
the two permutations P; and P|, we only need to compare the two factors in (4.77) that

are affected from P; to Pj. The difference between the products of the two factors is

(Aa,s A + Ac,PrsAd, Py k) (Aa Mo ke + Ac,PriNd Py k)
= (Aa,s Aok + Ae,prsAd, Py k) Nai Mok + Ac,priNd, Py k)
= Aa,sAbkAc, Py I, Pa kT Ac,Pr s Ad, Pa k Aa,l \b k (4.78)

— Aa,sAbkAc, PLIAd Pok = Ac Pl sAd,PokAai Abk

= APy kb k(Aas = Aa) (Ae Pyt — Ay s) < 0.
This proves the first statement. The second statement can be proved similarly. Hence

(4.47a) is proven. The proof of (4.47b) can be done in a similar manner.
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4.7.4 Proof of Theorem 11

Define ¢ ; = 755 and éop = 7. Then, the power constraints become Zfill é10 =

1 and Z]kvjl ¢o ) = 1. And (4.48) now becomes

I =
- - - - 4.79
fil < 0’2+KP)\11>\2]€611)(0'%+KP)\11)\2]€62]€)) ( )
1 =1 2+KPU%>\1[)\2kcll+KP02/\1[)\2k02k
High Power Case For large P, (4.79) can be approximated as
I
N dERE K P Ao jC1iCok
~ DD logs(— )
01C11 +05Cok
k=1 i=1 ' ’ (4.80)
N2 N1 N2 Nl ’

= ZZIO 2o llCQk +ZZIOg2(KP5\LlS\2’k)

k=1 1=1 GCNR TN
£ 1(€1, €2, A1, Aa)
From (4.80), we know that the degrees of freedom per channel realization is

: #1(81,82,A1,02) _
llmP_>oo lOgQP - N1N2

Also, —?;% =— Z](m - é) > 0, which means that —¢; is a convex
function of ¢;. Meanwhile, —¢; is a symmetric function of ¢;. Therefore, ¢; is a Schur-
concave function [49] of €1, and then we have ¢1(1Nl,62,5\1,:\2) > (;51(61,62,5\1, 5\2) with
any €; of descending elements. Similar idea can be applied to show that (4.80) is also a
Schur-concave function of ¢;. Therefore, the optimal power allocation in the high power
case is such that ¢; = N%IN1 and €3 = N%INQ.

Also, by applying the same argument, one can easily prove that (4.80) is also a

Schur-concave function of A; and s respectively. Therefore, when A =1 N, and =1 Nas
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(4.80) is maximized. In other words, in the high power case, less correlated channel yields

a higher secret key rate.

Low Power Case For small P, we can approximate (4.79) by its second-order Taylor

series expansion at point P = 0:

1
Iy = L|p—o + VIs|p—oP + 5VQIQ\p:oP? + o(P?) (4.81)

where VI, and V21, are the first and second order derivatives of (4.79) with respect to P.

It can be easily proved that VIy|p—o = 0 and

V2| p=o
N, N (4.82)

Z Z AL S K281 g0k = a8, €9, A1, A2)
=1 k=1

2
"~ In?2

To maximize (4.81), we just need to maximize the term (4.82). Based on (4.82) we

02
851’1

have = sz\il Zﬁvjl N%,kégvk. Since {\1,;} is in descending order, we know that
qbg(él,ég,S\l,S\Q) is a Schur-convex function of ¢; with descending entries, which means
it is maximized by putting almost all of the power to ¢; 1. The reason that “almost all”
instead of “all” is used here is to ensure the positive condition on c,. The same conclusion
can be drawn about ¢;; for maximizing ¢o(€1, €2, :\1, 5\2) That is, in the low power case,
almost all of the power should be allocated to the strongest stream.

It is also clear that ¢2(61,62,5\1,5\2) is a Schur-convex function of 5\1 and :\2

individually. Therefore, in low power region, a higher channel correlation leads to a higher

secret key rate.
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4.7.5 Proof of Theorem 12

Refer to Appendix 4.7.1. Assume F = ,/a;Q,,. With (4.64), the first term of T; ;

in (4.54) can be written as
EpHQT

S, FF”S; @Iy

_ T H

= ag(ej (MNIy — Namqy,)ej) @ Iy

= ag(M — 1)NIy: (4.83)
With (4.65), the second term of I'; ; in (4.54) becomes

((SjFFHSZ))(I(M_l)N + S(i)FFHS%;))_l(S(i)FFHS?)) R In

=ﬁ@@ﬂMNm—N%ﬂmﬂm®h)

. ( (IM—l + HL%IM,iqmqugLi)
(1 + NMad)

®1y) (4.84)

. ((S(i)(MNIJM - Nqug)ej) ® IN)) ® Iy

_ aj(MNe] — Nwy " ql1)©,(MNe, - Nw;}j*”mqm)l 2
1+ NMay N

where ©; £ T, Tari + tone-Th; Iariamalil}; Tars. Note that I3, Ty, is the identity
matrix Ip; with its ith diagonal element set to zero, and Ijj\}iIM,iqm is q,, with its ith

element set to zero. Also eJTGiej =1+ ﬁTo‘gd, e]TGZ-qm = wg\][nm(l + lfﬁid (M —1)),

al©ie; = wy TV (14 1264 (M~ 1)) and qZ©iq = (M —1)(1+ 1264 (M~ 1)). Then,

(4.84) becomes

T (M) ©5e; — Muwy V" ©,q, — Muly V" allOre; + a1 ©,a,) Ly
Qg
Na
_ Vet $ M M) (4.85)
1+NMOéd N .

Using (4.83), (4.84) and (4.85), I'; ; becomes

adMN—Nad/(l—i-Nad)
1+MNad

T, = Iye 2 Ty (4.86)
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where 0 < I" < 1 which is invariant to ¢, j,m. Similarly, one can verify that I'r;; = I'lye.
Then we have (I — I‘i,jFT,j,i)il = (1 — F2)711N2'

Using the above results in (4.70), we have

(yi;yr,)
OF
1 IR r
- In 28F <T7’(1 — F2 8:[‘2,]) + Tr(l—l—gaI‘T’]’l)>

Similar to (4.72), the first term in (4.87) (except for a constant factor) can be expressed as

(4.87)

1 (0) (1) (2) G F
oF Tr (0T ;) = 2(I‘Z.7j — 1 it I‘i,j - I‘Z,’j)F (4.88)
where I ©) _ Neel @1
0] € N,
I‘S]) = NS%;) (I + g(i)i F ga))_l<g(z)i F S]T)SJ (4.89)

- (S;FFYS{))(T+ S FF7S() 'S, (4.90)

and I‘Z(.?j) = (I‘E’lj))T. Furthermore, using IﬂiIM,iejef = eje;‘-F for ¢ # j and the previous

results under F = \/agQ,,, we have

(1)
Fi,j
_ Noy(®;(MNI— Nana/heje]) @ Iy (4.91)
B 1+ NMoyg '
_ Nag(MNeje] — tva; il iananiejel ) © Iy
B 1+ NMay
@)
r
No2(©;(MNI - quqﬁ)eje?(MNI - Ng,q)®;) @ Iy
B (1+ NMayg)?
N3 1 (4.92)
=4 (M?eel + ———— 1% TnriqmallTl, Ias
(1+NMozd)2< €% T T4 Nag)z M MidmAmThila,
M T HyT M T H T
_ 71 T Nag e;e; (lmqu]w)iIM,i — 71 T Nog IM’iIM,iqmqmejej ®Iy.
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Some details for the derivation of the second equality in (4.92) are shown later in Appendix

4.7.5.
Similarly, one can verify that % = 2(I‘§-?i) - F(li) + I‘@ - (F§11))T)F
Note that
M-1 M
> (eje] +ee]) @Iy = (M —1)Iyy (4.93)
=1 j=i+1
M-1 M
> @ dviamaliejel + I Iy jamaliee])
=1 g=itl (4.94)

= (M - 2)qmqun + Iy

M-1

M
Z IM,iIM,iqugI%f,z’IM,i + If/l,jIM,ijquﬂ,jIMﬂ (4.95)
i=1 j=i+1

= (M —1)qmay, + 20y (4.96)
Then, with some further manipulations, we obtain

M-1 M

aIM Z Z 81 y“yT]
=1 j=i+1
_2NT ( M -1 2Nag(1+2Nay) T: (4.97)
 (1-T2)In2'(1+MNag)?  (1+MNag)2(1+ Nag)?’ ’

Then one can verify that the first condition in (4.57) is satisfied by (4.97) and

2Nag(1+2N e
i = = é\ggln2((l+%de)2 + (HM]‘\)‘[Z(d)'g(HO]‘\‘;l 2 5) > 0, and all other conditions in (4.57) are

satisfied by further choosing oy = ﬁ Therefore, F = %Qm is a solution to

(4.57).

83



Derivation of (4.92)

From the first equality in (4.92), we have

©;(M?eje] — Mama,ieje] — Mejel amall + amay,)©;
= MQ(-')iejeT@i — M@ieje?qmqunei

J

- M@iqmqgeje?G)i + ©;qmqle; (4.98)

Let n = J_VTO‘Z%. Each of the four terms in (4.98) can be simplified as follows:

M2®ieje;‘r@i = M? (eje;fr + nejejrqmqglﬂiIM’i + nlﬂ’iIM,iqmqgejef
P LT Do (199)
M®eje] qnan®; = M <(?7(M — 1) + Deje] amam iy Ia (4.100)
+ 0P = 1)+ ) DasanalfTh s (.101)

MOiqnalle;e’®, = M(m(M DT Lyiamalejel

+ (*(M - 1)+ n)Iﬂ,iIM,iqmqﬁIﬂ,iIM,i> (4.102)

©ianal®; = (n(M — 1) + 1)°1}; Ty idmai Iy, I (4.103)

Applying (4.98) - (4.103), the second equality of (4.92) follows.
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Chapter 5

Two-Phase Secret Key Generation

with Full-Duplex Radio

5.1 Introduction

Two-phase secret key generation scheme for three-node system has been proposed
in [35, 36, 54]. In the first phase, two users will transmit pilot signals and a common secret
key can be distilled from those received correlated signals. The corresponding pilot-based
secret key rate analysis has been derived in chapter 4. In the second phase, the users will
continue to transmit secret message for the rest coherence time and a additional key will
be generated. In [35], it applies wiretap channel model for the second phase and [54, 36|
use so-called ”source emulation” secret key transmission for the second phase, which is

essentially the wiretap channel model with public discussions.
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In this chapter, we study the achievable secret key rate of two-phase scheme based
on three-node MIMO system with full-duplex users. Such model is an extension of the SISO

system in [35, 36].

5.2 System Model

Now we consider uncorrelated channel model and assume reciprocal channel be-
tween Alice and Bob. During the coherence block, we assume Eve’s channels are indepen-
dent to the channel between Alice and Bob. Since the key generation from the first phase
has been studied in chapter 4, in the following we will only focus on the key generation in
the second phase. In the second phase, the received signals at Alice, Bob and Eve can be
expressed as

ya(t) = Hapxp(t) + na(t)

yu(t) = Hjpxa(t) + np(t) (5.1)

yvE(t) = Hpaxa(t) + Hgpxp(t) + ng(t)
where x4 (t) € CNa*1 xp(t) € CVB*! are the transmitted signals in the second phases and
they are independent Gaussian signal vectors with fixed distribution over the coherence
block, i.e. x4(t) ~ CN(0,Qa), xp(t) ~ CN(0,Qp) and Tr(Qa) < P4 and Tr(Qp) < Psp.
We assume the entries of Hap, Hgp4 and Hgp are i.i.d zero mean complex Gaussian with
variance 02, 04 ; and 0%, respectively. The entries in ng(t), na(t) and np(t) are i.i.d zero
mean unit variance complex Gaussian. Here we assume the every node knows the statistic

of all the channels.
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Define K. as the coherence period and define K1 = aK., a € [%‘j’]\@}, 1] as

the channel training period. Then (1 — a) K, will be the period for the second phase key
generation. In [36], a achievable secret key rate of SISO system is given and we extend it

to MIMO case as following

1 . .
Rkey = ?I(hA; hB) + (1 — Oé)(T\’,AS — RA,p + RB,s — 'RB’p) (5.2)

c
where R4, = &£(logy [T+ HapQpHYp — HapQpHE;(HpaQuHE , + HppQpHE, +
I)_IHEBQBHIA]BD » Rps = 5(log2 I+ H,YL;BQAH:ZB - HEBQAHgA(HEAQAHgA +
HypQpHYE, + 1) HpaQaH p)), Rap = Nalogy(l + 1o Ze by

and Rp), = Nplogy(1 + Mﬁ(%)' The term I(ha;hp) has been study in chapter
4. The derivation of (5.2) is shown in section 5.7. (5.2) holds when both Q4 and Qp are

independent to the channel estimations at Alice and Bob. In other words, x4(t) and xp(t)

only depend on the statistic information of the channel H 4.

5.3 Secure Degree of Freedom

From [55, Lemma 2] we know that R4 s is concave function to Qp. And because
—X ! is a concave matrix function of X, so logy(Y — X 1) is also a concave function in
terms of X when Y — X! = 0. Therefore, Ras is a convex function of Q4. Similarly,
one can prove that Rp s is a concave function to Q4 and Qp respectively. Because the

unitary matrix will not change the statistic, define ¥4 and X g are the diagonal matrices
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with eigenvalues of Q4 and Qg respectively. Then R4 s , Rp s can be expressed as

Ras = E(logy I+ HapEpHY,

~HapXpHE(HpaSsHE ) + HppXpHEp + 1) ' HppXgHY ) (5.3)

Rp,s = E(logy [T+ HY 53X 4HY 5
~H X HE  (HpaZaHE , + HppSpHi s + 1) " Hpa X4 HY ) (5.4)
From (5.3)(5.4) we know R4 and Rps are symmetric function of both ¥4 and Xp,

therefore R4 s and Rp s are Schur-concave function to 34 and ¥p. The optimal power

distribution to maximize both R4 s and Rp s are ¥4 = JI\D,—ZINA and Xg = %INB.

Pg Py
Ras = E{logy [T+ v, "B HEsHE, + NAHEAHgA

P2 Pg
NEQ; HppH{ (I + FHABHAB) "HapHig|}
Pp Pp Py
+ E{logy |T + N—BHABHE{B|} — &{log, I+ v, —“HppHE, + NAHEAHgA|}
(5.5a)

P _
L Hpp+ ZHI ) HEL

P P
—5{10g2|1—|— HEAHEA+ 5
Ng

Np

Pp Pp Py
+ E{logy [T + FHABH Bl} = E{log, [T+ FHEBHEB + S HpaHE |}

Na
(5.5b)

where (5.5a) are based on matrix determinant of Schur-complement and (5.5b) is based on
matrix inverse lemma. Rp s has similar structure to (5.5) an it is omit here. Based on (5.5)

we have the following proposition

Proposition 13 Given the secret key rate from the second phase Rip = a(Ras — Rap+

Rp,s—RBpyp) in (5.5), when Py = Pg = P — 0o, we have secrecy degree of freedom (SDoF')
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as
(

2min{N4, Np}, max{Ny, Ng} > Ng
d(Rir) = { 2(N4s 4+ Ng — Ng), Na+ N> Ng > max{N4, Ng} (5.6)

O, NE>NA+NB

Proof. By applying SVD we have HgBHAB = UABdiag(AAB,O)UIZB where Ugp €
CNB*NB and Aup is diagonal matrix with dimension of min{N4, Ng}. Define Upp =
[U1, Uy] where Uy € CNoxmin{N5.Na} and Uy € CNoX(N5=Na)™  Then the SDoF of the

first term of R4 s in (5.5b) is

1 P P P
lim ——&{log, [T+ —HpHZ, + — Hpp(I+ —HY H, ) 'HY
A 1oe P {logy |T+ N, EA EAT Ng eI+ Ny AB aB)” ' Hpp|}
1 P P P

= i log, [T+ —HpHZ, + —H I+ —Aqp) U

Pl—rgo long{ 0g2’ + Na eaHg 4 + Ng epU1(I+ Ng aB) Uy HEgp

P
+ FBHEBU2U§HgB}} (5:7)

P P
= rank(—Hp,HE , + —HppU,UYHE )
Ngy Np

:min{NE,NA—l— (NB —NA)+}
where the last equation in (5.7) is based on [46, Th.2]. Similarly, the SDoF of the sec-

ond term and the third term of R4 in (5.5b) are min{Ny4, Ng} and min{Ng, N4 + Np}

N
Ra, _ Nalog(1+2)

Tog, P — Togy P = 0. Therefore

respectively. In terms of R4, we have limp_,o
that SDoF of Ras — Rayp is d(Ras) = min{Ng,Ng + (Ng — Na)*} + min{N4, N} —
min{Ng, N4 + Np} and similarly we can have d(Rps) = min{Ng, Np + (Na — Np)"} +
min{N4, Ng} — min{Ng, N4 + Np}. Together we have d(R;;) = min{Ng, Ngs + (N —
No)t}+min{Ng, Ng + (Na — Ng)*} + 2min{N4, Ng} — 2min{Ng, Nao + Ng}. m
From [54] we know that under half-duplex, the SDoF of second phase secret key

generation will become zero in when Ng > max{Na, Np}.
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5.4 Asymptotic Forms

In the following we will use random matrix theory to obtain the asymptotic form

of Ras in (5.5). First we can rewrite it as

Ras = E{logy I+ HgT1HE|} — £{log, [T+ HgToH \}+5{1og2\1+ H sHag|}

(5.8)
PAN PpN
where we define Hg = [\/ﬁHEA’ \/N;THEB] Ty = dzag(%#l%f‘ UBEN%l%B)
and
U‘%‘E;ANEIN
A
K; = 4 (5.9)
%(H FEH L Hap) ™!

Similarly, in terms of Rp s in (5.2),we can reorganize it as

Py
Rp,s = E{log, [T+ HpToHY|} — £{log, [T+ HgToHE |} + £{log, \I+ HABHAB|}

(5.10)
where
Zaplale (I+ PA HABH 57!

Ky=| '™ (5.11)

UBE PB NE I
Np
Some prerequisite of random matrix theory is shown in section 5.8. We will derive
the asymptotic form of R4 in the following and Rp s will have the similar counterpart.

Based on lemma 16 in section 5.8, regarding to the first term in (5.8), as Ng, (Na+Np) — 00

with NAN#};VB — Bo, we have the following asymptotic expressions converge almost surely
1
E{N—E log, I+ HETng‘} = BoVr,(m) —logam + (m1 — 1) logy e (5.12)

and the corresponding n-transform as

1 —m = Bo(l —nr,(m)) (5.13)
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In terms of Vr,, based on the definition of Shannon transform, as N4 + Np — oo, we have

Vr, (m) = Er, {loga(1 +mA(T1))}
- 1
N4y +Np

1
~ Na+Np

_ _ P _
<NA logy (1 + 7710,24EPA) + logy [T + nlUZBEPB(I + NfiHEBHA@ 1’)

- - P
(Mo (1 + Mm% Pa) + gy | (s Pa -+ DT+ 12 HgHas

P
oy U+ P Yy
B

(5.14)
2 2
where 6% = UAﬁiVE and 6%, = UBJE;VE. Particularly, when N4, Ng — oo and %—g — b1
then we have the second term in (5.14) converges almost surely as
1 . Pp
logs |(mgpPs + 1)1 + —~H{zHap|
NB NB
- 1 1 _
= logy (Mm% Pp + 1) + — log, T+ 72H£IBT1HAB| (5.15)
NB NBJ
= logy (M5 Ps + 1) + Ve, (M) — logy i1 + (1 — 1) logg e
= . 2 _ _ 2
where T = dmg(ﬁljj\h)» VT1(771) = logy(1 + 771%% nT, = #
BE BE 1+m1 1+"152BEPB

will converge to E{log, [T+ ]1\3,—]'; H_H ,p|} which if we plug it into (5.8), it will be canceled

with the last term in (5.8). Regarding to nr,(71), as Ng + Np — oo we have

1

nt, (M) :5{m}

— - +Tr((I+ mek-Pe(I+ ~BHI H
NA+NB<1+nla§EPA (T +m&hpPp( Np AB )7
(5.16)
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According to [56, p. 11], when N4, Ng — oo and Na 5 B, then we have the

following converges almost surely

1 B Pg _
N—BTr((Iera%EPB(I e —HAHap)™H™)

- ;dFNB ()
0 14 MOBePs  Say HipHas

1+0'2PB£E
e’} ~2
moppls N
= 1-— dF—B x
A 1+ o02Pgx + 771623EPB WHXBHAB( ) (5.17)
77162BEPB OO 1 dFNB
T mohpPe o 14— Wt
BE T]la'B PB+1 B
. _ o*Pp
 mePe Tt A
~2 o2 P,
1+mogppPB 451W£§+1
where

Flz,B8) = <\/ (1++/B)2 +1—\/ 1—\/3)2+1>2. (5.18)

Now with (5.13)(5.16)(5.17)(5.18) we can compute 7;. In terms of the term £{log, [T +

HETQHE]} in (5.5), as Ng, (N4 + Np) — oo with M%ﬁ — Bo, we have the asymptotic
form

s{flogQ T+ HpToHE|} ™ foVr,(m0) —

logy 10 + (110 — 1) logy e (5.19)

where V,(no) = NA+N (Nalogy(1+ 1063 g Pa) + Nplogy(l + no6% 5 PB)),
Na
1+m06% g Pa

_ 1
ITo = Ni+N5 (

;) and 1= 0 = Bo(1 = ).
Combined with (5.5)(5.12)(5.14)(5.19), as Ng, Na, Np — oo with YadlVe _, 3

and ¥4 — B, we have the asymptotic form of (5.8)

1+ 771&,24EPA 1+ 771&2BEPB Iad
O = Ny logy(——AE Ay 4 Nplogy(———BE L) 4 Nylogy(l + — 52—
2(1‘|'770‘7AEPA) 2(1+770028EPB) 2 1+moEPs
_ _ 0
— Np(logy 1 — (i1 — 1) logy €) + N(log, % + (m —10) logy €)

(5.20)
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Regarding to R p s, under same conditions, it has the asymptotic form as

Moo Py

1+7726'124EPA
+1+7762 P
20 Ap1 A

Op =Nyl
B A 0g2(1+7705'124EPA

— Na(logy 2 — (72 — 1) logy €) + Ng(logs % + (n2 — o) logy €)
(5.21)

where {ns, 72} are defined similar to {n;, 71} up to some changes. In Fig. 5.1 we show that

the asymptotic form converges fast even when the antenna number is small.

10

L] * @A
—— Simulation of R 4

(bits/symbol)
(9]

T NA=2NB=2NE=3

ol Ak

0 5 10 15 20 25 30
P dB

Figure 5.1: Comparison between © 4 and simulation of R4 ¢ in small antenna number

Then combined with (5.2)(5.20)(5.21), we have the following optimization problem

1 A ~
max Riey,asym = FI(hA; hp)+ (1-a)(®4+Op) (5.22)

ae[max{i‘:’NB},l} c
where optimal o can be obtained by linear search.

Based on (5.20)(5.21), assuming P4 = Pg = P and recall 645 = Jf“ﬁ#, 0%y =

2
%, we have the following propositions:
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Proposition 14 When Ng > Na + N, Ng > —5, i = {AE, BE}, we have © 4 = 0,

2
Po;

®p =0.

Proof. When Ng > N4 + Np, we have §y < 1. From the definition we know that the
n-transform is between the range of [0, 1]. Then based on (5.13) correspondingly we have
m = 1 and based on 1 —ny = Bo(1 — nr,) we also have ny = 1. From (5.15) we have

ng, = — L and the stated conditions and 7; = 1 we have nt, = 1. Then based on

- 2p
+m-—"5—
m 14m16% o P

1 - = B1(1 —ng,) we have 71 — 1. Since all {no, 71,71} are tends to 1, we have @4 = 0.
Same proof can be applied to @p. =

From proposition 14 we know that when Eve’s antenna number is large that Ng >
Ny+ Np and Ng > P%T?, which means Ng receiving antenna gain can compensate the low

power, than the secret key rate from the second phase in (5.2) will be zero. Correspondingly,

all the coherence time should be allocated to channel estimation.

5.5 Numerical Results

In this section, we show that simulation results of total achievable secret key rate
Riey,asym With different a: (1) agpe is the solution from (5.22); (2) afiz = %ﬁ’]\hg} is
setting the channel training time to the max antenna number which is the minimum number
to estimate all degree of the channel and (3) ®rqin—oniy = 1 means channel training only
and no phase two for secret key generation. We set Ny = Ng = 10, 0 = 0124 = O‘% p=1
and P4 = Pp = P. In Fig. 5.2 we show Riey asym With Ng = 10, ap performs similar

to a;; which means phase two is more important for secret key generation compared the

phase one as coherence time increases. In Fig. 5.3, we show Ry, with Ng = 20 and the
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results show that a,,; has better performance than the other trivial choices. In Fig. 5.4,
we show Riey asym With Ng = 50 and the results show that ayy overlaps with orain—oniy

which is expected from proposition 14.

—=+-= Qtrain—only
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Figure 5.3: Ryey,asym With Ng = 20

95



\
70 \ ==+-=Qirain—only

Riey.asym (bits/symbol)

Figure 5.4: Ryey asym With Ng = 50

5.6 Conclusion

In this chapter we study the achievable secret key rate of the two-phase scheme.
The results of secure degree of freedom of the secret key rate generated from the second
phase show the advantage of using full-duplex transceivers compared to half-duplex. From
the coherence time allocation we can know that when Eve’s antennas are much more than
the transmitting antennas from the users, allocating most of the coherence time for channel

training is optimum for secret key generation.

5.7 Derivation of the Achievable Secret Key Rate

Assuming the secret key information generation process will engage K coher-

ence blocks. Before agreeing on the key, Alice and Bob have signals {BIA{ , X f Y AK }
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and {h%, 2K 7K} where h = {hY), ... (Y, 2K = (2 . 2", oK =
{2 oy 2 = ()T )T and 27 = ()T ) (B2) T
{flg , 2 BK , @BK } is defined in a same manner. In order to use coding theorem, we need to

first discretize the signals and the techniques we adapt is similar to [43, 3.4.1][36, V]

1. From the channel estimation, define Z; = {—jA1, —(j—1)Aq,...,(J—1)A1,jA1}, A =
% and find out the elements in Z; that is closest to the real and imaginary part of

the element in flfj) respectively. We denote the discrete vector as [flg)] ; and [flg)] j is

defined in a same manner.

2. Define 7y = {—kAqg, —(k — 1)Ag, ..., (k — 1)Ag, kAs}, Ay = ﬁ and find the ele-

ments in Zy that is closest to the real and imaginary part of element in x%) (t) respec-
tively. Denote the discrete vector as [XS) (t)]x and its element as [xg)n(t)] %, then the

quantization should satisfy |[xf;)n(t)]k\ < ]xg)n(t)\ and T'r <€([ij) (t)]k[xg) (t)]kH)> <

Tr (5 (ij) (t) (Xg) (t))H)> < PA(t). Define [xg) (t)]k in a similar manner.

3. Let yfj?k(t) = H%B [XS) (t)];ﬁ—nfi) (t) be the output corresponding to the input [xg) ()] k-

Define Z3 = {—IA3,—(I — 1)As,..., (I — 1)As,l1A3}, A3 = % and find the elements

in 73 that is closest to the real and imaginary part of element in yg)k. (t) respectively.

Denote the discrete vector as [yg)k (t)]; and define [yg)k (t)]; in a similar way respect

to x4 (1))

Also we define the output yg)k(t) = H%z4 [xg) ()]x(t) + Hgs [Xg) )]k + n%) (t)
and @Egll)g = [(y%)k(l))T, ey (yg)k(Kg))T]T With the signal over K coherence block, define

055 = (Y], .. bS], (K] = (hG ] V1) (289 = (124 e, - (28000,
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K
(28 = (2 - 128N 1 = 2200 (2 = 12 - 1250
and @EKk = {Z’/E(llz, e @bg]?}

With above discrete signals, with large number of coherence blocks, a achievable

rate given by [36, Proposition 1] is

Ricns = ¢ HlBalyi b)) + 2 (Ras + Riza) (523)
where
Rana = I([yarli; xBlk [0alj) — I([yarl; Vo4 har, hpp, h) (5.24a)
Rp.a = I([ys il Xalk, (hBl;) — I([y Bkl Y. hag, hpe,h) (5.24b)
From [43, p. 23] we know
Jim, I([hal;; [hpl;) = I(ha; hp) (5.25)
j}igloo I([y ar)i; X8k, [hal;) = I(y ak; X5k ha) (5.26)
Jim (s (xalw [hily) = (v 6 bals, B) (5.27)
lliglo I([yarl;yER hap, hpe,h) = I(y Ak YE R hap, hpg, h) (5.28)
lliglo I(lyBkli;YER- DA, hpe,h) = I(yBk; YE K hap, hpe, h) (5.29)

Now consider
I(yax; [xBlk, ha) — I(Yak; YEL hap, hpp, h)
(5.30)

(xB]k, ha)

=hyarlyexr hag, hpe, h) —h(yax

From chapter 4 we know that when the channels are spatially uncorrelated, the optimal pilot

becomes P4 = [/ %I, 0]V and Pp = [,/ %I, 0]V. Decompose the channel as h =

1;1+l~1 while h is LMMSE channel estimation and h is the channel estimation error. Since h ~
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CN(O,O'2I), then we have BA ~ CN(O, ml) and le ~ CN(O, WI).

Therefore, because y = Hx + n = (x? ® I)vec(H) + n, we can bound h(y 4 x|[x5], hy) as

h(yaxlxslkha) = h(([x5]f ® Dh+nalha, x5

= h(([xB]F ® Dha +na|[xs]x)

ol (5:31)

1+ J2aKCPB/NB
0'2PB )
1+ U2aKCPB/NB

= Epxp), (logy(me) N4 |( + 1)I))

< Nylogy(me)(1 +

The last inequality in (5.31) is based on Jasen inequity and the last upper bound is based

on E(||[xplkl|*) < Pp. In terms of h(y 4 x|ypsr hpe,h), we have

lim h(yarlyer hag, hee, h)
k—o0

(5.32)
= lim M(yar Yer/hae, hpe,h) — lim h(ygilhag, hpEg)
k—oo k—oco
For the first term in (5.32), based on [43, p. 77] we have
klgilo inf h(yar, Yerlhar, hee,h) > h(ya,yelhag, hpg, h) (5.33)

Define covariance matrix Qay = &([xalx[xa]f) and Qpi = E([xple[xp]f). Define a
perturbation matrices P4 and P g such that Q , = QA +Pyand Qpr = Qp+Pp. Then

the second term in (5.32) can be written as
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lim h(ygk/hae, hee)
k—o0

< lim £(logy(me)" [HpaQasHE + HepQppHip +1)
> (5.34)

= kli_)ngof(logg(we)NE\HEA(QA +P4)HE, +Hep(Qp + Pp)HEp +1))
= &(logy(me) e HpaQuHE, + HppQpHE g + 1))
where the first inequality is based on Gaussian distribution maximize the differential entropy
and the last equality is because limg_,oo P4 = 0 and limy_,.. Pp = 0.
Combine (5.28)(5.30) - (5.34), with fine quantization we can lower bound (5.24a)

as

A~

kh_?c}o I([yaxli; [xBlk, [halj) — I([yarl; YE & hap, hpg, h)

> h(ya,yehag hpp,h) — € (logy(me)V? [HpaQaHL , + HepQpHEp + Nal))

O'QPB
+ 3 )
1 +o OéKCPB/NB

— Nalogy(me)(1
= &(log, I+ HapQpH} (5.35)

—H,3QpHI;(HpAQHE , + HppQpHE L + I>71HEBQBH£B’)

UQPB )
1+ UZQKCPB/NB

— Nylogy(1 4

where the equality in (5.35) is based on Schur-complement. Define Ry s = 5(log2 T+

H,5QpHY ;—HApQpHY ;(Hp QA HE ,+HepQpHE ,+1) ' HypQpHY ) and R4, =

Nalogsy(1+ MZ’ozCTIQ(—JZIBDB/Mg)‘ Similarly with fine quantization we can have the lower bound
(5.24b) as
kh_g}o I([ys.ali; xalk, [0B);) = I([yBali; YR hag, hpr, h) > Rp — Rp, (5.36)
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where Rps = E(logy I+ HY,Q HY; — HL ;Q HYE,, (HpaQuHY , + HgpQpHE, +

2
I) '"HpaQaHY5|) and Rp, = Nplogy (1 + m)'

5.8 Random Matrix Asymptotic Property

Definition 15 The n-transform of X with parameter z is defined as

1
142X

nx(z) = Ex{ } (5.37)

The Shannon transform of X with parameter z is defined as
Vx(z2) = Ex{logy(1+ 2X)} (5.38)

z is a non-negative real number. If X refer to a symmetric matriz, we have nx (2) = nxx)(2)

and Vx (z) = Vx(x)(z) where X is the eigenvalue of X.

Then we have the following lemma:;:

Lemma 16 [56] Let H be an N x K matriz whose entries are i.i.d complex random variables
with variance % Let T be a K x K Hermitian non-negative random matriz which is
independent of H, whose empirical eigenvalue distribution converges almost surely to a
nonrandom limit. Then the empirical eigenvalue distribution of HTHH converges almost

surely, as K, N — oo with % — B, to a distribution whose n—transform (denoted as 1)

with parameter z satisfies

1—n=B1-nt(2n)) (5.39)
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The corresponding Shannon transform satisfies

Varn# (2) = 0Vr(zn) —logan + (n — 1) logy e (5.40)

where z is a non-negative real number.
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Chapter 6

Conclusions

In this work, we investigate the techniques that improve physical layer security
in wireless networks. We show that using full-duplex radio can enhance both secure data
transmission and secret key generation.

In chapter 2, we develop a fast power allocation algorithm for a three-node multi-
subcarrier network. With considering residual self-interference, our model is more practical
than the prior works which consider perfect self-interference cancellation. Another unique
feature of our work is that we consider both power and rate constraints in maximizing the
secrecy capacity.

In chapter 3, we provide lower and upper bounds on the secure degrees of freedom
(SDoF) of one-way and two-way wiretap channel model subject to ANECE requirements.
Those bounds show that when the channel use for transmitting information symbol is less
than the transmitting antenna number, using ANECE can provide the SDoF which equals

to the DoF of channel capacity between the users. Such result has not been discovered in
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the literature and it is significant for understanding the property of ANECE.

In chapter 4, we present optimal designs of the pilot signals subject to ANECE
requirement based on two criteria for optimality: 1) minimizing the sum of mean squared
errors (MSE) of the minimum-mean-squared-error (MMSE) channel estimation at each and
every user, and 2) maximizing the sum of the pair-wise mutual information (MI) between the
signals excited by the pilots and observed by all users. The novelty of our works includes: 1)
Closed-form optimal pilots are presented under a symmetric and isotropic condition; and 2)
Algorithms for computing the optimal pilots for any other choices of the above parameters.
The algorithm for optimal MMSE channel estimation is an extension of [37] from two users
to more than two users. The algorithm for maximum MI extends [38] from two users to
more than two users. These extensions are significant contributions while they are subject
to the ANECE requirement.

In chapter 5, we analyze the achievable secret key rate for a two-phase key gen-
eration scheme. We consider a full-duplex MIMO system which is an extension to SISO
system from the prior works. Through the SDoF analysis we show the advantage of using
full-duplex and by having the expression of asymptotic secret key rate we derive an efficient
algorithm for coherence time allocation between the two phases to maximize the secret key
rate.

For the future study, other sophisticated math tools, i.e. [57], can be utilized to
develop tighter bounds on SDoF of the system with ANECE (compared to the bounds
in chapter 3, 5). New secret key generation scheme based on [58] and extending [58] to

millimeter-wave system will also be interesting research topics.
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