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ABSTRACT	
	

REGULATING	CYBER	SPACE:	
AN	EXAMINATION	OF	U.S.-CHINA	RELATIONS	

	
By	
	

Adam	Ghazi-Tehrani	
	

Doctor	of	Philosophy	in	Criminology,	Law	&	Society	
University	of	California,	Irvine,	2016	
Professor	Henry	Pontell,	Chair	

	
American	corporations	and	governmental	agencies	have	fallen	victim	to	increasingly	

more	frequent	and	complex	cyber-attacks	over	the	past	16	years.		Many	of	these	

attacks	are	reported	to	originate	from	a	specialized	unit	of	the	People’s	Liberation	

Army	of	the	People’s	Republic	of	China.		This	study	examines	the	structural,	

institutional,	and	regulatory	factors	that	may	be	contributing	to	this	continued	

victimization.		Utilizing	a	nodal	governance	framework,	the	efficacy	of	individual	

cyber	security	actors	and	their	ability	to	work	together	as	security	stakeholders,	is	

assessed.		Data	are	derived	from	interviews,	observations,	and	published	works,	

including	previously-classified	“leaks.”		Initial	findings	suggest	that	a	lack	of	

cooperation	between	nodal	clusters	is	the	primary	barrier	to	better	security	

production.		While	internal	issues,	such	as	a	lack	codified	security	standards,	

contribute	to	reduced	online	security,	this	research	suggests	communication,	

cooperation,	and	trust	between	nodes,	in	accordance	with	guidelines	from	the	

“responsive	regulation”	literature,	will	lead	to	the	greatest	reduction	in	cyber-

attacks.		Finally,	this	study	calls	into	question	the	efficacy	of	current	proposed	

legislation,	which	further	alienates	non-governmental	actors	and	may	contribute	to	

further	reduced	cybersecurity	capacity.	



	 1	

Chapter	1	
Introduction	
	 International	cybercrime	is	an	increasing	problem	with	attacks	becoming	

both	more	frequent	and	more	sophisticated	(Hamid,	2010).		At	both	the	national	and	

international	levels,	however,	there	remains	no	consensus	on	the	best	course	of	

action	to	detect,	deter,	and	respond	accordingly.		International	agreements,	such	as	

those	offered	by	the	United	Nations’	“Tallinn	Commission”	fail	to	become	law	due	to	

politics	(Croft,	2012).		Thus,	the	current	state	of	affairs	leaves	defense	at	the	national	

level	as	the	preferred	course	of	action.	

The	United	States	of	America	and	the	People’s	Republic	of	China	have	two	

very	different	strategies	for	responding	to	international	cyber-attacks.		The	U.S.	has	

a	web	infrastructure	comprised	of	privately	owned	hardware	and	very	few	laws	

governing	the	operation	and	defense	of	this	hardware.		The	PRC,	on	the	other	hand,	

operates	on	a	majority	state-owned	infrastructure	complete	with	a	far-reaching	

“Great	Firewall	of	China”	capable	of	controlling	not	only	content,	but	connections	

themselves	(Zurcher,	2014).	

While	both	countries	follow	different	defensive	practices,	they	also	appear	to	

have	highly	developed	offensive	practices.		China,	alone,	has	been	linked	to	breaches	

of	hundreds	of	companies	worldwide	in	industries	such	as	defense,	energy,	

aerospace,	and	technology	in	attacks	named	“Operation	Aurora,”	“Operation	Shady	

RAT,”	and	“Operation	Night	Dagon”	(Alperovitch,	2011).		The	U.S.	has	deployed	a	

“cyber	weapon”	against	the	Republic	of	Iran	and	has	monitored	phone	calls,	text	
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messages,	and	emails	worldwide	(Greenwald,	MacAskill,	&	Poitras,	2013;	Langner,	

2013).	

In	light	of	this,	there	remains	a	dearth	of	criminological	and	general	social	

scientific	scholarship	covering	international	cybercrime	(or	cyber	“war”).		This	

dissertation	aims	to	address	the	current	lack	and	answer	a	few	questions,	namely:	

“How	do	the	(offensive	and	defensive)	online	capabilities	of	the	U.S.	and	China	affect	

U.S.-China	relations	or	‘cyber	war’?”	and	“How	can	cyberspace	be	best	regulated?”		

To	accomplish	this,	the	study	adapts	two	newer	“cybercrime”	theories	as	well	as	

utilizing	older	non-cyber	criminological	theories.	

Both	Nhan’s	(2008)	“nodal	governance”	and	Kshetri’s	(2005)	“global	cyber	

war”	frameworks	were	created	in	the	mid-2000s	and	neither	has	seen	real-world	

application.		Indeed,	all	of	the	cyber-attacks	discussed	throughout	this	project	have	

occurred	from	2009	through	2016.	These	attacks	provide	data	useful	for	assessing	

the	two	main	theoretical	frameworks.		To	delve	deeper	into	the	societal,	

governmental,	and	corporate	barriers	to	regulation,	the	dissertation	will	also	

incorporate	concepts	and	theories	from	the	regulatory	(Ayres	&	Braithwaite,	1992;	

Braithwaite,	2006;	Braithwaite	&	Geis,	1982),	compliance	(Harvard	Law	Review,	

1996;	Kindt,	2003;	Verboon	&	van	Dijke,	2011),	and	system	capacity	literatures	

(Goetz,	1997;	Nhan,	2008;	Pontell,	1978,	1982).			

	 Since	the	inception	of	worldwide	networking,	“cybercrimes”	have	been	on	a	

constant	rise	and	have	reportedly	reached	a	“fever	pitch”	between	2009	and	2013	

(Eschelbeck,	2013).		“Cybercrimes,”	as	defined	by	Grabosky	(2007,	p.	11),	are	crimes	

in	which	computers	are:	1)	the	instrument	used	to	commit	an	offense;	2)	the	target	
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of	the	offense	or;	3)	incidental	to	the	offense.		While	early	crimes	tended	to	be	small	

scale,	such	as	John	“Captain	Crunch”	Draper’s	abuses	of	the	AT&T	phone	network’s	

tone	dialing	system	using	a	plastic	whistle	found	in	the	popular	breakfast	cereal,	by	

the	late	1990s	and	early	2000s,	widespread	computer	viruses	such	as	“Melissa”	and	

“I	Love	You”	cost	governments,	private	industry,	and	personal	users	millions	of	

dollars	in	damages	(James,	2009).	

	 As	computer	security	has	become	more	complex,	so	have	attempts	at	

circumventing	security	systems.		Individual	cybercriminals	and	small	groups	of	

“hackers”	still	pose	a	threat	to	computers	worldwide,	such	as	the	coordinated	

attacks	against	multiple	U.S.	corporations	and	the	Federal	Bureau	of	Investigations	

from	LulzSec	(Arthur,	2013).	The	world’s	most	secure	computers	remain	vulnerable	

to	increasingly	complex	attacks.		Over	the	past	four	years	alone,	even	the	most	

secure	servers	operated	by	Google	(Zetter,	2010),	computers	at	the	security	firm	

RSA	(Zetter,	2011a),	and	machinery	at	two	“air-gapped”1	nuclear	installations	in	

Iran	(Broad,	Markoff,	&	Sanger,	2011)	have	been	the	targets	of	sophisticated	

computer	attacks.		Intrusions	of	this	magnitude	are	only	possible	with	the	

considerable	resources	available	to	what	the	computer	security	industry	deems	

“Advanced	Persistent	Threats”	or	APTs	(Symantec,	2011).		These	APTs	must	be	well	

staffed,	well-funded,	and	able	to	operate	on	an	extended	time	scale,	frequently	over	

multiple	years,	to	attack	a	target	(Symantec,	2011).		Currently,	the	two	largest	APTs	

are	the	U.S.	government	(Blue,	2013)	and	the	Chinese	government	(Mandiant,	2013).		

																																																								
1	An	air	gap	is	a	network	security	measure	employed	on	one	or	more	computers	to	ensure	that	a	
secure	computer	network	is	physically	isolated	from	unsecured	networks,	such	as	the	public	
Internet.		The	name	arises	from	the	fact	that	this	network	does	not	have	an	active	unsecured	
connection	due	to	being	physically	separated	by	air.	
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With	the	reality	that	the	two	most	active	and	technically-skilled	APTs	are	nation-

states,	the	online	security	discussion	has	shifted	from	the	small	scale	defense	of	

cyber	“policing”	(Nhan,	2008)	to	large	scale	defense	against	cyber	“warfare”	(Liff,	

2012).	

	

Defining	Cyber	Warfare	
	
	 Nightmare	scenarios	of	a	“cyber	war”	fill	the	popular	media:	the	electric	grid	

being	attacked,	power	plants	self-destructing,	traffic	lights	behaving	erratically,	

military	weapons	systems	arming	themselves,	and	the	stock	exchange	being	brought	

to	its	knees,	are	common	examples.		All	of	these	events	are	technically	possible,	but	

are	they	feasible	or,	more	importantly,	likely?		Two	prominent	cyber	war	scholars	

Liff	(2012)	and	Rid	(2012)	argue,	“Cyber	war	will	not	take	place,”	but	what	is	“cyber	

war”?	

Rid	(2012)	adopts	Clausewitz’s	(1832)	three	main	elements	of	war	to	explain	

the	necessary	components	for	cyber	war.		First,	war	has	a	violent	character.		Simply,	

war	is	an	“act	of	force	to	compel	the	enemy	to	do	our	will”	(von	Clausewitz,	1832)	

and	“a	real	act	of	war	is	always	potentially	or	actually	lethal”	(Rid,	2012).		Second,	

war	has	an	instrumental	character.		An	act	of	war	consists	both	of	a	means,	usually	

threat	or	actual	violence,	and	an	end,	such	as	forcing	the	enemy	to	“accept	the	

offender’s	will”	(Rid,	2012).		Third,	war	has	a	political	character	or	“War	is	a	mere	

continuation	of	politics	by	other	means”	(von	Clausewitz,	1832).	

Rid	(2012)	notes	that	while	there	have	been	violent	cyber-attacks	(e.g.,	a	

rumored	CIA	plot	against	Russia	resulted	in	a	massive	pipeline	explosion	in	1982),	
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instrumental	cyber-attacks	(e.g.,	Russia’s	distributed	denial	of	service	attacks	on	

Estonia	in	April	2007),	and	political	cyber-attacks	(e.g.,	Russia’s	website	defacement	

and	denial	of	service	attacks	on	Georgia	in	August	2008),	the	cautionary	tales	of	all-

out	cyber	warfare	as	of	yet	do	not	exist	and,	he	argues,	will	not	exist.		Instead,	

between	common	cybercrime	and	cyber	war	are	three	types	of	“political	cyber	

offenses”	that	are	more	likely	to	occur:	subversion,	espionage,	and	sabotage.		Since	

2010,	there	have	been	examples	of	all	three	with	both	the	U.S.	and	China	as	the	

principal	enactors	of	these	attacks	(Broad	et	al.,	2011;	Zetter,	2010,	2011a).	

This	distinction	between	the	traditional	“act	of	force”	and	subversion,	

espionage,	and	sabotage	is	important	because	the	latter	are	now	occurring	at	an	

increasingly	greater	rate.		While	a	cyber	act	of	force	is	not	impossible,	Stuxnet	could	

have	easily	caused	more	damage	than	it	did,	for	example,	overt	acts	of	cyber	

violence	are	more	likely	to	trigger	a	traditional	response,	and	this	is	why	the	

damage	from	Stuxnet	was	limited;	ideally	the	attack	would	have	remained	a	secret	

(Liff,	2012;	Rid,	2012).		This	and	the	more	anonymous	and	hidden	nature	of	the	

Internet,	where	it	is	often	difficult	if	not	impossible	to	accurately	determine	the	

exact	source	of	attacks,	has	provided	a	basic	structural	context	for	the	U.S.	and	

China’s	constant	game	of	“chicken”	where	both	sides	commit	increasingly	more	

complex	acts	of	subversion,	espionage,	and	sabotage	that	do	not	escalate	beyond	the	

status	quo;	or	necessitate	any	serious	responses	other	than	a	constant,	guarded	

suspicion.		This	dissertation	provides	an	analysis	of	these	reported	acts	and	their	

responses	in	an	attempt	to	find	and	understand	patterns	that	may	be	amenable	to	
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regulatory	and	compliance	frameworks	that	can	provide	greater	cyber	security	in	

the	future.	

China’s	History	of	Industrial	Espionage	
	
	 Throughout	the	1990s	and	2000s,	the	People’s	Republic	of	China	became	

adept	at	pilfering	sensitive	corporate	information	such	as	turbine	specifications	

from	American	Superconductor	Corp.,	designs	and	pricing	information	from	Apple	

Computer,	engine	designs	from	Ford	Motor,	and	schematics	from	NASA/JPL.	These	

are	just	a	few	examples	of	the	information	stolen	by	Chinese	workers	at	U.S.	

companies	(Riley	&	Vance,	2012).		Industrial	espionage	cases	followed	one	of	two	

patterns.		The	more	common	method	was	that	a	Chinese	national	worker	would	be	

given	access	to	sensitive	material,	and	then	decided	that	absconding	with	the	

information	could	result	in	a	hefty	sum	from	a	Chinese	company	willing	to	make	a	

purchase	for	trade	secrets	(White	House,	2013a).		The	less	common	method	

involved	Chinese	nationals	(usually	engineers)	being	hand-selected	by	the	PRC	to	be	

sent	to	the	U.S.,	work	for	a	large	company	for	a	set	term,	and	then	return	with	as	

much	data	as	possible	after	a	few	years	(White	House,	2013a).	

	 In	addition	to	the	cases	mentioned	above,	Google,	Lockheed	Martin,	and	

DuPont	have	also	fallen	victim	to	Chinese	industrial	espionage	(Riley	&	Vance,	

2012).		With	losses	becoming	more	frequent,	companies	have	begun	tightening	

internal	security,	which	pushed	China’s	industrial	espionage	efforts	online.		The	

problem	has	become	so	severe	that	three	high-ranking	U.S.	officials	took	out	a	full-

page	editorial	in	The	Wall	Street	Journal	entitled:	“China’s	Cyber	Thievery	Is	National	

Policy	–	And	Must	be	Challenged”	(McConnell,	Chertoff,	&	Lynn,	2012).		The	
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following	research	will	examine	these	and	other	similar	cases	through	an	analysis	of	

China’s	six	largest	attacks:	Titan	Rain	(2003	to	2006),	Shady	RAT	(2006	to	2011),	

Operation	Aurora	(2009),	GhostNet	(2009),	Operation	Night	Dragon	(200	to	2011),	

and	the	Office	of	Personnel	Management	data	breach	(2014	to	2015).		This	study	will	

discuss	similarities	and	differences	between	the	cases	both	in	methods	of	attack	and	

in	the	responses	they	triggered,	and	relate	these	to	the	regulatory	literatures	

mentioned	earlier.	

	

The	U.S.	History	of	Traditional	Espionage	
	
	 Leaked	throughout	the	summer	of	2013,	a	series	of	global	surveillance	

disclosures	(the	so-called	“Snowden	Files”)	demonstrated	that	the	United	States	has	

been	conducting	some	espionage	of	its	own	(Greenwald	et	al.,	2013).		This	

espionage	was	worldwide,	advanced,	expensive,	and	most	certainly	not	industrial.		

Security	contractor	Edward	Snowden	had	stolen	countless	documents	from	National	

Security	Agency	servers	while	working	for	defense	contractor	Booz	Allen	Hamilton	

(Reilly,	2013).		These	documents	revealed	the	operations	of	various	cyber-spying	

programs	run	by	the	U.S.’s	National	Security	Agency	(NSA)	and	Great	Britain’s	

Government	Communications	Headquarters	(GCHQ).		With	obtuse	names	such	as	

Tempora,	PRISM,	and	XKeyscore,	the	NSA	and	GCHQ	had	devised	ways	of	retrieving,	

recording,	and	storing	massive	amounts	of	digital	data,	including	everything	from	

cell	phone	“meta	data”	to	the	contents	of	emails	(Wyszynski,	2013).		The	documents	

revealed	that	the	agencies	worked	with	tech	companies	when	they	could	(such	as	
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Verizon	and	Microsoft),	but	that	they	were	also	willing	to	hack	into	servers	operated	

by	Google,	Yahoo,	etc.	when	they	needed	(Soltani,	Peterson,	&	Gellman,	2014).	

	

Secret	and	Escalating	Conflict	
	
	 China’s	main	online	activities	may	be	industrial	espionage,	but	the	country	is	

also	capable	of	sabotage.		A	string	of	reported	attacks	against	the	U.S.	(and	other	

countries)	displays	a	capability	and	willingness	of	the	PRC	to	access	networks	and	

infrastructure	without	permission	(Alperovitch,	2011).		Most	recently	a	decoy	water	

processing	plant	operated	by	security	researchers	was	hacked	by	the	Chinese	Army;	

decoy	or	“honeypot”	servers	are	routinely	hacked	by	the	Chinese	Army	with	roughly	

50%	of	“critical”	attacks	originating	from	PLA-controlled	computers	(Simonite,	

2013).	In	most	cases,	the	hackers	gain	access	and	then	steal	data.	Frequently	the	

intruders	also	leave	behind	“backdoors”	and	“logic	bombs.”		“Backdoors”	are	new	

computer	exploits	that	allow	hackers	repeated	access	to	a	compromised	server.		In	

the	PRC-lead	case	“Operation	Shady	RAT,”	for	example,	Chinese	hackers	gained	

initial	access	through	a	security	hole	and	left	behind	a	“RAT”	(remote	access	tool)	

that	would	allow	for	continued	access,	even	if	the	initial	security	hole	had	been	fixed	

(Alperovitch,	2011).		Research	shows	that	critical	systems,	such	as	the	electrical	grid	

and	water-processing	plants,	are	routinely	accessed	by	computers	operated	by	

Chinese	nationals	and	that	this	access,	which	has	remained	exploratory,	could	

become	sabotage	at	moment’s	notice.	

	 While	the	Chinese	People’s	Liberation	Army	(PLA)	has	access	to	many	

vulnerable	infrastructure	systems	in	the	U.S.,	they	have	yet	to	perform	a	destructive	
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attack.		The	U.S.,	however,	likely	has;	the	U.S.	and	Israel	are	co-authors	(Nakashima	

&	Warrick,	2012)	of	“Stuxnet”	the	incredibly	intricate	worm	that	disabled	Iranian	

centrifuges	at	two	of	its	most	secure	nuclear	processing	plants	(Langner,	2013).		

Stuxnet	specifically	targets	programmable	logic	controllers	(PLCs),	which	allow	the	

automation	of	electromechanical	processes	such	as	those	used	to	control	machinery	

on	factory	assembly	lines,	amusement	rides,	or	centrifuges	for	separating	nuclear	

material.		Stuxnet	reportedly	compromised	Iranian	PLCs,	collecting	information	on	

industrial	systems	and	causing	the	fast-spinning	centrifuges	to	tear	themselves	

apart.		The	complexity	of	the	Stuxnet	worm	is	staggering.		First,	the	target	

computers	were	hidden	behind	a	protective	“air	gap”		explained	before?	meaning	

they	were	not	connected	to	the	Internet	(Langner,	2013).		Thus,	the	worm	was	

designed	to	infect	all	computers	it	came	into	contact	with	and	to	spread	to	

removable	media,	such	as	USB	thumb	drives,	one	of	which	would	eventually	cross	

the	“air	gap”	and	infect	the	centrifuges.		The	worm	remained	dormant	on	all	

computers	except	the	two	target	centrifuges.		The	worm	was	able	to	distinguish	its	

target	and	only	its	target.	Second,	the	worm	was	programmed	to	display	false	

readings	while	attacking	(Langner,	2013).		To	accomplish	this	correctly,	researchers	

believe	an	entire	duplicate	centrifuge	must	have	been	constructed,	so	the	worm	

could	be	tweaked	on	“live”	hardware.		Stuxnet	represents	the	current	pinnacle	of	

online	aggression	and	will	be	important	during	the	discussion	of	the	offensive	

powers	of	the	U.S.	in	Chapter	4.	
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Rationale	for	study	
Dissertation	Research	

Traditional	media	compares	the	Internet	to	“The	Wild	West”	(Masnick,	2011)	

and	cyber	war	scholars	describe	it	as	another	“venue”	for	combat	along	with	land,	

sea,	air,	and	space	(Liff,	2012;	Rid,	2012).		These	conceptions	may	work	at	the	

metaphorical	level,	but	at	the	practical	level	the	Internet	consists	of	its	component	

parts:	the	computers,	routers,	switches,	and	wiring	that	physically	create	“the	web.”		

Control	over	these	physical	pieces	can	lead	to	a	fragmented	and	characteristically	

different	Internet	based	on	both	where	a	particular	“chunk”	of	the	Internet	is	hosted	

and	where	it	is	accessed.		Thus,	while	in	the	abstract	the	“Internet”	is	the	same	in	the	

U.S.	and	China,	there	is	quite	a	lot	that	differentiates	the	“Chinese”	Internet	from	the	

“American”	Internet.	

	 This	dissertation	is	the	first	attempt	at	a	comparative	look	at	cyber	security	

worldwide	using	the	two	largest	online	superpowers:	The	U.S.	and	China.		China	and	

the	U.S.	are	worthy	of	intense	examination	for	a	number	of	reasons.		First,	while	the	

Internet	penetration	rates	in	both	countries	might	not	be	the	highest,	the	vast	

majority	of	websites	are	hosted	in	these	two	nations	(Pingdom,	2012).		Second,	the	

amount	of	web	users	in	both	countries	outstrips	those	of	all	other	countries	

(International	Telecommunications	Union,	2013).		Third,	the	U.S.	government	and	

Chinese	government	employ	the	largest	“cyber	armies”	and	execute	the	highest	

frequency	of	“attacks”	online,	particularly	at	one	another	(Blue,	2013;	Mandiant,	

2013).	These	issues	are	discussed	in	greater	length	and	in	depth	throughout	this	

dissertation.	
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Previous	Research	
	 This	study	expands	on	the	cybercrime	work	of	Kshetri	(2005)	and	Nhan	

(2008)	and	will	use	the	criminological	and	the	regulatory	work	of	Pontell	(1978)	

and	Braithwaite	(2010)	and	others	in	examining	the	current	state	of	cyber	security	

and	ways	it	can	be	improved.		Kshetri	(2005)	has	devised	a	“global	cyber	war”	

framework	that	posits	a	variety	of	factors	that	attempt	to	explain	a	country’s	

motivation,	ability,	and	other	characteristics	which	would	affect	its	decision	to	

initiate	a	cyber-attack.		Nhan’s	(2008)	utilization	of	a	“nodal	framework”	revealed	

both	the	existence	and	interconnectedness	of	“nodes”	(cyber	security	stakeholders)	

that	affect	online	security	as	well	as	the	blockages	between	these	nodes	that	

prevents	the	cooperation	necessary	to	secure	the	Internet.		Both	of	these	

approaches	move	the	cybercrime	discussion	beyond	the	relatively	simplistic	view	

present	in	the	bulk	of	cybercrime	scholarship,	primarily	those	relying	on	routine	

activity	theory	(Grabosky,	2004,	2007;	Pratt,	Holtfreter,	&	Reisig,	2010)	and	

subcultural	theories	(Holt,	2007;	Holt	&	Blevins,	2007).		As	is	common	in	the	world	

of	computers,	however,	the	digital	world	Kshetri	and	Nhan	wrote	about	in	2005	and	

2008,	respectively,	has	already	changed.		By	incorporating	the	regulatory	work	of	

Braithwaite	(2010)	and	Pontell	(1978),	among	others,	this	research	will	strive	to	

further	advance	knowledge	and	understanding	in	the	area.	

	

Research	Questions	
The	goal	of	the	dissertation	is	to	answer	two	primary	research	questions:	

1. How	do	the	(offensive	and	defensive)	online	capabilities	of	the	U.S.	

and	China	affect	U.S.-China	relations	or	“cyber	war”?	
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2. How	can	cyberspace	be	best	regulated?	

To	answer	these	questions,	two	preliminary	questions	must	first	be	

considered:	

3. What	are	the	online	capabilities	of	the	U.S.	and	what	structural	or	

relational	factors	affect	these	capabilities?	

4. What	are	the	online	capabilities	of	China	and	what	structural	or	

relational	factors	affect	these	capabilities?	

	 This	research	is	novel	because,	while	there	are	numerous	studies	on	the	

effects	of	hypothetical	cyber	war-capable	countries	(Goel,	2011;	Liff,	2012;	Rid,	

2012),	there	are	no	case	studies	of	actual,	specific	countries.		Furthermore,	there	are	

no	comparative	studies	of	two	counties	--	and	more	specifically,	two	super	powers,	

the	U.S.	and	China	--	similar	to	the	work	below.	

The	frameworks	of	Nir	Kshteri	(2005)	and	Johnny	Nhan	(2008),	which	aim	to	

describe	the	online	offensive	and	defensive	capabilities	of	a	nation	or	state	provide	a	

useful	starting	point	and	context	for	the	current	analysis.		Studying	offensive	

capabilities	is	less	complicated	as	the	attacks	themselves	reveal	their	inherent	

nature;	most	attacks	are	discovered	once	they	have	accomplished	what	they	set	out	

to	do.		The	analysis	of	defensive	capabilities	relies	on	the	use	of	various	

criminological	theories	(fig.	1)	including	system	capacity,	regulatory	theories,	and	

compliance	theories.		As	is	shown	in	figure	1,	any	particular	nation	has	a	set	of	tools	

that	consists	of	offensive	and	defensive	capabilities.		Kshetri’s	(2005)	framework	

describes	how	offensive	capabilities	are	the	product	of	a	variety	of	factors	including	

the	laws	of	the	host	nation	and	the	technical	capabilities	of	its	hackers.		Defensive	
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capabilities	are	determined	by	a	much	more	complex	interaction	between	multiple	

“nodes”	as	described	by	Nhan	(2008).		Each	node	is	affected	by	the	other	nodes	(fig.	

2)	as	well	as	internal	issues	unique	to	that	node.		For	example,	Nhan	(2008)	found	

that	issues	of	system	capacity	severely	impacted	the	ability	of	law	enforcement	to	

conduct	cyber	investigations.		Not	only	were	law	enforcement	agencies	not	given	the	

financial	resources	to	properly	investigate	cyber	offenses,	but	also	police	

departments	were	lacking	the	proper	personnel	as	departments	tended	to	hire	

those	without	the	necessary	skillset	(i.e.	“geeks”).	

	

Figure	1	
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Kshteri’s	framework	of	“global	cyber	war”	focuses	on	the	attributes	of	the	

“host	nation”	(where	an	attack	originates)	including	its	regulative,	cognitive,	and	

normative	institutions,	the	attributes	of	the	“target	nation,”	and	the	perceived	power	

differential	between	the	two	states	as	measured	by	both	differences	in	technological	

capability	and	physical	differences	such	as	gross	domestic	product	and	military	size.		

This	framework	has	yet	to	be	used	to	analyze	any	actual	attacks,	but	was	presented	

solely	to	demonstrate	a	concept.		The	2007	and	2008	Russian	attacks	on	Estonia	and	

Georgia	fit	this	model	quite	well.		This	study	expands	upon	Kshteri’s	framework	by	

analyzing	not	just	one	attack,	but	also	a	series	of	events	originating	from	the	same	

host	nation	against	different	targets.	

Nhan’s	use	of	a	“nodal	governance”	framework	allowed	him	to	map	the	

current	online	security	stakeholders	in	California’s	network	infrastructure.		He	

found	that	lack	of	cooperation	and	differing	goals	formed	blockages	between	nodes,	

while	issues	of	system	capacity	affected	the	nodes	themselves.		This	dissertation	

adopts	this	map	of	stakeholders	translating	Nhan’s	nodal	clusters	to	the	national-

level	both	in	the	U.S.	and	China.		What	makes	this	mapping	and	comparison	valuable	

is	the	expected	differences	in	nodal	cooperation.		The	closer	relationship	between	

law	enforcement,	government,	and	“private”	industry	in	China	produces	a	form	of	

“super	node”	with	a	set	of	more	unified	goals	than	is	found	in	the	separate	nodes	in	

the	U.S.	(fig.	2).		Furthermore,	recent	legal	developments	in	the	United	States	paint	a	

drastically	different	picture	of	nodal	non-cooperation	this	research	terms	

“antagonistic	nodes.”		Figure	2	shows	the	differences	in	nodal	structure	between	

the	U.S.	and	China.		Since	China	is	a	one-party	state	with	significant	control	over	
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both	law	enforcement	and	industry	(through	state-owned	enterprises),	the	

formation	of	an	autonomous	“super	node”	is	more	likely.	How	these	organizational	

differences	affect	network	defense	will	answer	questions	regarding	how	nodal	

relationships	affect	the	offensive	and	defensive	capabilities	of	the	U.S.	and	China.	

	

	

Figure	2	

Outline	of	Dissertation	
	 This	dissertation	will	consist	of	six	chapters.		Chapter	one	will	provide	an	

introduction	to	the	area	of	cyber	security,	the	rationale	for	the	study,	and	the	

research	questions.		The	second	chapter	will	present	a	comprehensive	literature	
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review.		Chapter	three	will	describe	the	research	methods	including	how	the	cases	

were	selected,	the	forms	of	data	collection,	how	data	will	be	analyzed,	validation	

strategy,	ethical	considerations,	and	limitations.		The	fourth	chapter	will	present	and	

highlight	the	results	of	the	case	study	analysis.		This	chapter	will	describe	the	

offensive	capabilities	of	both	cases	through	Kshetri’s	cyberwar	framework.		Chapter	

five	will	continue	the	case	analysis	and	describe	the	countries’	defensive	capabilities	

through	Nhan’s	nodal	governance	framework,	including	quotes	from	interviews	and	

secondary	data	where	necessary.		The	final	chapter	will	discuss	the	results	of	the	

study,	the	implications	for	theory	development,	public	policy,	practice,	future	

research,	and	a	conclusion.		An	appendix	will	include	copies	of	internal	review	board	

approval	from	the	University	of	California	at	Irvine,	the	informed	consent	forms	in	

English,	and	the	interview	schedule.	
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Chapter	2	
Literature	Review	
Cyber	Criminology	
	 Cyber	Criminology	is	in	its	infancy	and	the	field	has	not	experienced	the	

academic	rigor	other	areas,	such	as	gangs,	policing	issues,	common	crimes,	or	the	

like	(Wall,	2007).		Early	scholarship	on	the	subject	has	focused	on	defining	the	field	

(Grabosky,	2007;	Schmalleger	&	Pittaro,	2009),	as	well	as	the	legal	(Edwards	&	

Waelde,	2009)	and	policing	problems	(Hunton,	2010)	cybercrime	poses,	and	efforts	

to	prevent	cybercrime	(Kshetri,	2006).		Currently,	the	field	remains	theoretically	

underdeveloped.		Important	research	within	the	field	eschews	theory	altogether,	

instead	opting	to	look	at	practical	technological	solutions	(S.	Brenner	&	Clarke,	

2005;	Jewkes,	2007)	or	legal	solutions	(Schwarz,	2003).		Exceptions	to	this	

theoretical	underdevelopment	would	include	studies	such	as	that	conducted	by	

Pontell	and	Rosoff	that	examined	cybercrimes	committed	by	juveniles	and	which	

introduced	the	term	“white-collar	delinquency”	to	the	criminological	lexicon	

(Pontell	&	Rosoff,	2008).	

Where	there	is	theory,	two	theories	dominate	the	discussion	and	neither	is	

appropriately	applied	to	inter-state	cybercrime.		Routine	Activity	Theory	(Cohen	&	

Felson,	1979)	is	the	predominant	theory	utilized	by	cyber	criminologists	to	explain	

online	victimology	and	has	been	used	to	analyze	everything	from	identity	theft	

(Pratt	et	al.,	2010)	to	youth	victimization	(Marcum,	Higgins,	&	Ricketts,	2010).		

Subcultural	and	learning	theories	are	used	to	explain	the	behaviors	of	cyber	

offenders	such	as	hackers	(Holt,	2007)	and	cyber-savvy	johns	(Holt	&	Blevins,	

2007).	
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Cyber	War	Theory	
Past	and	current	discussions	of	cyber	“war”	ignore	criminological	theorizing	

and	research	--	routine	activity	and	subcultural,	criminological	theories	are	

neglected	due	to	theoretical	narrowness	and	scholars	have	instead	concentrated	on	

concepts	and	theories	from	the	realms	of	psychology,	economics,	international	

relations,	and	warfare	(Kshetri,	2005).		Kshetri	(2005)	has	presented	the	most	

comprehensive	framework	to	explain	patterns	of	“global	cyber	war”	to	date.		This	

model	incorporates:	1)	characteristics	of	the	source	nation,	including	its	regulative,	

cognitive,	and	normative	institutions;	2)	ideology	of	the	offending	group;	3)	stock	of	

hacking	skills	relative	to	the	availability	of	economic	opportunities;	4)	types	of	cyber-

attacks;	5)	motivation;	and	6)	profile	of	target	organization.		The	motivation	

construct	in	particular	may	prove	fruitful	for	criminological	analysis.		While	this	

model	has	never	been	formally	tested,	it	appears	to	have	direct	relevance	to	the	two	

campaigns	of	“cyber	war”	from	Russia	against	Estonia	in	2007	and	Georgia	in	2008.	

	 During	April	2007,	Estonia	announced	it	would	move	the	“Bronze	Soldier	of	

Tallinn”	a	World	War	II-era	statue	erected	by	the	Soviets	in	1944.		This	

announcement	was	met	with	a	series	of	cyber-attacks	against	a	variety	of	Estonian	

organizations	including	the	Estonian	parliament,	banks,	ministries,	newspapers,	and	

broadcast	media	(Traynor,	2007).		Estonian	investigations	revealed	that	the	

majority	of	the	attackers	lived	within	the	jurisdiction	of	the	Russian	Federation.		The	

Russian	government	has	rebuffed	all	Estonian	requests	for	assistance	in	the	matter.		

This	2007	incident	adheres	quite	closely	to	the	model	devised	by	Kshetri	in	2005.		

The	Former	Soviet	Union	and	Central	and	Eastern	Europe	(FSU&CEE)	are	known	as	

cybercrime	hotspots	(Kshetri,	2013)	due	to	a	lack	of	“…laws	directed	against	
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cybercrimes	and	little	capacity	to	enforce	existing	laws”	(Kshetri,	2005).		That	

characteristic	of	the	source	nation	combined	with	the	pro-Russia	ideology	and	the	

abundance	in	available	hacking	skills	appear	to	fit	the	global	model	of	cyber	war	

quite	well.	Furthermore,	these	were	targeted	cyber-attacks	that	drew	on	

community-based	intrinsic	motivation	to	attack	a	weak	target	organization.	

	 This	dissertation	expands	upon	this	model	by	applying	this	framework	to	the	

U.S.	and	China,	in	order	to	examine	how	different,	though	sometimes	similar,	the	

two	countries	are	to	one	another	when	acting	offensively	online.		Kshetri’s	(2005)	

framework	is	limited	in	two	ways.		First,	it	does	not	explain	a	country’s	defensive	

capabilities	and,	second,	it	incorporates	no	criminological	research.		The	

dissertation	addresses	these	shortcomings	through	the	subsequent	use	of	“nodal	

governance”	theory	as	well	as	the	criminological	theories	it	alludes	to.	

	

Cyber	Nodal	Governance	
	 The	nodal	governance	theoretical	framework	was	developed	by	Johnston	and	

Shearing	(2003),	which	builds	upon	Castells’	(1996)	work	on	social	networks.		This	

work	is	important	because	it	attempts	to	address	the	impact	of	the	“age	of	

information”	on	all	aspects	of	society	(Castells,	1996).		Originally	used	to	describe	

policing	in	the	physical	world,	the	concept	has	been	transformed	to	cover	the	online	

sphere	by	Wall	(2007),	Nhan	(2008),	and	Huey	et	al.	(2013).		Traditional	nodal	

frameworks	describe	“security	networks”	composed	of	“nodes,”	which	are	

individual	actors	“with	a	stake	in	pooling	resources	to	pursue	collective	forms	of	

security”	(Huey	et	al.,	2013).		Each	node	possesses	different	resources	and,	
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frequently,	no	single	stakeholder	has	the	complete	resources	to	detect	and	respond	

to	a	threat	(Dupont,	2004;	Wood	&	Dupont,	2006).	

	 This	new	view	of	multiple	security	stakeholders	that	must	work	in	

conjunction	to	defeat	a	threat	helps	describe	the	reality	of	online	security:	“Simply	

put,	traditional	conceptualizations	and	methods	of	policing	are	not	effective	for	

responding	to	cyber-crimes”	(Walker,	Brock,	&	Stuart,	2006).	

	 In	an	attempt	to	answer	the	question,	“How	is	cybercrime	policed	specifically	

in	California?”	Nhan	(2008)	discovered	and	mapped	the	“key	security	stakeholders”	

into	four	“nodal	clusters”:	1)	Law	Enforcement,	2)	Government,	3)	Private	Industry,	

and	4)	General	Public.		To	move	beyond	this	descriptive	account,	Nhan	(2008)	

“sought	to	identify	and	examine	structural,	political,	economic,	and	cultural	

variables	that	affect	cooperation	and	conflict	between	actors.”	

One	variable	cited	by	Nhan	(2008)	and	mentioned	frequently	throughout	the	

literature	is	simply	the	sheer	volume	of	cyber-crimes	committed	(Huey	et	al.,	2013;	

Wall,	2007).		Thus,	issues	of	system	capacity	(Pontell,	1978,	1982)	are	inherent	to	

the	online	security	problem.		Nhan	(2008)	focused	on	law	enforcement	and	the	

capacity	issues	it	faced	when	policing	crime	online,	specifically,	a	lack	of	funding	and	

of	properly	trained	personnel.		Nhan	(2008)	recognized	that	the	lack	of	monetary	

resources	and	sheer	manpower	contributed	to	some	of	the	primary	“blockages”	

between	security	stakeholders.		In	most	cases,	police	departments	did	not	have	

specialized	“cybercrime”	units	and	when	task	forces	were	formed	to	address	

particular	cases	the	skills	that	police	forces’	sought	in	recruits,	such	as	physical	

strength,	were	entirely	not	useful	online.		More	recent	research	(Huey	et	al.,	2013)	
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has	found	that	issues	of	system	capacity	continue	at	the	national	level	in	addition	to	

other	legal	and	criminological	issues.		For	example,	online	vigilantes	were	willing	to	

donate	time,	technical	expertise,	and	manpower	to	combat	sexual	predators,	but	law	

enforcement	was	not	ready	to	properly	train	and	deputize	these	volunteers	making	

much	of	the	vigilante-collected	evidence	inadmissible	in	court	(Huey	et	al.,	2013).	

	

The	Insights	of	Traditional	Criminology	
	 Utilizing	Kshetri’s	(2005)	global	model	of	cyber	war	may	help	illuminate	the	

process	and	factors	behind	specific	attacks	or	even	a	series	of	attacks,	but	the	model	

is	entirely	lacking	when	it	comes	to	explaining	the	response	to	cyber	war	and	the	

state	of	a	nation’s	cyber	defense.		This	can	be	supplemented	with	the	discussion	

Nhan	(2008)	began	of	cyber	“policing”	at	the	local	level	and	this	dissertation	

expands	this	analysis	to	the	national	level	by	building	on	his	nodal	framework.		To	

more	fully	explain	the	inhibiting	factors	behind	cyber	security,	this	study	

incorporates	more	traditional	criminology	theories,	specifically	system	capacity	

(Pontell,	1978),	regulatory	theory	(Braithwaite,	2006;	Braithwaite	&	Geis,	1982;	

Makkai	&	Braithwaite,	1991),	and	theories	of	compliance	(Ashby,	Chuah,	&	

Hoffmann,	2004;	Caudill	&	Murphy,	2000;	Kindt,	2003;	Verboon	&	van	Dijke,	2011).	

System	capacity	
	 As	with	white-collar	crime	both	in	the	U.S.	(Goetz,	1997)	and	China	(Ghazi-

Tehrani,	Pushkarna,	Shen,	Geis,	&	Pontell,	2013),	evidence	seems	to	suggest	that	

cybercrime	is	also	difficult	to	detect	and	prosecute	due	to	issues	of	system	capacity.		

Initially	devised	to	analyze	street	crime,	system	capacity	refers	to:	“...the	willingness	

and	ability	of	the	criminal	justice	system	to	enforce	laws	and	mete	out	punishment”	
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(Pontell,	1978).	Nhan	(2008)	found	issues	of	system	capacity	in	his	study	of	

cybercrime	in	the	U.S.	and	pre-study	interviews	with	Chinese	researcher	reveal	that	

these	issues	are	considerably	worse	regarding	these	crimes	in	the	People’s	Republic	

of	China.		As	far	back	as	2005,	there	were	rumors	that	party	officials	had	begun	to	

recruit	“internet	police”	to	both	monitor	and	shape	discussions	online	(Watts,	

2005).		In	these	initial	discussions,	estimates	pegged	the	virtual	police	force	to	

around	30,000	(Watts,	2005),	but	the	most	recent	estimates	say	to	control	its	500	

million	internet	users,	China’s	online	monitors	now	number	over	2	million,	a	force	

that	dwarfs	China’s	large	1.5	million	man	traditional	military	(Hunt	&	Xu,	2013).		

How	China	deals	with	various	issues	related	to	system	capacity	as	Internet	

penetration	rates	increase	is	a	major	issue	the	dissertation	will	explore.	

	 In	the	U.S.,	growth	is	now	less	of	an	issue.	Rather,	the	current	laws,	legal	

system,	and	law	enforcement	apparatus	appear	overwhelmed,	outdated,	and	unable	

to	deal	with	the	levels	of	cyber-attack	already	present	(issues	also	present	in	China)	

(International	Workshop	on	Digital	Forensics	and	Incident	Analysis	&	IEEE	

Computer	Society,	2007).		Cyber-attacks	appear	in	the	news	with	ever-increasing	

frequency.		As	of	mid-2016,	large	data	breaches	at	Target,	Neiman	Marcus,	and	

Michael’s	have	placed	millions	of	customer’s	credit	card	numbers,	PINs,	and	

personal	information	at	risk.		Investigations	of	these	type	of	crimes	rarely	results	in	

arrest	due	to	capacity	issues	well-documented	elsewhere	(Hinduja,	2004;	Hunton,	

2011;	McQuade,	2006).		Hinduja	(2004),	for	example,	found	a	number	of	capacity	

issues	plague	cybercrime	investigations	including	training,	attitudes	toward	

cybercrime,	and	outdated	hardware:	“a	sizable	number	of	respondents	who	had	
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received	cybercrime	training	(68.4	percent	(65	of	95))	characterized	it	as	‘basic,’	

‘general,’	or	‘introductory;’”	“36.3	percent	(95)	of	the	276	responding	agencies	

revealed	that	computer	crimes	detract	from	officers’	attention	to	traditional	

crimes;”	and	“the	need	for	funding	and	sponsorship	by	the	private	sector,	and	the	

requirement	for	up-to-date	tools	and	equipment	in	order	to	be	successful	in	

investigations.”	

	

Regulatory	theories	
	 White-collar	crimes	and	computer	crimes	tend	to	have	more	in	common	than	

street	crime	and	computer	crimes	(Rosoff,	Pontell,	&	Tillman,	2010),	which	leads	to	

the	adaptation	and	application	of	white-collar	crime	theories	and	literature	to	

computer	crimes	(Pontell	&	Rosoff,	2008).		The	most	striking	similarities	are	issues	

involving	deterrence:	“White-collar	crime	is	more	under-deterred	than	other	forms	

of	crime,	and	reasons	persist	for	thinking	deterrence	can	be	more	effective	with	it	

(Braithwaite	&	Geis,	1982)”	and	“White-collar	crime	suffers	more	under-investment	

in	prevention	and	preventive	policing	than	other	forms	of	crime	(Braithwaite	&	Geis,	

1982)“	(Braithwaite,	2010).	

	 In	the	U.S.,	issues	of	under-	or	non-regulation	prove	to	be	some	of	the	

contributing	factors	to	poor	cyber	security.		Braithwaite	(2010)	extolls	the	power	of	

“benign	big	guns”	in	regulating	sensitive	financial	markets.		In	countries	such	as	

Indonesia,	for	example,	regulators	have	enormous	powers	allowing	them	to	“take	

over	banks,	increase	the	reserves	they	are	required	to	hold,	limit	their	derivatives	

trading…”	and,	yet,	regulators	“almost	never	fire	these	big	guns”	instead	opting	to	
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“express	concern”	which	often	is	enough	to	correct	any	wrongdoing	(Braithwaite,	

2010).	

	 The	lack	of	“benign	big	guns”	may	serve	as	an	explanation	for	the	repeated	

failure	of	both	private	and	public	institutions	from	properly	securing	their	

infrastructure.		For	example,	the	North	American	Electric	Reliability	Corporation	

(NERC)	set	regulatory	standards	for	water	processing	plants	in	the	United	States.		

The	organization	has	found	that	without	the	threat	of	enforcement,	its	

recommendation	are	not	followed	by	the	majority	of	U.S.	water	processing	facilities	

(Assante,	2009).		Likewise,	the	Financial	Services	Modernization	Act	of	1999,	also	

known	as	the	Gramm–Leach–Bliley	Act,	set	the	“Safeguards	Rule,”	which	requires	

financial	institutions	to	develop	a	written	information	security	plan	that	describes	

how	the	company	is	prepared	for,	and	plans	to	continue	to	protect	clients’	nonpublic	

personal	information.		Again,	there	is	no	effective	regulatory	apparatus	in	place,	so	

attacks	such	as	the	2011	hack	of	Citibank	that	resulted	in	the	stolen	personal	

information	of	210,000	credit	card	holders	will	likely	continue	(Zetter,	2011b).	

China,	on	the	other	hand,	has	a	very	strong	regulatory	apparatus	for	online	

transgressions;	the	country	frequently	sentences	online	protestors	to	“re-education	

through	labor”	(Reuters,	2013),	but	also	appears	unlikely	to	punish	the	most	active	

hackers	as	long	as	they	are	attacking	targets	outside	of	China.		It	appears	as	if	China	

is	in	possession	of	a	“big	gun”	that	can	remain	“benign”	but	also	spring	into	effect	

when	it	suits	the	country’s	goals	at	the	time.	

This	dissertation	examines	such	potential	regulatory	effects	on	cybercrime	

which	includes	the	two	competing	regulatory	“pyramids”	(Chang,	2012)	described	
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by	Ayres	&	Braithwaite	(1992)	and	Gunningham,	Grabosky	&	Sinclair	(1998).		These	

two	regulatory	pyramids	take	different	approaches	to	motivate	compliance.		Ayres	

and	Braithwaite	(1992)	describe	a	regulatory	pyramid	that	relies	on	escalating	

punishments	for	non-compliance:	at	the	bottom	of	the	pyramid	are	education	and	

persuasion	about	a	problem,	the	top	of	the	pyramid,	representing	the	most	extreme	

form	of	punishment,	advocates	the	use	of	capital	punishment.		Gunningham	et	al.	

(1998),	on	the	other	hand,	describe	a	strengths-based	pyramid	that	relies	on	

escalating-rewards	for	compliance:	at	the	bottom	remain	education	and	persuasion	

about	a	problem,	but	the	pyramid	rewards	system	builds	to	an	“academy	award.”		As	

Chang	(2012)	notes	the	strength	of	both	pyramids	comes	from	the	volunteerism,	

self-regulation,	and	regulatory	pluralism	hypothetically	allowed.		At	this	point,	

however,	it	is	not	known	to	what	extent	either	pyramid	is	demonstrated	or	

attempted	in	the	U.S.	or	China.		The	dissertation	shows	how	the	regulatory	

apparatus	of	each	country	fits	these	pyramid	models	of	prevention	and	control	in	an	

effort	to	more	clearly	understand	how	each	might	operate	and	what	barriers	to	their	

uses	exist.	

	

Compliance	theories	
While	regulatory	theories	help	explain	cyber	security	enforcement	at	the	

governmental	level,	compliance	theories	help	explain	cyber	security	at	the	

organizational	level.		As	was	described	by	Nhan	(2008),	private	industry	in	the	U.S.	

runs	the	gamut	when	it	comes	to	cooperation	with	law	enforcement.		Technology	

companies	have	been	typically	uncooperative	(and	even	hostile)	with	law	
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enforcement	agencies,	while	the	film	industry	usually	has	a	more	open	relationship	

(Nhan,	2008).		It	is	here	that	compliance	scholarship	can	help	illuminate	the	current	

state	of	cyber	security	(or	lack	thereof).		This	dissertation	documents	the	structural	

blockages	and	disincentives	that	help	explain	both	the	U.S.	and	China’s	vulnerability	

to	cyber-attack.	

	 Kindt	(2003)	uses	the	failure	to	regulate	the	gambling	industry	to	

demonstrate	“incentives	for	perpetual	non-compliance,”	which	provides	one	way	in	

which	the	compliance	literature	may	be	adopted	to	the	study	of	cybercrime.		He	

found	two	main	reasons	for	repeated	non-compliance	within	the	gambling	industry	

that	experts	believe	also	apply	to	the	computer	security	industry.		First,	that	“the	

regulatory	scheme	in	place	in	many	states	provided	a	larger	incentive	for	gambling	

operators	to	skirt	the	law	than	to	comply	with	it”	(Kindt,	2003,	p.	222).		Second,	“the	

gambling	industry	formed	powerful	lobbies	as	soon	as	it	was	established	in	a	given	

state	making	large	political	contributions	and	compromising	any	significant	

opposition”	(Kindt,	2003,	p.	222).	This	study	considers	how	such	factors	might	come	

into	play	when	looking	at	“perpetual	non-compliance”	within	the	realm	of	computer	

security.	

	 First,	as	mentioned	above,	the	cyber	“regulatory	scheme”	may	provide	

similar	dis-incentives	to	that	of	the	gambling	industry.		One	expert	on	cybercrime	in	

China	(personal	interview	2014)	cited	a	major	problem	he	has	found	in	his	work:	

corporations	(in	both	the	U.S.	and	China)	face	stricter	regulation	after	admitting	

they’ve	been	hacked.		He	believes	that	this	is	the	strongest	reason	corporations	

attempt	to	keep	their	cyber	security	breaches	private,	even	more	so	than	the	threat	
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of	backlash	from	the	public.		He	also	believed	that	the	private	cyber	security	

industry	greatly	benefits	from	“fear”	and	that	an	absolutely	secure	Internet	is	not	in	

the	industry’s	best	financial	interest.		

	 There	is	no	developed	scholarly	literature	on	the	role	private	organizations	

play	in	global	cyber	security.	This	study	advances	such	understanding	using	the	

corporate	compliance	literature.		One	article,	“Growing	the	Carrot:	Encouraging	

Effective	Corporate	Compliance,”	(Harvard	Law	Review,	1996)	provides	an	excellent	

starting	point	and	even	addresses	the	issues	raised	above.		It	provides	a	number	of	

suggestions	to	increase	corporate	compliance	including:	the	promulgation	of	

guidelines;	guidance	for	corporations;	and	meeting	the	guidelines’	deterrence	goal,	

including	selective	amnesty,	self-evaluative	privilege,	and	cooperative	preapproval.		

“Selective	amnesty”	would	address	the	concerns	of	some	experts	as	noted	above,	

and	allow	proactive	companies	to	announce	intrusions	and	ask	for	help	without	fear	

of	“invasive”	government	intervention.		This	partnership	between	“nodes”	could	

lead	to	improved	cyber	security.	

	 A	recent	study	of	compliance	within	governmental	information	systems	

security	(ISS)	found	government	agencies,	which	are	subject	to	stricter	standards	

than	private	companies,	are	likely	to	fail	compliance	standards	(S.	Smith,	

Winchester,	Bunker,	&	Jamieson,	2010).		The	authors	note	that	within	government	

only	33%	of	information	systems	appear	to	be	compliant	with	standards,	as	of	2008.		

The	authors	utilize	Clegg’s	(1989)	framework	“circuits	of	power”	which	look	

startling	similar	to	the	nodal	framework	utilized	by	Nhan	(2008)	and	Huey	et	al.	

(2013).		This	framework	posits	that	organizations	(both	industry	and	
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governmental)	consist	of	“circuits”	which	pass	through	“obligatory	passage	points”	

(or	nodes)	in	which	all	traffic	must	be	routed	through	(Clegg,	1989).		These	nodes	

wield	power	and	the	power	transfer	between	nodes	is	rarely	one-way.		Smith	et	al.	

(2010)	found	that	within	government	the	interplay	between	nodes	was	a	

determinate	factor	in	compliance	and	that	the	main	resistance	posed	by	non-

compliant	nodes	was	due	to	1)	norms,	2)	culture,	and	3)	lack	of	resources.		These	

findings	echo	those	found	by	Huey	et	al.	(2013)	and	Nhan	(2008).	

The	cybercrime	literature	has	remained	theoretically	stunted,	but	this	review	

suggests	at	least	three	areas	in	which	white-collar	crime	research	and	theory	can	be	

useful	in	examining	the	etiology	of	cybercrime.		One	of	the	questions	posed	by	this	

study	is	“How	can	cyber	space	be	best	regulated?”	and	the	expansion	of	

criminological	theoretical	frameworks	into	the	field	of	cyber	security	will	offer	a	

foundation	for	searching	for	an	answer.	
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Chapter	3	
Research	Methods	
	 This	project	utilizes	a	case	study	design.		Case	studies	are	“an	exploration	of	a	

‘bounded	system’	of	a	case	or	multiple	cases	over	time	through	detail,	in	depth	data	

collection	involving	multiple	sources	of	information	rich	in	context”	(Creswell,	2013,	

p.	61).		The	multiple	case	study	design	or	collective	case	study	investigates	several	

cases	to	gain	insight	into	a	central	phenomenon	(Creswell,	2012;	Stake,	1995;	Yin,	

2014).		

	

Case	Selection	
	 The	U.S.	and	China	have	been	selected	for	the	variety	of	reasons	mentioned	in	

chapter	1,	the	most	important	being	that	these	two	countries	are	ranked	#1	and	#2	

as	“online	superpowers”	(International	Telecommunications	Union,	2013;	Pingdom,	

2012).		While	other	countries	are	capable	of	an	attack,	such	as	Russia,	France,	Israel,	

Iran,	and	India,	these	countries	do	not	qualify	as	“Advanced	Persistent	Threats.”		

Simply	put,	the	U.S.	and	China	are	not	only	more	skilled,	but	also	demonstrate	their	

technological	prowess	more	frequently	(Blue,	2013;	Mandiant,	2013).	

These	two	countries	were	also	selected	because	there	is	the	most	data	

available	for	them	due	to	the	fact	that	they	are	the	two	most	active	online	countries,	

both	attacking	one	another	and	other	countries	around	the	globe.		While	studying	

Russia,	the	#3	“online	superpower,”	would	reveal	much	about	that	country’s	

capabilities,	Russia’s	known	use	of	cyber-attacks	has	thus	far	been	limited	to	the	

country’s	immediate	goals,	including	support	for	land	skirmishes	in	ex-satellite	

countries	(Traynor,	2007).	
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Data	Collection	
	 This	study	relies	primarily	on	two	forms	of	qualitative	data:	interviews	and	

secondary	information.	

	 Interviews.	Eighty-five	semi-structured	elite	interviews	were	conducted	with	

seventy-two	interview	subjects	across	a	variety	of	fields	including:	law	enforcement	

officers,	government	officials,	scholars	within	the	field,	security	industry	employees,	

and	media	personalities	that	focus	on	cyber	security.		Interviews	were	conducted	in-

person	when	possible	(n=12),	but	were	primarily	conducted	through	encrypted	text	

chat	(n=17)	or	via	encrypted	email	(n=56).		For	privacy	reasons,	in-person	

interviews	were	not	recorded	and	all	interview	notes	have	been	securely	stored	and	

stripped	of	all	identifying	information.		Participants	were	provided	with	a	consent	

form	in	English	and	were	told	they	may	end	the	interview	and	withdraw	from	the	

study	at	any	point;	no	interviewees	ended	participation	after	it	began.	

	 The	initial	pool	of	possible	interview	subjects	was	compiled	using	lists	of	

government	agencies,	security	corporations,	media	personalities,	and	internet	

searches	for	relevant	topics	such	as	“cyber	security”	and	“information	security.”		In	

total,	173	individuals	were	contacted	via	phone	(when	available)	or	email.		Sixty-

eight	of	these	173	agreed	to	be	interviewed,	and	an	additional	4	interviewees	were	

suggested	by	other	interview	subjects.		In	total,	this	represents	an	initial	response	

rate	of	39.3%.		Thirteen	interview	subjects	were	interviewed	twice;	all	repeat	

interviews	were	first	suggested	by	the	interviewee	his	or	herself.		In	most	cases,	

follow	up	interviews	occurred	after	an	interview	subject	had	returned	to	their	place	
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of	employment	and	had	collected	additional	information	they	believed	would	be	

helpful	for	this	study.	

	 The	interviews	were	semi-structured	and	followed	an	interview	schedule	

(see	appendix	1),	but	the	researcher’s	personal	familiarity	with	the	subject	matter	

resulted	in	most	valuable	information	coming	from	“probe	questions”	after	initial	

responses.		The	interview	questions	covered	five	major	areas:	1)	U.S.	offensive	

capabilities,	2)	U.S.	defensive	capabilities,	3)	China	offensive	capabilities,	4)	China	

defensive	capabilities,	and	5)	U.S.-China	relations.		While	every	question	was	asked	

of	every	interviewee,	some	questions	were	not	directly	applicable	for	all	

participants;	for	example,	questions	concerning	law	enforcement	procedures	were	

not	answered	by	private	industry	employees.	

	 Secondary	data.	The	documents	gathered	for	the	proposed	study	include	

numerous	types	including:	reports	from	the	computer	security	industry,	

congressional	reports,	newspaper	articles,	and	press	releases.		While	the	computer	

security	industry,	law	enforcement,	and	government	are	known	for	secrecy	in	the	

U.S.,	these	same	areas	are	even	more	secretive	in	China.		It	was	the	researcher’s	goal	

to	use	as	many	sources	as	possible	to	develop	an	in-depth	picture	of	the	cyber	

security	landscape.	

	

Data	Analysis	
	 Before	the	data	was	analyzed,	the	researcher	transcribed	all	oral	interviews,	

interview	notes,	and	secondary	documents.		This	process	of	transcription	allows	the	

researcher	to	become	acquainted	with	the	data	(Riessman,	1993).		The	researcher	
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created	Microsoft	Word	files	for	all	interviews,	interviews	notes,	and	secondary	

documents.		These	files	were	password-protected	and	saved	on	an	encrypted	

computer	that	only	the	researcher	has	access	to.		The	researcher	did	not	code	data	

sentence-by-sentence	or	paragraph-by-paragraph,	but	instead	chose	to	code	for	

meaning.		For	example,	many	interviewees	described	issues	of	system	capacity	

without	previously	knowing	the	term;	once	explained,	nearly	every	interviewee	

would	relate	similar	stories	demonstrating	a	complete	understanding	of	the	terms	

meaning.	

	

Validation	Strategy	
	 A	common	critique	of	research	is	the	validity	of	studies	that	use	qualitative	

methodology.		Thus,	the	researcher	utilized	triangulation	to	increase	credibility.		All	

data	was	triangulated	with	the	various	forms	of	data	that	were	collected	in	this	

study	(i.e.	interviews,	security	reports,	newspaper	articles,	etc.).	

	 The	researcher	notes	that	information	saturation	(Glaser	&	Strauss,	1967)	

occurred	after	approximately	one-third	of	the	interviews	had	been	conducted;	

regardless	of	industry,	interview	subjects	tended	to	have	similar	perceptions	of	the	

U.S.,	China,	their	respective	online	capabilities,	and	the	current	digital	landscape	

with	relation	to	cyber	insecurity.		While	the	repetition	in	factual	responses	was	an	

indicator	of	qualitative	saturation,	subsequent	interviews	were	still	valuable	as	

respondents	differed	greatly	in	their	responses	to	questions	asking	for	possible	

political	or	policy	solutions.	
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Ethical	Considerations	
	 All	interview	participants	were	treated	in	accordance	to	the	ethical	

guidelines	of	the	American	Psychological	Association	(APA)	and	the	University	of	

California	at	Irvine	Institutional	Review	Board	(IRB).		While	American	participants	

were	unlikely	to	be	subject	to	any	identifiable	risks	for	participating	in	this	study,	

safety	precautions	were	taken	nonetheless.		Thus,	a	number	of	considerations	were	

made	when	dealing	with	interviewees.		First,	all	interviewees	were	kept	anonymous	

through	the	use	of	pseudonyms	both	during	the	interview	and	on	all	interview	notes	

and	transcriptions.		Second,	interviewees	were	not	recorded	in	any	way.	Third,	all	

interviewees	were	given	consent	forms	written	in	English	that	notified	them	of	any	

risks	and	gave	them	the	option	to	remove	themselves	from	participation	at	any	time.	

	

Limitations	
	 As	was	mentioned	in	the	Data	Collection	section,	finding	reliable	secondary	

data	concerning	security	issues	remains	difficult.		This	is	due	to	a	variety	of	reasons,	

primarily	because	secrecy	benefits	almost	all	of	the	stakeholders	identified	by	Nhan	

(2008).		Governments,	law	enforcement	agencies,	and	private	companies	all	view	

negative	security	information	as	a	risk	whether	it	is	a	risk	to	national	security,	to	an	

ongoing	investigation,	or	to	profits.		Conversely,	computer	security	firms	benefit	

from	releasing	“alarming”	reports	because	they	stand	to	make	a	profit	if	they	sell	

more	products.		Thus,	it	is	necessary	to	consider	where	or	who	is	the	source	of	

information	and	the	use	of	triangulation	was	necessary	to	remove	some	of	the	

remaining	data	reliability	issues.	
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	 There	also	remain	limitations	to	interview	

data.		Personal	and	professional	risk	may	have	prevented	some	interviewees	from	

answering	some	questions	fully.		While	no	interview	questions	were	outright	

refused	by	any	interview	subject,	it	is	impossible	to	know	if	any	information	had	

been	withheld.		These	risks	also	may	have	resulted	in	a	negative	effect	on	the	pool	of	

willing	interviewees	itself.		While	this	situation	is	less	than	ideal,	it	remains	the	only	

option	for	collecting	the	information	that	can	most	accurately	inform	the	research	

and	policy	questions	raised	by	this	dissertation.	

	

Policy	Implications	
	 As	was	noted	in	the	literature	review	section,	cybercrime	research	has	

prescribed	two	solutions	for	the	growing	cybercrime	problem:	more	technical	

security	and/or	more	law.		The	following	research	demonstrates	that	these	two	

approaches	lack	a	necessary	component:	the	regulatory	apparatus	to	see	that	law	is	

put	into	practice	in	an	effort	to	encourage	technical	security.		The	current	state	of	

affairs	between	the	U.S.	and	China	online	provides	the	perfect	venue	to	analyze	

strengths	and	weaknesses,	which	will	then	provide	a	course	of	action.		The	source(s)	

of	the	inherent	inconsistencies	of	the	current	approach	have	become	clear	and,	

hopefully,	this	research	may	help	shape	the	law,	regulation,	and	technical	security	to	

follow.	

	 At	the	very	least,	the	research	should	demonstrate	the	seriousness	of	the	

ongoing	“cyber	war”	between	the	U.S.	and	China	even	if	it	has	not,	and	may	not,	rise	

to	the	level	of	physical	attack	via	virtual	means.		This	research	does	demonstrate	
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that	the	continued	security	breaches	follow	a	pattern	and	should	be	viewed	more	

seriously	than	they	currently	are.		This	may	result	in	increases	in	security	spending,	

at	every	level,	in	an	effort	to	enhance	the	levels	of	virtual	security	to	that	of	physical	

security.	 	
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Chapter	4	

Advanced	Persistent	Threats	

	 On	March	11,	2013,	Thomas	Donilon,	President	Obama’s	national	security	

advisor	gave	a	speech	at	the	“Asia	Society”	in	New	York	City	(White	House,	2013b).		

The	speech	focused	on	a	variety	of	issues	affecting	U.S.-China	relations,	but	made	

specific	mention	of	cyber	security	and	noted	increased	Chinese	“aggression.”		He	

described	a	digital	landscape	where	American	companies	fell	victim	to	

“sophisticated,	targeted	theft	of	confidential	business	information	and	proprietary	

technologies	through	cyber	intrusions	emanating	from	China	on	an	unprecedented	

scale.”		Donilon,	an	official	representing	the	Obama	administration,	ended	his	speech	

requesting	Chinese	government	officials	in	Beijing	do	two	things:	first,	to	respond	to	

“the	urgency	and	scope	of	this	problem	and	the	risk	it	poses	–	to	international	trade,	

to	the	reputation	of	Chinese	industry,	and	to	our	overall	relations,”	as	well	as,	to	

“take	serious	steps	to	investigate	and	put	a	stop	to	these	activities”	(White	House,	

2013b).	

	 The	strongly-worded	speech	came	in	response	to	years	of	corporate	

espionage	at	the	hands	of	the	Chinese	(“The	Great	Brain	Robbery,”	2016).		While	

cases	of	corporate	espionage	are	common,	the	guilty	parties	tend	to	be	other	

corporations.		For	example,	American	company	Cisco	Systems	Inc.,	famous	for	its	

consumer	and	enterprise	networking	equipment,	sued	Chinese	corporation	Huawei	

Technologies	Co.	Ltd.	in	early	2003	(Thurm,	2003).		Cisco	alleged	that	Shenzhen-

based	Huawei	"unlawfully	copied	and	misappropriated	Cisco's	IOS	software	
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including	source	code"	and	that	the	company	had	been	selling	routers	of	a	slightly-

modified	Cisco	design	(Thurm,	2003).		What	makes	Thomas	Donilon’s	speech	

unique	is	that	he,	along	with	the	Obama	administration,	knew	that	these	intrusions	

were	not	simply	private	company	versus	company	affairs.		The	U.S.	government	

knew	the	Chinese	government	was	responsible	for	the	majority	of	these	intrusions,	

but	only	because	of	the	U.S.	government’s	own	international	hacking	(F.	M.	Kaplan,	

2016).	

	

The	National	Security	Agency’s	“Tailored	Access	Operations”		

	 The	U.S.	military	recognizes	five	core	capabilities	under	Information	

Operations	(IO)	Information	Warfare.		These	are	Psychological	Operations	(PSYOP),	

Military	Deception	(MILDEC),	Operations	Security	(OPSEC),	Electronic	Warfare	

(EW),	and	Computer	Network	Operations	(CNO).		CNO	is	a	broad	term	that	

encapsulates	three	types	of	computer	use:	computer	network	attack	(CNA),	

computer	network	defense	(CND)	and	computer	network	exploitation	(CNE)	

(Wilson,	2007).		Conventional	wisdom	is	that	information	is	power	and,	as	more	

information	is	digitized	and	conveyed	over	an	ever	expanding	network	of	

computers,	gaining	information	superiority	or	denying	the	enemy	this	capability	has	

become	increasingly	important.	

	 The	Office	of	Tailored	Access	Operations	(TAO)	is	the	cyber-warfare	

intelligence-gathering	unit	of	the	National	Security	Agency	(NSA)	(Der	Spiegel,	

2013).	While	the	NSA	is	reluctant	to	share	information,	interviewees	believe	TAO	

has	been	active	since	at	least	1998.		TAO	identifies,	monitors,	infiltrates,	and	gathers	
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intelligence	on	computer	systems	being	used	by	entities	foreign	to	the	United	States	

under	the	guise	of	“computer	network	exploitation”	or	CNE.		Document	leaks	by	

Edward	Snowden	during	the	summer	of	2013	shed	light	on	TAO;	these	documents	

describe	a	set	of	tools	that	can	break	into	most	common	“routers,	switches,	and	

firewalls	from	multiple	product	vendor	lines”	(Der	Spiegel,	2013).	

	 Originally	based	at	NSA	headquarters	in	Fort	Meade,	Maryland;	TAO	now	has	

remote	operations	centers	(or	ROCs)	in	Wahiawa,	Hawaii;	Fort	Gordon,	Georgia;	San	

Antonio,	Texas;	and	Denver,	Colorado	(Peterson,	2013).		TAO	is	reportedly	“now	the	

largest	and	arguably	the	most	important	component	of	the	NSA's	huge	Signals	

Intelligence	Directorate	(SIGINT),	consisting	of	more	than	1,000	military	and	civilian	

computer	hackers,	intelligence	analysts,	targeting	specialists,	computer	hardware	

and	software	designers,	and	electrical	engineers”	(Aid,	2013).	

	 The	Office	motto	is	“Your	data	is	our	data,	your	equipment	is	our	equipment	-	

anytime,	anyplace,	by	any	legal	means”	(Spencer,	2015).		And	the	group	is	

responsible	for	the	NSA’s	formerly-top	secret,	but	now	remarkably	famous	

XKEYSCORE	program	used	to	sort	through	“meta	data”	collected	from	American	

phone	companies	and	internet	service	providers	(ISPs)	(Spencer,	2015).		That	

software	was	incredibly	robust	and	allowed	operators	to	do	a	number	of	advanced	

searches	including	detecting	people	using	PGP	to	encrypt	their	email2,	showing	the	

																																																								
2	PGP	stands	for	“Pretty	Good	Privacy”	and	is	a	data	encryption	and	decryption	computer	program	
that	provides	cryptographic	privacy	and	authentication	for	data	communication.	PGP	is	often	used	
for	signing,	encrypting,	and	decrypting	texts,	e-mails,	files,	directories,	and	whole	disk	partitions	and	
to	increase	the	security	of	e-mail	communications.	It	was	created	by	Phil	Zimmermann	in	1991	and	
was	used	extensively	by	the	author	of	this	study	to	communicate	with	all	interview	subjects.	
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usage	of	virtual	private	networks	(VPNs),	tracking	the	source	and	authorship	of	a	

document,	and	monitoring	users	on	the	encrypted	TOR3	network.	

	 Through	TAO	and	their	use	of	computer	network	exploitation	(CNE),	the	U.S.	

government	knew	that	the	Chinese	government	was	assisting	hackers	access	both	

top-secret	government	networks	as	well	as	the	computer	networks	of	private	

American	enterprises,	such	as	Cisco.		However,	national	security	adviser	Thomas	

Donilon	delivered	his	speech	in	March	2013,	a	full	three	months	before	the	

information	above	would	become	public	knowledge	during	the	“Summer	of	

Snowden.”	

	

Advanced	Persistent	Threat	1:	PLA	Unit	61398	

	 A	month	and	a	half	before	Thomas	Donilon’s	speech	in	New	York,	on	

February	19th,	2013,	computer	security	firm	Mandiant	released	a	seminal	report	

detailing	the	actions	of	a	group	it	had	termed	“APT1”	or	Advanced	Persistent	Threat	

1	(Mandiant,	2013).		An	advanced	persistent	threat	is	a	set	of	stealthy	and	

continuous	computer	hacking	processes,	often	orchestrated	by	hackers	which	target	

a	specific	entity.	An	APT	usually	targets	organizations	and/or	nations	for	business	

or	political	motives	and,	as	such,	APT	processes	require	a	high	degree	of	covertness	

in	order	to	operate	over	a	long	period	of	time.	The	advanced	process	signifies	

sophisticated	techniques	that	typically	require	considerable	investment	in	both	time	

and	money.	The	persistent	process	suggests	that	an	external	command	and	control	

																																																								
3	TOR	is	free	software	for	enabling	anonymous	communication.	The	name	is	an	acronym	derived	
from	the	original	software	project	name	“The	Onion	Router.”	
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system	is	continuously	monitoring	and	extracting	data	from	a	specific	target	and	the	

threat	process	indicates	human	involvement	in	orchestrating	the	attack	(Mandiant,	

2013).	

	 The	term	“advanced	persistent	threat”	was	created	in	2006	by	U.S.	Air	Force	

Colonel	Greg	Rattray	to	describe	targeted,	socially-engineered	emails	that	deposited	

trojans4	to	“lift”	sensitive	information	from	various	western	governments,	

specifically	the	United	States	and	United	Kingdom	(Arsene,	2015).		An	APT	usually	

refers	to	a	group,	such	as	a	government,	with	both	the	capability	and	the	intent	to	

target,	persistently	and	effectively,	a	specific	entity.		Madiant’s	report	was	entitled	

“APT1:	Exposing	One	of	China’s	Espionage	Units”	and,	while	APTs	are	traditionally	

unnumbered,	the	designation	of	“APT1”	was	purposeful;	Mandiant	wished	to	convey	

the	sentiment	that,	of	all	known	APTs,	this	is	the	furthest-reaching,	longest-running,	

and	most	advanced	threat	in	existence.	

	 The	report	begins	with	a	quote	from	the	Chinese	Defense	Ministry:	“It	is	

unprofessional	and	groundless	to	accuse	the	Chinese	military	of	launching	cyber-

attacks	without	any	conclusive	evidence”	(Timberg	&	Nakashima,	2013)	and	over	

the	next	74	pages	Mandiant	does	just	that.		The	report	alleges	that	there	are	no	less	

than	twenty	APTs	acting	from	within	China	and	that	“the	Chinese	Government	is	

aware	of	them.”		Through	an	extensive	3-year	investigation	the	security	firm	

concludes	that	APT1	is	believed	to	be	the	2nd	Bureau	of	the	People’s	Liberation	

Army	(PLA)	General	Staff	Department’s	(GSD)	3rd	Department,	which	is	commonly	

																																																								
4	A	“trojan”	is	any	malicious	computer	program	which	is	used	to	hack	into	a	computer	by	misleading	
users	of	its	true	intent.	The	term	is	derived	from	the	Ancient	Greek	story	of	the	wooden	horse	that	
was	used	to	help	Greek	troops	invade	the	city	of	Troy	by	stealth.	
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known	by	its	Military	Unit	Cover	Designator	(MUCD)5	as	Unit	61398.		Thus,	not	only	

has	Mandiant	offered	digital	evidence,	it	has	traced	the	group	to	a	specific	subunit	of	

the	PLA,	going	so	far	as	to	offer	a	physical	location:	“Unit	61398	is	partially	situated	

on	Datong	Road	(大同路)	in	Gaoqiaozhen	(高桥镇),	which	is	located	in	the	Pudong	

New	Area	(浦东新区)	of	Shanghai	(上海).	The	central	building	in	this	compound	is	a	

130,663	square	foot	facility	that	is	12	stories	high	and	was	built	in	early	2007”	

(Mandiant,	2013,	p.	3).	

	 Comparable	to	the	NSA’s	TAO,	Unit	61398	employs	over	a	thousand	hackers,	

crackers,	and	analysts.		The	Unit	exclusively	utilizes	internet	access	via	the	state-

owned	telecommunications	giant	China	Telecommunications	Corporation	(China	

Telecom);	this	relation	between	the	Chinese	military	and	state-owned	enterprises	

will	be	discussed	in	detail	throughout	the	next	chapter.	

It	is	believed	that	most	of	the	active	employees	are	fluent	in	English	and	the	

Unit	has	recently	expanded	to	Shanghai.		While	initially	shrouded	in	secrecy,	

Mandiant	researchers	have	been	able	to	provide	publicly-available	documents	that	

not	only	affiliate	academics	with	the	Unit,	but	also	demonstrate	some	of	the	

techniques	they’ve	developed.		For	example,	“a	graduate	student	of	covert	

communications,	Li	Bingbing	(李兵兵),	who	openly	acknowledged	his	affiliation	

with	Unit	61398,	published	a	paper	in	2010	that	discussed	embedding	covert	

communications	within	Microsoft	Word	documents”	(Mandiant,	2013,	p.	5).	

																																																								
5	Chinese	military	units	are	given	“MUCDs,”	five-digit	codes,	that	allow	for	a	standardized	reference	
point	for	military	commanders.		The	designation	allows	for	each	military	unit	to	act	in	relative	
anonymity	(Blasko,	2012).	
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	 TAO’s	nebulous	motto,	and	the	Snowden	leaks,	reveal	the	intent	of	the	NSA	

office,	which	is	primarily	to	collect	any	and	all	data	that	may	be	useful	to	the	U.S.	spy	

industry.		The	attack	patterns	of	the	PLA’s	Unit	61398,	however,	demonstrate	a	

much	more	commercial	intent.		Since	2006,	Mandiant	has	observed	the	Unit	

compromise	141	different	companies	in	20	major	industries.		These	network	

intrusions	have	targeted	companies	and	government	institutions	worldwide,	but	the	

vast	majority	of	targets	have	been	within	the	United	States.		Japan,	United	Arab	

Emirates,	South	Africa,	Luxemburg,	France,	Belgium,	and	Norway	had	all	fallen	

victim	to	exactly	one	detected	intrusion	related	to	the	Unit	between	the	years	2006	

and	2013.		Taiwan,	Singapore,	India,	Israel,	Switzerland,	Canada,	and	the	United	

Kingdom	were	each	hacked	more	than	once,	but	five	times	or	less.		Entities	based	in	

the	United	States,	however,	were	attacked	115	times	over	the	same	period	

(Mandiant,	2013).	

	 Unit	61398	intrusions	primarily	targeted	the	Information	Technology,	

Transportation,	Electronics,	and	Financial	Services	industries.		While	less	common,	

there	were	also	targeted	attacks	against	Education,	Healthcare,	and	Mining	

industries.		Mandiant	notes	that	four	of	the	seven	emerging	industries	detailed	in	

China’s	12th	“Five	Year	Plan”6	had	been	targeted.	

	

																																																								
6	China's	“Five-Year	Plans”	are	a	series	of	social	and	economic	development	initiatives.		As	a	socialist	
economy,	planning	is	a	key	characteristic	for	the	Chinese	economy.		The	first	plan	covered	the	years	
1953	through	1957	and	was	an	initiative,	under	the	leadership	of	Mao	Zedong,	to	embark	on	an	
intensive	program	of	industrial	growth.		Since	the	11th	plan	(covering	2006	through	2010),	these	
initiative	have	been	referred	to	as	“guidelines”	instead	of	“plans”	to	indicate	movement	away	from	a	
Soviet-style	planned	economy	toward	the	current	“socialist	market	economy”	currently	in	practice.	
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The	Problem	with	Attribution	and	the	Tallinn	Manual	

	 Before	continuing,	it	is	important	to	return	to	Thomas	Donilon’s	words	from	

March	2013.		He	spoke	directly	of	cyber	intrusions,	but	was	careful	to	not	point	

fingers	directly	at	the	Chinese	government	or	military.		Cyber	intrusions,	he	argued,	

were	detrimental	to	American	corporations	and	he	asked	for	Beijing	to	become	

involved	and	“take	serious”	steps	in	response	to	offenders.		This	wording	allowed	

the	Communist	Party	to	maintain	innocence	or,	at	the	very	least,	offered	the	Party	

an	“out”:	as	long	as	the	hacking	stopped	it	was	clear	that	the	U.S.	did	not	care	

whether	the	guilty	parties	had	been	affiliated	with	the	military	or	not,	so	long	as	the	

Party	was	able	to	halt	it.		The	Mandiant	report	went	unmentioned	during	the	speech,	

but	it	had	featured	prominently	in	The	New	York	Times	and	the	Chinese	foreign	

affairs	ministry	had	replied	publicly	at	the	time.		China’s	foreign	affairs	ministry	

addressed	any	and	all	hacking	allegations	stating	they	were	“unprofessional”	and	

“irresponsible,”	concluding	with	“China	resolutely	opposes	hacking	actions”	(F.	M.	

Kaplan,	2016,	p.	222).		The	denial	rang	hollow;	most	within	the	cyber	security	

industry	were	convinced	of	Mandiant’s	evidence	and	believed	the	Chinese	

government	was	outright	lying.		The	problem,	and	reason	China	could	maintain	

innocence,	is	the	problem	of	attribution.	

	 Between	2009	and	2012,	a	group	of	approximately	20	legal	experts	from	

around	the	world	gathered	to	produce	an	academic,	non-binding	study	on	how	

international	law	(in	particular	the	jus	ad	bellum,	or	“right	to	war,”	and	international	

humanitarian	law)	applies	to	cyber	conflicts	and	cyber	warfare.		The	Tallinn	Manual	

on	the	International	Law	Applicable	to	Cyber	Warfare	(or	Tallinn	Manual)	was	
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published	in	April	2013	and	speaks	directly	to	the	issue	at	hand:	the	very	first	step	

to	resolving	international	conflicts	is	identifying	which	actors	are	involved.	

	 At	this	point	in	early	2013,	the	United	States	government	is	secretly	utilizing	

the	NSA’s	still-classified	TAO,	the	Chinese	have	a	TAO-counterpart	in	the	recently-

publicized	PLA	Unit	61398,	the	U.S.	is	monitoring	all	foreign	telephone	meta	data	

and	a	large	amount	of	web	traffic,	and	the	Chinese	have	allegedly	been	conducting	

attack	against	America’s	top	industries.		The	U.S.	wishes	the	Chinese	attacks	would	

stop,	but	cannot	denounce	hacking	in	toto	as	the	TAO	breaches	cover	a	much	larger	

swath	of	the	internet	and	the	hypocrisy	is	not	lost	on	U.S.	government	officials.		

What	allows	the	U.S.	to	make	accusations	and	for	China	to	be	able	to	deny	them	is	

due	to	the	difficulty	of	properly	attributing	CNOs	to	a	specific	group	or	nation.	

	 The	process	of	properly	attributing	a	cyber-attack	is	complicated	and	difficult	

due	to	a	variety	of	factors,	which	make	absolute	certainty	difficult	to	achieve	(S.	W.	

Brenner,	2007).		The	first	problem	is	detection	as	most	cyber-attacks	go	unnoticed	

for	long	periods	of	time	and	some	are	never	detected	at	all.		Of	those	attacks	that	are	

detected,	determining	their	scope	becomes	the	first	priority.		Network	security	

professionals	focus	on	“what-attribution”	and	attempt	to	answer	the	question,	“what	

kind	of	attack	is	this?”	(S.	W.	Brenner,	2007).		In	order	to	properly	defend	a	

computer,	or	network,	from	an	attack	requires	the	operator	to	figure	out	in	what	

ways	the	computer	is	being	affected.		What	systems	are	affected?		Is	information	

being	stolen?		What	applications	seem	compromised?		Answering	these	questions	

allows	the	user	to	possibly	halt	an	attack	and	repair	any	damage	inflicted.		Because	
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stopping	the	intrusion	is	the	immediate	and	ultimate	priority	solving	“what-

attribution”	occurs	more	frequently.	

	 The	second	component	of	attribution	is	“who-attribution”	or	the	answer	to	

“who	is	responsible	for	this	attack?”	(S.	W.	Brenner,	2007).		Solving	this	question	is	

much	more	complicated	and	of	a	much	lower	priority;	knowing	the	identity	of	the	

attacker	will	not	stop	an	attack.		The	structure	of	the	internet	itself	is	why	this	type	

of	attribution	is	difficult.		When	computers	join	a	network	they	are	assigned	an	

internet	protocol	(IP)	address,	which	functions	similar	to	an	apartment	or	home	

address.		The	address	allows	networking	hardware	to	distinguish	machines	from	

one	another	and	properly	route	information.		Domain	Name	Servers	(DNS)	allow	IP	

addresses	to	have	more	easily	understood	textual	descriptors.		For	example,	in	

order	to	conduct	a	simple	internet	search,	a	user	would	input	the	URL	of	

www.google.com	into	his	web	browser.		This	would	instruct	his	computer	

(recognizable	via	its	IP	address)	to	communicate	with	a	DNS	that	would	inform	his	

computer	(via	its	IP	address)	that	www.google.com	points	to	the	IP	address	

216.239.51.99.		The	user’s	computer	now	contacts	this	IP	address	and	the	user	sees	

the	Google	search	engine	load	in	his	browser.		The	Google	server	at	IP	address	

216.239.51.99	now	knows	the	user’s	computer’s	IP	address	and	the	two	machines	

can	communicate	at	will.	

	 If	the	user	desired	to	hack	the	server	at	Google,	there	would	be	a	record	of	

where	the	attack	came	from:	the	IP	address	of	the	user’s	computer.		IP	addresses	are	

temporary,	however,	and	one	machine	can	be	assigned	dozens	of	different	addresses	

throughout	its	time	online.		IP	addresses	are	also	not	tied	to	a	specific	geographical	
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location;	while	IP	addresses	are	assigned	in	“blocks”	and	“ranges”	of	similarly	

numbered	addresses	that	may	indicate	physical	location,	in	order	to	link	a	specific	

computer	to	a	specific	location	requires	record	keeping	by	the	user’s	internet	

service	provider	(ISP).		Storing	this	information	indefinitely	would	be	financially	

expensive,	so	most	U.S.	companies	only	store	the	information	for	two	weeks	(Van	

der	Sar,	2012).		There	are	mandatory	data	retention	laws	in	the	European	Union,	

however,	which	specify	a	minimum	amount	of	time	an	ISP	must	store	data.		Thus,	if	

an	attack	is	detected	as	little	as	15	days	after	the	last	connection	it	might	be	

impossible	to	link	the	attacking	IP	address	to	a	specific	computer.	

	 Adding	another	layer	of	difficulty	to	“who-attribution”	is	the	fact	that	internet	

traffic	is	regularly	rerouted	or	otherwise	obscured.		A	virtual	private	network	(VPN)	

is	one	method	in	which	a	user	can	hide	his	or	her	true	location7.		By	first	connecting	

to	a	VPN,	an	intermediate	network	connection	between	the	user’s	computer	and	its	

ultimate	destination,	the	user	can	obscure	his	true	IP	address	from	the	destination	

machine.		For	example,	through	the	use	of	VPNs	alone,	the	author	of	this	study	could	

make	his	California-located	notebook	computer	appear	as	if	it	were	in	France	or	

Germany	before	connecting	to	www.google.com.		Accordingly,	Google	will	respond	

with	the	corresponding	French-	or	German-language	version	of	its	webpage	in	

response	to	the	perceived	location	of	the	user.		Because	VPNs	exist,	and	because	

there	remain	other	ways	of	masking	your	true	identity	online,	such	as	TOR,	

definitively	answering	who-attribution	for	an	attack	is	near	impossible.		Instead,	this	

																																																								
7	A	virtual	private	network	(VPN)	extends	a	private	network	across	a	public	network,	such	as	the	
Internet.	It	enables	users	to	send	and	receive	data	across	shared	or	public	networks	as	if	their	
computing	devices	were	directly	connected	to	the	private	network,	and	thus	benefit	from	the	
functionality,	security	and	management	policies	of	the	private	network.	
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study	has	chosen	to	use	a	variety	of	factors	to	become	as	accurate	as	possible	by	

removing	alternative	explanations	for	an	attack.	

	

The	Attribution	Checklist	
	 In	order	to	properly	attribute	attacks	to	Unit	61398,	the	researcher	has	

devised	a	6-point	checklist	based	on	the	recommendations	of	cyber	security	

researchers	interviewed	through	the	course	of	this	study.		The	more	items	checked,	

the	more	likely	the	true	guilty	party	has	been	discovered.		The	six	items	are:	IP	

addresses,	language	of	code,	compiling	directories,	malware	used,	hours	of	operation,	

and	targets	versus	non-targets.	

	 While	IP	addresses	can	be	faked	and	obscured,	occasionally	they	do	reveal	the	

true	location	of	the	attacker’s	machine.		Sloppy	use	of	VPNs	or	TOR	can	“leak”	the	

true	IP	of	an	attacker,	but	more	frequently,	the	Unit	has	chosen	to	not	obscure	their	

IP	addresses.		Because	China	Telecom	is	a	Chinese	state-run	internet	service	

provider,	requesting	information	on	its	users,	in	this	case	Unit	61398,	is	not	possible	

for	most	persons	outside	of	the	Party.	

	 Once	an	attack	is	discovered,	the	offending	computer	code	can	be	isolated	and	

dissected	by	skilled	computer	programmers.		While	all	computer	code	is	“compiled,”	

or	rewritten	from	human-language	to	machine-language	by	a	“compiler,”	the	

original	source	code	language	is	frequently	retained	within	the	code.		Thus,	

computer	viruses	can	be	written	in	English,	Chinese,	or	any	other	human	language.		

It	is	possible	to	code	in	a	language	other	than	your	primary	language,	but	most	

English-speaking	engineers	code	in	English,	Chinese-speaking	engineers	code	in	
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Chinese,	etc.		Dissecting	the	actual	code	behind	a	cyber-attack	will	often	reveal	the	

primary	language	of	its	original	engineer.	

	 Also	within	the	code	of	an	attack	are	compiling	directories.		These	directories	

reveal	the	locations	of	files	on	the	original	engineer’s	machine.		For	example,	on	all	

Microsoft	Windows	personal	computers	(PCs),	there	is	a	folder	named	“My	

Documents”	which	contains	folders	such	as	“Adam’s	Music”	or	“George’s	Videos.”		

These	directories	may	reveal	the	username	or	true	name	of	the	software	architect.		

One	such	username	is	“UglyGorilla,”	the	username	of	a	Unit	61398	hacker	that	has	

shown	up	in	the	code	of	multiple	Chinese-led	cyber-attacks	(Riley	&	Robertson,	

2014).		Again,	“UglyGorilla”	could	be	a	username	used	by	more	than	one	person,	but	

it	remains	unlikely.8	

	 Next,	the	malware	itself	can	yield	clues.		The	high-level,	advanced	malware	

used	by	both	the	TAO	and	Unit	61398	require	years	of	work	and	refinement	to	

penetrate	secure	systems	and	remain	undetected.		Because	of	this	time	investment,	

malware	can	be	grouped	into	larger	“families.”		These	families	may	share	parts	of	

code,	attack	vectors,	or	other	telltale	identifying	features.		One	malware	family,	the	

“Equation	Group”	malware	family,	appears	to	be	the	creation	of	U.S.	coders	with	

later	assistance	from	Israeli	engineers	(Goodin,	2015).		This	malware	family	

includes	Stuxnet,	along	with	its	precursor	Fanny	and	follow-up	attacks,	Flame	and	

Gauss.		All	four	attacks	are	unique	in	their	targets	and	“payloads,”9	but	all	four	share	

																																																								
8	The	“UglyGorrilla”	username	has	since	been	positively	attributed	to	Wang	Dong,	a	Unit	61398	
hacker	indicted	by	the	U.S.	federal	government.		See	the	section	“Case	Study:	The	2014	indictment	of	
five	Chinese	military	hackers”	in	Chapter	5	for	more	information.	
9	In	computer	security,	payload	refers	to	the	part	of	malware	which	performs	a	malicious	action.	In	
the	analysis	of	malicious	software	such	as	worms,	viruses	and	Trojans,	it	refers	to	the	software's	
harmful	results.	
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a	large	part	of	their	underlying	code	(Goodin,	2015).		Because	the	coding	itself	is	so	

complex	and	intricate,	conventional	understanding	leads	to	the	belief	that	all	four	

attacks	must	have	been	developed	and	released	by	the	same	team	of	engineers.	

	 Stepping	outside	of	the	attacks	themselves	can	also	yield	useful	information.		

The	hours	of	operation	are	a	more	recent	clue	utilized	by	cyber	researchers.		While	

some	attacks	are	unleashed	and	left	to	work	without	human	intervention,	

communication	with	malware	does	need	to	occur	eventually.		For	example,	

suspected	Chinese-led	attack	“Operation	Night	Dragon,”	discovered	by	security	firm	

McAfee	in	2011,	attacked	computers	on	government,	research,	and	trade	industry	

networks	around	the	world	(Kirk,	2011).		The	data	stolen	during	these	attacks	was	

uploaded	to	a	server	at	set	intervals;	these	set	intervals	coincided	with	the	hours	9	

A.M.	through	5	P.M.	Beijing	Standard	Time.		Just	like	IP	addresses,	the	language	of	

code,	and	compiling	directories,	the	hours	of	operation	could	be	manipulated	by	

workers	willing	to	work	during	these	hours	purposefully,	but	it	makes	more	sense	

for	infected	computers	to	“phone	home”	when	an	operator	is	awake	and	at	work.	

	 Finally,	the	selection	of	targets	versus	non-targets	is	also	revealing.		In	the	

Operation	Night	Dragon	attack	mentioned	above,	global	oil,	energy,	and	

petrochemical	companies	were	targeted	in	countries	around	the	world	including	the	

U.S.,	Japan,	South	Korea,	Singapore,	and	India,	but	no	companies	within	China	were	

attacked	(Kirk,	2011).		The	obvious	question	becomes:	“What	group	would	be	

interested	in	the	technological	and	financial	information	of	all	oil	and	petrochemical	

companies,	especially	the	ones	in	Asia,	except	the	companies	based	in	China?”		The	

only	logical	answer	is:	“China	itself.”	
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	 In	sum,	there	are	no	reliable	metrics	that	can	offer	definitive	proof	for	

completely	accurate	who-attribution,	but,	in	conjunction,	these	clues	offer	

convincing	evidence.		This	might	not	be	the	“conclusive	evidence”	that	the	Chinese	

foreign	affairs	agency	desires,	but	it	is	as	close	as	possible.		Using	the	metrics	

detailed	above,	there	appear	to	be	at	least	six	distinct	attacks	that	can	be	directly	

attributed	to,	if	not	Unit	61398	specifically,	then	the	Chinese	government	generally.		

These	attacks	are:	Titan	Rain	(2003	to	2006),	Shady	RAT	(2006	to	2011),	Operation	

Aurora	(2009),	Operation	GhostNet	(2009),	Operation	Night	Dragon	(2009	to	2011),	

and	the	unnamed	Office	of	Personnel	Management	(OPM)	data	breach	(2014	to	

2015).	

	

China	on	the	Offensive	
	 Titan	Rain,	Shady	RAT,	Operation	Aurora,	Operation	GhostNet,	Operation	

Night	Dragon,	and	the	OPM	data	breach	differ	only	slightly.		When	viewed	in	the	

aggregate,	the	attacks	paint	a	comprehensive	picture	able	to	be	analyzed	by	

Kshetri’s	(2005)	comprehensive	cyberwar	framework.		The	OPM	data	breach,	the	

most	recent	and	serious	attack,	will	also	serve	as	the	basis	for	analysis	using	Nhan’s	

(2008)	nodal	governance	framework,	but	first	a	discussion	of	the	precursor	attacks.	

	

Titan	Rain	
	 Titan	Rain	was	a	series	of	coordinated	attacks	on	American	computer	

systems	between	2003	and	2006	(Thornburgh,	2005).		At	the	time	of	discovery,	the	

attacks	were	believed	to	be	Chinese,	but	analysis	lacked	any	definitive	conclusion	
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due	to	the	use	of	proxies10	and	“zombie”11	computers.		In	2005,	however,	the	Escal	

Institute	of	Advanced	Technologies	(SANS	Institute),	argued	the	attacks	were	“most	

likely	the	result	of	Chinese	military	hackers	attempting	to	gather	information	on	U.S.	

systems”	(Thornburgh,	2005).		The	hackers	attacked	systems	at	both	the	American	

Department	of	Defense	(DOD)	and	British	Ministry	of	Defence	(MOD).		The	attacks	

caused	immediate	friction	between	the	U.S.	and	China	because,	though	the	U.S.	had	

no	conclusive	evidence,	it	believed	the	attacks	required	“intense	discipline”	and	that	

“no	other	organization	could	do	this	if	they	were	not	a	military”	(Thornburgh,	

2005).		In	addition	to	the	DOD	and	MDO,	the	hackers	accessed	computers	at	defense	

contractors	Lockheed	Martin,	Sandia	National	Laboratories,	Redstone	Arsenal,	and	

the	National	Aeronautics	and	Space	Administration	(NASA).		Because	the	Titan	Rain	

attacks	were	detected	by	the	U.S.	federal	government	and	were	against	government	

agencies	and	government-affiliated	corporations,	few	other	details	have	been	

revealed.	

	

Shady	RAT	
Apart	from	the	more	recent	OPM	hack,	Shady	RAT	remains	China’s	most	

impressive	“hack,”	if	only	because	of	scope.		The	series	of	hacks	was	so	stunning	that	

the	story	featured	prominently	in	not	only	technology	and	news	publications	such	

as	Ars	Technica	(Bright,	2011)	and	The	Washington	Post	(Nakashima,	2011),	but	

																																																								
10	A	proxy	server	is	a	server	(a	computer	system	or	an	application)	that	acts	as	an	intermediary	for	
requests	from	clients	seeking	resources	from	other	servers.		Virtual	Private	Networks	(VPNs)	are	one	
example	of	a	proxy.	
11	A	“zombie”	is	a	computer	connected	to	the	Internet	that	has	been	compromised	by	a	hacker,	
computer	virus	or	trojan	horse,	which	can	be	used	to	perform	malicious	tasks	under	remote	
direction.	
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also	Vanity	Fair	(Gross,	2011b),	which	ran	a	multi-page	exposé	as	well	as	a	sister	

story	on	the	later	Operation	Night	Dragon	(Gross,	2011a).		Revealed	by	McAfee	in	

2011,	the	series	of	attacks	breached	71	parties	across	dozens	of	fields,	including,	but	

not	limited	to:	U.S.	government	agencies	at	the	federal,	state,	and	local	levels;	the	

governments	of	Canada,	Vietnam,	Taiwan,	and	India;	companies	within	the	energy,	

electronic,	computer,	media,	and	communications	markets;	as	well	as	real	estate,	

agricultural,	and	sports	organizations.		The	last	group,	sports,	seems	out	of	place	

given	the	other	Shady	RAT	hacks,	indeed,	given	other	Chinese	hacks	in	general,	

however,	the	target	sports	organization	was	the	International	Olympic	Committee	

(IOC)	and	the	hacking	occurred	in	the	months	leading	up	to	and	including	the	2008	

Summer	Olympics	in	Beijing	(Riley,	2011).		Again,	the	list	of	victim	countries	

displays	a	familiar	pattern:	targets	in	Asia	(Indonesia,	Vietnam,	Singapore,	Hong	

Kong,	India,	Japan,	Taiwan,	and	South	Korea;	but	not	China)	and	the	west	(the	U.K.,	

Germany,	Switzerland,	and	Denmark),	with	the	vast	majority	(49	of	71)	of	the	

targets	within	the	United	States	(Alperovitch,	2011).		The	shortest	network	

intrusion	lasted	less	than	a	month,	the	longest	lasted	a	full	28	months,	and	the	

average	intrusion	was	approximately	one	full	year.	

The	attack	was	named	after	“RATs,”	or	remote	access	Trojans,	a	commonly	

used	hacker	tool	that	gives	full	access	of	the	targeted	machine	to	the	RAT	operator.		

The	tool	allows	for	the	hacker	to	access	a	computer	fully,	as	if	he	were	physically	

operating	the	machine	at	its	home	location.		This	includes	mirroring	the	monitor	

output	and	keyboard/mouse	functionality.		Some	advanced	RATs	even	allow	the	

hacker	to	surreptitiously	(hence	“shady”)	activate	the	computer’s	webcam	and	
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microphone	in	order	to	record	audio	and	video	of	the	people	near	the	target	

machine!	

While	the	“RAT”	itself	was	a	generic	tool	modified	by	the	suspected	hackers,	

the	delivery	system,	“spear	phishing,”	has	become	somewhat	of	a	Chinese	specialty.		

“Phishing”	emails	are	malicious	emails	disguised	to	look	like	something	appealing	to	

the	recipient.		By	sending	massive	amounts	of	these	emails,	the	hacker	hopes	at	least	

a	few	users	“bite”	at	the	proverbial	“fishing	line”	that	has	been	dangled.		These	

emails	tend	to	be	poorly	worded,	filled	with	grammatical	and	spelling	errors,	and	

are	very	rarely	written	by	a	native-language	speaker.		Most	tech-friendly	people	can	

recognize	these	emails;	email	subject	lines	promising	“penis	enlargement”	or	

requests	from	“Nigerian	princes”	are	commonplace.		Some	interviewees	believe	

these	emails	are	purposefully	designed	to	appeal	to	only	to	the	most	foolish	of	

people,	those	that	dismiss	the	email	outright	are	the	ones	least	likely	to	fall	for	a	

“phishing”	scam.	

What	sets	the	Chinese	method	apart	from	traditional	phishing,	and	why	it	is	

designated	“spear	phishing,”	is	the	believability	of	the	email	itself.		The	emails	are	

not	sent	out	en	masse,	instead	they	are	usually	sent	(and	addressed)	to	only	one	or	

two	high-ranking	people	within	an	organization.		The	subject	line	is	relevant	to	

work	(“Here	are	the	scans	you	asked	for,”	etc.)	and	the	“From:”	field	has	been	

“spoofed,”	or	faked,	to	make	it	appear	as	if	the	email	is	coming	from	someone	the	

target	knows,	such	as	a	workplace	colleague	or	superior,	thus	helping	erase	some	

doubt	about	the	validity	of	the	message.		The	English-language	proficiency	required	

by	hackers	working	at	Unit	61398	makes	crafting	plausible	emails	much	more	likely.		
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Furthermore,	by	targeting	one	or	two	specific	high-ranking	people	within	an	

organization,	the	hackers	are	able	to	gain	access	to	sensitive	systems	more	

effectively	without	wasting	time	attempting	to	navigate	a	network	using	the	

credentials	of	a	low-security/low-access	employee.	

	

Operation	Aurora	

	 Operation	Aurora	remains	a	seminal	attack	in	the	string	of	Chinese	intrusions	

for	a	number	of	reasons	(Zetter,	2010).		First,	the	attack	involves	a	number	of	

otherwise	uninvolved	private	actors	that	discovered,	discussed,	and	responded	to	

the	attack,	namely	Google	Inc.	(now	Alphabet	Inc.),	Adobe	Systems,	Juniper	

Networks,	Rackspace,	Yahoo,	Symantec,	Northrop	Grumman,	Morgan	Stanley,	and	

Dow	Chemical.		Second,	the	attack	utilized	a	sophisticated	“watering	hole”	attack	

vector	that	relied	on	two	“zero-day”	vulnerabilities12.		Third,	the	attack,	while	still	

commercial	in	nature,	also	had	both	political	causes	and	effects.	

	 On	January	12,	2010,	Google	revealed	on	its	blog	that	it	had	been	the	victim	

of	a	cyber-attack;	the	company	claimed	the	attack	occurred	in	mid-December	and	

had	originated	from	China	(Zetter,	2010).		After	discovering	the	breach,	Google	

contacted	other	large	international	companies	and	found	identical	breaches	at	over	

20	other	companies.		Google	had	been	operating	a	censored	version	of	its	

www.google.com	website	at	www.google.cn	and	was	planning	on	releasing	an	

																																																								
12	A	zero-day	vulnerability	is	a	previously	undisclosed	computer-software	vulnerability	that	hackers	
can	exploit	to	adversely	affect	computer	programs,	data,	or	networks.		It	is	known	as	a	"zero-day"	
because	once	the	flaw	becomes	known,	the	software's	author	has	“zero	days”	in	which	to	plan	and	
advise	any	mitigation	against	its	exploitation.		Zero-day	attacks	are	discussed	at	length	in	the	Chapter	
5	section	“Zero-Day	Attacks.”	
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uncensored	web	portal	for	the	Chinese	market	at	the	time	of	the	attacks.		In	

response	to	the	attacks,	Google	announced	that	it	was	no	longer	willing	to	censor	its	

results	in	China	and	would	either	operate	unrestricted	or	not	at	all.		On	March	23rd,	

2010,	Google	began	redirecting	the	previously-censored	www.google.cn	to	the	open	

www.google.com.hk	which	operated	in	Hong	Kong,	a	Special	Administrative	Region	

(SAR)	of	China,	where	Google	would	not	be	subject	to	the	majority	of	mainland	

China’s	laws	(Zetter,	2010).	

	 According	to	a	diplomatic	cable	leaked	in	late	2010	via	the	website	

WikiLeaks,	Chinese	officials	had	orchestrated	the	attack	as	part	of	a	much	larger	

campaign	to	attack,	discredit,	or	otherwise	ruin	the	abilities	of	anti-Party	dissidents	

(Naraine,	2010).		Specific	victims	of	the	attack	include	the	Dalai	Lama	and	Chinese	

contemporary	artist	and	activist	Ai	Weiwei,	the	latter	of	which	had	two	Google	

emails	accounts	compromised.		In	response	to	the	political	motives	behind	the	

Operation	Aurora	campaign,	supporters	placed	flowers	at	Google	headquarters	in	

Beijing	in	what	was	ultimately	deemed	an	“illegal	flower	tribute”	by	Chinese	police	

(Osnos,	2010).	

	 The	attack	method	remains	one	of	the	most	sophisticated	to	date,	relying	on	

a	“watering	hole”	technique.		The	websites	and	networking	systems	of	large	

corporations	are	quite	secure,	both	physically	and	virtually.		While	the	

aforementioned	“spear	phishing”	attacks	are	able	to	circumvent	some	of	the	security	

measures	set	in	place,	critical	staff	are	trained	to	remain	vigilant	in	detecting	

malicious	emails.		The	same	does	not	hold	true	at	smaller	companies	which	may	

contract	with,	or	be	vendors	for,	these	larger	corporations.		Because	these	second-
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party	companies	are	less	security-minded,	but	are	intimately	related	with	larger	

corporations,	“watering	hole”	attacks	target	these	smaller	companies	in	order	to	

eventually	gain	access	to	the	more	secure	“goal”	company.		The	attack	works	as	

follows:	hackers	compromise	the	website	of	Google’s	janitorial	service,	heating	and	

ventilation	company,	or	any	number	of	other	essential	industries	that	may	not	have	

the	most	stringent	internet	security	protocols.		The	hackers	then	“inject”	or	hide	

dangerous	code	on	a	frequently	visited	website,	such	as	billing.		When	a	worker	at	

Google	logs	onto	this	billing	site	to	conduct	business-as-usual,	the	malicious	code	

infects	the	computer	being	used	by	the	Google	employee,	thus	providing	access	to	a	

much	more	secure	network	at	a	much	more	desirable	target	company.	

	 Traditionally,	attacks	require	some	sort	of	input	from	a	user,	such	as	

downloading	and	opening	an	infected	email	attachment	or	clicking	on	a	suspicious	

web	banner	on	a	not-safe-for-work	website.		Zero-day	attacks,	however,	are	able	to	

compromise	systems	much	more	easily;	the	Operation	Aurora	attacks	relied	on	two	

different	zero-day	attacks.		Software	developers	are	in	a	never-ending	cycle	of	

software	production	and	refinement;	all	software	has	“bugs,”	or	unintended	

consequences	from	sequences	of	code	that	can	negatively	affect	normal	operation.		

The	“Y2K”	panic	leading	up	to	the	year	2000	is	an	example	of	this.		In	the	months	

leading	up	to	the	year	2000,	software	developers	warned	that	all	types	of	systems,	

from	payroll	systems	to	traffic	lights,	might	stop	working	when	the	year	switched	

from	1999	to	2000	(Gibbs,	2014).		Computers	had	been	programmed	to	only	

recognize	two	digits	of	a	year	(“1990”	being	represented	by	“90,”	for	instance)	and	

developers	were	worried	“2000,”	which	would	register	as	“00,”	might	cause	
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computers	to	believe	it	was	the	year	1900	and	thus	fail	to	work	properly.		Software	

companies	responded	quickly	and	were	able	to	“patch,”	or	update,	most	software	in	

time	and	the	“Y2K”	bug	fizzled	out.	

	 Computer	vulnerabilities	tend	to	occupy	the	same	landscape	as	these	

unintended	computer	bugs;	if	the	Y2K	bug	had	remained	vulnerable,	all	a	hacker	

would	need	to	do	to	compromise	a	system,	for	example,	would	be	to	set	the	

computer’s	clock	to	December	31st	1999	and	wait	for	the	crash.		Zero-day	attacks	

are	extremely	valuable	because	they	can	theoretically	remain	open	and	vulnerable	

for	large	periods	of	time.		Hacks	that	rely	on	known	vulnerabilities	are	likely	to	be	

discovered	by	anti-malware	manufacturers.	

In	this	particular	case,	the	Chinese	hackers	had	utilized	two	unpatched	zero-

day	vulnerabilities	in	the	Microsoft	Internet	Explorer	web	browser.		After	the	hack	

was	made	public	by	Google,	Microsoft	released	patches	for	Internet	Explorer	and	

admitted	that	the	vulnerabilities	had	been	discovered	months	prior,	but	had	

remained	unfixed.13	

	

GhostNet	

	 GhostNet,	a	vast	string	of	espionage	attacks	against	the	embassies	of	103	

countries	worldwide,	remains	unique	due	to	the	fact	that	it	both	appears	to	be	
																																																								
13	Operating	System	developers,	the	largest	three	being	Apple,	Microsoft,	and	Canonical	(makers	of	
Ubuntu	Linux),	remain	in	a	perverted	game	of	cat	and	mouse	with	malicious	hackers.	When	one	of	
the	developers	discovers	a	flaw,	releasing	a	software	patch	is	never	a	clear	decision	due	to	the	fact	
that	most	people	remain	“lazy	updaters.”		If	Microsoft	discovers,	for	example,	a	flaw	within	its	
Windows	operating	system	and	releases	a	patch,	the	patch	may	be	installed	on	50%	of	computers	
running	Windows	within	a	month.		With	an	installed	unit	base	of	293	million	devices,	this	means	
146.5	million	devices	remain	vulnerable.		And	not	just	vulnerable,	but	even	more	vulnerable	because	
the	patch	can	be	reverse-engineered	and	used	as	a	beacon	that	declares,	“Here	is	an	exploit!”	for	
those	remaining	146.5	million	unpatched	machines.	
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Chinese-government-run,	but	not	through	Unit	61398,	and	does	not	target	the	

United	States,	which	has	been	the	primary	target	of	all	previously	discussed	attacks	

(Markoff,	2009);	interviewees	believe	the	two	may	be	related.	

	 Revealed	by	Infowar	Monitor	during	the	end	of	March	2009,	GhostNet	was	a	

remote	access	tool	(RAT)	similar	to	the	one	utilized	during	the	Shady	RAT	attacks	

described	earlier.		This	RAT,	known	as	“Gh0st	Rat,”	gave	Chinese	operators	complete	

access	to	embassy	computers	in	India,	South	Korea,	Indonesia,	Thailand,	Taiwan,	the	

Philippines,	and	97	other	countries	(Markoff,	2009).		Usually	governments	do	not	

reveal	when	they’ve	been	compromised,	but	Infowar	Monitor,	a	private	security	

company,	was	the	first	to	discover	the	hack	when	they	were	scanning	the	Dalai	

Lama’s	computers	in	Dharamsala,	the	location	of	the	Central	Tibetan	Administration	

(the	Tibetan	government-in-exile).		Like	Operation	Aurora,	this	attack	appeared	

more	political	than	commercial	and	focused	on	gathering	data	related	to	dissidents.	

	 Command	and	control	(CNC)	servers	for	the	attack	were	located	within	China	

and	on	government-owned	hardware,	but	did	not	operate	on	servers	associated	

with	Unit	61398.		Because	of	this	and	the	fact	that	the	attack	did	not	target	American	

computers,	interviewees	have	proposed	two	alternative	explanations.		First:	

	

“This	isn’t	the	Unit.		While	the	scope	is	massive,	the	targets	are	soft.		You	don’t	need	

your	pro	team,	your	Yankees.		This	is	large-scale	and	extremely	repetitive.		You	put	

your	B	team	on	it	and	just	wait,	the	results	will	come.”	
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A	small	group	of	interviewees	believed	that	the	attacks	were	still	

government-run	and	coordinated,	but	utilized	either	newer	and	less-experienced	

hackers	or	simply	had	been	designated	as	less-important	than	the	type	of	work	

typically	tasked	to	the	PLA	at	Unit	61398.		A	larger	group	of	interviewees	had	a	

different	explanation,	an	academic	researcher	explains:	

	

“These	are	private	citizens	working	in	conjunction	with	the	government.		There	are	

hacking	collectives…	I	hate	the	word	‘hacktivist,’	but	it	applies…		There	are	hacking	

groups	within	China,	such	as	the	older	Honker	Union	or	Red	Hacker	Alliance.		That	act	

of	their	own	volition,	but	will	share	information	and	techniques	with	the	government.		

These	are	proud	Chinese	who	believe	they’re	fighting	the	western	imperialism	of	the	

U.S.	and	its	allies.”	

	

	 These	groups,	the	Honker	Union	and	Red	Hacker	Alliance,	are	informal	

collectives	of	independent	hackers	that	both	act	alone	and	in	conjunction	with	one	

another	and	the	Chinese	government.		This	“collective	action”	is	unique	in	a	number	

of	ways.		First,	while	there	are	U.S-based	hacker	collectives,	the	most	notable	being	

the	Guy	Fawkes-mask-clad	“Anonymous,”	American	hacker	collectives	tend	to	work	

against	other	American	entities,	such	as	the	Church	of	Scientology	and	Donald	

Trump	(Norton,	2012),	and,	consequently,	the	U.S.	government	has	sentenced	

numerous	Anonymous-associated	hackers	to	prison	(Pilkington,	2013).		Second,	

hacker	collectives	in	other	countries,	such	as	Russia,	are	subject	to	the	law	if	they	

target	fellow	Russian	citizens,	but	are	not	punished	for	attacking	people	in	other	
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countries,	such	as	the	U.S.	(Kshetri,	2013).		In	China,	these	groups	not	only	tend	to	

focus	on	targets	outside	of	China,	they	do	so	with,	at	worst,	the	government’s	

support,	and,	at	best,	the	government’s	tacit	approval.		These	groups	will	be	

discussed	in	more	depth	during	the	next	chapter.	

	

Operation	Night	Dragon	
	 The	final	mass	intrusion,	apart	from	the	OPM	hack	discussed	next	chapter,	is	

Operation	Night	Dragon.		Discovered	by	McAfee	Security	in	2011,	the	security	

company	was	able	to	trace	intrusions	dating	all	the	way	back	to	the	year	2006	

(Gross,	2011a).		As	the	attacks	were	so	long	lasting,	some	intrusions	lasting	multiple	

years,	the	hackers	utilized	a	rotating	set	of	tools	to	stay	current.		Furthermore,	since	

the	attack	covered	a	period	of	years	in	which	other	Chinese	intrusions	occurred,	the	

attacks	provide	a	veritable	“best	of	the	best”	among	Chinese	hacking	techniques.		

The	hackers	utilized	“spear	phishing”	attacks,	“watering	hole”	attacks,	the	use	of	

“command	and	control”	servers,	as	well	as	installing	“RATs”	where	necessary.		The	

hackers	targeted	global	oil,	energy,	and	petrochemical	companies	in	the	United	

States	and	Europe	(Gross,	2011a).	

	

Pattern	of	the	Global	Cyber	War	and	Crime:	A	Proposed	Model	
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Figure	4a.	

	 In	2005,	Kshetri	(2005)	drew	attention	to	the	growing	concern	around	

international	cyber-attacks.		Deciding	to	eschew	an	attempt	to	clearly	delineate	

cybercrime	from	cyber	war,	Kshetri	argued	that,	regardless	of	title,	nation-states	

were	orchestrating	attacks	online	and	the	first	step	to	understanding	any	attack	

would	be	to	contextualize	it.		This	sentiment	is	echoed	throughout	the	responses	of	

interview	subjects;	one	cyber	security	researcher	commented:	“Trying	to	

understand	cyber	warfare	by	studying	malware	is	a	bit	like	trying	to	understand	

World	War	I	by	studying	a	grenade.”	The	critique	is	valid,	most	cyber	war	literature	

focuses	on	either	the	legal	requirements	that	must	be	met	before	launching	a	

counter-offensive,	as	the	Tallinn	Manual	was	chiefly	concerned,	or	the	technical	

nature	of	an	attack	in	order	to	fix	vulnerabilities	and	recover,	with	no	concern	for	

“who-attribution”	as	discussed	earlier.		Instead,	Kshetri	believed	that	by	fully	

understanding	every	aspect	of	an	attack,	including	the	attackers	and	targets,	that	
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future	attacks	may	be	prevent	or	damage	lessened.		In	2005,	not	much	was	known	

publicly	about	large-scale	cyber	offenses,	but	by	2016	there	are	dozens	of	cases	

involving	China	alone.		Both	the	frequency	and	scale	of	the	Unit	attacks	allow	

Kshetri’s	framework	to	be	tested.	

	

Characteristics	of	the	source	nation	

	 Given	the	advanced	techniques	of	attribution	discussed	above,	it	can	be	

claimed	with	relative	certainty	that	there	have	been	five	Unit	61398-associated	

mass	cyber	intrusions	(Titan	Rain,	Shady	RAT,	Operation	Aurora,	Operation	Night	

Dragon,	and	the	Office	of	Personnel	Management	hack)	and	one	Chinese	

government-associated	intrusion	(GhostNet).		Extensive	research	has	been	

conducted	on	China	throughout	the	past	two	decades,	which	focuses	on	many	of	the	

factors	Kshetri	believes	are	related	to	cyber-attacks.		By	applying	this	broad	

knowledge	of	China	with	Kshetri’s	framework	a	more	vivid	picture	of	China’s	online	

presence	appears.	

	

Institutions	

	 Viewed	from	a	rational	perspective,	institutions	are	mechanisms	that	provide	

efficient	solutions	to	predefined	problems	(e.g.,	decision	regarding	involvement	in	

hacking	activities	and	choice	of	a	website	to	attack)	(Olson,	2003;	Williamson,	

1975).		Institutions	do	so	by	aligning	individual	and	collective	interests.		North	

(1990)	and	Kshetri	(2005)	describe	institutions	as	macro-level	“rules	of	the	game”	
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and	distinguish	them	from	organizations,	or	rule	followers.		These	institutions	can	

broadly	be	mapped	into	three	categories:	regulative,	cognitive,	and	normative.	

	

Regulative	institutions	

	 Regulative	institutions	consist	of	"explicit	regulative	processes:	rule	setting,	

monitoring,	and	sanctioning	activities"	(Scott,	2014,	p.	35)	and,	within	the	context	of	

this	study,	regulative	institutions	include	both	existing	rules	(laws)	and	rule-making	

bodies	(such	as	the	U.S.	Department	of	Justice).		Kshetri	(2005)	argues	that	a	lack	of	

a	strong	“rule	of	law”	is	associated	with	the	origination	of	more	cyber-attacks.		This	

association	appears	to	hold	true,	especially	within	Russia	and	its	ex-satellite	states;	

countries	with	stronger	and	less-corrupt	legal	bodies	tend	to	prosecute	their	cyber	

criminals	at	a	rate	much	higher	than	countries	where	law-makers	are	trusted	

(Kshetri,	2013).	

	 Rule	of	Law	in	China	is	a	discipline	unto	itself	(Jones,	1994;	Pan,	2003;	

Peerenboom,	2001,	2002),	but	most	scholars	agree	China	does	not	currently	have	

true	Rule	of	Law14	and,	in	fact,	suffers	from	a	number	of	impediments	to	the	

implementation	of	Rule	of	Law.		These	include:	The	National	People’s	Congress	is	

ineffective	at	executing	its	constitutional	duty	to	legislate	and	supervise	the	

government,	the	Chinese	Constitution	is	not	treated	as	the	supreme	law	and	it	is	not	

enforced,	the	judiciary	is	not	independent	from	political	pressure,	there	is	a	high	

level	of	corruption	among	public	officials,	and	the	legal	profession	is	inadequate	for	

																																																								
14	The	“rule	of	law”	is	the	legal	principle	that	law	should	govern	a	nation,	as	opposed	to	being	
governed	by	arbitrary	decisions	of	individual	government	officials.	It	primarily	refers	to	the	influence	
and	authority	of	law	within	society,	particularly	as	a	constraint	upon	behavior,	including	behavior	of	
government	officials.	
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lack	of	qualified	attorneys	and	judges	(Peerenboom,	2001,	2002).		Given	these	

issues,	it	is	apparent	that	the	Chinese	government	may	have	issues	with	maintaining	

a	strong	rule	of	law	and,	thus,	be	able	to	effectively	punish	law-transgressors,	

including	hackers.		While	China	does	have	the	world’s	largest	force	of	“internet	

police,”	these	officers	are	instructed	to	catch	subversives	within	China,	not	to	catch	

offenders	with	targets	outside	China	(Hunt	&	Xu,	2013).	

	 Apart	from	issues	concerning	Chinese	rule	of	law,	Unit	61398	is	part	of	the	

People’s	Liberation	Army	and	its	hackers	are	not	subject	to	Chinese	law	in	the	same	

way	that	a	non-military	citizen	may	be.	

	

Normative	institutions	

	 Normative	institutions	introduce	"a	prescriptive,	evaluative,	and	obligatory	

dimension	into	social	life"	(Scott,	2014,	p.	37).	Practices	that	are	consistent	with	the	

value	systems	of	the	national	cultures	are	likely	to	be	successful	(Schneider,	1999).		

For	example,	the	habits	for	queuing	in	line	vary	greatly	from	culture	to	culture,	some	

cultures	produce	very	orderly	lines	with	large	areas	of	personal	space	whereas	

other	cultures	form	“lines”	that	are	not	so	orderly	and	may	include	a	lack	of	personal	

space	so	extreme	it	includes	personal	contact.		Likewise,	some	cultures	may	be	more	

tolerant	of	computer	crimes;	software	piracy	in	China	is	just	one	example	of	this.		

Annual	studies	by	Microsoft	report	staggering	rates	of	piracy	for	its	Windows	

Operating	System	among	Chinese	users	(Hagerty	&	Ovide,	2014).		The	American	

company	estimates	that,	in	2009,	79%	of	PCs	in	China	were	running	a	pirated	
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version	of	Windows.		The	company	announced	this	was	less	than	the	92%	piracy	

rate	China	had	5	years	earlier	in	2004	(Hagerty	&	Ovide,	2014).	

	 The	“Honker	Union”	hacker	collective	provides	another	normative	institution	

operating	within	China.		With	active	membership	as	high	as	80,000	members,	the	

group	dictates	its	own	code	of	conduct,	which	serves	to	normalize	hacking	behavior	

(Muncaster,	2013).		Thus,	members	within	the	Honker	Union	may	feel	pro-hacking	

social	norms	from	both	national	culture	and	the	hacker	collective.	

	

Cognitive	institutions	

	 Cognitive	institutions	are	associated	with	culture	(Powell	&	DiMaggio,	1991).	

These	components	represent	culturally	supported	habits	that	influence	hackers’	

behavior.	In	most	cases,	they	are	associated	with	cognitive	legitimacy	concerns	that	

are	based	on	subconsciously	accepted	rules	and	customs	as	well	as	some	taken-for-

granted	cultural	account	of	computer	use	(Berger	&	Luckmann,	1990).		Cognitive	

programs	affect	the	way	people	notice,	categorize,	and	interpret	stimuli	from	the	

environment.		One	of	the	most	potent	cognitive	programs	is	ideology.		Ideological	

hackers,	such	as	those	behind	the	GhostNet	intrusions,	attack	websites	to	further	

political	purposes.	

	 Kshetri	(2005)	argues	that	differences	between	the	ideology	of	a	hacking	unit	

and	the	government	in	power	will	result	in	an	increase	in	attacks	from	the	hacking	

unit	against	the	government	in	power.		In	this	case,	his	analysis	can	be	adapted:	in	

countries	where	the	ideology	of	a	hacking	unit	and	the	government	in	power	are	in	

alignment,	there	will	be	an	increase	in	attacks	against	third	parties	that	differ	in	
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ideology.		This	is	demonstrated	most	clearly	in	both	the	GhostNet	intrusions	and	

Operation	Aurora,	where	information	related	to	anti-Party	activist	Ai	Weiwei	and	

Tibetan	leader-in-exile,	the	Dalai	Lama,	were	stolen.	

	

Stock	of	hacking	skills	relative	to	the	availability	of	economic	opportunities	

	 Kshetri	(2005)	posits	that	cybercrimes	are	a	“skill	intensive”	crime,	unlike	

“rape,	burglary,	and	murder.”		Again	using	Russia	as	an	example,	he	states,	“The	rate	

of	origin	of	online	crimes	in	an	economy	is	positively	related	to	the	stock	of	hacking	

skills	relative	to	the	availability	of	economic	opportunities”	and	adds,	“The	

combination	of	over-educated	and	under-employed	computer	experts	has	made	

Russia	and	some	Eastern	European	countries	fertile	ground	for	hackers”	(Kshetri,	

2005,	p.	8).	

	 Unlike	the	depressed	economies	in	Eastern	Europe,	legitimate	job	

opportunities	for	Chinese	hackers	abound;	the	difference	is	that	these	jobs	are	for	

the	Chinese	military	and	its	cadre	of	digital	warriors.	

	

	 The	characteristics	of	the	source	nation	reveal	a	compelling	argument	for	

China’s	continued	online	transgressions.		The	combined	push	of	lax	regulative	

institutions,	pro-hacking	social	norms,	nationalistic	ideological	agreement	between	

hackers	and	the	government	in	power,	and	a	military	demand	for	high-skilled	

workers,	plus	the	ability	to	satisfy	that	demand,	results	in	a	nation	with	the	ability	to	

support	an	advanced	persistent	threat.	
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Motivation	of	attack	

	 A	deeper	understanding	of	web	attacks	requires	an	examination	of	

motivation	(Coates,	2002)	that	energizes	the	behavior	of	a	hacking	unit.	The	nature	

of	web	attacks	allows	us	to	draw	an	analogy	with	conventional	wars.	Just	like	in	the	

physical	world,	wars	on	the	web	are	fought	for	material	ends	as	well	as	for	

intangible	goals	such	as	honor,	dominance	and	prestige	(Hirshleifer,	1998).		These	

motivations	can	be	split	into	two	broad	categories:	intrinsic	and	extrinsic	

motivations.	

	

Intrinsic	motivation	

	 According	to	Ryan	and	Deci	(2000),	intrinsically	motivated	individuals	do	

activities	for	“inherent	satisfactions	rather	than	for	some	separable	consequence”	

and	they	argue	that	“when	intrinsically	motivated,	a	person	is	moved	to	act	for	the	

fun	or	challenge	entailed	rather	than	because	of	external	prods,	pressures	or	

rewards.”		These	internal	motivations	can	be	enjoyment-based	or	

obligation/community-based.		While	there	have	always	been	enjoyment-based	

hackers,	such	as	those	who	deface	websites	“for	the	lulz,”15	obligation	and	

community-based	hacks	are	growing	in	number.		Both	terrorist	organizations	and,	

even,	street	gangs	have	begun	using	the	internet	to	attack	their	adversaries	(Lake	&	

Rogin,	2015).	

																																																								
15	“’I	Did	it	for	the	Lulz’	(also	known	as	‘4	the	lulz’)	is	a	popular	catchphrase	used	to	express	that	one	
carried	out	a	specific	action	for	the	sake	of	personal	comic	enjoyment.	This	is	sometimes	used	to	
explain	why	one	has	posted	offensive,	far-fetched	or	disgusting	contents	on	image	boards	and	
discussion	forums.”	(Know	Your	Meme,	2013)	
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	 Within	China,	these	obligation	or	community-based	attacks	have	become	the	

majority	of	non-economic	hacks.		For	example,	throughout	2012,	pro-China	hackers	

defaced	websites	at	universities	throughout	the	Philippines	and	Vietnam	with	

messages	referring	to	both	countries	as	“pawns”	of	the	U.S.	and	Japan,	adding,	

“South	China	Sea	is	China’s	inherent	territory,	China’s	territorial	inviolability”	(Adel,	

2015).	

	

Extrinsic	Motivation	

	 While	intrinsic	motivations	can	serve	as	a	primary	motivator	for	both	street	

crime	and	cybercrime,	extrinsic	factors	tend	to	be	more	powerful	and	apparent.		

Like	street	crime,	financial	motivation	proves	to	be	the	most	common	cybercrime	

motivation;	this	is	the	reason	online	casinos,	banks,	stock	markets,	and	other	e-

commerce	hubs	are	victimized	more	than	websites	without	a	monetary	aspect.		

Common,	low-level	attacks	target	individuals	for	financial	gain	in	a	number	of	ways,	

all	of	which	tend	to	have	immediate	or	relatively	quick	“payouts”	including:	

“ransomware,”16	identity	theft,	credit	card	theft,	“sextortion,”17	and	online	auction	

fraud	(Francescani,	2016;	Krebs,	2016;	Zetter,	2015).	

What	is	apparent	with	the	Chinese	attacks	is	that	financial	motivation	is	most	

certainly	the	driving	factor,	but	the	sought	payouts	are	much	more	long	term.		The	

theft	of	proprietary	information	and	patents	is	just	one	example.		With	intrusions	at	

																																																								
16	Ransomware	is	a	type	of	malware	that	restricts	access	to	the	infected	computer	system	in	some	
way,	and	demands	that	the	user	pay	a	ransom	to	the	malware	operators	to	remove	the	restriction.	
17	Sextortion	refers	to	the	broad	category	of	sexual	exploitation	in	which	abuse	of	power	is	the	means	
of	coercion,	as	well	as	to	the	category	of	sexual	exploitation	in	which	threatened	release	of	sexual	
images	or	information	is	the	means	of	coercion.	
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Lockheed	Martin	(Titan	Rain),	Northrop	Grumman	(Operation	Aurora),	and	multiple	

defense	contractors	(Shady	RAT),	an	interview	subject	described	the	seriousness	of	

the	situation:	

	

“They’ve	stolen	a	fighter	jet.		Maybe	not	all	at	once,	but	the	seat	design	from	here,	the	

engine	design	from	there.		It	might	not	be	the	complete	plans	to	the	F-35	or	F-22,	but	

I’m	sure	they’ve	got	enough	overlapping	information	they	could	build	something	of	

their	own	from	it.		Or,	at	least,	they	better	know	how	to	take	one	of	[our	jet	fighters]	

down…”	

	

Designing,	testing,	and	creating	a	fully-functional	fighter	jet	is	a	massive	

undertaking.		For	example,	the	F-16	“Fighting	Falcon”	was	designed	by	General	

Dynamics	(now	Lockheed	Martin)	throughout	the	1970s.		The	company	had	been	

awarded	a	$37.9	million	government	contract	to	do	so;	this	contract	would	be	worth	

approximately	$218.1	million	today	(Axe,	2014).		There	is	no	immediate	payout	

when	stealing	jet	fighter	schematics,	but	with	jet	development	costs	so	high,	the	

long-term	financial	incentives	make	sense.		Stories	such	as	this	exist	across	

industries:	Chinese	hackers	have	stolen	Google’s	proprietary	search	engine	

algorithms	(Operation	Aurora),	Dow	Chemical	paint	formulas	(Operation	Aurora),	

and	NASA	rocket	designs	(Titan	Rain).	

In	addition	to	monetary	extrinsic	motivations,	some	hackers	may	have	been	

threatened	or	otherwise	compelled	to	conduct	cyberattacks.		A	February	2013	

White	House	report	entitled,	“Administration	Strategy	on	Mitigating	the	Theft	of	U.S.	
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Trade	Secrets”	notes	that	Chinese	nationals	working	for	American	corporations	had	

been	strongly	encouraged	to	sell,	or	otherwise	transfer,	sensitive	information	to	

both	the	Chinese	government	and	Chinese	corporations.		On	March	23rd,	2016,	Su	

Bin,	a	businessman	from	China,	was	accused	of	doing	just	that	(Vincent,	2016).		The	

case	will	be	discussed	in	more	detail	next	chapter.	

	

Combination	of	motivations	

	 Like	most	human	activities,	crime	can	result	from	a	variety	of	motivations	

working	in	combination.		It	is	this	orchestra	of	motivations	that	affects	the	Chinese	

hacker.		A	security	researcher	with	over	20	years	of	experience	explained	the	

situation	simply:	

	

“Of	the	hackers	we	know	about,	ones	we	can	attach	name	to	face	to	action…	and	there	

are	a	couple	dozen	now…	a	lot	of	them	are	educated	in	America	or	Europe.		Sure,	they	

did	their	undergraduate	work	in	China,	but	the	M.A.s	and	Ph.D.s	come	from	Oxford	and	

UCLA.		These	guys	don’t	hate	America,	but	it’s	where	the	money	is,	where	they’re	told	

to	focus.		It’s	worse	for	the	guys	who	live	here	in	the	U.S.		Imagine	working	for	

Northrop	Grumman	and	then	getting	a	call	asking	for	some	information.		There	

doesn’t	even	have	to	be	a	threat,	you	know	you	have	extended	family	back	home.		You	

can	do	as	you’re	told,	risk	your	job	here,	but	get	a	payout	or…	you	can	stay	broke	and	

risk	your	family	back	home.		That’s	not	a	choice.		There’s	one	very	obvious	answer.”	
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Profile	of	target	organization	

	 The	cultural	norms	and	skilled	workforce	in	China	may	explain	the	amount	of	

cyber-attacks	that	originate	from	the	country,	but	Kshetri	(2005)	also	accounts	for	

target	selection	within	his	framework;	why	are	the	United	States,	and	its	

corporations,	the	frequent	targets	for	advanced	persistent	threats,	in	general,	and	

China,	in	particular.		The	profile	of	target	organization	covers	all	aspects	that	make	a	

target	both	desirable	and	attackable.		These	aspects	will	be	introduced	briefly	here	

and	will	be	covered	in	more	depth	next	chapter.		There	are	three	main	factors	that	

affect	a	target’s	desirability:	symbolic	significance	and	criticalness,	digitization	of	

value,	and	weakness	of	defense	mechanisms.	

	

Symbolic	significance	and	criticalness	

	 “The	ideal	targets	for	terrorists	of	September	11,	2001	were	the	World	Trade	

Center’s	Twin	Towers,	the	White	House	and	the	Pentagon,	the	ones	with	

tremendous	symbolic	significance”	(Coates,	2002,	p.	24).	Hackers	similarly	have	

ideal	targets.		Kshetri	(2005)	elaborates	using	China	as	an	example:	

	

Following	the	collision	of	an	American	spy	plane	and	a	Chinese	jet	in	April	

2001,	Chinese	and	U.S.	hackers	attacked	each	other’s	websites.	Each	camp	

selected	websites	that	had	symbolic	values.	In	the	US,	the	White	House’s	site	

was	shut	down	for	many	hours;	there	was	a	virus	attack	against	computers	at	

the	California	Department	of	Justice;	and	Ohio’s	Bellaire	School	District	site	

played	the	Chinese	national	anthem	displaying	Chinese	flag	(C.	S.	Smith,	
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2001).	In	China,	sina.com,	one	of	the	most	popular	portals;	the	website	of	

Xinhua	news	agency;	and	those	of	local	governments	were	attacked	(Tang,	

2001).	

	

	 There	are	trivial	hacks,	attacks	with	aims	of	website	defacement	or	denial	of	

service,	that	do	target	specific	symbolic	targets.		For	example,	a	“smear”	campaign	

against	human	rights	activist	Ai	Weiwei	attempted	to	discredit	Weiwei	by	

publicizing	the	fact	the	artist	had	had	an	extramarital	affair	(Xuecun,	2014).		The	

GhostNet	hacks	against	the	Tibetan	embassy	could	have	likewise	attempted	to	

attack	the	Dalai	Lama	with	website	defacement;	however,	instead	of	targeting	these	

computers	for	symbolic	significance,	they	were	selected	for	their	criticalness.	

	 “Criticalness”	is	loosely	defined	as	the	importance	of	a	network	or	system.		

Questions	such	as	“does	this	system	host	guarded	information?”	and	“would	

disruption	of	these	systems	be	detrimental	to	the	target?”	help	describe	a	target’s	

criticalness.		Analysis	of	target	selection	can	not	only	help	solve	who-attribution,	but	

also	provide	insight	regarding	an	attacker’s	desires.	

	 Proprietary,	copyrighted,	and	classified	information	such	as	search	engine	

source	code,	jet	fighter	designs,	or	information	on	dissidents	all	serve	as	viable	

critical	targets	and	systems	hosting	all	of	the	above	have	been	successfully	attacked	

by	Unit	61398.		While	American	information	is	valuable,	Kshetri’s	proposition	also	

explains	why	American	corporations	are	not	involved	in	conducting	their	own	

widespread	attacks:	there	is	widespread	agreement	that	there	simply	is	“nothing	

worth	taking”	perhaps	“other	than	political	and	military	information”	(Interview	2-
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2-7).		Operating	under	the	assumption	that	American	jet	fighter	research	and	

development	is	superior	to	that	of	the	Chinese,	or	that	Cisco’s	routers	are	better	

than	Huawei’s,	it	is	clear	that	corporate	espionage	may	appear	one-sided	(Chinese	

corporations	hacking	American	ones)	simply	because	it	is.		Furthermore,	revelations	

from	the	Snowden	files	reveal	that,	while	American	corporations	may	be	innocent	of	

corporate	espionage,	the	American	government	was	guilty	of	traditional	espionage;	

the	difference	between	this	and	the	spying	of	the	past	was	the	mass	availability	of	

sensitive	information.		The	types	of	information	with	value	to	the	U.S.	(political	and	

military	information)	were	sought	after	and	collected	by	the	NSA’s	TAO;	these	

collection	efforts	included	both	“enemies”	and	“allies,”	such	as	Germany	(Reuters,	

2015).	

	 Apart	from	the	information	contained	within	a	system,	the	function	or	use	of	

a	system	may	dictate	its	criticalness	as	well.		The	computers	operating	the	power	

grid,	water	processing	plants,	traffic	lights,	stock	exchanges,	weather	monitoring	

systems,	and	many	more	secure	systems	are	attractive	targets	for	would-be	

attackers.		The	U.S.	and	Israeli	attack	on	Iranian	nuclear	centrifuges,	named	Stuxnet,	

is	just	one	example.		Iranian	nuclear	centrifuges	were	based	on	a	design	stolen	from	

Pakistan,	which	was	stolen	from	the	Netherlands,	which	had	been	copied	from	the	

centrifuges	used	by	the	United	States	(Zetter,	2014).		Accordingly,	collecting	

information	about	these	centrifuges	may	have	been	useful	militarily,	but	certainly	

not	for	American	corporations	looking	to	improve	their	designs.		Instead,	Stuxnet	

attacked	and	disabled	approximately	1,000	centrifuges	in	an	effort	to	halt,	or	

temporarily	stall,	Iran’s	nuclear	enrichment	abilities	(Zetter,	2014).	
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	 Within	the	U.S.,	critical	systems	such	as	the	power	grid	and	water	processing	

plants	have	already	been	compromised	by	Chinese	hackers	(Leyden,	2013).		While	

these	attackers	have	not	issued	any	destructive	commands,	for	example	overloading	

a	generator	in	an	effort	to	destroy	it,	long-term	and	uninterrupted	access	to	these	

systems	through	the	use	of	RATs	means	that	destruction	could	happen.		Dismissed	

as	hyperbole	for	years,	the	claim	that	American	public	utilities	had	been	

compromised	by	the	Chinese	military	was	tested	by	researchers	at	Trend	Micro	in	

2013	(Liebelson,	2013).	

	 Prior	to	December	2012,	Trend	Micro	constructed	a	decoy	water	control	

system	for	a	U.S.	municipality;	in	security	parlance,	they	had	built	a	“honey	pot”	or	

purposeful	trap.		The	honey	pot,	the	researchers	hoped,	would	entice	attackers	and	

allow	for	the	attacks	to	be	recorded	and	monitored	in	real	time.		Within	less	than	a	

month,	a	group	from	China	would	successfully	find	and	attack	the	honey	pot.		At	the	

time	the	group	was	referred	to	as	“The	Comment	Crew,”	but	less	than	4	months	after	

the	breach,	the	group	would	be	revealed	by	Mandiant	as	Unit	61398	or	APT1.		Trend	

Micro	representative	Kyle	Wilhoit	described	the	attacks	during	the	2013	Black	Hat	

conference	in	Las	Vegas,	“You	would	think	that	Comment	Crew	wouldn’t	come	after	

a	local	water	authority	[but	the	group	clearly	didn’t	attack	the	honeypot	by	accident	

while	seeking	another	target].		I	actually	watched	the	attacker	interface	with	the	

machine	and	it	was	100	percent	clear	they	knew	what	they	were	doing”	(Simonite,	

2013).	

	 Overall,	the	honey	pot	was	intentionally	breached	74	times	in	6	months	

(Simonite,	2013).		Of	these	attacks,	ten	were	considered	to	be	“complete”	meaning	
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the	attackers	had	fully	control	over	the	machinery	and	could	access	it	at	will.		Five	of	

the	ten	complete	hacks	came	from	Unit	61398.		The	researchers	conducted	

interesting	“counter-hacks”	utilizing	a	tool	known	as	the	Browser	Exploitation	

Framework	(BEF)	to	gain	access	to	the	hacker’s	own	systems.		One	feature	of	BEF	is	

the	ability	to	use	data	from	a	computer’s	Wi-Fi	card	to	triangulate	the	physical	

location	of	a	machine.		Unlike	the	methods	discussed	in	the	“Attribution	Checklist,”	

which	rely	on	evidence	collection	after-the-fact,	the	active	use	of	BEF	gave	

researchers	the	indisputable	location	of	the	attack	machines.		Lastly,	of	the	64	non-

complete	honey	pot	intrusions,	about	67%	originated	from	Russia	(Simonite,	2013),	

offering	further	evidence	of	Russia’s	pro-hacking	institutions,	but	also	of	the	

criticalness	of	these	systems	in	the	eyes	of	foreign	powers.	

	

Digitization	of	value	

	 Another	characteristic	within	the	profile	of	a	target	organization	is	the	

digitization	of	value,	the	process	in	which	things	of	worth	are	digitized.		When	

money	existed	simply	in	physical	form,	bank	robberies	were	effective.		As	money	

has	shifted	from	physically	being	located	within	bank	vaults	to	instead	being	stored	

on	a	computer	server	in	the	form	of	a	digital	ledger,	cyber-attacks	against	banks	

have	increased	(Sanger	&	Perlroth,	2015).		Companies,	however,	do	not	just	digitize	

money,	they	also	digitize	nearly	everything	else.	

	 Technological	advances	have	made	the	intellectual	property	of	American	

companies	incredibly	desirable,	while	these	same	technological	advances	have	

meant	the	accelerated	digitization	of	value	(Manyika	et	al.,	2015).		Thus,	
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technological	advancement	has	led	to	technological	reliance.		The	irony	remains:	

because	China	is	largely	considered	“behind”	the	U.S.,	in	terms	of	both	technological	

advancement	and	technical	reliance,	the	country	is	better-equipped	to	resist	an	

attack.		It	remains	impossible	to	digitally	steal	gold	from	a	bank	vault,	for	example	

(Marx,	1981).	

	

Weakness	of	defense	mechanisms	

	 Marcus	Felson	and	Lawrence	Cohen’s	“routine	activity	theory”	served	as	the	

basis	for	the	majority	of	early	cybercrime	research	(Holt	&	Bossler,	2008;	Kigerl,	

2011;	Yar,	2005).		The	theory	is	a	sub-field	of	crime	opportunity	theory	that	

stipulates	three	necessary	conditions	for	most	crime;	a	likely	offender,	a	suitable	

target,	and	the	absence	of	a	capable	guardian,	coming	together	in	time	and	space	

(Clarke	&	Felson,	2004;	Cohen	&	Felson,	1979).	In	other	words:	for	a	crime	to	occur,	

a	likely	offender	must	find	a	suitable	target	with	capable	guardians	absent.		While	

the	theory	has	been	criticized	for	being	a	simplistic	macro	theory	of	victimization,	

the	applicability	of	the	theory	to	a	digital	context	makes	sense.		Computers	with	

minimal	security	measures	provide	suitable	targets	and	are	more	likely	to	be	

attacked	than	those	that	have	been	“target	hardened.”		At	the	most	basic	level,	the	

theory	suggests	that	increasing	security	will	result	in	less	victimization.	

	 It	is	these	methods	of	increasing	security	that	differ	most	greatly	between	the	

United	States	and	China.		The	Chinese	government	owns	and	operates	a	large	

amount	of	the	underlying	network	hardware	within	China	via	the	state-owned-

enterprise	China	Telecom.		In	contrast,	the	vast	majority	of	internet	infrastructure	
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within	the	United	States	is	owned	and	operated	by	six	private	telecommunications	

companies:	Level	3	Communications,	TeliaSonera	International	Carrier,	NTT,	

Cogent,	GTT,	and	Tata	Communications.		Because	China	is	the	world’s	most	

populous	country	and	the	Chinese	government	owns	a	large	chunk	of	the	hardware	

within	China,	the	government	is	uniquely	situated	within	a	position	of	power.		This	

power	has	been	abused	at	least	once;	on	April	8th,	2010,	China	Telecom	rerouted	

about	15%	of	foreign	Internet	traffic	through	Chinese	servers	for	18	minutes	

(Anderson,	2010).		The	traffic	included	the	commercial	websites	of	Dell,	IBM,	

Microsoft,	and	Yahoo!	as	well	as	government	and	military	sites	in	the	United	States.			

Though	China	Telecom	has	denied	hijacking	any	Internet	traffic	the	feat	would	not	

have	been	possible	without	the	cooperation	of	the	company.		China’s	network	

control	superiority	will	be	discussed	in	length	next	chapter.	

	 Unlike	government-owned	China	Telecom,	the	six	American	internet	

backbone	companies	operate	in	the	free	market	through	“peering	agreements.”		

These	agreements	serve	as	network	interconnects	between	companies,	which	allow	

internet	traffic	to	follow	multiple,	redundant	paths.		Because	Americans	tend	to	be	

anti-regulation	and	anti-regulatory	agencies	(Morrissey,	2014;	Murray,	2015;	Roff,	

2015),	these	companies	are	very	loosely	regulated.		This	is	evidenced	by	the	recent	

“net	neutrality”18	fight	between	customers,	internet	service	providers,	and	the	U.S.	

federal	government.	

																																																								
18	Net	neutrality	is	the	principle	that	Internet	service	providers	should	enable	access	to	all	content	
and	applications	regardless	of	the	source,	and	without	favoring	or	blocking	particular	products	or	
websites.	
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On	September	1st,	2007,	ISP	Comcast	began	“shaping”	(Comcast’s	term)	or	

“interfering”	(the	Federal	Communications	Commission’s	term)	with	subscriber’s	

internet	traffic	(Singel,	2007).		Consumer	groups	argued	Comcast	had	begun	making	

“fast	lanes”	and	“slow	lanes”	for	internet	traffic	to	follow.		In	order	to	avoid	a	multi-

tiered	internet,	the	FCC	proposed	regulating	the	internet	like	a	public	utility.		While	

the	net	neutrality	legislation	was	passed	on	February	26th,	2015,	it	was	by	a	3-2	

party-line	vote	(Democrats	for,	Republicans	against)	and	there	have	already	

multiple	attempts	to	repeal	or	otherwise	weaken	the	law	(Kastrenakes,	2015).		This	

reluctance	to	submit	American	corporations	(in	this	case	internet	service	providers)	

to	any	force	other	than	the	market	leads	to	lax	regulation,	even	when	said	regulation	

is	for	the	objective	benefit	of	all	internet	customers	nationwide.	

	 Due	to	this	reluctance,	there	are	currently	no	federal	laws	mandating	

computer	security	best	practices.		There	have	been	multiple	proposed	laws,	the	

most	current	being	the	Cybersecurity	Information	Sharing	Act	of	2015	(CISA).		

Introduced	July	10th,	2014	by	Senator	Diane	Feinstein,	the	goal	of	the	bill	is	to	

“improve	cybersecurity	in	the	United	States	through	enhanced	sharing	of	

information	about	cybersecurity	threats,	and	for	other	purposes,”	but	how	effective	

the	bill	would	be	at	accomplishing	this	goal	remains	unclear	(Collins,	2015).		The	

main	provisions	of	the	bill	make	it	easier	for	companies	to	share	personal	

information	with	the	government,	especially	in	cases	of	cyber	security	threats.	

Without	requiring	such	information	sharing,	the	bill	creates	a	system	for	federal	

agencies	to	receive	threat	information	from	private	companies.		Because	the	law	

only	requests	information	sharing,	and	does	not	require	it,	interviewees	believe	CISA	
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would	have	little	effect.		One	interview	subject	employed	by	a	company	that	would	

be	affected	by	CISA	shared,	“We	do	everything	better	internally	than	any	

government	agent	possibly	could.		These	are	our	systems.		We	already	share	

relevant	information	with	the	government.		At	best,	CISA	does	nothing.		At	worst,	it	

slows	us	down	from	doing	something	we	are	already	doing”	(Interview	3-1-5).	

	 Private	corporations	may	not	be	subject	to	any	cyber	security	standards,	but	

some	public	utilities	are.		The	North	American	Electric	Reliability	Corporation	

(NERC)	is	a	nonprofit	corporation	based	in	Atlanta,	Georgia	formed	on	March	28th,	

2006.		NERC	was	created	by	the	electric	utility	industry	to	promote	the	reliability	

and	adequacy	of	bulk	power	transmission	in	the	electric	utility	systems	of	North	

America;	NERC's	mission	states	that	it	is	to	“ensure	the	reliability	of	the	North	

American	bulk	power	system”	(NERC,	2007).		One	part	of	ensuring	reliability	is	the	

continued	security	of	the	computer	systems	controlling	power	generation	and	

distribution.		Thus,	NERC	has	created	many	standards.	The	newest	version	of	these	

standards	is	“NERC	1300”	and	one	subsection,	Critical	Infrastructure	Protection	

(CIP),	defines	cybersecurity	practices.	These	standards	are	used	to	secure	bulk	

electric	systems,	but	they	also	provide	network	security	administration	while	still	

supporting	best-practice	industry	processes.	

	 NERC	releases	yearly	compliance	reports;	the	most	recent	report	is	from	May	

2012.		In	this	report,	NERC	states	that	cybersecurity	standards	were	violated	249	

times	over	the	previous	12	months.		So,	while	most	private	industries	are	

unregulated	and	remain	insecure	in	part	because	of	it,	even	industries	that	are	

regulated,	such	as	critical	power	systems,	fail	to	properly	implement	mandated	
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standards.		Luckily,	NERC	notes	that	in	66%	of	the	cases	of	non-compliance,	the	

issue	was	self-identified	and	self-reported.		Issues	of	regulatory	compliance	will	be	

discussed	in	Chapter	6.	

	

Chapter	Summary	

	 Both	the	United	States	of	America	and	People’s	Republic	of	China	host	

offensively-minded	government	“computer	network	exploitation”	teams;	the	U.S.	

group	is	the	National	Security	Agency’s	“Tailored	Access	Operations”	and	the	

Chinese	is	the	People’s	Liberation	Army’s	“Unit	61398.”		It	remains	difficult	to	

properly	attribute	cyberattacks	to	a	host	nation,	but	a	wide	range	of	techniques	has	

allowed	the	researcher	to	state	with	relative	certainty	that	at	least	six	major	

network	breaches	can	be	attributed	to	the	Chinese	government.		These	breaches	

cover	a	wide	range	of	targets	and	employ	a	vast	number	of	attack	methods,	but	

some	commonalities	can	be	found:	the	use	of	advanced	“spear	phishing”	and	

“watering	hole”	attacks,	economic	and	political	targets,	and	a	continued	interest	in	

information	collection	instead	of	system	disruption.	

	 When	viewed	through	the	lens	of	Kshetri’s	(2005)	cyberwar	framework,	

these	intrusions	are	easily	understood.		First,	China	is	host	to	pro-hacking	

regulative,	normative,	and	cognitive	institutions	as	well	as	a	large	and	highly-skilled	

workforce.		Second,	the	combination	of	both	intrinsic	(obligation	to	community)	and	

extrinsic	(monetary)	motivations	provides	ample	interest	in	launching	attacks.		

Third,	the	criticalness	of	proprietary	American	trade	secrets,	high	rates	of	
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digitization	of	those	secrets,	and	relatively	weak	defense	mechanisms	allude	to	a	

routine	activity	explanation	for	repeated	U.S.	victimization.	

Chapter	5	
An	Expansion	of	the	Nodal	Governance	Framework	
Antagonistic	Nodes	

	 The	adoption	of	the	nodal	governance	framework	by	Nhan	(2008)	has	

allowed	cyber	researchers	to	more	accurately	map	the	relation	of	cyber	actors,	

namely:	the	general	public,	law	enforcement,	the	government,	and	private	industry.		

While	the	ultimate	goal	of	all	actors	within	this	framework	may	be	“cyber	security,”	

intermediate	and	conflicting	goals	can	lead	to	disparate	actions.		Nhan	(2008)	refers	

to	these	goal	conflicts	as	“blockages”	which	can	interfere	with	the	efficacy	of	

cooperation	between	nodes	and	ultimately	prevents	the	production	of	a	secure	

internet.		For	example,	Nhan	(2008)	draws	attention	to	cultural	differences	between	

the	police	and	the	technology	industry	which	may	affect	cooperation;	law	

enforcement	tends	to	value	individuals	with	specific	skills	(honesty,	loyalty,	ability	

to	follow	orders),	while	the	technology	industry	tends	to	value	individuals	with	

technological	proficiency,	even	if	this	proficiency	has	come	from	a	less-than-

entirely-legal	background	of	“black	hat”	computer	hackery.	

	 Blockages	can	lead	to	a	significant	reduction	in	overall	security,	but	these	

blockages	simply	slow	or	stop	progress.		This	study,	however,	suggests	that	these	

blockages	may	not	be	the	most	prohibitive	form	of	non-cooperation	between	nodes.		

Instead,	there	now	appears	to	be	open	“antagonism”	between	particular	nodes,	the	

result	of	which	is	greatly	reduced	cyber	security.	
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The	FBI	vs.	Apple	Inc.	(2016)	
	 The	most	public	and	widely-discussed	example	of	antagonistic	nodes	is	the	

recently-ended	(as	of	early-2016)	“Federal	Bureau	of	Investigation	(FBI)	vs.	Apple	

Inc.”	encryption	dispute	over	the	data	contained	on	an	Apple	iPhone	5C	used	by	

2015	San	Bernadino	terrorist	attack	leader	Syed	Rizwan	Farook	(Bright,	2016a,	

2016b;	Farivar,	2016;	Kravets,	2016a,	2016b).	

	 It	was	revealed,	as	a	part	of	the	2013	mass	surveillance	disclosures	by	

Edward	Snowden,	that	the	American	National	Security	Agency	(NSA)	and	the	British	

Government	Communications	Headquarters	(GCHQ)	had	access	to	the	user	data	in	

Apple,	BlackBerry,	and	Android	phones	and	could	read	almost	all	smartphone	

information,	including	SMS,	location,	emails,	and	notes	(Greenwald,	2015).		In	part	

because	of	these	revelations,	Apple	developed	new	encryption	methods	for	its	iOS	

operating	system,	versions	8	and	later,	"so	deep	that	Apple	could	no	longer	comply	

with	government	warrants	asking	for	customer	information	to	be	extracted	from	

devices”	(Sanger	&	Chen,	2014).	

Throughout	2015,	prosecutors	advocated	for	the	U.S.	government	to	compel	

Apple	to	decrypt	the	contents	of	iPhones	within	law	enforcement	custody.		In	the	15	

months	of	2015	and	early-2016,	Apple	Inc.	has	received,	and	objected	to,	at	least	11	

orders	issued	by	United	States	district	courts	under	the	All	Writs	Act	of	1789	(Limer,	

2016).	Most	of	these	seek	to	compel	Apple	"to	use	its	existing	capabilities	to	extract	

data	like	contacts,	photos	and	calls	from	locked	iPhones	running	on	operating	

systems	iOS	7	and	older"	in	order	to	assist	in	criminal	investigations	and	
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prosecutions	(Selyukh	&	Domonoske,	2016).	A	few	requests,	however,	involve	

phones	"with	more	extensive	encryption,	which	Apple	cannot	break	with	its	current	

capabilities"	(Selyukh	&	Domonoske,	2016).	These	orders	seek	to	compel	Apple	to	

"design	new	software	to	let	the	government	circumvent	the	device's	security	

protocols	and	unlock	the	phone"	(Selyukh	&	Domonoske,	2016).	

Apple’s	current	implementation	of	the	iOS	operating	system	has	proven	to	be	

a	nightmare	for	law	enforcement	due	to	the	automatic	implementation	of	data	

encryption	for	any	user	who	secures	their	phone	using	a	4-digit	passcode.		This	

encryption	relies	on	the	use	of	cryptographic	“keys”	necessary	to	unlock	the	phone.		

In	order	to	insulate	against	“brute	force”	attempts	where	possible	passwords	(there	

are	a	maximum	of	10,000	possible	passwords	made	from	4-digit	sequences)	are	

quickly	input	and	tested,	Apple	has	devised	a	few	specific	features	built	into	the	iOS	

operating	system	(Bright,	2016b).		First,	the	iPhone	imposes	delays	between	PIN	

attempts.	While	the	first	four	attempts	can	be	entered	back-to-back,	the	iPhone	will	

force	a	user	to	wait	one	minute	before	the	fifth	attempt,	five	minutes	before	the	

sixth,	15	minutes	before	the	seventh	and	eighth,	and	a	full	hour	before	the	ninth.		

Second,	iPhones	can	be	configured	to	wipe	the	device	after	ten	failed	PIN	attempts.	

When	this	option	is	turned	on,	the	phone	will	discard	its	file	system	key	after	10	bad	

PINs,	rendering	all	the	file	system	metadata	(including	the	per-file	keys)	

permanently	inaccessible.		Third,	the	computation	used	to	derive	the	PIN	key	from	

the	PIN	itself	is	slow,	taking	approximately	80	milliseconds	(Bright,	2016b).	

Because	the	limitations	listed	above	are	implemented	by	choice,	the	FBI	

requested	a	specialized	version	of	iOS	without	these	limitations.		After	installing	this	
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custom-designed	operating	system	(which	Apple	dubbed	“govtOS”),	the	FBI	would	

be	able	to	utilize	its	code-breaking	systems	to	simply	test	the	10,000	password	

combinations	until	the	phone	is	unlocked.		The	issue,	however,	is	that	this	solution	

would	not	be	unique	to	this	one	particular	phone,	in	fact,	the	new	and	less-secure	

operating	system	could	be	installed	on	any	Apple	iPhone	and	then	be	used	to	access	

the	contents	of	that	phone,	too.		A	fitting	analogy	co-opted	by	Apple	describes	the	

situation	as	such:	the	government	has	a	safe	(the	phone)	in	which	it	would	like	

access.		In	order	to	open	this	safe,	the	government	has	requested	that	the	safe	

manufacturer	(Apple)	produce	an	appropriate	key.		Due	to	the	intricacies	of	this	safe	

(and	all	other	“safes”	Apple	has	produced),	the	only	possible	key	Apple	could	

produce	would	not	only	open	the	one	safe	the	government	wants	access	to,	but	all	

safes	Apple	has	made.		In	this	analogy,	it	is	easy	to	understand	while	Apple	objected:	

would	any	rational	buyer	purchase	a	safe	if	they	knew	there	was	a	universal	key	

that	could	open	it?		Said	safe	would	be	inherently	less	secure	than	other	safes	

without	this	caveat;	while	the	government	claimed	the	“govtOS”	code	could	remain	

at	Apple,	thus	minimizing	the	risk	that	hackers	could	obtain	the	code	and	use	it	

maliciously,	Apple	argued	that	if	it	assisted	in	unlocking	this	one	phone,	there	was	

no	guarantee	that	the	government	would	not	ask	for	future	phones	to	also	be	

decrypted	(an	accusation	that	was	confirmed	as	accurate	by	FBI	Director	James	

Comey).	

The	iPhone	case	illustrates	the	concept	of	“antagonistic	nodes”	quite	well;	the	

FBI	and	Apple	have	conflicting	intermediate	goals	(preventing	terrorism	for	the	FBI;	

selling	devices	for	Apple)	that	result	in	a	less-secure	online	world.		Apple’s	
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reluctance	to	help	the	FBI	might	be	considered	a	“blockage”	as	their	lack	of	

assistance	hindered	evidence	collection,	but	members	of	the	private	industry	node	

illustrate	the	dangerous	precedent	the	FBI	wants	to	set:	

	

“Nothing	is	completely	secure.		Nothing.		All	we	can	get	is	varying	levels	of	security.		

You’re	never	going	to	produce	an	unbreakable	phone,	but	the	goal	should	be	to	get	as	

close	to	that	as	possible.		What	the	FBI	desires	is	the	exact	opposite	and,	I	mean,	here	

you	have	a	pretty	secure	product	and	the	FBI	is	attempting	to	use	the	courts	to	make	it	

less	secure.		Can	you	imagine	a	government	agency	arguing	against	seat	belts	or	

airbags?”	(Interview	1-10-12).	

	

These	sentiments	are	echoed	throughout	private	cyber	security	industry.19		

One	interviewee	explained	the	long	term	implications:	

	

“Let’s	just	assume	Apple	is	forced	to	comply,	right?		They	are	asked	to	make	this	

software	and	they	do.		There	are	two	scenarios	I	see	playing	out.		First,	Apple	holds	

onto	the	govtOS	and	unlocks	the	phone.		This	case	isn’t	that	big.		I	really	find	it	hard	to	

believe	that	this	would	be	a	one-time	thing.		If,	god	forbid,	another	9/11	happened	do	

you	really	believe	they	wouldn’t	ask	Apple	to	open	those	phones,	too?		No,	once	Apple	

opens	this	Pandora’s	Box,	it’s	open.		They’ll	be	unlocking	phones	from	now	until	

forever.		That	isn’t	even	the	worst	scenario.		The	second	scenario	is	Apple	is	forced	to	

																																																								
19	While	the	FBI/Apple	case	occurred	after	data	collection	for	this	study	had	ended,	numerous	
interviewees	contacted	the	researcher	and	requested	follow-up	interviews	or	offered	their	opinion	
on	this	specific	matter	without	prompting.	
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comply	and	govtOS	is	stolen	or	otherwise	leaks	online.		Every	phone	Apple	has	sold	

now	is	able	to	be	cracked.		How	do	consumers	respond?		They	either	buy	newer,	more	

secure	phones,	maybe	foreign-designed	now,	so	they’re	outside	the	purview	of	the	

government	here.		Or	they	continue	using	their	current,	and	now	exposed-to-hackers	

device.		The	FBI	isn’t	thinking	long	term	about	this	at	all.		Or	maybe	they	are	and	just	

don’t	care”	(Interview	2-10-10).	

	

In	an	unexpected	turn	of	events,	the	FBI	has	been	able	to	break	into	the	

iPhone	5C	in	this	particular	case	and,	subsequently,	dropped	the	court	case	against	

Apple	(Zetter,	2016).		In	doing	so,	the	Federal	Bureau	of	Investigation	has	further	

demonstrated	specific	antagonisms.		First,	the	phone	was	ultimately	accessed	by	a	

“black	hat”	hacker	who	sold	a	reusable	cracking	technique	to	the	FBI.		Whatever	

methods	the	crack	utilizes	are	not	going	to	be	shared	with	Apple	Inc.		Apple	has	

expressed	interest	in	discovering	the	details,	but	the	FBI	is	unwilling	to	share	and	

there	is	no	legal	precedent	that	Apple	can	draw	on	to	compel	them	to	do	so	

(Johnson,	2016).		Because	of	this,	Apple	is	unable	to	“patch”	or	otherwise	fix	the	

security	flaws	being	utilized	to	access	the	phone.		Second,	the	FBI	has	already	begun	

utilizing	this	technique	to	unlock	other	phones	related	to	entirely	different	cases	

(Queally	&	Winton,	2016).		The	“Pandora’s	Box”	the	researcher	above	warned	of,	is	

indeed	open.	

These	most	recent	developments	clearly	illustrate	the	attitude	of	the	U.S	

government	in	relation	to	cyber	security:	the	general	public	may	be	less	secure	now	
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than	they	were	before,	but	so	long	as	it	is	the	FBI	with	unrestricted	access,	there	is	

no	interest	in	patching	vulnerabilities.	

	

Zero-Day	Attacks	

	 The	U.S.	federal	government’s	use	of	zero-day	(ZD)	attacks	remains	a	hotly	

debated	topic	among	cyber	security	researchers.		ZD	attacks	are	the	proverbial	“holy	

grail”	of	cyber	criminals	and	powerful	governments	alike.		A	ZD	is	an	unpatched	

software	exploit	within	an	operating	system	or	software	package,	such	as	Microsoft	

Windows	and	Microsoft	Office,	respectively.		The	unpatched	status	is	key;	when	an	

exploit	is	discovered	by	a	software	company	it	may	choose	to	patch	or	otherwise	fix	

the	vulnerability	thus	rendering	it	useless.		As	ZD	attacks	are	unknown	to	software	

vendors,	they	remain	open	and	able	to	be	exploited	for	a	much	longer	period	of	

time,	perhaps	indefinitely.	

	 Because	any	attack	can	be	destructive	or	disruptive	to	end	users,	most	large	

corporations	have	instituted	large	“bug	bounty”	programs	(Just,	Premraj,	&	

Zimmermann,	2008).		These	programs	offer	cash	incentives	to	individuals	who	can	

find,	replicate,	document,	and	submit	proof	of	a	vulnerability.		Then,	the	software	

vendor	pays	a	lump	sum,	the	bounty,	to	the	individual.		A	list	of	active	“bug	

bounties”	is	maintained	at	www.bugcrowd.com	and	includes	influential	members	

such	as	Apple,	AT&T,	CloudFlare,	Dropbox,	eBay,	Facebook,	Github,	Google,	

Instagram,	Intel,	Microsoft,	Mozilla,	Nokia,	Paypal,	Reddit,	Snapchat,	Spotify,	Tesla,	

Twitter,	Yahoo,	and	YouTube.		The	bounties	can	climb	quite	high,	for	example,	drive-

sharing	app	Uber	pays	$10,000	per	confirmed	exploit	(Greenberg,	2016).	
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	 Stuxnet,	the	so-called	“God	hack,”	was	an	amazingly	complex	piece	of	code,	

designed	to	work	undetected	for	years.		In	order	to	accomplish	this	feat,	the	

American	programmers	who	designed	the	malware	relied	on	an	unprecedented	four	

zero-day	exploits	(Zetter,	2014).		While	the	end	result,	Iran’s	diminished	nuclear	

refinement	capabilities,	was	certainly	desirable,	there	remain	unanswered	

questions	about	the	ethics	behind	zero-day	exploits.		Not	necessarily	in	the	use	of	

zero-days,	but	the	buying,	selling,	and	otherwise	trading	of	information	related	to	

zero-days.	

	 Differing	ideologies	exist	relative	to	the	collection	and	use	of	zero-day	

vulnerability	information.	Many	computer	security	vendors	perform	research	on	

zero-day	vulnerabilities	in	order	to	better	understand	the	nature	of	vulnerabilities	

and	their	exploitation	by	individuals,	computer	worms	and	viruses.	Alternatively,	

some	vendors	purchase	vulnerabilities	to	augment	their	research	capacity.	An	

example	of	such	a	program	is	TippingPoint's	Zero	Day	Initiative.	While	selling	and	

buying	these	vulnerabilities	is	not	technically	illegal	in	most	parts	of	the	world	there	

is	a	lot	of	controversy	over	the	method	of	disclosure.		Most	formal	programs	follow	

some	form	of	hacker	Rain	Forest	Puppy's	“disclosure	guidelines”	or	the	more	recent	

Organization	for	Internet	Safety	(OIS)	Guidelines	for	Security	Vulnerability	

Reporting	and	Response.	In	general,	these	rules	forbid	the	public	disclosure	of	

vulnerabilities	without	notification	to	the	vendor	and	adequate	time	to	produce	a	

patch.	

	 The	buying,	selling,	and	trading	of	zero-day	exploits	is	not	illegal	in	the	

United	States	and	almost	every	interview	subject	agreed	that	this	has	far-reaching	
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implications.		For	example,	one	academic	commented,	“Zero-days	are	weapon	

delivery	systems.		I	can’t	sell	you	a	rocket	launcher,	but	I	can	sell	you	a	zero-day.		

That	doesn’t	seem	right”	(Interview	2-18-1).		Another	industry	insider	painted	an	

even	bleaker	picture:	“There’s	no	law	stopping	me	from	selling	you	an	exploit.		

There’s	also	no	law	stopping	me	from	selling	that	same	exploit	to	the	Chinese,	

Iranians,	or	North	Koreans”	(Interview	2-11-1).	

	 In	addition	to	the	fact	that	zero-days	can	be	sold	amongst	cyber	security	

firms	and	freelance	hackers	with	no	legal	requirement	for	disclosure,	the	office	of	

Tailored	Access	Operations	(TAO)	is	rumored	to	have	a	veritable	“collection”	of	

zero-day	exploits	waiting	to	be	utilized	(Lyngaas,	2015).		Regardless	of	total	count,	

the	Stuxnet	attack	serves	as	evidence	that	at	least	four	zero-days	were	within	the	

possession	of	the	U.S.	government.		Instead	of	notifying	Microsoft	of	the	

vulnerabilities	within	its	software,	they	were	implemented	to	deliver	the	Stuxnet	

payload.	

	 This	study	does	not	attempt	to	argue	the	ethical	or	political	aspects	of	this	

decision,	whether	or	not	denying	Iran	nuclear	capabilities	was	“worth”	the	secret	

use	of	zero-days,	instead	this	study	does	argue	that	the	offensive	use	of	zero-days	

represents	antagonism	between	the	governmental	and	private	industry	nodes	and	

results	in	a	less-safe	internet	overall.		Stuxnet	was	designed	to	attack	“air-gapped”	

machines,	computers	not	connected	to	the	internet,	through	the	aggressive	use	of	

these	zero-day	exploits.		It	did	so	by	infecting	every	machine	it	came	in	contact	with,	

but	only	“activating”	on	the	specific	systems	at	Iran’s	Natanz	nuclear	facility	(Zetter,	

2014).		While	this	design	meant	that	no	other	computers	were	adversely	affected	
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beyond	the	dormant	“infection,”	researchers	worried	that	the	virus	may	spread	

uncontrollably	or	be	reverse-engineered	and	utilized	as	the	basis	for	new	attacks	by	

independent	hackers.		Both	worries	have	come	true,	in	part.		First,	researchers	have	

confirmed	that	the	Stuxnet	virus	has	continued	to	spread	and	has	been	able	to	not	

only	infect	other	nuclear	facilities,	including	one	in	Russia,	but	also	the	computer	

systems	of	petrochemical	giant	Chevron	(King,	2012).		Second,	while	the	specific	

Stuxnet	code	has	not	been	used	in	subsequent	attacks	by	third	parties,	it	has	been	

successfully	reverse-engineered	and	techniques	within	its	design	have	been	

implemented	in	“copycat”	style	attacks	(D.	Kaplan,	2011).	

	

Analysis	of	American	Nodes	

	 Given	the	information	covered	last	chapter	and	the	examples	from	the	

previous	section	of	this	chapter,	it	is	clear	that	the	Chinese	government	is	motivated	

and	able	to	attack	American	systems,	while	the	relationship	between	American	

government	and	American	industry	presents	obstacles	to	mounting	an	effective	

defense.		The	Office	of	Personnel	Management	(OPM)	data	breach	provides	an	

interesting	case	study	combining	many	of	the	previously	covered	concepts.		It	will	

be	covered	in	depth	shortly,	but	first	some	necessary	background.	

	 After	the	9/11	terrorist	attacks,	the	U.S.	federal	government	restructured	a	

large	amount	of	its	defense,	immigration,	and	security	agencies	under	one	large	

banner:	The	Department	of	Homeland	Security.		This	agency	was	created	by	the	

Homeland	Security	Act	of	2002	and	it,	along	with	the	Federal	Information	Security	

Management	Act	(FISMA)	of	2002,	proscribed	the	policies	for	securing	federal	



	 91	

computer	networking	systems.		FISMA	assigns	specific	responsibilities	to	federal	

agencies,	the	National	Institute	of	Standards	and	Technology	(NIST),	and	the	Office	

of	Management	and	Budget	(OMB)	in	order	to	strengthen	information	security	

systems.	In	particular,	FISMA	requires	the	head	of	each	federal	agency	to	implement	

policies	and	procedures	to	cost-effectively	reduce	information	technology	security	

risks	to	an	acceptable	level.		According	to	FISMA,	the	term	“information	security”	

means	protecting	information	and	information	systems	from	unauthorized	access,	

use,	disclosure,	disruption,	modification,	or	destruction	in	order	to	provide	integrity,	

confidentiality	and	availability.	

	 While	ultimately	a	step	in	the	right	direction,	FISMA	is	not	without	

detractors.		Security	experts	Bruce	Brody,	a	former	federal	chief	information	

security	officer,	and	Alan	Paller,	director	of	research	for	the	SANS	Institute,	have	

described	FISMA	as	a	“well-intentioned	but	fundamentally	flawed	tool,”	and	argued	

that	the	compliance	and	reporting	methodology	mandated	by	FISMA	measures	

security	planning	rather	than	measuring	actual	information	security	(Jackson,	2007).		

Past	Government	Accountability	Office	(GAO)	chief	technology	officer	Keith	Rhodes	

said	that	FISMA	can	and	has	helped	government	system	security	but	that	

implementation	is	everything,	and	if	security	people	view	FISMA	as	just	a	checklist,	

nothing	is	going	to	get	done	(Jackson,	2009).	

	

EINSTEIN-1	and	EINSTEIN-2	

	 One	of	the	most	important	tools	created	by	the	HSA	of	2002	and	FISMA	of	

2002	was	“EINSTEIN.”		The	Internet	is	essentially	a	“network	of	networks”	and	in	
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order	to	limit	outside	access	to	U.S.	government	computers	via	the	internet,	the	OMB	

decided	to	minimize	the	number	of	“access	points”	where	federal	networks	and	the	

internet	connect.		Prior	to	2008,	U.S.	government	networks	had	4,300	access	points.		

By	the	end	of	2009,	these	access	points	had	been	limited	to	50	(Karisny,	2015).		

Simply	put,	these	access	points	served	as	“doors”	between	the	regular	internet	and	

federal	systems;	and	it	remains	an	easier	task	to	protect	and	police	50	“doors”	as	

opposed	to	4,300	“doors.”	

	 While	reducing	the	number	of	interconnected	access	point	was	a	remarkable	

feat,	the	reduction	was	only	step	one	of	the	plan.		Step	two	was	the	implementation	

of	EINSTEIN	an	intrusion	detection	system	(IDS)	that	monitors	the	network	

gateways	of	government	departments	and	agencies	in	the	United	States	for	

unauthorized	traffic	(Karisny,	2015).	The	software	was	developed	by	the	United	

States	Computer	Emergency	Readiness	Team	(US-CERT),	which	is	the	operational	

arm	of	the	National	Cyber	Security	Division	(NCSD)	of	the	United	States	Department	

of	Homeland	Security	(DHS).		The	first	iteration	of	this	program,	EINSTEIN-1,	was	

"an	automated	process	for	collecting,	correlating,	analyzing,	and	sharing	computer	

security	information	across	the	Federal	civilian	government"	(US-CERT,	2004,	p.	1).		

Its	purpose	was	to	"facilitate	identifying	and	responding	to	cyber	threats	and	

attacks,	improve	network	security,	increase	the	resiliency	of	critical,	electronically	

delivered	government	services,	and	enhance	the	survivability	of	the	Internet"	(US-

CERT,	2004,	p.	1).		ESINSTEIN-1	allowed	for	the	collection	of	pertinent	data	in	order	

to	form	strategies	and	better	protect	federal	networks.		EINSTEIN-2	aimed	to	
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improve	on	this	process	of	data	collection	and	provide	automatic	real-time	

notifications	when	the	system	detected	“malicious	network	activity.”	

	 EINSTEIN-2	could	be	trained	with	malware	“definitions.”		These	definitions	

are	analogous	to	fingerprints,	DNA,	or	other	unique	identifying	marks.		For	example,	

EINSTEIN-2	could	be	given	the	definition	for	Stuxnet,	then	if	Stuxnet	were	to	attempt	

to	infect	a	computer	network	monitored	by	EINSTEIN-2,	an	alert	would	notify	

information	technology	workers	able	halt	the	attack.		This	process	of	definition	

learning	was	impressive,	but	flawed:	the	system	could	not	recognize	related,	but	not	

formerly	“learned,”	attacks.		Stuxnet	is	part	of	a	malware	“family”	that	consists	of	

different,	but	related	“modules”	(Ziegler,	2011).		The	other	malware	within	this	

family	are	Fanny,	Flame,	and	Duqu.		These	malware	share	a	number	of	modules	and	

identifying	features.		Since	the	discovery	of	Stuxnet,	researchers	have	been	able	to	

recognize	the	handiwork	of	its	creators	within	the	other	malwares	(Constantin,	

2015).		The	problem	with	EINSTEIN-2,	however,	is	that	it	is	unable	to	recognize	

these	similarities	and	respond	accordingly.		So,	though	EINSTEIN-2	may	have	been	

taught	the	definition	for	Stuxnet,	and	Stuxnet	shares	a	large	amount	of	code	with	

Flame,	EINSTEIN-2	will	not	recognize	Flame	as	an	attack.		Keep	this	in	mind	while	

reading	about	the	OPM	data	breach	below.	

	

Case	Study:	The	Office	of	Personnel	Management	data	breach	

	 Beginning	March	2014,	Chinese	hackers	infiltrated	the	OPM’s	computer	

systems,	presumably	to	collect	information	on	federal	employees	who	had	applied	

for	top	security	clearance	in	the	past	(Nakashima,	2015).		Information	targeted	in	
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the	breach	included	personally	identifiable	information	such	as	Social	Security	

numbers,	as	well	as	names,	dates	and	places	of	birth,	and	addresses	(Hautala,	2015).		

Though	unconfirmed,	the	hack	also	likely	involved	theft	of	detailed	security-

clearance-related	background	information,	such	as	the	highly	sensitive	127-page	

“Standard	Forms-86”	questionnaire,	which	includes	information	about	family	

members,	college	roommates,	foreign	contacts,	and	psychological	information	

(Perez	&	LoBianco,	2015b).	One	victim	wrote	that	the	OPM	is	the	agency	that	asks	

your	neighbors	what	they	know	about	you	that	could	be	used	to	“blackmail	you”	

(Wolff,	2015).	

	 On	June	7th,	2014,	the	United	States	Investigation	Service	(USIS)	discloses	the	

breach	to	the	OPM	and	15	other	large	federal	agencies	(Krebs,	2015).		At	this	point	

in	time,	the	breach	is	believed	to	have	compromised	the	records	of	25,000	

government	employees.		Almost	a	full	month	later,	on	July	9th,	2014,	the	New	York	

Times	runs	an	article	informing	the	American	public	of	the	breach	(Schmidt,	

Perlroth,	&	Sanger,	2014).		Federal	investigators	find	related	breaches	at	KeyPoint	

Government	Solutions,	a	provider	of	investigative	services	for	the	U.S.	government	

during	the	months	of	September	2014	and	December	2014	(Davenport,	2014).		

These	additional	breaches	raise	the	total	victim	count	to	48,000	federal	employees.	

	 New	intrusions	on	OPM	networks	are	detected	during	April	2015	and	

multiple	times	throughout	June	2015.		On	June	25th,	2015,	U.S.	Intelligence	Chief	

James	Clapper	publicly	confirms	that	China	is	the	chief	suspect	behind	the	OPM	

breach	(Paletta,	2015b).		On	July	9th,	2015,	the	OPM	concludes	its	investigation	of	

the	breach	and	reveals	that	19.7	million	individuals	(as	well	as	1.8	million	non-
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applicants,	including	the	aforementioned	neighbors,	spouses,	and	partners)	were	

affected	by	the	incident	(Davis,	2015).		This	is	in	addition	to	the	4.2	million	people	

whose	information	was	compromised	in	the	personnel	data	breach	that	was	

discovered	back	in	April.	

	 Based	on	information	released	publicly	by	the	OPM	and	interviews	with	

security	industry	insiders	there	were	three	main	contributing	factors	to	the	breach:	

outdated	technology,	insufficient	security,	and	inadequate	staff.	

	

Outdated	technology	

	 As	of	mid-2014,	the	U.S.	federal	government	had	successfully	shrunk	the	

number	of	its	online	access	points	from	4,300	to	approximately	50	and	implemented	

the	first	two	iterations	of	EINSTEIN	providing	partial	protection	of	government	

systems.		Issues	remained,	however:	“The	biggest	problem	I	see	is	that	the	

technology	protecting	the	OPM	network	is	decades	behind	commercial	tech”	

(Interview	1-03-2)	and	“EINSTEIN	is	looking	for	punches,	but	even	if	you	teach	it	to	

recognize	a	jab,	it	is	still	going	to	let	through	a	cross,	hook,	or	uppercut”	(Interview	

2-09-2).		While	it	is	hyperbole	that	government	technology	is	“decades”	behind,	

most	recent	studies	confirm	that	government-created	software	does	usually	lag	

behind	commercially-available	software	(Volz,	2016).		A	“penetration	test”	report	

released	April	2016	by	security	firm	SecurityScorecard	reveals	U.S.	government	

systems	at	local,	state,	and	federal	levels	all	are	less	secure	than	computer	systems	

at	American	corporations	(Volz,	2016).		In	this	particular	case,	EINSTEIN	is	to	

blame;	commercially	available	antivirus	software	is	able	to	detect	malware	with	
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similar	definitions	to	known	attacks,	so	it	is	able	to	deflect	more	attacks	than	

EINSTEIN,	which	only	detects	known	attacks.		“Once	CERT20	added	the	definition	to	

Einstein,	they	saw	that	the	intrusion	was	systemic.		This	wasn’t	a	few	computers;	it	

was	an	on-going	intrusion	of	the	OPM’s	internal	data	centers”	(Interview	2-22-1).		

This	case	demonstrates	the	consequence	of	this	particular	flaw	and	the	dangers	of	

running	outdated	defense	software.	

	

Insufficient	security	

	 Outdated	technology	represents	technological	weaknesses,	whereas	

insufficient	security	represents	institutional	and	bureaucratic	weaknesses.		Target	

hardening	can	help	limit	access	to	critical	systems	from	outsiders,	but	the	ultimate	

cyber	security	goal	is	user-level	security.		For	example,	a	complex	password	may	be	

impossible	to	“crack”	using	technology,	but	both	spear	phishing	and	watering	hole	

attacks	may	simply	trick	a	user	into	willfully	divulging	their	password	rendering	its	

complexity	useless.		Thus,	cyber	security	best	practices	begin	with	the	user.		At	the	

OPM,	it	appears	that	a	pro-security	mentality	had	not	been	properly	implemented.		

This	is	demonstrated	through	the	failure	to	implement	two	widely-available	

security	conventions:	encryption	and	two-factor	authentication.	

	 Both	the	FBI	and	NSA	argue	that	the	increased	use	of	encryption	in	consumer	

electronics	has	led	to	streams	of	intelligence	“going	dark”21	(Eng,	2016).		The	San	

																																																								
20	Computer	Emergency	Readiness	Team	
21	This	claim	is	refuted	by	some	researchers,	including	a	team	at	Harvard’s	Berkman	Center	for	
Internet	&	Society.		Professors	Matt	Olsen,	Bruce	Schneier,	and	Jonathan	Zittrain	of	the	Berkman	
Center	have	released	a	37-page	report	entitled,	“Don’t	Panic.		Making	Progress	on	the	‘Going	Dark’	
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Bernadino	iPhone	5C	case	is	a	clear	indicator	of	this.		The	FBI	believed	its	inability	to	

access	information	on	Syed	Rizwan	Farook’s	phone	would	endanger	the	lives	of	

American	citizens.		Encryption,	the	FBI	argued,	was	hiding	critical	information.		

While	most	of	the	information	on	the	OPM	servers	was	encrypted,	some	of	it	was	

not;	in	post-breach	Congressional	testimony,	OPM	Director	Katherine	Archuleta	

erroneously	claimed	encryption	was	“not	feasible	to	implement	on	networks	that	

[were]	too	old”	(Gallagher,	2015b).		Jeffrey	David	Cox,	the	National	President	of	the	

American	Federation	of	Government	Employees	(AFGE)	and	American	Federation	of	

Labor	and	Congress	of	Industrial	Organizations	(AFL-CIO)	was	quoted	in	response:	

“We	believe	that	Social	Security	numbers	were	not	encrypted,	a	cybersecurity	

failure	that	is	absolutely	indefensible	and	outrageous”	(Newman,	2015).		If	all	

information	on	the	OPM	systems	had	been	encrypted,	the	theft	would	be	a	non-

issue;	it	would	be	unfortunate	that	government	systems	had	been	vulnerable	and	

compromised,	but	the	“payoff”	for	the	intruders	would	have	been	minimal	as	the	

information	would	have	remained	unreadable.		Nearly	every	interview	subject	

echoed	disbelief,	some	with	more	flourish	than	others:	“TrueCrypt22	came	out	

twelve	years	ago.		I	know	pedophiles	with	more	secure	systems	than	these	

government	computers.		I	guess	the	difference	is	that	they	(the	pedophiles)	care	

about	secrecy.		It	appears	as	if	the	federal	government	doesn’t”	(Interview	4-01-1)	

																																																																																																																																																																					
Debate”	challenging	many	of	the	issues	presented	by	U.S.	law	enforcement.		Full-text	of	the	report	is	
available	at:	https://cyber.law.harvard.edu/pubrelease/dont-panic/Dont_Panic_Making_Progress	
_on_Going_Dark_Debate.pdf		
22	TrueCrypt	is	a	now-discontinued	freeware	utility	used	for	on-the-fly	encryption	(OTFE).	It	can	
create	a	virtual	encrypted	disk	within	a	file	or	encrypt	a	disk	partition	or	entire	storage	device.	
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	 Encryption	is	the	larger	issue	and	may	have	rendered	the	data	breach	futile,	

but	the	lack	of	two-factor	authentication	remains	the	primary	reason	the	hackers	

were	able	to	maintain	continued	access	to	OPM	systems.		Two-factor	authentication	

is	the	use	of	two	components	in	conjunction	for	access.		For	example,	to	withdraw	

money	using	an	automated	teller	machine	(ATM),	the	cardholder	needs	both	the	

debit	card	as	well	as	the	personal	identification	number	(PIN);	having	only	one	is	

not	enough.		Likewise,	technology	companies	such	as	Apple	and	Google	have	begun	

using	their	widely-sold	smartphones	as	second	factors	for	email	access.		Users	of	

Google’s	Gmail	service	can	configure	their	account	to	require	both	a	password	and	a	

numerical	code	sent	to	their	phone	in	order	to	access	their	account.		By	doing	so	the	

user	is	able	to	restrict	access	in	a	manner	that	would	require	the	physical	theft	of	

the	second	factor	(the	phone),	plus	the	password,	in	order	to	log	in	to	an	account	

without	permission.		One	academic	explains	the	questionable	absence	of	two-factor	

authentication	given	its	ubiquity,	“At	the	time,	[the	OPM]	weren’t	using	two-factor*	

for	outside	access.		My	personal	email	has	two-factor.		Hell,	my	son’s	iPad	has	two-

factor”	(Interview	3-6-1).		Another	researcher	said,	“They	were	only	using	

passwords.		All	you’d	need	was	one	set	of	credentials	and	you’re	in.		The	risk	is	that,	

even	if	you	get	in,	you’ll	be	detected,	but	we	now	know	that	wasn’t	the	case	until	

much	later”	(Interview	3-10-1).	

	

Inadequate	staff	

	 The	most	important	aspect	of	FISMA	was	the	requirement	for	each	agency	to	

develop,	document,	and	implement	an	agency-wide	program	to	provide	information	
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security	for	the	information	and	information	systems	that	support	the	operations	

and	assets	of	the	agency,	including	those	provided	or	managed	by	another	agency,	

contractor,	or	other	source	(Department	of	Homeland	Security,	2014).		In	order	to	

do	so	efficiently,	all	agencies	were	asked	to	maintain	an	internal	information	

technology	(IT)	department.		Until	2013,	the	OPM	had	not	met	this	requirement	and	

employed	a	staff	with	"no	professional	IT	security	experience	and	certifications”	

(Gallagher,	2015a).		By	November	of	2014,	seven	such	professionals	had	been	hired	

and	four	more	were	in	the	pipeline.	

	 Even	though	OPM	had	begun	hiring	qualified	staff,	the	some	of	its	systems	

still	operated	under	the	administration	of	a	third-party	or	outside	contractor,	such	

as	KeyPoint	Government	Solutions.		In	some	cases,	the	internal	IT	staff	had	to	ask	

non-agency	systems	administrators	for	access	to	their	own	information.		One	

professional	said,	“So…	uhm…	if	I	had	to	guess?		Half?		Yeah.		About	half	of	the	

systems	complied	with	FISMA.		The	other	half	were	under	the	control	of	outside	

contractors.		And	some	of	those	systems	the	new	IT	guys	couldn’t	even	access”	

(Interview	2-20-2).		The	issue	of	third-party	control	was	so	debated	that	the	OPM	

Inspector	General	released	a	statement	that	75%	of	servers	had	been	under	internal	

control	and	25%	had	not	been	(Perez	&	LoBianco,	2015a).	

	

	 If	EINSTEIN	was	unable	to	catch	the	data	breach,	the	OPM	did	not	institute	

cyber	security	best	practices,	and	the	agency	was	poorly	staffed	with	qualified	IT	

workers,	how	was	the	breach	eventually	discovered?		By	another	node	in	the	

American	security	infrastructure:	private	industry.	
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	 The	breach	was	initially	discovered	by	CyTech	Services,	Inc.	during	a	

technology	demonstration	of	its	“CyFIR	Enterprise	Incident	Response	and	

Enterprise	Forensic	Investigation	Suite”	at	the	OPM	(Hackett,	2015).		This	product	

suite	was	a	commercial	version	of	software	similar	to	EINSTEIN.		The	company	had	

developed	a	new	intrusion	detection	system	(IDS)	and	wanted	to	give	a	

demonstration	in	the	field.		CyTech	was	allowed	to	install	CyFIR	Enterprise	on	an	

OPM	test	system	and,	during	the	demonstration,	the	software	found	the	Chinese	

intrusion.		Ben	Cotton,	CyTech’s	CEO,	explains,	“CyTech	was	initially	invited	to	OPM	

to	demonstrate	CyFIR	Enterprise	on	April	21,	2015.		Using	our	endpoint	

vulnerability	assessment	methodology,	CyFIR	quickly	identified	a	set	of	unknown	

processes	running	on	a	limited	set	of	endpoints.		This	information	was	immediately	

provided	to	the	OPM	security	staff	and	was	ultimately	revealed	to	be	malware”	

(Paletta,	2015a).	

	

American	Nodal	Clusters	

	 During	his	initial	mapping	of	cyber	security	nodes,	Nhan	(2008)	identified	

four	key	security	stakeholders	within	California:	law	enforcement,	state	

government,	private	industry,	and	the	general	public.		These	nodal	clusters	also	

apply	at	local	and	national	levels,	both	within	the	United	States	and	China.		At	the	

state	level,	Nhan	(2008)	described	issues	within	each	cluster	that	disrupted	the	

production	of	internet	security.		The	law	enforcement	cluster	suffered	from	

jurisdictional	issues,	the	negative	influence	of	police	culture,	and	an	aversion	to	

hiring	“geeks.”		The	state	government	cluster	was	marred	by	funding	and	staffing	
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issues,	plus	inter-departmental	conflicts.	The	private	industry	cluster	Nhan	(2008)	

covered	was	not	the	cyber	security	industry,	but	instead	consisted	of	the	film	and	

technology	industries.		The	general	public	was	not	covered	in	any	depth	due	to	a	

lack	of	available	data.		While	the	internal	issues	for	each	cluster	were	important,	

Nhan	found	that	inter-nodal	“blockages”	were	the	main	deterrent	to	effective	online	

security.		In	cases	where	inter-nodal	relations	were	positive,	such	as	between	the	

film	industry	and	law	enforcement,	task	force	creation	was	likely	and	cooperation	

led	to	criminal	cases.		The	technology	industry,	however,	preferred	to	solve	

cybercrimes	internally,	only	turning	to	law	enforcement	when	absolutely	necessary.		

The	mutual	reluctance	to	help	one	another	is	an	example	of	a	blockage.	

	 At	the	national	level	within	the	United	States,	the	internal	issues	facing	law	

enforcement,	government,	and	private	industry	remain.		For	example,	the	state	

government	lack	of	funding	and	staffing	found	by	Nhan	in	California	closely	

resembles	the	same	lack	of	funding	and	staffing	found	at	the	Office	of	Personnel	

Management.		Likewise,	blockages	between	nodes	lead	to	insecurity;	it	was	the	

collaboration	between	the	OPM	and	CyTech	Services	that	finally	lead	to	the	

detection	of	the	data	breach.		The	blockages	discovered	by	Nhan	at	the	state	level	

are	not	as	detrimental	as	the	proposed	definitional	expansion	with	“antagonistic	

nodes”	at	the	national	level.	

	
	
Super	Nodes	

	 State-owned-enterprises	(SOEs)	are	rare	within	the	United	States.		Other	

than	some	government	owned	corporations	in	Puerto	Rico	and	the	partially-



	 102	

government-owned	Amtrak,	most	U.S.	corporations	are	privately	held.		While	the	

implications	of	being	an	SOE	are	beyond	the	scope	of	this	paper,	research	tends	to	

show	the	crucial	difference	“between	private	and	political	[publicly	owned]	firms	is	

that	ownership	in	the	latter	effectively	is	nontransferable”	(De	Alessi,	1974,	p.	645).		

After	1949,	all	business	entities	in	the	People's	Republic	of	China	were	created	and	

owned	by	the	government	(Babones	&	Stone,	2016).	In	the	late	1980s,	the	

government	began	to	reform	the	state-owned	enterprise,	and	during	the	1990s	and	

2000s,	many	mid-sized	and	small	sized	state-owned	enterprises	were	privatized	

and	went	public	(Wildau,	2015).	Though	there	are	a	number	of	different	corporate	

forms	which	result	in	a	mixture	of	public	and	private	capital,	SOEs	in	China	typically	

operate	under	strict	Party	control	with	members	of	the	Politburo	serving	as	

company	board	members.	In	People’s	Republic	of	China	(PRC)	terminology,	a	state-

owned	enterprise	refers	to	a	particular	corporate	form,	which	is	increasingly	being	

replaced	by	the	listed	company.	State-owned	enterprises	are	governed	by	both	local	

governments	and,	in	the	central	government,	the	national	State-owned	Assets	

Supervision	and	Administration	Commission	(SASAC).	As	of	2011,	35%	of	business	

activity	and	43%	of	profits	in	the	People's	Republic	of	China	resulted	from	

companies	in	which	the	state	owned	a	majority	interest	(Jiangang,	2015).	Critics,	

such	as	the	victim-to-Chinese-hacks	The	New	York	Times,	have	alleged	that	China's	

state-owned	companies	are	a	vehicle	for	corruption	by	the	families	of	ruling	party	

leaders	who	have	sometimes	amassed	fortunes	while	managing	them.		

Approximately	275	SOEs	currently	operate	in	China,	including	automobile	
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manufacturer	Chery,	oil	and	gas	conglomerates	SINOPEC	and	PetroChina,	chemical	

company	Sinochem,	and	food	manufacturer	Bright	Food	(Wildau,	2016).	

	 Nhan	(2008)	noted	that	certain	private	industries	have	a	more	comfortable	

relationship	with	law	enforcement	and	state	government,	for	example,	the	film	

industry.		While	law	enforcement	and	the	film	industry	occasionally	worked	

together	through	task	forces,	the	majority	of	cooperation	was	stepwise:	after	the	

film	industry	had	been	victimized,	the	vulnerable	company	would	collect	all	

evidence,	deliver	it	to	the	most	relevant	enforcement	agency,	and	then	supply	help	

as	needed.		In	China,	the	unique	marketplace	and	existence	of	industry-important	

SOEs	has	resulted	in	a	level	of	cooperation	beyond	that	observed	within	the	U.S.		As	

the	Nodal	Governance	framework	describes	separate	private	industry	and	

governmental	nodal	clusters,	it	is	necessary	to	expand	the	theoretical	reach	to	

include	“Super	Nodes.”	

	 A	Super	Node,	in	this	context,	is	a	nodal	cluster	constructed	of	more	than	one	

of	Nhan’s	(2008)	traditional	four	nodal	clusters.		While	any	combination	is	possible,	

for	example,	a	Super	Node	of	private	industry	with	the	general	public,	this	study	will	

focus	on	the	specific	private	industry	plus	government	“Super	Node”	that	is	the	

state-owned-enterprise.		This	concept,	while	new,	has	already	been	observed	

multiple	times:	indictments	have	been	brought	against	six	total	Chinese	nationals	

responsible	for	corporate	cyber	espionage	(Nakashima	&	Wan,	2014;	Vincent,	

2016).	
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Case	Study:	The	2014	indictment	of	five	Chinese	military	hackers	

	 On	May	19th,	2014,	a	grand	jury	in	the	Western	District	of	Pennsylvania	

(WDPA)	indicted	five	Chinese	military	hackers	for	computer	hacking,	economic	

espionage	and	other	offenses	directed	at	six	American	victim	companies	in	the	U.S.	

nuclear	power,	metals	and	solar	products	industries	(Nakashima	&	Wan,	2014).		The	

indictment	alleges	that	the	defendants	conspired	to	hack	into	American	entities,	to	

maintain	unauthorized	access	to	their	computers,	and	to	steal	information	from	

those	entities	that	would	be	useful	to	their	competitors	in	China,	including	state-

owned	enterprises	(SOEs).		The	case	was	groundbreaking	as	it	represents	the	first	

case	alleging	economic	espionage	by	members	of	the	Chinese	Military	as	well	as	the	

first	ever	charges	against	a	state	actor	for	this	specific	type	of	hacking.	

U.S.	Attorney	General	Eric	Holder	stated,	“The	range	of	trade	secrets	and	

other	sensitive	business	information	stolen	in	this	case	is	significant	and	demands	

an	aggressive	response.		Success	in	the	global	market	place	should	be	based	solely	

on	a	company’s	ability	to	innovate	and	compete,	not	on	a	sponsor	government’s	

ability	to	spy	and	steal	business	secrets.		This	Administration	will	not	tolerate	

actions	by	any	nation	that	seeks	to	illegally	sabotage	American	companies	and	

undermine	the	integrity	of	fair	competition	in	the	operation	of	the	free	market”	

(Welsh,	2014).		Assistant	Attorney	General	for	National	Security,	John	Carlin,	added,	

“State	actors	engaged	in	cyber	espionage	for	economic	advantage	are	not	immune	

from	the	law	just	because	they	hack	under	the	shadow	of	their	country’s	flag.		Cyber	

theft	is	real	theft	and	we	will	hold	state	sponsored	cyber	thieves	accountable	as	we	
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would	any	other	transnational	criminal	organization	that	steals	our	goods	and	

breaks	our	laws”	(Thomas	&	Levine,	2014).	

The	indictment	names	the	five	defendants	as	Wang	Dong,	Sun	Kailiang,	Wen	

Xinyu,	Huang	Zhenyu,	and	Gu	Chunhui,	all	of	whom	were	officers	in	Unit	61398	of	

the	Third	Department	of	the	Chinese	People’s	Liberation	Army	(PLA)	(Department	

of	Justice,	2014).		It	alleges	that	Wang,	Sun,	and	Wen,	among	others	known	and	

unknown	to	the	grand	jury,	hacked	or	attempted	to	hack	into	U.S.	companies	named	

in	the	indictment,	while	Huang	and	Gu	supported	their	conspiracy	by,	among	other	

things,	managing	infrastructure	used	for	hacking.		The	victim	organizations	have	

familiar	names:	Westinghouse	Electric	Co.	(Westinghouse),	U.S.	subsidiaries	of	

SolarWorld	AG	(SolarWorld),	United	States	Steel	Corp.	(U.S.	Steel),	Allegheny	

Technologies	Inc.	(ATI),	the	United	Steel,	Paper	and	Forestry,	Rubber,	

Manufacturing,	Energy,	Allied	Industrial	and	Service	Workers	International	Union	

(USW)	and	Alcoa	Inc.	(Department	of	Justice,	2014).	

While	the	five	alleged	hackers	attacked	a	variety	of	corporations,	the	

techniques	and	motivations	are	now	familiar.		In	2010,	Westinghouse	was	building	

four	power	plants	in	China	while	negotiating	with	an	unnamed	state-owned-

enterprise	(referred	to	as	SOE-1	within	the	indictment).		Sun	Kailiang	stole	

confidential	and	proprietary	technical	and	design	specifications	for	pipes,	pipe	

supports,	and	pipe	routing	within	the	under-construction	power	plant	buildings	

(Department	of	Justice,	2014).	

Also	in	2010,	U.S.	Steel	was	participating	in	trade	cases	with	Chinese	steel	

companies,	including	one	particular	state-owned	enterprise	(referred	to	as	SOE-2).		
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Sun	Kailiang	sent	spearphishing	e-mails	to	U.S.	Steel	employees,	some	of	whom	

were	in	a	division	associated	with	the	litigation.		Wang	Dong	stole	hostnames	and	

descriptions	of	U.S.	Steel	computers	took	steps	to	identify	and	exploit	vulnerable	

servers	on	that	list	(Department	of	Justice,	2014).	

In	2012,	Chinese	competitors	flooded	the	U.S.	solar	market	with	Chinese-

manufactured	products	at	below	fair	value	prices	(Plumer,	2013).		Research	shows	

that	Wen	Xinyu	had	accessed	thousands	of	files	including	information	about	

SolarWorld’s	cash	flow,	manufacturing	metrics,	production	line	information,	costs,	

and	privileged	attorney-client	communications	relating	to	ongoing	trade	litigation.		

This	information	allowed	Chinese	competitors	to	aggressively	target	SolarWorld’s	

business	operations.	

The	charges	for	these	cases	range	from	“Accessing	(or	attempting	to	access)	a	

protected	computer	without	authorization	to	obtain	information	for	the	purpose	of	

commercial	advantage	and	private	financial	gain,”	under	statutes	18	U.S.C.	§§	

1030(a)(2)(C),	1030(c)(2)(B)(i)-(iii),	to	“Transmitting	a	program,	information,	code,	

or	command	with	the	intent	to	cause	damage	to	protected	computers,”	under	

statutes	18	U.S.C.	§§	1030(a)(5)(A),	1030(c)(4)(B).		While	maximum	penalties	range	

from	2	to	15	years,	per	count,	it	is	unlikely	that	any	of	these	defendants	will	ever	see	

the	inside	of	an	American	courtroom.	

In	2012,	when	these	cases	were	first	discovered,	senior	officials	from	the	

State	Department	and	the	Pentagon	held	a	four-hour	meeting	with	their	

counterparts	in	Beijing	(Nakashima,	2014).		Their	job	was	to	confront	the	Chinese	

government	with	proof	that	American	companies	were	being	hacked	by	the	People’s	
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Liberation	Army	to	the	benefit	Chinese	firms.		The	American	officials	reported	that	

the	Chinese	officials’	response	was	roughly,	“This	is	outrageous!	You’re	here	and	you	

accuse	us	of	such	a	thing?		We	don’t	do	this”	(Nakashima,	2014).		In	the	time	

between	then	and	the	2014	indictment,	the	U.S.	had	gathered	considerable	proof	in	

addition	to	public	revelations,	such	as	the	2013	Mandiant	report	on	APT1,	or	Unit	

61398.		Even	with	this	additional	proof,	interview	subjects	remained	skeptical	that	

any	change	would	result.		A	security	researcher	that	specializes	in	defense	against	

the	type	of	attacks	China	utilizes	said,	“Beijing	will	never	hand	over	the	accused	

hackers,	this	is	just	a	way	of	letting	the	Chinese	know	‘We’ve	got	our	eyes	on	you’”	

(Interview	3-10-2).	

The	continued	official	Chinese	response	has	been	either	that	they	are	not	

responsible	or,	if	they	are,	that	their	actions	are	no	different	than	the	actions	of	the	

United	States,	which	the	Snowden	leaks	revealed	have	compromised	many	systems	

of	their	own,	including	Chinese	systems.		Top	government	officials,	including	

President	Obama,	have	consistently	drawn	a	line	between	spying	for	national	

security	and	foreign	intelligence	purposes,	and	spying	on	companies	to	give	a	

competitive	advantage	to	one’s	own	businesses.	The	Chinese	maintain	that	they	do	

not	see	the	difference	and	point	out	that	the	U.S.	definition	of	national	security	

includes	securing	advantage	in	trade	negotiations	and	on	other	international	

economic	issues.	
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Case	Study:	Su	Bin	and	Boeing	

	 In	the	two	years	following	the	indictment	described	last	section,	the	U.S.	has	

continued	to	find	and	attempted	to	punish	economically-motivated	Chinese	hackers.		

In	early	2016,	Su	Bin,	a	citizen	and	resident	of	the	People’s	Republic	of	China,	

pleaded	guilty	before	a	U.S.	District	Judge	of	the	Central	District	of	California	

(Vincent,	2016).		Indictments	filed	in	Los	Angeles	in	2014	charged	Su,	a	China-based	

businessman	in	the	aviation	and	aerospace	fields,	for	his	role	in	the	criminal	

conspiracy	to	steal	military	technical	data,	including	data	relating	to	the	C-17	

strategic	transport	aircraft	and	certain	fighter	jets	produced	for	the	U.S.	military.		Su	

was	initially	arrested	in	Canada	in	July	2014	on	a	warrant	issued	in	relation	to	this	

case.		Su	ultimately	waived	extradition	and	consented	to	be	conveyed	to	the	United	

States	in	February	2016	(Vincent,	2016).	

	 In	the	plea	agreement	filed	during	March	2016,	Su	admitted	to	conspiring	

with	two	persons	in	China	from	October	2008	to	March	2014	to	gain	unauthorized	

access	to	protected	computer	networks	in	the	United	States,	including	computers	

belonging	to	the	Boeing	Company	in	Orange	County,	California,	to	obtain	sensitive	

military	information	and	to	export	that	information	illegally	from	the	United	States	

to	China	(Vincent,	2016).	

	 While	Bin	was	not	a	skilled	hacker	employed	by	Unit	61398	or	the	PLA,	the	

access	given	to	him	by	Boeing	allowed	Bin	to	assist	the	two	China-based	attackers	

who	were.		Su	would	e-mail	the	co-conspirators	with	guidance	regarding	what	

persons,	companies,	and	technologies	to	target	during	their	computer	intrusions.		

One	of	Su’s	co-conspirators	would	then	gain	access	to	information	residing	on	
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computers	of	U.S.	companies	and	email	Su	directory	file	listings	and	folders	showing	

the	data	that	the	co-conspirator	had	been	able	to	access.		Su	then	directed	his	co-

conspirator	as	to	which	files	and	folders	his	co-conspirator	should	steal.		Once	the	

co-conspirator	stole	the	data,	Su	translated	the	contents	of	certain	stolen	data	from	

English	into	Chinese.		In	addition,	Su	and	his	co-conspirators	each	wrote,	revised	

and	emailed	reports	about	the	information	and	technology	they	had	acquired	by	

their	hacking	activities,	including	its	value,	to	the	final	beneficiaries	of	their	hacking	

activities	(Vincent,	2016).	

	 As	of	mid-2016,	Bin’s	co-conspirators	have	not	been	indicted.		This	is	

unsurprising	given	the	2014	indictments	of	Wang	Dong,	Sun	Kailiang,	Wen	Xinyu,	

Huang	Zhenyu,	and	Gu	Chunhui	have	gone	nowhere.		However,	U.S.	officials	do	know	

who	the	two	co-conspirators	are;	these	officials	claim	that	they	have	intercepted	

email	attachments	revealing,	“Chinese	military	identification	showing	his	

photograph,	name,	rank,	military	unit,	and	year	and	month	of	birth”	(Freeze,	2016).	

	

The	Four	Types	of	Illegal	Behavior	Associated	with	SOE-related	“Super	Nodes”	

	 SOEs	are	not	naturally	criminogenic	and,	in	certain	markets,	SOEs	can	

provide	welcomed	advantages	over	privately-held	corporations.		For	example,	both	

water	and	power	can	be	provided	to	the	public	at	more	affordable	rates.		In	markets	

where	SOEs	do	not	operate	primarily	to	generate	profit,	they	are	able	to	provide	

products	and	services	to	those	who	otherwise	might	not	be	able	to	afford	them.		

Lastly,	given	increased	governmental	control,	SOEs	are	able	to	more	effectively	
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“pivot”	to	strategic	sectors	of	the	economy,	such	as	devoting	resources	to	atomic	and	

solar	energy	sources.	

	 Though	not	inherently	criminogenic,	employees	of	SOEs	are	susceptible	to	

forces	beyond	those	a	normal	employee	may	find	themselves	under	at	a	privately-

held	corporation.		Specifically,	the	increased	influence	and	power	of	company	

officials,	given	that	most	company	officials	are	also	Party	officials,	means	that	

commands	to	break	national	and	international	laws	may	be	more	readily	followed	if	

their	disobedience	means	retribution	in	the	form	of	employment	termination,	or	

even	prison	sentences.		With	this	in	mind,	there	appear	to	be	four	possible	types	of	

illegal	behavior	tied	to	the	PLA	and	their	close	ties	with	SOEs.	

	 First,	the	costliest	and	least	common	way	that	Chinese	SOEs	may	pilfer	

information	from	American	corporations	is	through	the	use	of	Party-loyal	employees.		

These	employees	are	trained	to	act	as	a	“double	agent”	of	sorts.		Engineers,	

programmers,	and	other	highly-educated	Chinese	citizens	are	selected	to	apply	to	

and	be	employed	by	American	corporations.		Once	employed	by	a	company	like	Dow	

Chemical,	for	example,	this	type	of	employee	either	slowly	siphons	off	sensitive	

information,	sending	it	back	to	China	for	analysis,	or	attempts	to	steal	as	many	files	

as	possible	all	at	once	before	returning	to	China	with	information	in	hand.	Both	the	

training	and	time	commitment,	plus	the	danger	of	being	caught	with	physical	

evidence,	have	resulted	in	this	form	of	corporate	espionage	being	replaced	by	the	

remaining	three	forms.	

	 Second,	opportunist	employees,	such	as	Su	Bin	at	Boeing,	may	contact	either	

the	Chinese	government	or	an	SOE	directly	to	sell	proprietary	information.		During	
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his	communication	with	the	two	unnamed	hackers	in	China,	for	example,	Bin	warns	

the	hackers	about	the	size	of	the	payout	for	their	services,	telling	them	that	aviation	

companies	are	stingy.		The	hacker’s	response	notes	that	Su	Bin’s	Beijing-based	Lode	

Technology	Company,	Ltd.	stood	to	profit	from	whatever	technology	could	be	taken	

from	Boeing	(Vincent,	2016).	

Third,	are	coerced	employees.		The	first	type	of	criminal,	Party-loyal	

employees,	operated	through	appeals	to	Chinese	loyalty	and	nationalistic	pride.		The	

second	type,	opportunist	employees,	were	motivated	through	greed.	Coerced	

employees	may	feel	no	sense	of	duty	to	China	and	may	not	stand	to	benefit	

monetarily	from	their	crimes.		These	employees,	many	of	which	have	been	educated	

in	the	West	and	have	immigrated	their	families	to	Europe	and	the	U.S.,	may	be	

“strongly	encouraged”	by	the	Chinese	government	to	divulge	sensitive	information	

these	employees	have	access	to	in	their	general	day-to-day	operations.		Specific	

threats	may	not	even	be	necessary;	one	interviewee	describes	a	story	he	had	heard	

a	few	years	earlier:	

	

“A	software	engineer	at	a	firm	we	do	security	for	got	an	email	from	a	family	

friend.		He	showed	it	to	me,	I	didn’t	understand	the	immediacy	of	the	situation,	it	just	

looked	like	a	regular	correspondence.		It	mentioned	an	old	family	friend	and	his	legal	

troubles.		The	engineer	explained	this	family	friend	was	also	a	software	engineer	and	

there	were	rumors	he	had	refused	some	request	from	a	government	official.		You	could	

hear	the	fear	in	his	voice.		He	said,	‘yes’	when	I	asked	if	he	would	comply	with	a	similar	
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request.		He	was	worried	any	family	remaining	in	China	might	be	targeted	if	he	

refused.”	

	

Lastly,	the	most	common	type	are	external	hackers,	such	as	Wang	Dong,	Sun	

Kailiang,	Wen	Xinyu,	Huang	Zhenyu,	and	Gu	Chunhui,	the	hackers	named	in	the	

2014	U.S.	indictment.		Though	these	attackers	may	work	with	employees	at	the	

companies	they	target,	sophisticated	techniques	such	as	“spear	phishing”	and	

“watering	hole”	type	attacks	allow	PLA	hackers	to	increasingly	operate	

autonomously	and	from	a	location	external	to	the	target	organization.		Given	this	is	

the	least	risky	and	arguably	most	cost-effective	type,	it	is	the	type	seen	most	

frequently.	

Corporate	espionage	has	been	conducted	by	China	for	at	least	20	years,	

dating	back	to	the	mid-1990s.		Over	time	the	techniques	have	migrated	online	and	

have	become	more	effective,	but	the	motivation	behind	the	corporate	espionage	has	

remained	the	same.		Corporations	around	the	world	have	used	less-than-scrupulous	

means	to	acquire	wealth	for	centuries.		These	range	from	The	Jungle-esque	

disregards	of	safety	and	health	standards	to	the	disruption	of	governments	that	

have	proven	disruptive	to	profits,	such	as	the	neocolonial	actions	of	the	United	Fruit	

Company.		Given	the	continued	pursuit	of	ever-increasing	profits,	China	utilizing	its	

military	expertise	to	help	its	SOEs	is	unsurprising.	
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Golden	Shield	Project	

	 In	his	study,	Nhan	(2008)	chose	not	to	include	any	information	about	the	

fourth	nodal	cluster,	the	general	public.		Within	the	state	of	California,	the	area	in	

which	Nhan	had	limited	the	scope	of	his	study,	the	general	public	did	not	represent	

a	sizeable	enough	stakeholder.		As	this	study	has	expanded	to	include	the	entirety	of	

the	United	States,	Nhan’s	assessment	holds	true,	there	remains	a	general	lack	of	

both	action	and	interest	on	the	part	of	the	general	American	public	regarding	cyber	

issues.		Occasionally,	the	general	public	falls	victim	to	a	large	attack,	such	as	the	

credit	card	breaches	at	Target,	Home	Depot,	and	Neiman	Marcus,	but	beyond	a	

temporary	“dip”	in	sales	in	the	months	following	a	breach,	business	returns	to	

normal	(Li,	2014).	

	 As	this	study	has	added	the	concepts	“antagonistic	nodes”	and	“super	nodes,”	

it	must	be	noted	that	the	general	public	in	China	is	a	major	stakeholder	within	the	

framework	of	China’s	overall	online	security.		As	a	one-party	state,	China	has	

become	the	posterchild	for	internet	censorship;	websites,	blogs,	and	online	forums	

that	paint	the	country,	the	Party,	or	the	government	in	a	negative	light	are	routinely	

blocked	for	Chinese	web	users	(Mozur,	2016).		The	mechanisms	that	allow	the	

Chinese	government	to	perform	this	type	of	censorship	also	have	the	secondary	

effect	of	strengthening	the	“Chinese	internet”	against	outside	attacks.		The	technical	

project	that	accomplishes	both	of	these	goals	is	the	Golden	Shield	Project	or	jīndùn	

gōngchéng.	

	 The	Golden	Shield	project	is	based	on	one	of	former	Party	chairman	Deng	

Xiaoping’s	favorite	sayings,	“If	you	open	the	window	for	fresh	air,	you	have	to	expect	
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some	flies	to	blow	in”	(Minzner,	2014).		As	China	transitioned	from	a	planned	

economy	to	a	socialist	market	economy,	Xiaoping	knew	the	country	would	

increasingly	encounter	other	countries	and	these	other	countries	would	espouse	

“unwanted	ideologies”	that	differed	from	the	economic	“freedom,”	values,	and	

political	ideas	that	the	Party	wished	to	promote.		These	non-Party	ideologies	are	the	

proverbial	“flies”	and	the	goal	of	the	Golden	Shield	Project	was	to	“swat”	as	many	of	

these	flies	as	possible.	

	 The	internet	was	brought	to	China	on	April	20th,	1994	in	an	effort	to	further	

modernize	the	Chinese	economy	and	in	1998	the	Golden	Shield	Project	had	begun	

(FlorCruz	&	Seu,	2014).		The	most	recognizable	feature	of	the	project	was	the	so-

called	“Great	Firewall	of	China”	(GFW).		Firewalls	are	hardware	and	software	

packages	that	allow	a	user	to	control	internet	access	to	and	from	a	system	or	

network.		For	example,	more	and	more	American	corporations	are	installing	

firewalls	to	block	external	hackers	from	accessing	internal	networks,	as	well	as	

blocking	company	employees	from	wasting	time	on	social	networking	sites	such	as	

Facebook	and	Twitter.		While	these	firewalls	handle	clients	numbering	from	dozens	

to	thousands,	China’s	Golden	Shield	Project	provides	a	firewall	for	all	632	million	(as	

of	2014)	internet	users	within	China	(Fallows,	2008).	

	 The	GFW,	regardless	of	its	intended	purpose,	is	a	technological	marvel.		In	

this	study’s	earlier	discussion	of	cyber	security	for	the	U.S.	federal	government,	it	

was	noted	that	the	federal	government’s	4,300	internet	interconnects,	the	points	of	

contact	between	the	governmental	and	general	internet,	had	been	reduced	to	50	

interconnects	in	an	effort	to	insulate	the	federal	networks	and	thus	improve	
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EINSTEIN’s	ability	to	monitor	traffic	in	real	time.		China	has	done	essentially	the	

same	thing,	but	on	a	much	larger	scale;	instead	of	isolating	governmental	networks	

from	public	networks,	the	government	has	isolated	the	entirety	of	the	Chinese	

internet,	both	governmental	and	public,	from	the	greater	global	internet.		In	order	to	

accomplish	this,	all	internet	traffic	to	and	from	China	passes	through	one	of	three	

interconnects:	The	Beijing-Qingdao-Tianjin	area	in	the	north,	where	cables	come	in	

from	Japan;	Shanghai	on	the	central	coast,	where	they	also	come	from	Japan;	and	

Guangzhou	in	the	south,	where	they	come	from	Hong	Kong	(Fallows,	2008).	

	 By	severely	limiting	the	amount	of	interconnects	between	China	and	the	rest	

of	the	world,	the	Party	has	accomplished	something	no	other	country	has	been	able	

to	do:	complete	control	of	the	Internet	within	its	borders.		Though	impressive,	the	

feat	is	not	without	its	drawbacks.		First,	the	Internet	within	China	is	quick,	but	

connections	to	websites	outside	of	China	are	quite	slow	due	to	the	fact	that	any	and	

all	connections	must	be	funneled	through	one	of	these	three	interconnects.		Second,	

disruptions	to	any	of	the	three	interconnects	devastates	large	amounts	of	internet	

accessibility;	an	earthquake	near	Taiwan	in	2006	cut	some	of	the	cables	for	one	of	

these	interconnects	resulting	in	sporadic	internet	access	and	slow	speeds	for	

Chinese	internet	users	for	months	(Sang-hun	&	Arnold,	2006).	

	 Since	the	entirety	of	the	Chinese	internet	runs	through	these	3	interconnects,	

Chinese	authorities	have	installed	special	“mirroring	routers”	developed	by	Cisco	

that	duplicate	every	single	“packet”23	that	flows	through	them	(Duffy,	2008).		By	

																																																								
23	A	network	packet	is	a	formatted	unit	of	data	carried	by	a	packet-switched	network.		A	packet	
consists	of	control	information	and	user	data,	which	is	also	known	as	the	payload.	Control	
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copying	these	packets,	the	routers	are	able	to	monitor	all	web	traffic	in	real	time.		In	

addition	to	monitoring,	web	traffic	can	be	“shaped”	or	otherwise	interfered	with,	

too.		These	special	routers	allow	Party	authorities	to	censor	internet	content	using	

four	overlapping	techniques:	DNS	blocks,	reset	commands,	URL	keyword	blocks,	

and	page-specific	content	filtering.	

	 DNS	blocks	abuse	the	domain	name	server	protocol	discussed	in	the	last	

chapter.		As	described,	a	DNS	translates	user-typed	URLs,	such	as	www.google.com,	

into	IP	addresses	so	that	computers	can	communicate.		The	GFW	provides	the	

ability	to	redirect	these	so-called	DNS	lookups;	for	two	months	during	2002,	for	

example,	users	attempting	to	access	www.google.cn	were	redirected	to	Google’s	

main	Chinese	competitor	at	the	time,	Baidu.		In	addition	to	redirecting	users,	DNS	

blocks	can	outright	block	access	to	a	site	by	not	supplying	an	IP	address	resulting	in	

a	“Site	not	found”	error	message	(Fallows,	2008).	

	 In	the	event	that	a	user	circumvents	the	DNS	block,	reset	commands	can	force	

web	connections	to	be	dropped.		Government	webmasters	maintain	a	blacklist	of	IP	

addresses	with	blocked	content.		Every	attempted	web	connection	is	checked	

against	this	blacklist	and	when	an	URL	match	is	made,	the	GFW	sends	a	“reset”	

command	to	both	the	offending	server	and	web	user’s	browser	which	acts	as	a	

forced	“hang	up”	(Fallows,	2008).		This	“hang	up”	command	blocks	access	to	any	

URL	on	the	blocklist.	

	 Since	DNS	blocks	and	reset	commands	rely	on	user-generated	lists	of	banned	

IP	addresses	and	IP	addresses	can	change,	URL	keyword	blocks	are	implemented	to	
																																																																																																																																																																					
information	provides	data	for	delivering	the	payload,	for	example:	source	and	destination	network	
addresses,	error	detection	codes,	and	sequencing	information.	
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intercept	any	content	that	may	not	have	been	added	to	the	IP	blacklist	yet.		If	a	URL	

consists	of	a	forbidden	term,	the	page	will	not	load,	even	if	the	webhost	is	not	on	the	

IP	blacklist.		Banned	words	are	tracked	in	Chinese,	English,	and	a	few	other	common	

languages	and	include	the	“three	T’s	and	an	F.”24		This	list	is	actively	maintained	and	

can	include	a	wide	variety	of	topics,	for	example,	The	Atlantic	notes	this	list	even	

includes	“the	name	of	the	latest	town	with	a	coal	mine	disaster”	(Fallows,	2008).	

	 The	final	measure	censorship	utilized	by	the	GFW	is	page-specific	content	

filtering.		While	the	previous	three	methods	of	censorship	are	effective	at	web-

filtering,	they	tend	to	be	machete-like	solutions	removing	large	swathes	of	content.		

For	example,	by	blocking	Google’s	IP	address	range	web	censors	also	removed	

access	to	the	popular	blogging	platform	“Blogger;”	interview	subjects	were	split	on	

whether	to	reduced	access	to	Blogger	was	an	“unintended	consequence”	or	was	

instead	“completely	purposeful”	(Interviews	2-04-1	and	2-06-1).		Since	websites	like	

The	New	York	Times	may	publish	offending	material	occasionally,	but	not	frequently,	

this	all-or-nothing	approach	is	less	than	ideal.		Instead,	page-specific	content	

filtering	allows	China	to	operate	with	a	scalpel,	instead	of	machete,	and	remove	

access	to	web	content	on	a	page-by-page	basis.		Thus,	the	main	website	for	The	New	

York	Times	remains	accessible	to	Chinese	web	users,	but	articles	about	the	yearly	

anniversary	of	Tiananmen	Square	are	not.	

	 In	addition	to	powerful	web	censorship	tools,	the	GFW	allows	China	to	

effectively	“sinkhole”	its	accessibility	to	the	outside	world.		The	GFW	is	constructed	

in	such	a	way	that,	if	the	Party	so	desired,	all	web	access	in	to	and	out	of	China	could	

																																																								
24	Tibet,	Taiwan,	Tiananmen	Square,	and	Falun	Gong.	
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be	stopped	while	traffic	within	China	could	continue	to	operate	unmolested.		Thus,	

the	GFW	represents	an	interesting	paradox:	the	tool	that	censors	the	Chinese	

internet	for	its	users	is	also	able	to	insulate	them	against	outside	attack.	

Last	chapter	drew	attention	to	the	susceptibility	of	American	networks,	both	

government-	and	privately-owned.		The	combination	of	high	digitization	of	value	

and	low	defense	mechanisms	make	American	networks	and	systems	easy	targets	

with	high	payouts.		While	the	application	of	Kshetri’s	(2005)	framework	predicts	

continued	American	victimization	at	the	hands	of	Chinese	hackers,	it	also	shows	that	

the	reverse	is	true:	even	if	there	were	a	high	digitization	of	value	within	China,	the	

GFW	provides	a	strong	defense	mechanism	for	the	whole	of	the	Chinese	internet.		

While	cutting	the	rest	of	the	world	off	completely	has	not	occurred,	there	is	evidence	

that	the	GFW	has	been	used	to	shape	the	internet	traffic	of	outsiders	looking	in.	

	 Xiao	Qiang,	an	expert	on	Chinese	media	at	the	University	of	California	at	

Berkeley,	told	The	Atlantic	that	Chinese	authorities	have	recently	begun	applying	its	

web	filtering	“in	reverse”	(Fallows,	2008).	Qiang	notes	that	as	Chinese-speaking	

people	outside	of	China,	such	as	academics	or	exiled	dissidents,	look	for	sensitive	

data,	such	as	public-health	figures	or	news	about	a	local	protest	on	Chinese	sites,	the	

GFW	computers	can	monitor	what	they’re	asking	for	and	censor	what	they	find.	

It	is	here	that	this	study	finds	the	biggest	divide	between	the	two	countries:	

the	Internet	in	China	is	decidedly	more	easily	defensible	than	the	Internet	in	the	

U.S.,	but	this	security	has	come	at	the	cost	of	freedom.		This	leads	to	a	natural	

question:	is	it	possible	for	the	U.S.	to	produce	a	more	secure	internet	without	

sacrificing	freedom?		The	next	chapter	will	attempt	to	answer	this	question.	
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Chapter	Summary	

	 Nhan	(2008)	described	internal	struggles	and	blockages	between	nodes	as	

the	primary	factors	inhibiting	cyber	security	in	the	state	of	California.		These	

internal	struggles	and	blockages	are	also	apparent	for	the	larger	United	States,	as	

well	as	the	People’s	Republic	of	China.		However,	there	remain	interactions	between	

nodes	at	this	larger	scale	that	cannot	be	adequately	described	as	blockages.		In	the	

U.S.,	outright	antagonism	between	nodes,	specifically	the	law	enforcement	and	

private	industry	nodal	clusters,	has	resulted	in	even	less	cooperation	between	nodal	

clusters	than	in	the	past.		The	early	2016	legal	battle	between	the	FBI	and	Apple	is	

just	one	example	of	this	non-cooperation.		While	that	may	be	an	extreme	case,	the	

repeated	use	of	undisclosed	“zero-day”	exploits	provide	more	frequent	examples	of	

the	U.S.	government’s	priority	of	counterterrorism	over	corporate	cyber	security.	

	 This	study	has	revealed	an	almost	diametrically-opposed	digital	environment	

in	China:	state-owned-enterprises	benefit	from	the	corporate	espionage	conducted	

by	the	Chinese	military.		PLA-employed	hackers	are	able	to	pilfer	proprietary	

information	and	supply	it	to	deserving	SOEs.		Employees	at	these	SOEs,	and	Chinese	

employees	at	companies	in	America,	may	be	pressed	to	assist	these	hackers	in	

collecting,	translating,	and	otherwise	accessing	this	hidden	information.		This	

linkage	between	industry	and	government	is	conceptualized	as	a	“super	node”	with	

capabilities	beyond	that	of	any	singular	nodal	cluster.	

	 Furthermore,	the	Golden	Shield	Project’s	“Great	Firewall	of	China”	allows	for	

all	web	traffic	in	to	and	out	of	China	to	be	monitored.		Built	on	technologies	supplied	
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by	American	corporations,	the	GFW	presents	an	interesting	conceptual	problem:	

while	the	GFW	allows	for	unprecedented	censorship	online,	it	also	allows	the	

Chinese	government	to	provide	the	most	secure	version	of	the	Internet,	capable	of	

existing	“cut	off”	from	the	rest	of	the	world.	
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Chapter	6	

How	can	the	Internet	best	be	regulated?	

	 In	previous	chapters,	this	study	has	discussed	the	difficulties	confronting	the	

U.S.	in	defending	its	computer	systems,	both	corporate	and	governmental,	from	the	

prying	eyes	of	the	Chinese	military.		The	ultimate	goal	of	this	dissertation	has	been	

to	answer	the	question:	how	can	the	internet	best	be	regulated?		In	order	to	do	so,	

however,	it	was	necessary	to	establish	an	accurate	record	of	the	digital	capabilities	

of	both	the	United	States	and	China.	

	 Offensively,	the	U.S.	appears	to	have	capabilities	beyond	that	of	every	other	

nation.		Confirmed	capabilities,	such	as	the	NSA’s	XKEYSCORE	and	TEMPORA,	in	

addition	to	suspected	capabilities	in	the	forms	of	Stuxnet,	Flame,	and	Duqu,	reveal	

complex	code	produced	by	capable	engineers.		There	are	some	limits,	such	as	the	

ability	to	crack	strong	encryption,	but	as	the	FBI	v.	Apple	case	demonstrates	these	

limitations	can	be	overcome	through	cooperation	with	private	industry,	even	“black	

hat”	hackers.	

	 The	Chinese	military,	specifically	Unit	61398,	has	also	been	confirmed	to	be	

quite	capable	online,	but,	while	the	Chinese	hacks	are	numerous,	their	

sophistication	appears	to	be	on	par	with	other	global	actors,	such	as	Russia,	Iran,	

France,	and	Israel.		Unit	61398	has	utilized	difficult	attack	vectors,	such	as	the	use	of	

watering	hole-type	attacks,	but	even	these	advanced	techniques	pale	in	comparison	

to	the	time,	money,	and	effort	devoted	to	an	intrusion	such	as	Stuxnet,	which	
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required	the	construction	of	a	multi-million-dollar	mock	facility	solely	for	the	

purposes	of	testing.	

	 Though	the	U.S.	has	an	impressive	track	record	of	successfully	conducting	

complex	digital	attacks,	the	lackluster	defensive	capabilities	of	federal	government	

computer	systems	betray	that	track	record.		At	the	very	least,	the	U.S.	presence	

online	is	lopsided;	the	Office	of	Tailored	Access	Operations	may	have	a	mean	jab,	

cross,	and	hook,	but	they	come	with	paired	with	one	hell	of	a	glass	jaw.		The	reasons	

for	this	are	numerous.		First,	barring	all	other	factors,	the	U.S.	is	host	to	the	most	

attractive	targets	due	to	a	high	digitization	of	value.		American	corporations	lead	

many	industries,	including	the	petrochemical,	telecommunications,	and	aircraft	

industries,	thus	attacking	companies	within	these	fields	is	more	likely	to	lead	to	a	

payout.		Second,	individual	targets	are	guilty	of	providing	weak	defense	mechanisms,	

such	as	the	Office	of	Personnel	Management’s	disuse	of	encryption	and	reliance	on	

EINSTEIN,	an	IDS	with	capabilities	below	that	of	commercial	offerings.		Third,	

blockages	between	security	nodes	can	reduce	overall	security	and	open	antagonism	

between	nodes	may	even	further	erode	progress.	

	 In	China,	the	production	of	a	secure	internet	has	come	more	easily	due	

almost	entirely	to	factors	that	would	be	difficult	to	replicate	within	the	U.S.		First,	

major	industries	within	China	lag	behind	those	of	the	U.S.	and,	while	it	is	entirely	

possible	that	could	change,	currently	China	represents	a	low	digitization	of	value	in	

comparison.		Moving	proprietary	information	offline	would	increase	security	for	

American	corporations,	but	it	would	arguably	be	at	the	expense	of	efficiency.		

Second,	China’s	strong	defense	mechanisms	are	produced	through	the	country’s	
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unique	internet	infrastructure:	The	Great	Firewall	of	China.		Again,	this	system	could	

be	duplicated	within	the	U.S.,	but	doing	so	would	require	a	massive	technological	

undertaking	as	well	as	legal	and	Constitutional	changes.		Even	so,	the	GFW	system	

would	again	reduce	online	efficiency	as	is	evidenced	by	the	slow	internet	speeds	and	

intermittent	connections	available	within	China.		Third,	the	“cooperation”	between	

nodal	clusters	that	form	super	nodes	tends	to	flow	from	coercion	rather	than	

cooperation	and	requires	state-owned-enterprises	to	be	completely	effective.	

	 In	sum,	the	U.S.	and	China	represent	opposites	on	a	multi-aspect	cyber	

security	continuum:	at	one	extreme	is	China	with	a	purposefully	structured,	

government	owned	and	operated,	censored,	and	secure	internet;	the	other	extreme	

is	the	U.S.	with	an	open-structured,	privately	owned	and	operated,	uncensored,	and	

insecure	internet.		The	goal,	then,	is	to	shift	the	U.S.	from	“insecure”	to	“secure”	

without	subsequent	shifts	toward	absolute	government	control	and	censorship.	

	

Proposed	solutions	of	the	past	

	 Cybercrime	prevention	is	an	oft-studied	area	of	criminology,	but,	despite	a	

multi-decade	analysis,	the	traditional	response	has	usually	been	more:	more	

security,	more	firewalls,	more	anti-virus	programs,	or	more	encryption.		Despite	the	

constant	Routine	Activity-informed	push	for	target	hardening,	cyber	victimization	

continues	grow	both	in	frequency	and	in	cost.	This	is	due	to	a	variety	of	factors,	

primarily	simple	issues	of	scale.		In	June	2001,	there	were	an	estimated	479	million	

internet	users	worldwide,	representing	7.9%	of	the	world’s	population	(Internet	

World	Stats,	2015).		Seven	years	later,	in	June	2008,	internet	users	had	ballooned	to	
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1.463	billion	or	21.9%	or	the	world	population	and	seven	years	later	still,	in	June	

2015,	internet	users	numbered	3.270	billion	or	45%	(Internet	World	Stats,	2015).		

All	told,	global	internet	users	increased	six	times	in	fourteen	years;	cyber-attacks	

have	increased	primarily	due	to	this	explosion	in	the	pools	of	both	possible	

offenders	and	possible	targets.		Furthermore,	the	cost	per	attack	has	increased	as	

vital	information	is	increasingly	stored	online,	the	formerly-described	digitization	of	

value.	The	Ponemon	Institute,	a	firm	that	tracks	internet	security	trends,	reported	

the	mean	annualized	cost	of	cybercrime	for	American	corporations	was	$15	million	

in	2015	(Ponemon	Institute,	2015).		This	was	a	19%	increase	in	cost	from	the	

previous	year	($12.7	million	in	2014).		Given	expected	continued	growth	in	both	

worldwide	internet	users	and	digitization	of	value,	Routine	Activity	would	predict	

further	increases	in	cybercrime	frequency	and	cost.	

This	research	had	existed	when	FISMA	was	drafted	and	enacted	in	2002	and	

the	target	hardening	suggestions	that	had	been	included,	such	as	the	in-house	IT	

staff	requirement,	were	ignored	leading	to	the	OPM	data	breach.		Likewise,	“well-

regulated”	industries,	such	as	the	energy	industry,	have	compliance	standards	

mandated	by	NERC,	but	the	industry’s	own	reports	reveal	issues	of	non-compliance.		

Private	industry	has	suffered	multiple	cyber-attacks	in	recent	years	and	remains	

largely	unregulated,	but	if	the	rates	of	compliance	within	regulated	industries	are	

any	indicator,	new	regulations	may	not	result	in	action.	

	 When	addressing	these	policy	issues	8	years	ago,	Nhan	(2008)	argued	that	

the	solutions	to	many	cyber	problems	must	come	from	a	cognitive	shift:	the	internet	

represents	“virtual	neighborhoods”	and	securing	it	becomes	possible	through	the	
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use	of	“digital	defensible	space.”		If	the	police,	he	believed,	treated	cybercrime	in	the	

same	manner	as	street	crime,	then	issues	of	funding	and	staffing	would	be	

addressed	leading	to	better	online	security,	but	until	cybercrime	is	viewed	as	“real	

crime,”	Nhan	felt	there	would	be	no	change.		Within	the	context	of	this	study,	the	

same	shift	is	not	possible:	if	the	U.S.	government	treated	these	attacks	as	acts	of	war,	

then	the	response	would	be	notably	different	than	the	current	status	quo	of	non-

action.		Herein	lies	the	problem,	while	the	constant	and	repeated	victimization	of	

American	corporations	is	certainly	bad	responding	with	war	appears	extreme	

regardless	of	context.	

	 Liff	(2012)	and	Rid	(2012)	each	note	that	cyber	“war”	has	yet	to	occur	and	

both	argue	that	it	remains	unlikely	to	occur	in	the	future	as	well.		Liff	(2012)	

demonstrates	the	impact	the	difficulty	of	who-attribution	has	on	preventing	cyber	

war.		Given	the	inherent	plausible	deniability	of	cyber-attacks,	Liff	believes	no	single	

cyber-attack	will	raise	the	stakes	high	enough	for	invested	parties	to	respond	in	

kind.		This	line	of	reasoning	is	easy	to	follow:	though	Iran	can	assume	the	U.S.	and	

Israel	were	behind	Stuxnet	there	is	not	enough	evidence	that	the	country	is	willing	

to	attempt	any	type	of	retaliation.		It	is	within	this	reality	that	the	Chinese	military	

operates;	sustained	low-level	attacks	produce	results	without	rising	to	a	level	that	

can	produce	a	justifiable	response.		Further	eroding	the	U.S.	position	in	this	case	is	

the	fact	that	the	U.S.,	while	not	conducting	corporate	espionage,	is	known	to	be	

conducting	digital	surveillance	worldwide	leading	to	a	classic	case	of	“do	as	I	say,	

not	as	I	do.”	
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	 Rid	(2012)	presents	a	different,	yet	related,	view	of	cyber	war.		He	argues	

that,	“Conventional	wisdom	holds	that	cyberspace	turns	the	offense/defense	

balance	on	its	head	by	making	attacking	easier	and	more	cost-effective	while	

making	defending	harder	and	more	resource-intense.		Cyber-attack,	the	standard	

argument	goes,	increased	the	attacker’s	opportunities	and	the	amount	of	damage	to	

be	done	while	decreasing	the	risks”	(Rid,	2012,	p.	28).		This	is	apparent	in	our	

analysis	of	U.S.-China	relations.		The	U.S.,	as	the	target	nation,	must	out-spend	China	

if	it	hopes	to	defend	itself,	but	mounting	a	proper	defense	is	difficult	given	the	

lopsided	nature	of	computer	network	exploitation.	

	

Solutions:	Effective	Regulation	and	Compliance	

	 This	study	has	proven	that	corporate	espionage	conducted	by	the	Chinese	

military	is	occurring	and	that	current	measures	to	halt	this	espionage	have	failed.		In	

almost	every	case,	intrusions	can	be	traced	to	inadequate	or	lapsed	security	

measures:	spear	phishing	attacks	reveal	a	lack	of	cyber	security	awareness	among	

general	employees,	watering	hole	attacks	demonstrate	technological	vulnerabilities,	

and	the	use	of	outdated	or	inadequate	intrusion	detection	systems	exemplify	

deference	toward	cost-cutting	at	the	expense	of	increased	risk.		While	the	regulation	

of	some	industries	also	reveals	issues	of	non-compliance,	the	data	shows	that	some	

regulation	is	preferable	to	no	regulation.		It	is	now	that	this	study	can	answer	the	

primary	research	question:	how	can	cyber	space	best	be	regulated?	

	 As	of	this	writing	(early	2016),	there	are	no	laws	proscribing	cybersecurity	

best	practices	for	private	corporations	within	the	U.S.		Accordingly,	companies	
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create	their	own	cybersecurity	guidelines	and	implement	them	as	they	see	fit.		

Adherence	to	these	guidelines	is	checked	individually	and	internally	by	each	

company	and,	since	there	is	no	external	source	of	review,	rule	transgressions	may	

be	ignored.		Thus,	the	first	step	to	securing	the	U.S.	internet	is	devising	universal	

best	practices	and	the	immediate	next	step	is	ensuring	these	practices	are	followed.	

	 While	creating	best	practices	may	seem	trivial,	it	is	a	necessary	component	to	

online	security.		The	importance	of	standards	was	brought	up	throughout	the	

interview	process,	one	researcher	commented:	

	

“I	know	the	saying	is	cliché,	but	it	remains	true:	the	Internet	is	the	Wild	West.		There	

are	safety	standards	for	cars,	air	bags	and	seat	belts.		The	car	companies	didn’t	want	

to	add	those	in	the	beginning	either,	but	here	we	are.		The	government	forced	them	

and	everyone	is	better	off.		Why	shouldn’t	the	same	happen	online?	Where’s	our	

Nader?”	(Interview	1-22-1).	

	

Another	researcher	echoes	the	sentiment:	

	

“There’s	no	baseline.		Apple	is	subject	to	environmental	regulations,	labor	regulations,	

copyright	law.		Our	government	tells	them,	explicitly,	things	it	can	and	cannot	do,	but	

instead	of	drafting	laws	telling	Apple	how	to	best	protect	data,	we	have	court	cases	

asking	them	to	circumvent	the	protection	they’ve	already	implemented”	(Interview	1-

34-2).	
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	 Indeed,	in	the	wake	of	repeated	victimization,	it	is	clear	the	standards	

implemented	by	companies	themselves	may	not	be	robust	enough	to	repel	an	

attack.		Though	beyond	the	scope	of	this	study,	the	author	recognizes	and	endorses	

the	cyber	security	standards	proposed	by	MIT	Computer	Scientist	Dan	Geer	

(Stevenson,	2015).		Setting	aside	the	issue	of	standards	creation	allows	for	a	focus	

on	their	implementation	and	compliance.	

	 The	study	of	cyber	criminology	remains	difficult	due	to	the	rapidly-changing	

digital	environment.		When	this	study	was	originally	proposed	in	mid-2014,	the	

researcher	believed	policy	implications	would	stem	from	three	separate,	yet	related,	

sub-fields	of	criminology:	system	capacity	(Pontell,	1978),	regulatory	theory	

(Braithwaite,	2006;	Braithwaite	&	Geis,	1982;	Makkai	&	Braithwaite,	1991),	and	

theories	of	compliance	(Ashby	et	al.,	2004;	Caudill	&	Murphy,	2000;	Kindt,	2003;	

Verboon	&	van	Dijke,	2011).		Prominent	studies,	such	as	Chang’s	(2012)	analysis	of	

regulatory	responses	and	cybercrime	prevention	across	the	Taiwan	Strait	revealed	

how	issues	of	system	capacity,	for	example,	could	be	addressed	by	utilizing	

“responsive	regulation”	in	the	form	of	two	complimentary	pyramids:	the	regulatory	

pyramid	and	the	strengths-based	pyramid.		Given	the	demonstrated	theoretical	fit,	it	

was	logical	to	assume	these	suggested	pyramids	could	“scale	up”	from	the	national	

to	the	international	level,	however,	the	data	collection	and	analysis	conducted	over	

the	past	two	years	reveals	that	this	may	not	be	the	case.	

	 At	the	time	of	proposal	(spring	2014),	most	publicly-revealed	Chinese	attacks	

were	against	private	corporations,	but	just	months	later	(summer	2014)	the	OPM	

data	breach	was	revealed.		This	hack	had	been	more	devastating	than	previous	
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attacks,	the	total	victim	count	was	over	20	million	people,	and	it	revealed	the	fact	

that,	while	private	corporations	continued	to	fall	victim,	the	least-prepared	

networks	might	not	be	corporate	networks,	but	government	networks.		This	finding	

would	perhaps	invalidate	the	use	of	regulatory	pyramids:	why	should	a	company,	

such	as	Google,	be	subject	to	the	rules	and	regulations	of	a	government	agency	when	

government	agencies	themselves	cannot	adequately	protect	their	data?		Due	to	this	

inherent	irony	the	theoretical	“fit”	may	be	called	into	question.		In	order	to	proceed,	

then,	this	study	will	present	these	regulatory	pyramids,	the	assumptions	that	must	

be	made	in	order	for	them	to	be	effective,	and	then	conclude	with	a	brief	analysis	of	

expected	effectiveness.	

	

Responsive	Regulation	

	 Ayres	and	Braithwaite	(1992)	proposed	regulatory	“pyramids”	as	a	solution	

to	a	problem	they	believed	had	hindered	the	regulatory	efficacy	of	government	

regulatory	agencies,	the	so-called	“black	and	white	response.”		At	the	most	basic	

level,	a	regulatory	agency	may	view	organizational	behavior	dualistically:	wrong	or	

right,	in	violation	or	not,	black	or	white.		This	binary	categorization	process	is	

inherently	flawed,	for	example,	this	model	does	not	differentiate	between	degrees	of	

violation;	Company	A	may	pollute	twice	as	much	as	Company	B,	but	both	companies	

would	be	lumped	into	the	same	“in	violation”	category.		This	oversimplification	can	

have	lasting	effects;	such	as	equal	regulatory	resources	being	spent	on	both	

polluting	companies.		With	no	differential	treatment	given	to	“worse”	offenders,	a	

regulatory	system	can	quickly	hit	issues	of	system	capacity	(Pontell,	1978,	1982).		
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To	address	these	types	of	issues,	Ayres	and	Braithwaite	(1992)	suggested	the	use	of	

a	multi-level	“regulatory	pyramid.”	

	

	 	

Regulatory	Pyramid	 Strengths-based	Pyramid	

	 	

Figure	6a.	 Figure	6b.	

	

	 The	regulatory	pyramid	represents	multiple	levels	of	sanctioning;	regulators	

are	encouraged	to	begin	at	the	bottom,	where	punishments	are	least	severe,	and	

progress	upwards	to	increasingly	more	punitive	sanctions	if	compliance	does	not	

occur.		This	multi-level	process	presents	many	advantages	over	the	more	primitive	

black	and	white	response.		First,	the	pyramid	allows	each	violating	organization	to	

be	met	with	an	appropriate	punishment.		Company	B,	the	less	toxic	company	from	

the	earlier	example,	may	respond	well	to	a	warning	and	halt	its	pollution	with	no	

further	intervention.		Company	A,	however,	may	respond	to	an	initial	warning	by	
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slowing	pollution,	not	by	stopping	it	entirely.		Our	regulatory	agency	may	then	

“move	up”	the	pyramid	and	publicly	shame	Company	A	in	the	press,	which	leads	to	a	

complete	reduction	in	pollution	as	the	public	boycotts	Company	A.		Additional	

sanctions	can	be	seen	in	figure	6a.		Second,	since	sanctions	are	meted	out	on	a	case-

by-case	basis,	and	these	sanctions	begin	with	low-cost	punishments,	a	regulatory	

agency	can	avoid	some	issues	of	system	capacity	by	only	utilizing	high-cost	

punishments	when	necessary.		Third,	Ayres	and	Braithwaite	(1992)	argue	that	by	

applying	sanctions	in	a	step-wise	fashion	the	legitimacy	of	each	sanction	is	

increased;	given	Company	A	chose	to	keep	offending	after	its	warning,	the	public	

shaming	is	seen	as	“expected”	or	“deserved”	since	the	initial	sanction	was	

disregarded.	

	 The	regulatory	pyramid	was	adopted	by	Chang	(2012)	as	a	possible	model	

for	cyber	security	regulatory	agencies	to	be	instituted	in	Taiwan	and	China,	but	he	

noted	that,	while	the	regulatory	pyramid	was	a	“common	sense”	approach	to	

violators,	the	regulatory	pyramid	did	not	operate	on	companies	that	were	rule-

followers.		This	discrepancy	was	addressed	by	Braithwaite	et	al.	(2007)	in	their	

study	of	nursing	home	regulation,	which	produced	the	alternative	“strengths-based	

pyramid”	(see	figure	6b).		Braithwaite	et	al.	wanted	to	reward	organizations	that	

were	in	compliance.		Again,	regulators	would	begin	at	the	bottom,	but	would	

progress	“up”	the	pyramid	as	an	organization	demonstrated	improvement.		While	

the	regulatory	pyramid	guaranteed	a	minimum	standard,	Braithwaite	et	al.	believed	

that	a	strengths-base	pyramid	would	maximize	quality	by	“pulling	the	standard	up	

through	the	ceiling”	(2007,	p.	318).		They	described	how	this	might	occur	using	the	
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Japanese	auto	industry	as	an	example;	as	some	Japanese	carmakers	increased	safety	

standards	well	beyond	the	legal	requirements,	government	regulators	praised	the	

responsible	companies	while	shaming	the	companies	that,	while	still	in	compliance	

with	the	law,	had	not	chosen	to	go	“above	and	beyond.”		As	a	result,	these	

underperforming	carmakers	increased	their	safety	standards	to	match	the	

companies	that	had	been	praised.	

	 These	two	pyramids	can	be	used	in	conjunction,	but	must	be	viewed	as	

sequential	alternatives.		The	following	is	an	example	of	how	these	two	pyramids	

may	be	utilized	within	a	cyber	security	context.		Given	the	destruction	a	zero-day	

exploit	can	facilitate,	one	important	aspect	of	cyber	security	best	practices	is	the	

habit	of	installing	software	patches	and	otherwise	maintaining	an	up-to-date	

system.		Our	fictional	cyber	security	regulatory	agency	might	approach	a	

corporation	such	as	Dow	Chemical,	which	has	been	the	victim	of	Chinese	corporate	

espionage	in	the	past.		Regulators	begin	at	the	bottom	of	both	pyramids,	“education	

and	persuasion	about	a	problem/strength,”	and	relay	the	importance	of	maintaining	

an	active	update	schedule.		If	Dow	Chemical	successfully	implements	an	active	

update	schedule,	the	regulators	may	reward	the	company	with	praise,	tax	breaks,	or	

other	incentives.		If	Dow	Chemical	fails	to	implement	an	active	update	schedule,	the	

regulators	may	shame	the	company	publicly	or	apply	a	sanction.		The	goal	is	for	

Dow	Chemical	to	reach	a	point	where	ensuring	cyber	security	is	an	automated	task.	

	 As	noted	earlier,	the	theoretical	fit	of	these	pyramids	appeared	to	be	strong	

at	first.		If	the	majority	of	target	organizations	subjected	to	Chinese	intrusions	had	

been	within	the	private	industry	node,	then	creating	a	governmental	regulatory	
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body	may	have	had	a	large	impact.		Unfortunately,	as	the	OPM	data	breach	has	

shown,	the	weakest	nodal	cluster	in	the	cyber	security	structure	appears	to	be	the	

U.S.	government	itself.		This	does	not	preclude	the	creation	of	a	governmental	

regulatory	body	to	effect	compliance	of	private	industry,	but	it	suggests	that	

resources	may	be	better	spent	regulating	government	agencies	initially	and	

primarily.	

	 Offering	a	possible	solution	to	the	government-as-regulator-and-as-victim	

problem	is	Gunningham,	Grabosky,	and	Sinclair’s	(1998)	multi-sided	regulatory	

pyramid.		Gunningham	et	al.	(1998)	argued	that	the	use	of	a	regulatory	pyramid	is	

possible	even	when	the	regulator	is	not	the	government.		They	expanded	the	two-

dimensional	triangle	used	by	Ayres	and	Braithwaite	(1992)	into	a	true	three-

dimensional	pyramid	where	each	of	the	three	faces	of	the	pyramid	represent	a	

different	regulator:	first	party	(government	as	regulator),	second	party	(business	as	

self-regulator),	and	third	parties	(both	commercial	and	non-commercial).		Under	

this	system	of	regulatory	pluralism,	both	sanctions	and	rewards	can	come	from	a	

variety	of	sources,	though	Gunningham	et	al.	(1998,	p.	53)	note	self-regulation	

works	best	when	“there	is	a	degree	of	coincidence	between	the	self-interest	of	the	

individual	company	or	industry,	and	the	wider	public	interest.”	

Chang	(2012)	combines	all	the	theory	above	and	suggests	the	most	effective	

way	to	regulate	the	internet	is	through	the	use	of	two	3-faced	pyramids:	a	

regulatory	pyramid	consisting	of	governmental	regulation,	self-regulation,	and	

regulation	by	a	third-party,	plus	a	strengths-based	pyramid	consisting	of	

governmental	rewards,	self-rewards,	and	rewards	from	a	third-party.	
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Chang’s	(2012)	conception	works	well	when	issues	of	security	are	internal,	

that	is,	problems	reveal	themselves	on	a	node-by-node	basis.		Prior	to	the	data	

collection	for	this	study,	the	author	would	have	agreed	with	this	system,	but	given	

the	discovery	of	antagonism	between	nodal	clusters,	the	system	may	not	be	

adequate	to	deal	with	the	current	cyber	environment.	

	 Interestingly,	Braithwaite	(2011)	may	have	provided	a	feasible	adaptation	of	

a	system	similar	to	Chang’s	(2012)	in	the	footnote	of	a	speech	delivered	in	2011.		

Addressing	the	need	for	“lateral	scanning,”	Braithwaite	combined	responsive	

regulation	with	nodal	governance	and	proposed	seven	guidelines	that	may	be	used	

by	non-state	regulators.		First,	is	the	suggestion	to	“never	escalate	to	hard	options	

without	considering	all	the	available	softer	regulatory	interventions”	(Braithwaite,	

2011,	p.	509).		This	maxim	applies	to	responsive	regulation	in	general,	but	the	

emphasis	here	is	on	open	collaboration	and	free	dialogue.		Second,	“use	restorative	

justice	to	bubble	up	norm	improvement,”	meaning	open	dialogue	between	nodes	

should	lead	to	institutional	change	such	as	“law	reform”	and	“radical	deregulation.”		

Third,	“govern	by	providing”	rather	than	“govern	by	regulating.”		Braithwaite	argues	

that	gift-giving	may	inspire	self-regulation;	for	example,	by	treating	a	security	issue	

as	a	problem	to	be	solved	collaboratively	instead	of	as	a	transgression	to	be	

punished,	nodes	are	more	likely	to	respond.		Fourth,	is	the	suggestion	to	“jump”	to	a	

coercive	option	immediately	if	it	is	clear	that	less	force	will	be	used	overall	than	

through	a	“sequence	of	failed	escalations”	(Braithwaite,	2011,	p.	509).		Fifth,	if	the	

regulatory	agency	does	not	possess	enough	power	to	control	a	situation,	

Braithwaite	recommends	networking	with	“horizontal	partners”	that	can	deescalate	
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a	situation,	rather	than	moving	vertically	up	the	pyramid	to	harsher	sanctions.		

Sixth,	if	vertical	escalation	is	necessary	and	the	regulatory	body	does	not	possess	the	

power	to	do	so,	then	network	partners	should	be	sought	to	provide	the	lacking	

strength.		Lastly,	in	order	to	achieve	positive	results	with	minimal	force,	the	

regulatory	body	needs	to	“walk	softly	and	carry	a	big	stick”	or	be	able	to	“network	

with	someone	who	does”	(Braithwaite,	2011,	p.	509).	

Walking	softly	is	not	time-consuming	or	expensive,	but	in	order	to	“carry	a	

big	stick”	a	regulatory	body	must	be	able	to	address	issues	of	system	capacity.		Even	

in	a	system	with	adequate	laws,	and	a	governing	body	to	enforce	them,	producing	a	

deterrent	for	insecurity	would	require	at	least	some	amount	of	certainty	of	

punishment.		The	current	music	piracy	court	cases	provide	proof	the	uncertainty	of	

punishment	may	not	halt,	and	may	increase,	rate	of	offending.		While	the	sanction	

per	song	(severity	in	deterrence	parlance)	is	high,	with	dollar	amounts	sometimes	

numbering	in	the	multiple	thousands,	the	likelihood	of	being	caught	(certainty)	is	so	

low	that	online	piracy	runs	rampant.		This	is	also	the	same	reason	most	drivers	

speed,	change	lanes	without	signaling,	and	may	occasionally	roll	through	a	stop	sign;	

the	likelihood	of	being	caught	is	too	low.		Just	as	there	are	too	many	drivers	for	a	

system	to	effectively	police	the	driving	habits	of	every	driver,	there	are	too	many	

corporations	and	internet	denizens	for	inexpensive	internet	regulation	to	be	

effective.		Current	system	capacity	limits	legal	cases	to	the	“fish	who	jumped	into	the	

boat,”	or	the	hackers	that	were	inexperienced	enough	to	get	caught	and	even	these	

simple	tech	cases	can	stress	the	current	limits	of	the	local	and	state-level	U.S.	justice	

system.	
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In	his	initial	application	of	nodal	governance	to	cyber	security	issues,	Nhan	

(2008)	found	cooperation	between	nodes	to	be	the	most	effective	way	to	produce	

internet	security	and	offered	the	differing	cooperation	levels	of	two	different	private	

industries	as	proof.		In	the	film	industry,	task	force	creation	in	conjunction	with	law	

enforcement	was	regularly	sought	and	these	task	forces	succeeded	in	addressing	

online	piracy.		The	technology	industry,	however,	found	working	with	law	

enforcement	to	be	difficult	and	interviewees	within	each	nodal	cluster	(the	

technology	industry	and	law	enforcement)	described	friction	caused	by	things	

ranging	from	differing	institutional	norms	to	a	lack	of	mutual	respect.		Reviewing	

Nhan	(2008)	and	Chang’s	(2012)	individual	works	in	conjunction	with	Braithwaite’s	

(2011)	insights	reveals	that,	before	any	regulation	system	can	be	successful,	

collaboration	and	cooperation	between	nodes	must	occur	first.		The	seven	

guidelines	suggested	by	Braithwaite	(2011)	all	speak	to	the	strength-in-numbers	

aspect	of	nodal	governance	and	clearly	indicate	that	antagonism	between	nodes	will	

undermine	any	and	all	efforts	to	produce	a	more	secure	internet.	

The	response	of	any	individual	actor,	sub-group,	node,	or	nodal	cluster	to	

deviance,	in	this	case	regulatory	non-compliance,	is	also	dependent	on	Edwin	

Lemert’s	“unstable	equilibrium	of	acceptance	and	rejection”	(2000,	p.	34).		Lemert	

argued	that	social	responses	are	the	“compound	of	acceptance	and	rejection”	which	

can	manifest	itself	as	tacit	tolerance	or	formal	disapproval.		Pontell	and	Rosoff	

(2008)	utilized	Lemert’s	unstable	equilibrium	to	offer	a	possible	explanation	for	

white-collar	delinquency;	“ambivalent	attitudes”	toward	forms	of	white-collar	

delinquency,	such	as	music	piracy,	have	dulled	the	response	to	these	crimes.		For	
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U.S.	security	corporations	and	private	American	companies,	the	same	processes	may	

be	at	work.		A	generally-held	anti-government	view	among	these	institutions	may	

lead	to	the	formal	disapproval	and	rejection	of	government	regulation.		At	the	same	

time,	ambivalence	about	combatting	cybercrime	from	the	general	populace	may	

mean	tacit	tolerance	of	the	cost-cutting	risks	employed	by	American	companies.		

Thus,	the	ambivalent	attitudes	about	cyber	security,	both	within	and	outside	of	U.S.	

corporations,	may	mean	further	resistance	to	change.		

	

Policy	Implications	

	 As	of	mid-2016,	there	are	three	legislative	fights	concerning	cyber	security:	

information	sharing,	encryption,	and	net	neutrality.		These	issues	are	related,	but	

should	be	reviewed	individually	first.	

As	mentioned	earlier,	there	are	no	laws	mandating	cyber	security	standards	

for	companies	operating	within	the	U.S.,	as	well	as	no	laws	requiring	American	

companies	to	share	cyber	security	information	with	one	another,	or	the	

government.		While	this	lack	is	detrimental	to	overall	security,	the	legislation	

proposed	to	remedy	some	of	these	issues,	the	Cybersecurity	Information	Sharing	

Act	of	2015	(CISA),	co-sponsored	by	Senators	Dianne	Feinstein	(D-CA)	and	Richard	

Burr	(R-NC),	would	not	address	the	specific	issues	uncovered	by	this	study	and,	

indeed,	may	make	things	worse	by	further	alienating	technology	companies.		The	

main	provisions	of	the	bill	make	it	easier	for	companies	to	share	personal	

information	with	the	government,	especially	in	cases	of	cyber	security	threats.	

Without	requiring	such	information	sharing,	the	bill	creates	a	system	for	federal	
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agencies	to	receive	threat	information	from	private	companies.		The	proponents	of	

the	bill	say	it	is	designed	to	stem	the	rising	tide	of	corporate	data	breaches	by	

allowing	companies	to	share	cybersecurity	threat	data	with	the	Department	of	

Homeland	Security,	who	could	then	pass	it	on	to	other	agencies	like	the	FBI	and	

NSA,	who	would	in	theory	use	it	to	defend	the	target	company	and	others	facing	

similar	attacks.		Critics	of	the	bill,	the	author	of	this	study	included,	worry	that	the	

bill	will	prioritize	surveillance	over	security.		Amendments	to	the	bill	attempted	to	

address	privacy	issues,	but	every	proposed	amendment	was	struck	down	before	the	

bill	passed	in	the	Senate	with	a	74	to	21	vote	(Greenberg	&	Grauer,	2015).	

Though	CISA,	in	its	current	form,	will	not	improve	security,	a	similar	bill	

might.		By	addressing	issues	uncovered	by	this	study	using	the	responsive	

regulation	guidelines	of	Braithwaite	(2011),	a	more	effective	information	sharing	

bill	should	be	crafted.		First,	our	evidence	reveals	that	private	industry	already	

possesses	stronger	defensive	abilities	than	the	government	and	when	the	

technology	industry	and	government	work	together,	it	usually	is	for	the	benefit	of	

the	government,	for	example	CyTech	and	the	OPM.		Privacy	issues	stem	from	the	

surveillance	aspect	of	CISA,	while	the	lack	of	an	information	sharing	requirement	

effectively	neuters	the	defensive	protection	aspect	of	the	bill.		Given	this,	the	most	

effective	information	sharing	bill	should	require	information	sharing,	but	also	

purposefully	exclude	the	government	from	this	information	to	ensure	privacy	is	

maintained.		This	can	be	accomplished	in	two	ways:	first,	the	government	can	act	as	

a	facilitator	by	constructing	information	sharing	pathways	without	having	access	to	

said	pathways	itself	or,	two,	an	independent	third-party	or	agreed	upon	second	
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party	(such	as	Apple	or	Microsoft)	can	facilitate	information	sharing	in	lieu	of	the	

government.		Technology	companies	are	better	staffed,	better	motivated,	and	have	a	

better	proven	track	record	of	cyber	defense	than	government	agencies.		The	

government	can	still	have	a	roll	without	being	the	main	regulator;	it	can	help	draft	

best	practices,	focus	on	advancing	internal	practices	and	security,	and	attempt	to	

prove	worth	as	an	equal	security	shareholder.		Eventually,	the	government	could	be	

integrated	fully	into	the	system,	but	it	is	clear	that,	at	this	point,	the	mutual	distrust	

between	industry	and	government	remains	a	significant	obstacle.	

The	role	of	the	“big	gun,”	as	described	in	Chapter	2,	is	two-fold:	while	using	

the	gun	provides	a	deterrent	effect,	the	threat	of	using	it	may	be	even	more	

important.		Even	the	most	enlightened	compliance	systems,	such	as	the	lauded	U.S.	

Aviation	Safety	Reporting	(ASR)	system,	rely	on	the	specter	of	punishment.		As	

described	by	Chang	(2012),	the	ASR	system	operates	within	a	regulation	pyramid:	

airlines	that	preemptively	report	problems	are	rewarded,	while	airlines	that	do	not	

report	problems,	or	actively	try	to	obscure	them,	face	much	stricter	sanctions.		This	

system	is	well-implemented	and	respected,	and	provides	an	example	for	cyber	

security	regulation.		Once	implemented,	a	system	with	a	“big	gun”	forces	

corporations	or	agencies	to	ask,	“How	much	can	we	afford	to	‘wait?’”		While	a	fully-

realized	and	complete	cyber	security	apparatus	would	be	built	on	mutual	respect,	

this	intermediate	step,	regulation	via	control,	may	be	effective.		At	the	very	least,	it	

would	be	more	effective	than	the	current	approach	of	non-regulation,	though	

caution	is	necessary	as	a	poorly	designed	approach,	such	as	CISA,	might	be	worse	

than	the	status	quo.	
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Encryption,	the	second	legal	front	for	digital	security,	is	also	being	debated	

by	the	U.S.	Senate.		Another	bill,	again	drafted	by	Senators	Dianne	Feinstein	(D-CA)	

and	Richard	Burr	(R-NC),	would	compel	companies,	such	as	Apple,	to	decrypt	

devices	recovered	by	law	enforcement	(Coldewey,	2016).		The	language	of	the	bill	is	

simple:	

	

A	covered	entity	that	receives	a	court	order	from	a	government	for	information	or	

data	shall—	(A)	provide	such	information	or	data	to	such	government	in	an	

intelligible	format;	or	(B)	provide	such	technical	assistance	as	is	necessary	to	obtain	

such	information	or	data	in	an	intelligible	format	or	to	achieve	the	purpose	of	the	

court	order.		

	

	 Responsive	regulation	is	built	on	open	communication	and	cooperation;	

nodal	governance,	likewise,	relies	on	mutual	goals	and	the	ability	to	rely	on	one	

another’s	strengths.		The	proposed	encryption	bill	would	not	fall	within	

Braithwaite’s	(2011)	guidelines	and	may	further	damage	the	relationship	between	

the	government	and	technology	companies.		The	types	of	encryption	utilized	by	

Apple	are	so	strong	that	the	company	is	unable	to	“crack”	the	encryption	at	will,	

thus,	to	be	in	compliance	with	the	proposed	bill,	Apple	would	either	have	to	disable	

the	use	of	encryption	on	its	devices	or	construct	a	government-accessible	“back	

door”	to	be	used	at	will.		Both	of	these	solutions	produce	a	less	secure	internet	and	

may	increase	the	likelihood	of	Chinese	attacks.		Remember,	the	data	stored	on	
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OPM’s	servers	was	not	encrypted,	but	if	it	had	been,	it	may	still	have	remained	

secure.	

	 Lastly,	the	fight	over	net	neutrality	illustrates	that	private	companies	are	not	

benevolent	and	that	some	regulation	is	necessary.		Whereas	CISA	should	be	

rewritten	and	the	proposed	encryption	bill	should	be	killed,	the	government	fight	

over	net	neutrality	is	pro-consumer	and	represents	collaboration	between	the	

general	public	and	government	nodal	clusters.		After	the	Federal	Communications	

Commission	(FCC)	enacted	net	neutrality	legislation	on	February	25th,	2015,	

Internet	Service	Providers	(ISPs)	immediately	began	changing	company	policies	to	

become	compliant,	while	also	simultaneously	banding	together	to	appeal	and	

attempt	to	overturn	the	new	rules.		This	response	is	important	because	it	

demonstrates	that	each	nodal	cluster	is	self-interested	and	will	seek	out	a	more	

secure	internet	only	when	doing	so	will	not	conflict	with	its	individual	goals.		For	

example,	the	governmental	node	wants	to	stop	corporate	espionage,	but	its	priority	

is	on	counter-terrorism	and	drug	cases,	so	CISA	is	better	equipped	to	combat	

terrorism	and	drugs.		Furthermore,	Apple	and	Google	want	to	sell	secure	phones,	so	

they	champion	encryption,	while	the	federal	government	fights	the	wide-spread	use	

of	it	because,	again,	it	is	hindering	terrorism	and	drug	investigations.		Lastly,	both	

the	general	public	and	government	want	an	open,	fast,	and	easily	accessible	

internet,	but	net	neutrality	legislation	may	affect	profits,	so	private	industry	is	

against	it.	
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Chapter	Summary	

	 The	goal	of	this	study	was	to	answer	the	question:	how	can	the	internet	best	

be	regulated?		To	answer	this	question,	it	was	first	necessary	to	establish	the	

strengths	and	weaknesses	of	the	two	current	internet	superpowers:	The	United	

States	of	America	and	the	People’s	Republic	of	China.		After	doing	so,	it	became	clear	

that	China	possessed	a	more	secure	and	easily	defensible	internet	structure,	but	that	

creating	a	similar	infrastructure	within	the	United	States	would	require	the	loss	of	

many	freedoms	Americans	hold	dear,	in	addition	to	a	massive	restructuring	of	the	

hardware	that	the	internet	runs	on	itself.	

	 Eschewing	the	traditional	Routine	Activities-informed	push	for	simply	

“more”	security,	the	researcher	hoped	that	the	system	capacity,	regulatory,	and	

compliance	literatures	would	inform	the	creation	of	a	system	built	on	the	nodal	

governance	framework	that	could	provide	a	more	secure	internet.		Further	analysis	

revealed,	however,	that	doing	so	would	require	the	reduction	in	“blockages”	

between	nodes	as	these	blockages	appeared	to	be	the	main	barrier	to	security.		A	

specific	type	of	blockage,	termed	antagonism,	between	the	technology	industry	and	

governmental	nodal	structures	revealed	itself	to	be	key	in	reducing	online	safety.		It	

is	because	of	this	antagonism	that	current	legislative	attempts	to	secure	the	internet	

fail:	cooperation,	communication,	and	respect	are	missing	and	their	absence	hinders	

progress.	

	 The	solution,	then,	appears	to	be	the	creation	of	an	information-sharing	

system	that	can	respond	quickly	to	threats	without	jeopardizing	the	privacy	or	

rights	of	American	web	users.		If	the	U.S.	government	continues	to	be	largest	
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obstacle	to	producing	such	a	system,	then	the	author	suggests	the	government	is	

either	removed	entirely	from	the	process,	thus	enabling	a	second-	or	third-party	to	

act	as	regulator,	or	the	government	serves	within	a	facilitator	role	ensuring	the	

creation	of	an	information-sharing	system	without	being	privy	to	the	information	

that	system	produces	until	it	is	clear	it	can	join	as	a	benevolent	and	equal-stake	

shareholder.	
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Chapter	7	
Conclusion	
Summary	of	Findings	

	 The	aim	of	this	study	was	to	identify	the	viability	of	regulatory	responses	to	

combat	cybercrime	and	assist	cyberwar	prevention	between	the	United	States	of	

America	and	the	People’s	Republic	of	China.		Guided	by	two	frameworks,	one	

created	specifically	to	study	cybercrime	and	another	adopted	for	the	same	purpose,	

this	study	analyzed	the	structural	and	institutional	characteristics	of	cybersecurity	

actors	in	the	U.S.	and	China.		This	study	suggests	that	China’s	internet	infrastructure	

is	better-suited	to	repel	large-scale	cyberwarfare,	but	that	this	ability	comes	with	

costs:	freedom	and	efficiency.	

	

The	People’s	Republic	of	China	

	 As	originally	proposed,	the	goal	of	this	study	was	to	compare	and	contrast	

the	regulatory	structures	of	the	internet	in	the	U.S.	and	China.		The	Institutional	

Review	Board	(IRB)	that	approved	this	study	only	approved	of	it	in-part;	due	to	

security	concerns,	the	researcher	was	forced	to	conduct	all	interviews	with	U.S.-

based	interview	subjects.		While	this	limited	data	collection	significantly,	based	on	

the	information	that	was	collected,	it	appears	as	if	the	defensive	capabilities	of	the	

PRC	are	strong	enough.		As	mentioned	last	chapter,	however,	these	defensive	

capabilities	come	at	the	cost	of	freedom	and	efficiency.		Thus,	while	computer	

networks	and	systems	in	China	may	be	more	difficult	to	penetrate,	they	are	still	not	

as	secure	as	they	could	be.	
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	 The	nodal	governance	framework	illustrates	the	importance	of	cooperation	

given	that	no	individual	security	actor	can	provide	enough	resources	to	produce	

security	on	their	own.		In	China,	this	cooperation	is	coerced,	but	the	responsive	

regulation	literature	stresses	willful	collaboration	instead.		Open	dialogue	can	

produce	security	at	a	level	that	a	system	based	on	coercion	and	censorship	never	

will.		Chinese	corporations	are	not	under	the	relentless	attack	that	American	

corporations	are	and	this	helps	illustrate	the	irony	of	the	situation:	while	

cybersecurity	in	China	isn’t	perfect,	it	is	good	enough	to	provide	defense	against	

low-level	and	infrequent	attacks,	so	the	limitations	introduced	to	the	system	via	

coercion	and	censorship	are	never	truly	tested	in	the	way	that	American	

corporations	and	government	agencies	are.	

	

The	United	States	of	America	

	 The	U.S.	began	as	and	will	remain	the	digital	standards-bearer	for	the	

foreseeable	future.		American	ingenuity	led	to	the	creation	of	the	internet;	American	

corporations	and	the	American	public	have	enjoyed	the	benefits	of	this	decade-long	

head	start,	but	the	rest	of	the	world	is	catching	up.		Cybercrime	and	cyberwarfare	

are	unique	in	their	ability	to	be	conducted	effectively	from	a	position	of	relative	

weakness.		For	example,	Russia,	Iran,	and	China	may	be	unable	to	compete	with	the	

traditional	U.S.	military	on	a	physical	battlefield,	but	all	three	countries	have	had	

success	attacking	U.S.	military	networks.		This	ability	for	the	underdog	to	wage	

effective	combat	online	is	referred	to	as	“asymmetric	warfare”	and	it	represents	the	

number	one	challenge	facing	American	networks	at	the	moment:	it	costs	vastly	
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more	resources	to	defend	yourself	from	attack	than	it	does	to	actually	attack.		This	is	

a	problem	facing	all	networks	worldwide,	but	the	effects	are	exacerbated	due	to	the	

relative	attractiveness	of	American	targets.		These	two	factors,	the	asymmetric	

nature	of	cyberattacks	and	the	attractiveness	of	American	targets,	are	not	going	to	

change.		In	addition	to	these	invariable	factors,	however,	are	a	number	of	barriers	to	

security	that	can,	and	should,	change.	

	 First,	government	networks	and	computer	systems	need	modern,	enforced	

cybersecurity	best	practices.		The	creation	and	implementation	of	these	standards	

will	cost	money,	but	it	is	clear	that	current	standards	are	not	working.		The	

EINSTEIN	intrusion	detection	system,	for	example,	is	woefully	out	of	date;	in	order	

to	halt	intrusions	on	government	systems	it	needs	to	either	be	redesigned	or	

replaced	with	a	commercial	product.		Individual	agencies	must	guarantee	that	their	

internal	systems	are	managed	in-house	(in	accordance	with	FISMA),	but	also	that	

these	systems	are	managed	competently,	including	such	measures	as	two-factor	

authentication	and	encryption	where	necessary.		When	agencies	fail	to	meet	these	

updated	standards,	there	must	be	an	effective	and	capable	enforcement	apparatus	

to	mete	out	punishment.	

	 Second,	American	corporations	need	to	similarly	implement	best	practices	

with	an	emphasis	on	security	education.		As	was	demonstrated	throughout	this	

study,	Chinese	hackers	are	becoming	increasingly	talented	and	have	utilized	a	

number	of	creative	attack	vectors	including	“spear	phishing”	and	“watering	hole”	

type	attacks.		Maintaining	an	active	update	schedule	can	help	patch	against	known	

vulnerabilities,	but	only	through	education	can	zero-day	attacks	and	social	
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engineering	be	avoided.		Ideally,	there	would	be	a	governmental	regulator	to	ensure	

these	standards	are	followed,	but	this	regulator	should	enforce	through	cooperation,	

not	coercion	and	this	study	has	demonstrated	that	this	is	most	likely	not	possible	at	

this	time.	

	 Third,	the	U.S.	government	and	American	corporations	need	to	work	to	foster	

a	collaborative	and	cooperative	cybersecurity	environment.		The	more	these	two	

nodal	clusters	are	able	to	embody	a	“super	node”	structure,	the	more	secure	the	

internet	will	be.		Unfortunately,	the	government’s	current	“war	on	encryption”	

makes	this	reality	seem	less	and	less	possible.		In	addition	to	the	FBI	v.	Apple	case	

(government	cluster	vs.	corporate	cluster),	U.S.	federal	prosecutors	have	recently	

filed	paperwork	to	continue	holding	a	man	accused	of	possessing	child	pornography	

(government	cluster	vs.	general	public	cluster).		The	accused,	a	Philadelphia	police	

sergeant,	has	refused	to	unlock	(decrypt)	two	hard	drives	in	the	government’s	

possession	for	the	past	7	months	(Kravets,	2016).		He	has	not	been	charged	with	any	

child-pornography	related	crimes,	but	the	prosecutor	urged	federal	appeals	court	to	

continue	holding	the	suspect	under	the	1789	“All	Writs	Act”	that	was	also	used	in	

the	Apple	case	until	he	unlocks	the	drives.	

	

Limitations	

This	study,	while	informative,	does	include	a	number	of	important	

limitations	that	should	be	discussed.		First,	the	original	intent	of	this	study	was	to	

compare	and	contrast	the	offensive	and	defensive	capabilities	of	the	U.S.	and	China	

online.		Unfortunately,	IRB	permission	was	not	given	for	Chinese-language	
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interviews;	the	English-only	limitation	for	interviewees	reduced	the	possible	

interview	subject	pool	to	mostly	American	and	European	subjects.		Due	to	this	

limitation,	this	study	has	had	to	shift	into	a	more	U.S.-centric	focus.		Likewise,	the	

majority	of	interview	subjects	came	from	academia	or	private	industry.		While	

attempts	were	made	to	contact	law	enforcement	officers	and	government	officials,	

most	emails	from	these	populations	went	unanswered.		Since	American	

corporations	are	attacked	just	as	frequently	as	government	agencies,	the	researcher	

does	not	believe	a	lack	of	government	involvement	adversely	affected	the	findings.	

Second,	like	Nhan’s	(2008)	study,	the	general	public	nodal	cluster	was	not	

interviewed.		Nhan	concluded	that	the	general	public,	while	an	important	

stakeholder,	did	not	represent	a	well-educated	enough	group	to	be	interviewed	in	

depth.		In	the	process	of	producing	this	study,	the	same	omission	was	made,	and	for	

the	same	reason.		As	mentioned	last	section,	however,	the	general	public	is	

increasingly	involved	in	the	legal	process	through	court	cases,	such	as	those	relating	

to	hard	drive	encryption.	

Third,	all	research	eventually	becomes	dated,	but	research	on	computers,	the	

internet,	or	technology	ages	much	more	rapidly.		In	the	process	of	producing	this	

study,	the	FBI	v.	Apple	case	challenged	many	of	the	assumptions	being	made	in	

Chapter	6.		Though	last-minute	changes	were	able	to	be	made,	it	is	clear	that	the	

observations	built	on	attacks	from	the	more	distant	past,	such	as	Titan	Rain	from	

2003	to	2006,	may	already	be	“too	old.”		Indeed,	the	attack	vectors	utilized	by	the	

Chinese	military	have	become	so	advanced	they’re	nearly	unrecognizable	when	

compared	to	older	attacks.	



	 149	

Fourth,	in	addition	to	the	grueling	pace	at	which	technology	literature	

becomes	obsolete,	is	the	pace	at	which	the	literature	expands.		This	study	focused	on	

four	nodal	clusters	and	their	interactions	at	the	national	level	thus	shaping	

international	interactions,	but	eschewed	the	legal	and	diplomatic	issues	at	play	on	

this	larger	stage.		For	example,	one	interviewee	suggested	that	the	reason	the	U.S.	

had	not	“been	brought	to	its	knees”	by	Chinese	attackers	is	simply	due	to	the	fact	

that	China	would	be	“biting	the	hand	that	feeds”	(Interview	2-14-1)	and	any	

disruption	to	the	U.S.	economy	would	be	a	disruption	to	the	Chinese	economy.		

There	is	a	certain	type	of	“mutually	assured	destruction”	rationale	at	play,	but	that	is	

beyond	the	scope	of	this	study.	

	

Future	Study	

	 A	number	of	new	issues	have	been	raised	by	this	study,	hopefully	some	of	

them	can	be	addressed	in	future	studies.		The	most	apparent	follow-up	study	would	

be	one	that	builds	on	the	foundation	created	here,	but	draws	on	data	from	Chinese-

speaking	experts;	essentially,	a	study	to	complete	what	could	not	be	done	

adequately	with	this	study	due	to	IRB-constraints.	

	 A	second	study	could	use	interview	and	survey	data	to	gauge	the	usefulness	

of	a	mandatory	information	security	sharing	system	similar	to	the	non-mandatory	

one	being	proposed	in	the	Cybersecurity	Information	Sharing	Act	(CISA).		The	

concept	of	antagonistic	nodes	has	not	been	tested	yet	and	it	remains	to	be	seen	how	

the	FBI	v.	Apple	and	proposed	anti-encryption	legislation	are	perceived	within	the	

security	community.	
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	 The	general	public	nodal	cluster	also	needs	to	be	studied.		This	cluster	is	the	

largest,	but	has	remained	silent	in	the	literature	thus	far.		Domestic	hacking	cases,	

such	as	the	Target,	Home	Depot,	and	Neiman	Marcus	credit	card	breaches,	claim	the	

general	public	as	victims.		What	form	this	research	may	take	is	unclear,	but	the	

continued	disregard	for	the	general	public	as	a	security	stakeholder,	by	the	

government	and	corporations,	has	a	negative	effect	on	net	security.	

	 Lastly,	a	study	focusing	on	the	non-U.S.	targets	of	Chinese	hacks	may	

illuminate	further	solutions	beyond	the	ones	sought	by	American	corporations	and	

government	agencies.		Unique	solutions	may	be	found	in	countries	with	less	fear	of	

terrorist	attacks,	for	example,	as	this	fear	appears	to	be	shaping	the	American	

discourse	of	tech.	

	

In	conclusion,	this	study	has	found	a	variety	of	worrying	trends	that	will	

affect	digital	security	for	the	years	to	come,	but	has	also	uncovered	possible	

solutions.		It	is	an	exciting	time	to	witness	the	birth	of	a	new	field	and	the	

protections	it	may	bring.	
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Appendix	1	
	
Sample	Interview	Questions	

1. How do you believe the Chinese government shapes the media online? Do you 
consider online media articles and/or forum posts as trustworthy (i.e. truthful or 
accurate)? 

  
2. Do you believe the Chinese government is using the Internet to uncover secret 

information (cyber espionage) or attack infrastructure (cyber warfare) against 
other countries (including the United States)? 

a. If yes, describe more. 
b. If no, why not? 

 
3. Do you believe the United States government is using the Internet to uncover 

secret information (cyber espionage) or attack infrastructure (cyber warfare) 
against other countries (including China)? 

a. If yes, describe more. 
b. If no, why not? 

 
4. Should China pursue an offensive cyber strategy in response to growing external 

threats including individual hackers, rogue groups, and nation-states? 
a. China’s PLA is rumored to have a “cyber army,” likewise, the US has 

teams of online warriors, do you believe this is a good or bad development 
for modern warfare? Explain. 

b. What consequences do you foresee from this new theater for war? 
 

5. China already possesses the capability to successfully attack large parts of U.S. 
infrastructure including the power grid and U.S. banks. Why do you believe they 
have not done so? 

 
a. Conversely, the U.S. is able to do the same things to China (and other 

countries), why do you believe they have not? 
 

6. What is your view of Edward Snowden and the recent NSA/Verizon spying 
scandal in the U.S.? 

a. Should the Hong Kong government have helped Snowden or returned him 
to the U.S.? 

 
7. Is the new NSA/Verizon information surprising to you? 

a. Do you believe the U.S. government should “spy” on U.S. citizens as well 
as contact between U.S. and foreign citizens? 
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