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Abstract

Credible Machine Learning for Networking: Diagnosis, Data Collection, and

Network-Native Representation Learning
by

Roman Beltiukov

Machine learning promises to help networks monitor, diagnose, secure, and optimize
themselves under conditions that increasingly exceed the reach of static rules and manual
operation. Yet this promise in academia is limited by a credibility crisis: many network
ML systems report excellent benchmark performance while remaining opaque, brittle
under deployment shifts, and dependent on artifacts of the data-collection or evaluation
pipeline. This dissertation argues that credible machine learning for networking requires
treating diagnosis, data collection, and model design as a connected problem rather than
as isolated stages.

The dissertation studies this problem through three complementary methods. First, it
develops diagnostic techniques for scrutinizing what network ML models learn. Trustee
extracts high-fidelity, low-complexity decision-tree explanations and trust reports from
black-box models, and the Intrinsic Evaluation Framework probes network foundation
models through embedding geometry, alignment with domain-expert traffic features, and
controlled sensitivity tests. Second, it builds data-collection infrastructure for realistic and
reusable experimentation: PINOT combines passive monitoring and active measurements
on the UCSB production network, while netUnicorn provides a thin-waist, intent-based
platform for closed-loop data collection across heterogeneous physical and virtual environ-
ments. Third, it translates the diagnostic findings into model design through netFound, a

network-native foundation model with protocol-aware tokenization, operational context

viil



embeddings, burst-flow hierarchical attention, and privacy-by-construction inputs, and
explores context-grounded LLMs for interpreting network measurements.

Together, these studies show that benchmark accuracy alone is a poor proxy for
deployment credibility. Published network ML models can learn shortcuts, spurious corre-
lations, and out-of-distribution vulnerabilities; existing network foundation models often
exhibit collapsed embeddings, inconsistent alignment with expert features, and unwanted
payload dependence. The systems contributions show that realistic, iterative data collec-
tion can expose and reduce these failures, improving generalization across environments
and attack variants while reducing experiment implementation effort. Finally, netFound
demonstrates that diagnostics-informed design yields more reusable traffic representations,
stronger intrinsic behavior, and competitive or superior downstream performance across
diverse networking tasks. Overall, the dissertation establishes credibility as the organizing
principle for evaluating, collecting data for, and designing machine learning systems for

networking.
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Chapter 1

Introduction

Computer networks are expected to support increasingly heterogeneous applications,
stronger privacy guarantees, and tighter performance and security requirements, even
as their internal behavior becomes harder to observe and reason about directly. Large
portions of traffic are encrypted [6], operational conditions change rapidly, and the
traffic patterns that matter for diagnosis or control are often only indirectly visible.
These realities have long motivated the vision of self-driving networks: infrastructures
that can monitor, reason about, and adapt to their own behavior with minimal human
intervention [87,/163,172|. Realizing that vision requires learned traffic representationsﬂ
that remain useful under real deployment constraints [18], and recent production-oriented
model designs [265] make clear that such representations often must be inferred from
packet headers, timing, and flow behavior rather than payload alone.

Machine learning appears to offer exactly this kind of capability. Across networking
and network security, researchers have used ML to classify traffic [6],[144}[263|, detect
anomalies and attacks [19}23,|78|/166|, infer application QoE [7,|158,1258|, and optimize

operational decisions [157,251], often substantially outperforming static heuristics on

!Learned embeddings that map high-dimensional data into lower-dimensional spaces.
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Introduction Chapter 1

benchmark datasets. More recently, network foundation models [144,241.264}265] have
renewed this promise by suggesting that large-scale self-supervised pretraining can produce
reusable traffic representations that transfer across tasks. If successful, this shift would
move networking away from narrowly engineered task-specific models and toward general-
purpose learned representations for monitoring, diagnosis, and control.

Yet this promise has not translated cleanly into practice. Network operators remain
reluctant [248] to relinquish control to black-box models whose behavior they do not
understand and whose robustness outside the original training setting is unclear. This
reluctance is especially pronounced because wrong decisions can disrupt service, degrade
user experience, or interfere with security-critical operations. The result is a widening
gap between what the literature celebrates as success and what production environments
are willing to trust [249,250]. High benchmark scores, even when reproducible, often
create the appearance of progress without yielding artifacts that can be depended on in
deployment [18,126,148.[267].

This gap is best understood as a credibility crisis [248| rather than merely a repro-
ducibility problem. Reproducibility asks whether a reported result can be recreated from
the original artifacts. Credibility asks a harder question: whether the resulting model
deserves to be trusted as a representation of the underlying networking problem, rather
than as a solver for a narrow benchmark. In this dissertation, we use credibility as the
combined term for generalizability and trust. A credible model is not simply accurate on
held-out data from the same pipeline; it captures patterns that survive changes in environ-
ment, dataset, and operational context, and it exposes consistent behavior that experts
can rely on when the stakes of deployment are high [64]. In networking, this credibility
problem is amplified by the way data is collected and reused. Traffic is difficult to label,
operational environments differ substantially, and privacy and encryption constrain what

can be observed. As a result, many published datasets represent only a narrow slice of
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Introduction Chapter 1

the real problem, making underspeciﬁcationE] and brittle model behavior especially likely.

Across the works that motivate this dissertation, the same failure modes |64} 126] recur:
shortcut learning, where a model relies on artifacts that correlate with labels but are not
causally tied to the underlying phenomenon; spurious correlations, where accidental cues
preserve performance while obscuring true signal; and out-of-distribution failure, where
even modest shifts in traffic mix or environment break model behavior. In networking,
these are not corner cases: small emulated testbeds, one-off collections, narrow train/test
splits, and leakage through timestamps, protocol fields, or traffic-generation artifacts
make them unusually likely [18/148265]. For that reason, improving network ML cannot
begin with optimization alone; it must begin by diagnosing what current models have
actually learned.

Recent excitement around network foundation models [36] does not eliminate this
challenge; it reframes it. Foundation models are appealing because they learn from
large-scale unlabeled traffic, reduce dependence on task-specific feature engineering, and
promise reusable representations across diverse downstream problems. But the evidence
in of this dissertation shows that pretraining at scale is not a substitute for
credibility. Existing network foundation models can still produce collapsed embedding
spacesﬂ align weakly or inconsistently with domain-expert traffic features, miss exogenous
network context, and depend too heavily on payload information that is often encrypted
or unavailable in production. Resulting diagnostics-informed model-design work makes
the broader lesson clear: better network models must be built in response to diagnosed
failures, not merely in pursuit of larger benchmarks.

This dissertation responds to the credibility crisis along three connected fronts. First,

it develops tools and methodologies for scrutinizing existing ML models and network

2Sensitivity to arbitrary training choices unpredictably influencing performance on held-out data.
3Defined as low-variable and poorly separable embeddings for different data.



Introduction Chapter 1

foundation models, making failure modes visible rather than hidden behind aggregate
metrics. Second, it argues that credibility is inseparable from data and therefore builds
infrastructure that makes realistic, diverse, and reusable network data collection practical
at scale. Third, it translates those diagnostic and data-centric insights into model design,
culminating in netFound as a network-native foundation model and complemented by
an exploration of context-grounded LLMs for networking tasks. The result is not a
single technique, but a research program for making machine learning in networking more

believable, more inspectable, and more deployable.

[ Complexity ] [ Encryption ] [ High stakes }
|

LA A

Credibility Crisis

Y

Dissertation Response

Part I: Diagnose Part II: Systems Part III: Models
Trustee & IEF PINOT & netUnicorn netFound & LLMs

(. J

Figure 1.1: Dissertation overview from the credibility crisis in network ML to diagnosis,
infrastructure, and model design.

Figure summarizes this arc: from diagnosing why network ML often fails, to
building the means to collect better data, to designing models that better respect the
realities of deployment. The central claim of this dissertation is that these steps cannot
be treated as separate concerns. Machine learning will become genuinely useful for
networking only when credibility, rather than benchmark accuracy alone, becomes the

organizing principle for how we evaluate models, collect data, and design network-native
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Introduction Chapter 1

representations.

1.1 Thesis Statement

This dissertation argues that the central challenge for machine learning in networking
is credibility. Modern network ML solutions routinely report high benchmark scores while
remaining brittle, underspecified, and difficult to trust beyond the narrow conditions in
which they were trained and evaluated. To make these solutions genuinely useful in practice,
we must treat diagnosis, data collection, and model design as a single connected problem:
we must identify why existing models fail, build infrastructure that makes higher-quality
and more diverse network data practical to collect, and design network-native models

that translate those lessons into more generalizable and trustworthy representations.

1.2 Key Contributions

1.2.1 Credibility of Machine Learning for Networking

To understand and improve the credibility of existing machine learning solutions for

network data, we pursue three complementary steps.

1. Credibility analysis and formulation of the problem. We revisit published,
reproducible ML artifacts for networking and network security and analyze their
models, datasets, and evaluation pipelines to understand whether the reported

performance is actually credible.

Contributions: By reproducing and scrutinizing representative case studies, we show
that benchmark accuracy alone is insufficient: a model is credible only when its
behavior reflects patterns that generalize beyond the narrow conditions of training

5



Introduction Chapter 1

and evaluation, rather than artifacts of the dataset or pipeline. From this analysis,
we formulate the core credibility problem of ML for networking as a problem of
underspecification and organize its most common manifestations into three categories:
shortcut learning, spurious correlations, and vulnerability to out-of-distribution
data. This contribution establishes the conceptual foundation for the rest of the
dissertation by defining what must be diagnosed, explained, and ultimately fixed

before ML solutions for networking can be trusted in practice.

2. Explainability framework for models analysis. We develop Trustee and use it

to make the credibility problem actionable in practice.

Contributions: We design and implement Trustee as a reusable framework for
analyzing black-box ML models for networking and network security, and release
it together with reproducibility artifacts. We then apply Trustee to published,
reproducible ML case studies to demonstrate how the framework can be used in
practice. Through these case studies, we show how model analysis can move from
abstract concerns about trustworthiness to concrete diagnosis of problems in the
data, features, and evaluation pipeline. This contribution turns the credibility
problem into a practical and reproducible workflow for scrutinizing ML solutions

for networking.

3. Intrinsic representation analysis. We complement whitebox- and downstream
task-based analysis with an orthogonal methodology for assessing what network ML

models learn before task-specific fine-tuning.

Contributions: We design an Intrinsic Evaluation Framework (IEF) that evaluates
learned representations directly, independent of downstream tasks and their labels,
and use it to benchmark state-of-the-art network foundation models across diverse

datasets. Through this analysis, we show how to uncover what these models encode

6



Introduction Chapter 1

about network traffic, including representation geometry, alignment with estab-
lished domain-expert metrics, and sensitivity to protocol- and context-level changes.
Our analysis reveals limitations and failure modes that conventional downstream
benchmarks miss, including anisotropy, inconsistent encoding of established network
metrics, and strong dependence on payload information. We release the framework
and benchmarking artifacts as reproducible code, turning intrinsic representation
analysis into a practical methodology for comparing and understanding network

ML solutions.

1.2.2 Infrastructure for Networking Research

Due to complexity of credible data collection for networking research, which results
in a lack of high-quality diverse datasets for both training and evaluation of machine
learning solutions, we propose and implement large-scale data collection infrastructure
and a thin-waist intent-based framework, aimed to facilitate the collection of high-quality
datasets and enable the development of generalizable machine learning solutions for

networking.

1. Data collection infrastructure. We develop PINOT as a programmable campus-
scale infrastructure for collecting realistic network data for ML-based networking

research.

Contributions: We design, implement, and deploy PINOT at UCSB as a combined
active and passive data-collection platform built on top of the production campus
network. On the passive side, we implement privacy-preserving packet-level collection
at the campus border gateway and augment the resulting traces with logs from
production appliances to support labeling for learning problems. On the active

side, we deploy a fleet of more than 50 measurement devices across diverse campus
7



Introduction Chapter 1

locations to collect representative measurements from different physical vantage
points and network conditions. We use this infrastructure to curate realistic datasets
for multiple networking problems, including QoE inference for video applications,
traffic detection for security appliances, and device or application fingerprinting,
and make the platform publicly available as an open research infrastructure. This
contribution establishes the dissertation’s first systems path toward improving data

quality and, in turn, the credibility of network ML solutions.

2. Thin-waist intent-based framework. We develop a thin-waist, intent-based
framework for flexible and reusable network data collection across disparate envi-

ronments.

Contributions: We design and implement netUnicorn as a new programming abstrac-
tion and data-collection platform that decouples high-level data-collection intent
from infrastructure-specific mechanisms and decomposes experiments into reusable
tasks and pipelines. We show that this thin-waist abstraction enables the same
learning problem to be instantiated across multiple network environments, allows
multiple learning problems to reuse a common set of tasks, and supports iterative
data collection as part of a closed-loop workflow for improving model generalizability.
Through experiments over different networking problems and physical and virtual
infrastructures, we demonstrate that netUnicorn substantially reduces the effort
required to express, port, reproduce, and share data-collection experiments. We
release the full system, task and pipeline library, and supplemental artifacts, turning
the collection of diverse, high-quality networking datasets into a practical and

reusable systems capability.
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1.2.3 Towards Generalizable Models

To address the generalizability issues in the ML models themselves, we pursue two
complementary directions. First, we develop netFound, a network-native foundation
model that learns reusable traffic representations from large-scale unlabeled network data
and translates the diagnostic insights from Part I into concrete model design choices.
Second, we explore how pretrained text-based LLMs can be adapted to networking
tasks when grounded with additional domain context. Together, these efforts show two
paths toward more generalizable solutions: building domain-specific foundation models for
network traffic and carefully constraining broad pretrained models with networking-specific

evidence.

1. Network foundation model. We develop netFound as the main model-side
contribution of the dissertation for learning reusable and generalizable traffic repre-

sentations from large-scale unlabeled data.

Contributions: We translate the credibility and representation failures identified
earlier in the dissertation into concrete design principles for model construction and
use them to design and implement netFound. We train the model on large-scale real
network traffic collected through the infrastructure developed in Part IT and evaluate
it using both intrinsic analysis and downstream tasks. Through this study, we show
that netFound learns higher-quality and more reusable traffic representations than
prior network foundation models and results in stronger generalization across diverse
networking tasks. We also release the model implementation and training artifacts
as reproducible research artifacts, turning netFound into a practical foundation for

future work on generalizable ML for networking.

2. Context-grounded large language models. We explore a complementary route

toward generalizable networking solutions by leveraging pretrained text-based LLMs
9



Introduction Chapter 1

together with additional contextual grounding.

Contributions: We design and implement a proof-of-concept framework that com-
bines network measurements with geolocation and retrieval over historical mea-
surements to produce grounded interpretations of speed test results for non-expert
users. This work shows that broad pretrained LLMs can be adapted to networking
problems without task-specific model training when they are supplied with relevant
external context, and provides an example of how contextual grounding can improve

the correctness and usefulness of LLM-based networking applications.

1.3 Broader Impact

The impact of this dissertation extends beyond its individual technical contributions.
At a high level, the work helps shift machine learning for networking away from narrow
benchmark-driven progress and toward practices that are more credible, reusable, and
deployable. Its broader impact is therefore not only scientific, but also methodological
and infrastructural: it has influenced how the community evaluates network ML mod-
els, how researchers build data-collection workflows, and how subsequent efforts frame
representation learning for network telemetry.

One form of impact has been community recognition and dissemination of the disser-
tation’s core ideas. Trustee, which turns black-box network ML models into inspectable
decision processes, received the Applied Networking Research Prize (ANRP) from the
IETF/IRTF and a Best Paper Honorable Mention at ACM CCS 2022. The same line
of work also helped motivate the ACM SIGCOMM 2023 tutorial on closed-loop “ML for
Networks” pipelines, where ideas from Trustee and netUnicorn were presented as part of
a broader methodology for building, diagnosing, and iteratively improving learning-based

networking systems. These outcomes indicate that the dissertation’s central argument,
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namely that accuracy alone is not enough without scrutiny and iteration, resonates with
a wider research community:.

A second form of impact is practical uptake through shared infrastructure. The
systems work in this dissertation was designed to lower the barrier to collecting realistic
and diverse networking data, and that goal has already extended beyond the original
deployment environment. netUnicorn has been deployed at UC Santa Barbara, IIT Delhi,
and ETH Zurich, demonstrating that the abstractions developed here are useful across
distinct research settings rather than only within a single local testbed. The follow-on
NetReplica [65] system was also directly inspired by netUnicorn, providing an additional
signal that the ideas introduced in this dissertation are already informing subsequent
systems for network experimentation and data generation.

Finally, the dissertation’s model-analysis and representation-learning agenda has
influenced ongoing work beyond the immediate projects reported here. The intrinsic
evaluation line of work has already shaped follow-on efforts recognized through a Cisco
award, reflecting continued interest in principled methods for understanding learned
network representations. More broadly, netFound and the related NetBurst [110] effort
are serving as intellectual foundations for representation learning on network telemetry
data in two major DOE efforts led by Lawrence Berkeley National Laboratory: the Genesis
project on AIOps for networking and the American Science Cloud project. Together,
these downstream uses suggest that the dissertation contributes not only point solutions,
but also a longer-term research direction for building trustworthy, generalizable machine

learning systems for networking.
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1.4 Dissertation Outline

The dissertation proceeds in three parts that mirror the credibility loop: Part [
diagnoses why current network ML and NFMs fail, Part II builds the infrastructure
needed to collect realistic and reusable data, and Part I1I translates those lessons into
models that generalize across deployment conditions.

Credibility of Machine Learning for Networking explores the state of the art in net-
working research and underlying reasons for high performance metrics, demonstrating
problems with shortcuts, generalizability, and overall network solutions credibility.
establishes common generalizability problems in network data (shortcuts, o.0.d.
issues, and spurious correlations) and demonstrates that lack of attention to these details
leads to overinflated performance metrics and overpromises in generalizability of these
solutions. It also proposes Trustee, a framework for network ML models analysis and
understanding, which turns black-box solutions into explainable decisions to verify their
correctness. continues the credibility analysis and proposes a completely
different angle for comparison of network ML solutions, which does not utilize fine-tuning
datasets to avoid the very problems with shortcuts propagation, but instead explores
the internal representations of traffic from the models to verify its geometric, expressive,
and behavioral features. This allows not only to verify correctness and lack of shortcuts
for network ML models, but also to compare them and explore their capabilities beyond
downstream datasets.

Infrastructure for Networking Research proposes the first path for improving general-
izability of network ML solutions based on improving the data collection efforts to obtain
more diverse, shortcut-free data. presents a physical infrastructure, deployed at
University of California, Santa Barbara, that allows us to collect real-world network data,

both from active measurement experiments created by researchers and passive network
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traffic monitoring of dozens of thousands of real-world users. This effort significantly
increases the quality of the data and removes most of the issues connected to small-scale
lab setups, which are common for data collection in the field. further expands
the scalable data collection initiative, creating a Docker-based, infrastructure-agnostic,
thin waist between researcher intent expression and physical world setups, allowing users
to quickly implement and modify network measurement experiments and deploy them on
various platforms, from local setups to hundreds of cloud nodes. Both these solutions aim
to improve the data quality for public network datasets, partially solving the credibility
problem.

Next, Towards Generalizable Models describes the second path for solving the credibility
problem via using foundation models exposed to huge diverse unlabeled datasets to
avoid problems of small data scale and downstream task specific shortcuts.

proposes the network foundation model which design is motivated by failure analysis

described in [Chapter 2| and [Chapter 3| and trained on data collected from infrastructure

described in [Chapter 4 We demonstrate that this approach results in significantly
higher generalizability of the ML solution on variety of downstream tasks compared to
competitors. Besides network-specific models, we also explore usage of common text-based
Large Language Models in [Chapter 7] demonstrating their generalizability on previously

unseen tasks of speedtest results explanation.

Finally, [Chapter § and [Chapter 9 discuss findings and results and provide recommen-

dation and directions for future expansion.
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Part 1

Credibility of ML for Networking
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This part establishes the dissertation’s diagnostic foundation by asking what it would
take for machine learning for networking to be credible enough for deployment. Rather
than treating high benchmark accuracy as sufficient evidence of progress, the chapters in
this part examine whether network ML models have learned robust and meaningful signal
or whether they rely on artifacts of the data and evaluation setup. Together, they develop
the dissertation’s core view of credibility as the combination of trust and generalizability:
a model should expose behavior that experts can scrutinize and should capture patterns
that survive beyond narrow benchmark settings.

studies black-box ML models for network security and introduces Trustee,
a framework that extracts compact decision-tree explanations and trust reports to un-
cover shortcut learning, spurious correlations, and out-of-distribution vulnerabilities in
published systems. extends this diagnostic perspective to network foundation
models by proposing an intrinsic representation analysis framework based on embedding
geometry, alignment with domain-expert traffic features, and controlled sensitivity tests.
In the overall dissertation, these two works make the credibility problem concrete and
motivate the later parts: before we can build better data-collection infrastructure or more
generalizable models, we must first understand what existing models are actually learning

and why current evaluations so often overstate their reliability.
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Chapter 2

AI-ML and Cybersecurity: The

Emperor Has No Clothes

2.1 Introduction

In the last few years, we have witnessed a growing tension in the network-security
community. Recent research has demonstrated the benefits of Artificial Intelligence (Al)
and Machine Learning (ML) models over simpler rule-based heuristics in identifying
complex network traffic patterns for a wide range of network security problems (see recent
survey articles such as [35,/171,1215,1252]). At the same time, we have seen reluctance
among network security researchers and practitioners when it comes to adopting these
ML-based research artifacts in production settings (e.g., see [15/18}225]). The black-box
nature of most of these proposed solutions is the primary reason for this cautionary
attitude and overall hesitance. More concretely, the inability to explain how and why
these models make their decisions renders them a hard sell compared to existing simpler
but typically less effective rule-based approaches.

This tension is not unique to network security problems but applies more generally
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to any learning models, especially when their decision-making can have serious societal
implications (e.g., healthcare, credit rating, job applications, and criminal justice system).
At the same time, this basic tension has also driven recent efforts to “crack open” the
black-box learning models, explaining why and how they make their decisions (e.g.,
“interpretable ML” [206], “explainable AI (XAI)” [233], and “trustworthy AI” [41]). However,
to ensure that these efforts are of practical use in particular application domains of AI/ML
such as network security is challenging and requires further qualifying notions such as
(model) interpretability or trust (in a model) [145] and also demands solving a number of
fundamental research problems in these new areas of AI/ML.

In this paper, we first provide such a qualification that is motivated by the needs of
the field of network security as application domain of AI/ML and equates “an end user
having trust in an AI/ML model” with “an end user being comfortable with relinquishing
control to the model” |145]. Given this specific definition of what it means for an AI/ML
model to engender trust, we next address a number of fundamental research challenges
related to the problem of quantitatively deciding when an end user is comfortable with
relinquishing control to a given AI/ML model. To this end, a particular focus of this
paper is on determining whether or not a given AI/ML model suffers from the problem of
underspecification |64].

Here, the problem of underspecification in modern AI/ML refers to determining
whether the success of a trained model (e.g., high accuracy) is indeed due to its innate
ability to encode some essential structure of the underlying system or data or is simply
the result of some inductive biases that the trained model happens to encode. In
practice, inductive biases typically manifest themselves in instances of shortcut learning
strategies |93, signs of spurious correlations [17], or an inherent inability for out-of-
distribution (0.0.d.) generalizations (i.e., test data distribution is different from training

data distribution). The implication of such inductive biases is that their presence in
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Figure 2.1: Trustee overview.

trained AI/ML models prevents these models from being credible or trustworthy; that is,
generalize as expected in deployment scenarios. Thus, for establishing the specific type of
trust in an ML model considered in this paper, it is critical to be able to identify these
inductive biases, and this paper takes a first step towards achieving this ambitious goal.

To detect underspecification issues in learning models for network security problems,
we develop Trustee (TRUSt-oriented decision TreE Extraction). This framework provides
a means for carefully inspecting black-box learning models for the presence of inductive
biases. Figure shows how Trustee augments the traditional ML pipeline to examine
the trustworthiness of a given ML model. Specifically developed with the application
domain of network security in mind, Trustee takes a given black-box model and the
dataset that has been used to train that model as input and outputs a “white-box” model
in the form of a high-quality decision tree (DT) explanation.

Importantly, in synthesizing this DT, Trustee’s focus is first and foremost on ensuring
its practical use which, in turn, requires leveraging domain-specific observations to strike
a balance between model fidelity (i.e., accuracy of the DT with respect to the black-box
model), model complexity, and model stability. Here, complexity refers to both the size

of the DT and to aspects of the tree’s branches. In particular, when viewing the tree’s
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branches as decision rules, we are concerned with their explicitness and intelligibility; that
is, we require these rules to be readily recognizable by domain experts and be largely in
agreement with the experts’ domain knowledge. Model stability, on the other hand, is
concerned with the correctness, coverage and stability of the decision rules; that is, we
require them to correctly describe how the given black-box model makes a significant
number of its decisions and also want them to be largely insensitive to the particular data
samples that Trustee used in the process of selecting its final DT explanation. We achieve
this insensitivity or stability by implementing a heuristic method that selects from among
a number of different candidate DTs the one that has the highest mean agreement. Here,
the agreement between two different D'Ts is a measure of how often the two D'Ts will make
the same decision for the same input data [105],234]. In practical terms, implementing
this heuristic reduces the likelihood that Trustee outputs a misleading DT explanation.

Trustee also outputs a trust report associated with the DT explanation, which operators
can consult to determine whether there is evidence that the given black-box model suffers
from the problem of underspecification. If such evidence is found, the information provided
in the trust report can be used to identify components of the traditional ML pipeline
(e.g., training data and model selection) that need to be modified in an effort to improve
upon an ML model that Trustee has found to be untrustworthy:.

While our work contributes to the rapidly growing ML literature on model explain-
ability /interpretability and is inspired by ongoing developments in this area, our efforts
and objectives differ from existing approaches in a number of significant ways. For one,
given the inherent complexity of learning problems for networking, existing approaches for
replacing black-box models with “white-box” models that are inherently explainable in the
first place (e.g., decisions trees) are in general impractical. Moreover, local interpretability
methods [106,/199,213| are not suitable for examining the various instances of the under-

specification problem. At the same time, although our effort is motivated by prior studies
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that focus on global interpretability [24,25,137|, these works are either only applicable to a
specific class of learning models (e.g., reinforcement learning) or suffer from poor fidelity.

Through various case studies, we illustrate in Section how operators can use
Trustee’s DTs and associated trust reports to detect the presence of inductive biases.
More specifically, we use published ML models that are reproducible (i.e., code base and
datasets are publicly available) to show how network operators can use the information
provided by Trustee to detect instances of shortcut learning strategies, obtain evidence of
overfitting and/or whether the model relies on spurious correlations to make its decisions,

or determine the model’s inability to generalize to out-of-distribution data.

2.2 Background and Related Work

The application domain of AI/ML considered in this paper is the area of network
security. In this section, we first discuss the unique challenges that this area poses for
utilizing the latest advances in AI/ML. In particular, we focus on important recent AI/ML
concepts such as “interpretable ML” and “explainable AI” and discuss their relevance for

our work.

2.2.1 Challenges in ML for Network Security

Beyond the already-mentioned trust issue, there are a number of other reasons why
the area of network security is a particularly challenging application domain for AT/ML.
Networking-related datasets in general and cybersecurity-specific datasets in particular
typically contain information about what is being communicated over a network (e.g.,
packet-level traffic traces) or provide insight into how networks enable such information
exchanges. As such, the datasets often raise serious end user-specific privacy concerns or

reveal provider-specific details that many companies consider to be proprietary in nature
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and are therefore unwilling to share. The result is a general paucity of publicly available
datasets. Moreover, the datasets that are publicly available generally lack the complexity
of real-world settings, either because they have been synthetically generated, have been
obtained from small-scale testbed environments, or have been anonymized to the point
where their general utility has been severely curtailed.

The scarcity of carefully labeled data poses an even bigger problem. Networking or
cybersecurity datasets do not come in the form of images that humans can recognize
but typically consist of semantically rich content, and unpacking that content and
properly labeling it often requires substantial domain knowledge (e.g., network architecture,
protocols, and standards). This need for domain knowledge rules out labeling approaches
that have been used successfully in other domains and include crowdsourcing (e.g.,
for labeling images that are part of open-source databases such as ImageNet [68]) or
outsourcing (e.g., for labeling datasets that have been curated and open-sourced by

commercial self-driving car companies for the benefit of researchers [44}50]).

2.2.2 Interpretable ML and Explainable Al

As the scientific community continues to develop sophisticated AI/ML-based tools
for high stakes decision-making throughout society, there has been a growing awareness
about their actual or potential misuses and negative implications. As a result, calls for
starting to study “trustworthy AI”, “responsible AI”, “ethical AI” and related topics have
intensified in recent years and have identified model interpretability /explainability as a
critically important but also highly elusive concept for facilitating these studies [145|.

Interpretable ML: Ex-ante Interpretability. The application of modern AI/ML

Y

has resulted in a myriad of different learning models that are “black-box” in nature;

that is, provide no insight in or understanding about why the black-box model makes
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certain decisions (and not some other decisions) or what decision-making process gives
rise to these decisions. This development has resulted in a recent explosion of work on
“Explainable AI,” where a second (post-hoc) model is created to explain the originally
obtained black-box model |233]. This pursuit of explainable Al has been criticized in the
recent AI/ML literature and called “problematic” (see, for example [206]), mainly because
such post-hoc explanations are often not reliable and can be misleading [97,/137]. An
alternative approach that has been advocated in [206] argues for using learning models
such as linear models or DTs that are inherently (i.e., ex-ante) interpretable.

Unfortunately, because of the rich semantic content of the data in the network security
domain, uncovering the types of patterns in the data that matter has become increas-
ingly the responsibility of trained “black-box” models rather than painstakingly-designed
inherently explainable models. However, instead of considering this development as being
“problematic,” we view it as an unique opportunity to ultimately achieve the vision of
interpretable ML, ensuring that AI/ML models used for high stakes decision-making are
fully comprehensible by their end users and interested third parties.

Explainable AI: Post-hoc Interpretability. A commonly-made argument in favor
of using black-box models such as deep neural networks or random forests is that they
typically achieve higher accuracy compared to their interpretable counterparts (e.g., DT5)
and are therefore often more desirable when used in practice. Although this argument is
not universally shared (e.g., see [206]), it nevertheless has been a driving force behind the
recent efforts on the topic of “explainable AL.” Also referred to XAI [233], explainable Al
describes efforts where the development of a trained black-box model is followed up with
additional activities that are intended to help “explain” the originally obtained black-box
model. These efforts can be divided into two disjoint categories, namely local explainability
and global explainability.

Methods for providing local explanations aim at illuminating how a black-box model
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makes individual decisions (or decisions in a local region near a particular data point)
and include well-known techniques such as LIME [199], SHAP [153], and LEMNA [106].
Since these methods limit their attention to only a subset of individual decisions, they
are prone to providing misleading explanations [145,|168,1259], depending on the subset of
samples analyzed. Related methods such as Partial Dependence Plots (PDP) [90] and
Accumulated Local Effect (ALE) plots [14] suffer from similar shortcomings. As such,
these methods are of limited use when we seek explanations that we can trust in the sense
that they accurately describe how a given black-box model makes decisions holistically.
In turn, methods that provide global explanations aim at describing how a given
black-box model makes its decisions “as a whole” and not one data sample at a time.
Extracted from the black-box model in a second step (i.e., post-hoc), such explanations
typically take the form of an inherently interpretable model such as a rule set or a
DT |24}/138] and become the main vehicles for studying the decision-making process of
the original black-box model and examining its properties. However, existing approaches
for such post-hoc extractions of global explanations are known to produce at times too
low of a fidelity to be useful in practice [24], target only a very specific set of black-box
models [25], be difficult to reproduce [137,138|, and be possibly unreliable to the point
of being misleading [97,/137]. To achieve the level of explainability required in high-stakes
application domains such as network security, we seek to generate high-fidelity global
explanations that are capable of accurately and faithfully describing a majority of the

decisions made by any given black-box model.

2.3 Trustee Overview

Our focus in this paper is on post-hoc global model interpretability for the application

domain of network security problems. The idea of using DTs for investigating global
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model interpretability for a given black-box model is not novel. However, the set of
requirements that we impose on the DT explanations is non-standard and makes this a
challenging problem, which motivated us to develop Trustee.

For one, we require that our new DT extraction method be model-agnostic; that is,
applicable to any given black-box model. Second, we also demand that the method pro-
duces high-fidelity DT explanations; that is, DTs whose expected predictive performance
is similar to that of the black-box model. To quantify the fidelity of DTs, we rely on
well-known metrics; for example, while for classification problems we measure fidelity
using the Fl-score between classifications from the black-box model and the DT, for
regression problems, we measure fidelity in terms of the R-squared value between the
predictions from the black-box and the DT. The third requirement we impose is that
the extraction method also results in low-complexity DT explanations such that selected
parts of the DTs are intelligible and comprehensible (i.e., easy to understand by domain
experts) and accurately describe how the black-box model makes most of its decisions.
The fourth and last requirement concerns a stability property that we want our new DT
extraction method to have. In particular, to reduce the chances that this output provides
a misleading DT explanation, we require that most of the final D'T’s decisions should be
insensitive to the minute details of how this final DT explanation has been determined.

For a DT that Trustee extracts from a given black-box model and satisfies this set
of requirements, our next goal is to summarize the pertinent aspects of this synthesized
tree in a trust report. This trust report is intended to help end users determine whether
the given black-box model suffers from the problem of underspecification and cannot be
trusted. To achieve this goal, we look for ways to exploit the extracted DT explanation
for the purpose of enabling the end users to investigate the black-box model for likely
indications of the presence of inductive biases. In particular, in this paper we consider

the following three instances of inductive biases: (%) instances of shortcut learning, (i)
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signs of spurious correlations, and (i) problems with out-of-distribution samples.

Note that the presence of any of these inductive biases proves that the given black-box
model suffers from the underspecification problem and cannot be trusted. At the same
time, the absence of these instances does not mean that the black-box model can be
trusted. In fact, while proving for an arbitrary black-box model that the model does
not suffer from the underspecification problem is hard and remains an unsolved problem,
showing that the model does suffer from the underspecification problem only requires
demonstrating the presence of a single instance of an inductive bias, and our design of
Trustee is an initial effort that simplifies demonstrating that certain biases are present
in a given model. After describing Trustee’s design in detail in Section [2.4] we illustrate
the end-to-end application of Trustee, including the use of the extracted DT explanation

and resulting trust report with a number of illustrative examples in Section 2.7

2.4 Extracting Decision Trees

The first step to realize the agenda detailed in Section consists of generating
high-fidelity and inherently interpretable (i.e., “white-box”) counterparts for any given
black-box model, regardless of the learning method used by the black-box. To this
end, we first discuss existing approaches to this problem and their limitations. We then
present Trustee, an original and practical framework that end users can apply to extract

high-fidelity DT explanations from an arbitrary black-box learning model.

2.4.1 Existing approaches

Global white-box explanations extracted from a black-box model can often describe
in detail the reasoning behind the model’s behavior, provided they achieve a good enough

fidelity. Earlier works [24,25,/61,/162] have proposed different approaches to extracting
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DT explanations from black-box models, but these DTs typically do not satisfy all the
above-listed requirements and are therefore ill-suited for end users who want to gauge their
level of trust in a given black-box model. We list a number of relevant prior efforts and
their pertinent features in Table 2.1} Note that some of these existing methods [25}[162)
are not model-agnostic but have been designed for specific learning paradigms and models,
such as Reinforcement Learning. As such, they typically rely on assumptions that are
specific to the learning paradigm or model that their designs focus on. On the other
hand, prior efforts that do propose model-agnostic approaches [24,/61] tend to produce
DT explanations that don’t satisfy the fidelity requirement that we demand for realizing
our objective (see our technical report [124] for empirical evidence).

Table 2.1: Existing approaches to extract decision trees.

Method Optimization Stopping Model High  Domain-specific
Objective Criterion Agnostic  Fidelity Pruning

Trepan [61] Fidelity Max Nodes v - -

dtextract [24] | Accuracy Max Nodes v - -

VIPER [25] | RL Reward  Max Iterations - - -

Metis |162] RL Reward  Max Iterations - - -

Trustee ‘ Fidelity Max Iterations ‘ v v v

Another important aspect of many of these existing efforts is the stopping criterion they
use to obtain their extracted DT explanations. For example, prior efforts such as [24]61|
require specifying the maximum size (i.e., number of nodes) that the extracted DT can
have and use this input parameter as stopping criterion. Such approaches are convenient
for obtaining explanations that are guaranteed to be of a certain size, but this convenience
typically comes at the cost of low fidelity, implying that important decision-making rules
may be missing from the resulting DT. Other methods such as [25] and [162] extract DT
explanations in an iterative fashion, require specifying the maximum number of iterations,

and use this user-specified input parameter as stopping criterion. Even though these meth-
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ods do not explicitly optimize for fidelity, they typically produce high-fidelity explanations,
but at the cost of high complexity (i.e., the large size of the resulting explanations makes
interpreting cumbersome if not impractical). To overcome this problem, the authors
of [162] rely on a commonly-used technique called Cost-Complexity Pruning (CCP) [90].
Similar to other pruning methods [84], CCP succeeds in striking a balance between the
overall fidelity of the extracted DTs and their size. However, from an interpretability
perspective, CCP tends to be oblivious to what role each decision-making rule plays as
part of the resulting DT explanations. Because of this observed trade-off between model
complexity and model interpretability, these methods are ill-suited for our purpose where
we strive to shed light on the decision-making rules that are key to interpreting black-box

models that arise in the context of solving network security-related problems.

2.4.2 Model-Agnostic Decision Tree Extraction

Given the absence of readily available model-agnostic methods for extracting high-
fidelity, low-complexity, and stable DTs from black-box ML models, we present in the
following Trustee. Algorithm [I] describes the steps that Trustee takes to achieve its
objective.

At a high level, these steps are executed as part of an outer loop (lines 4-16) that is
executed a total of S times. Each iteration of this outer loop involves an inner loop (Lines
5-12) that is performed N times. Here, this inner loop is designed to generate different
high-fidelity DT explanations, one per iteration. It does so by applying a teacher-student
dynamic derived from imitation learning [120] that uses 7* as an oracle in conjunction
with a carefully curated dataset D’ to guide the training of a surrogate “white-box” model
in the form of a DT that imitates the black-box’s decisions. In contrast, the purpose

of the outer loop is (i) to select from among the N high-fidelity DTs that have been
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generated in the process of executing the inner loop the DT with the highest fidelity, (ii)
to transform this resulting DT into a high-fidelity and low-complexity DT by means of a
post-processing step that consists of applying a purposefully-developed pruning method
(see Section [2.5| for details), and (%) to consider all S high-fidelity and low-complexity
DTs that have been generated in the process of executing the outer loop and output the
one that is the most stable in the sense of having the highest mean agreement among
these S DTs.

Algorithm [1| takes as input a given black-box model 7* that we desire to explain and
the original dataset D, that was used to train 7*. Other parameters that the algorithm
requires as input are the number of iterations S for the outer loop, the number of iterations
N for the inner loop, the number of samples M to select from D, to use when training
the surrogate DTs as part of each iteration of the inner loop, and a parameter k that is
required by the tree pruning method used in Line 14 and is discussed in more detail in
Section below. The algorithm starts by initializing the training dataset D (Line 2)
using the given black-box 7* to predict the expected outcomes from the given input data
Dyo. It then initializes a set of DTs (Line 3) from which, at the end (Line 17), the most
stable DT explanation will be selected and returned as output by Trustee (Line 18).

To execute the inner loop as part of an iteration of the outer loop, the steps that
the algorithm performs during the j-th (1 < 7 < N) iteration of the inner loop consist
of (i) selecting M training samples uniformly at random from the optimal prediction
dataset D (Line 6) to initialize a training dataset D’; (ii) splitting the dataset D’ for
(Line 8) by using the

training and testing (Line 7); (4ii) training a DT student 7; on D

train

well-known CART method [38]; (iv) testing the DT explanation using Dj,,, collecting the

test?
samples that the DT classifier wrongly classifies into the set D, (Line 9), and querying the

black-box model for the expected results for D, (Line 7) to produce a correction dataset D;

(Line 10); and (v) augmenting the optimal dataset D’ with this correction dataset (Line
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11) to reinforce the correct decisions during the subsequent iterations of the inner loop.

The steps that the algorithm executes during the i-th (1 < i < .5) iteration of the
outer loop are (i) perform N iterations of the inner loop (Lines 6-11), (i) select from
among the N generated different student models the one DT explanation with the highest
fidelity (Line 13), and (%) apply a special pruning method to this highest-fidelity DT
to obtain a high-fidelity and low-complexity DT explanation candidate. Finally, after S
iterations of this outer loop, the algorithm selects from among the S obtained different
high-fidelity and low-complexity DT explanation candidates the one that has the highest
mean agreement (i.e., is the most stable) and returns this “best of the best” DT as final
output of Trustee.

In the following, we provide a more detailed description of the main design choices we
made for Trustee and further evaluate some of these design choices as part of an ablation
study in Section 2.8

Multiple iterations and uniform sub-sampling. The CART algorithm that is
traditionally used to train DT models relies on a greedy approach for finding the best
splits in the given training dataset. This greedy approach ensures that for a given training
dataset, the resulting DT will be largely insensitive to the order in which the input samples
are processed. At the same time, this greedy approach is prone to produce over-fitted
DTs [37]. While using this approach without further constraints (e.g., stopping criterion)
to train a DT results in perfect fidelity, being over-fitted makes the resulting DT ill-suited
for providing an intelligible explanation for how the given black-box model makes its
decisions. Instead, the resulting DT explanation is largely an artifact of the method used
to generate the explanation. To overcome this problem, Trustee implements an iterative
approach to train multiple student models on the expert model predictions. This iterative
approach is implemented as the inner loop in Algorithm [I, where at each iteration, we

select a fraction M of the input data by uniform sub-sampling from the original training
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Algorithm 1 Model agnostic decision tree explanation extraction.

1: procedure TRUSTEE(
7*: Black-box model,
Dy: Initial training dataset,
M: Number of samples to train the decision tree,
N: Number of iterations of inner loop,
S: Number of iterations of outer loop,
k: Parameter for Top-k Pruning),

2: Initialize dataset using black-box D < 7*(Va € Dy)
3: Initialize stabilization set of DTs R <« ()
4: fori+1...5do
5: for j«<1...N do
6: Sample M training cases uniformly from D
7 Split sampled dataset for training and testing
D}, wins Dicst < TRAINTESTSPLIT(D')
8: Train DT
7j <= TRAINDECISIONTREE(D}, ,;,,)
9: Test and get samples DT misclassifies
DL [9(@,y) € Djoyy | 75(x) # 7°(2)}
10: Get correct outcome from black-box
Dj — ﬂ*(Va; € Dé)
11: Augment dataset D <— DUD;
12: end for
13: Select tree with highest fidelity
Tmaz < T € {71, ..., TN}
14: Prune selected tree 7; < TOPKPRUNE(Tmqs, k)
15: Add tree to the stabilization set R <+ R U 7;
16: end for
17: Select tree with highest mean agreement with others
Tagree < T ER
18: return 7ggpee

19: end procedure
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dataset (Lines 5-11). This approach differs from existing efforts [25] in that by requiring
the uniform sub-sampling step at each iteration, we ensure that each DT explanation
will have only a limited view of the entire data, akin to a k-fold cross validation [207].
Incorporating this sub-sampling step allows us to stress-test how different features and/or
feature values contribute to the decision-making of the black-box model and then select
the ones that best fit our overall objective. In practical terms, uniform sub-sampling
from the original training dataset assumes each sample has the same probability of being
selected (i.e., balanced dataset). While it is well known that using imbalanced datasets to
train ML models leads to biases towards the majority classes, the existing ML literature
provides several approaches that resolve this problem through proper pre-processing of
the original training data [131].

Dataset augmentation. An important design choice for Trustee involves a dataset
augmentation step (Line 9), where in each iteration of the inner loop, the algorithm
uses the optimal predictions from the black-box model on the sampled dataset D’ to
augment the original training dataset D. The purpose of this step is to over-correct for
data samples for which the student DT model makes wrong decisions. Leveraging results
from the existing literature on imitation learning [25,203|, performing this step can not
only increase the overall accuracy of the trained student model but also reduce the overall
number of leaf nodes in the resulting tree.

Fidelity as objective function. When selecting from among the different student
models that Trustee extracts from a given black-box model, it uses model fidelity as
objective function and picks the student model with the highest fidelity (Line 11). This
design choice implies that while the final DT explanation produced by Trustee is not
necessarily the most accurate DT for the given classification problem, it is the DT that is
the most faithful one in terms of explaining how the black-box model makes its decisions.

Intuitively, it is by insisting on this high-fidelity aspect of the DTs that Trustee considers
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that we are able to post-process the resulting DT explanation in ways that will help
end users with varying degrees of domain knowledge to gauge their trust in the given
black-box model. We provide evidence in support of this intuition in Section 5 where we
describe the type of post-processing that we perform as part of Trustee so the final DT
explanation it outputs can serve as an inherently practical means for faithfully explaining
most of the given black-box model’s decisions.

Model stability. Since the inner loop of Algorithm [1| (Lines 6-11) uses a different
random subset of the entire dataset each time it trains a DT explanation, it is possible for
Trustee to output a misleading explanation because of the particular subset of data that
was used to train that final DT explanation. To minimize the chances for such scenarios
to occur, we add an outer loop in Algorithm [I| (Lines 4-16). This addition results in the
extraction of S different high-quality DT explanations from the given black-box model
and allows us to measure the agreement among these S different DT explanations. The
agreement of DTs is a well-known measure of how often a pair of DTs will make the same
decisions for the same input data and is a metric that has been used in previous studies
that concern assessing the stability of different DTs [105,234]. Here, to select the final
DT explanation that is returned as output of Trustee (Line 18), Line 17 in Algorithm
computes the pair-wise agreement among all S DT explanations and selects the one with
highest mean agreement. While implementing this outer loop prevents Trustee from
generating obviously misleading explanations and gives domain experts confidence that
they can trust the explanations produced by Trustee’s output, rigorously proving that a
“white-box” model extracted from a given black-box model does not provide misleading

explanations is an active area of current research [137].
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2.5 Processing Decision Trees

When using Trustee to synthesize a high-fidelity DT explanation for a given black-box
model, realizing the agenda outlined in Section requires performing an additional step
in Algorithm (1| (Line 14) each time N iterations of the inner loop have completed and
the algorithm has selected the highest-fidelity DT from among the resulting N different
high-fidelity DT candidates (Line 13). The purpose of this step is to transform this
selected highest-fidelity DT into a DT explanation for the given black-box model that
is inherently practical in the sense of having low complexity and at the same time high
fidelity. Here, low complexity of a DT explanation refers to small trees but also, and more
importantly, trees whose main branches (i.e., decision rules ranked by number of input
samples they classify) explicitly, intelligibly, and accurately describe how the black-box
model makes most of its decision. Effectively, when generating this low-complexity and
high-fidelity DT explanation as a result of this post-processing step, we tolerate some loss
of fidelity in return for achieving low complexity. In the following, we examine different
aspects of this fidelity-complexity trade-off and introduce a simple tree pruning method
that we call Top-k Pruning and that comprises the required post-processing step. We
design this method for the explicit purpose of ensuring that any final DT explanation

that Trustee outputs can be readily processed and understood by domain experts.

2.5.1 Decision Tree Pruning: Trade-offs

One of the main disadvantages of CART models is that CART’s greedy algorithm
is known to be prone to overfitting, often producing high-fidelity DTs that can have
thousands of nodes [84]. Clearly, such large trees are detrimental to our ultimate goal; that
is, presenting end users with inherently practical explanations that they can readily inspect

and understand with their available domain knowledge. In designing Trustee, we similarly
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focused on first obtaining largely unconstrained DT explanations with the best possible
fidelity (Line 13). However, our reasoning for doing so is that we explicitly require that
any DT explanation that Trustee outputs will have undergone a post-processing phase for
the purpose of making this final DT explanation intelligible and comprehensible for end
users. Our intuition behind obtaining a high-fidelity DT explanation first and addressing
its complexity later is that manipulating a high-fidelity explanation with an eye towards
reducing its complexity is more likely to result in explanations that, while experiencing
some decrease in their fidelity, still will have higher fidelity than their counterparts that
had lower fidelity to start with.

A commonly-used approach to transforming large DTs into trees of smaller sizes is
pruning, and the existing literature describes several pruning methods for DTs [84.|90)|,
many of which are highly effective in obtaining DTs that have small complexity, at least
as far as the sizes of the trees are concerned. Among the most widely-used approaches to
pruning are (i) pre-pruning which limits either the total number of nodes or the overall
depth of the tree and (i) post-pruning, such as Cost-Complexity Pruning (CCP) [90].
On the one hand, by explicitly constraining either the number of tree nodes or the tree’s
depth, the pre-pruning approaches allow for direct control over the size of the resulting DT.
However, this control over tree size typically comes at the cost of reduced fidelity, mainly
because the obtained small trees run the risk of missing important decision branches as
they prevent the consideration of any further decision branches once the stopping criterion
is reached. On the other hand, using post-pruning such as CCP often results in a better
trade-off between fidelity and size. However, this better trade-off comes at the cost of
reduced interpretability, mainly because CCP relies on a parameter that is indirectly
responsible for how many nodes of a tree get pruned. Lack of a more direct control makes it

difficult to decide which tree branches to include in the pruned tree and which to exclude.
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2.5.2 Top-k Pruning Method

Each branch in any of the highest-fidelity DTs that are selected in the process of
executing an iteration of Algorithm ’s outer loop (i.e., Line 13) represents a decision
“rule”; that is, a combination of individual decisions on features that results in labeling the
input data as belonging to a specific class (e.g., malware vs. benign). Since each of these
“rules” accounts for a certain percentage of all samples in the input dataset, the different
rules also contribute differently to the overall model fidelity, and as the complexity of the
DT grows (i.e., larger number of branches), so does the DT’s fidelity.

The idea behind our Top-k£ Pruning method is that to detect signs of the presence
of inductive biases in a given black-box model, it often suffices to carefully scrutinize
only the top-k branches of an extracted high-fidelity DT, ranked by the number of input
samples a branch classifies, especially in cases where the branches intelligibly describe
how the black-box makes most of its decisions. In particular, we argue that the “tail”
end of the branches of an extracted high-fidelity DT (i.e., branches that are not in the
top-k for some large value of k) often reflects specific decisions of the black-box model
that are overfitted to the training dataset and can, for all practical purposes, be ignored
when trying to explain the most important decisions of the black-box model. However,
since the trade-offs between model fidelity and model complexity are typically model
dependent, Top-k Pruning requires a parameter k, and specifying a value for k£ gives end
users complete control over how many branches they want to consider in their attempt
to understand the trade-offs for a given model. Also note that even though selecting
smaller £ values can possibly result in poor fidelity, it does not mean that we cannot
draw potentially important conclusions from the resulting explanation. For instance,
one specific branch can sometimes cover most samples of a particular class, resulting in

an apparent poor overall fidelity but still indicating a potential underspecification issue
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related to that specific class. In short, the user-specified parameter k& determines the
complexity of the final DT explanation that Trustee presents to the end user. If, at any
point, a user wants to inspect more branches of the tree, they can simply choose a larger
k and rerun our algorithm. Note, however, that due to its probabilistic nature, re-running
our algorithm will typically result in applying the Top-k Pruning method to a high-fidelity
DT explanation that differs from the original one. We leave a careful investigation of this
aspect of Trustee and its deeper implications for detecting instances of inductive biases in

a given black-box model for future work.

2.5.3 Generating Trust Reports

We use the DT explanation that Trustee outputs as basis for populating a trust report
that simplifies the task of end users of a given black-box model to gauge their trust in
that model. In the following, we provide details on how we build this trust report so
it helps end users spot signs that point to possible instances of inductive biases in the
given black-box model. If upon further scrutiny of these signs the presence of such an
inductive bias is confirmed, it would be proof for the end users that they cannot trust
the given model. To this end, we leverage the fact that any DT explanation that Trustee
outputs has been pruned with the help of our Top-k£ Pruning method and is therefore
typically a small tree comprised of k branches. As part of the trust report, we present
the details of the generated small DT to the end users so they can examine these details
with an eye towards three common ways an underspecified ML model can be recognized.
More precisely, we intend the trust report to be the main source of information that end
users can consult when checking for inductive biases that manifest themselves as instances
of shortcut learning strategies, through the presence of spurious correlations, or in an

inability to generalize for realistic out-of-distribution data.
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Importantly, by itself, the information contained in the trust report is in general
insufficient to diagnose underspecification issues; instead, it points to potentially attention-
worthy aspects of the model or the data that require further attention. As such, detecting
and diagnosing underspecification issues is not a task that is currently automated but
requires domain knowledge and great familiarity with the learning problem at hand.
Consequently, the effort demands a (human) domain expert to actively inspect and check
if the trust report-provided information points to possible problems in the data or in the
model, or indicates that there are no problems with either the model or the data. In the
following, we briefly describe how the generated trust report helps with checking for each
of these three inductive biases.

Shortcut learning. Presenting a visual depiction of the small DT explanation that
forms the output of Trustee and annotating it with pertinent information (e.g., features
used, splitting conditions or clauses present at the different nodes of the tree, number
of input samples associated with each branch segment) allows for quick and intelligible
perusing and inspection of the tree. In particular, observing that less than a handful of
input features are required to accurately classify most of the input data (or a specific
class of input samples) is often a strong indication of a shortcut that the black-box
model learned and that can in general quickly be confirmed with readily available domain
knowledge. Note however that a small number of features in the output of Trustee may
also indicate that the learning problem for which the black-box was designed for in the
first place is in fact simple and may not require any ML at all.

Spurious correlations. A more involved investigation of the information provided in
the trust report concerns studying the impact of removing the identified most important
feature(s) from the provided dataset. Upon removing such feature(s), we can then retrain
the black-box model using this altered dataset, proceed to use Trustee to extract a new DT

explanation, and repeat this process a number of different times. In general, the impact of
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removing important features from the training dataset is that the accuracy of the black-box
model decreases. However, especially in situations where the data include a large number of
features, it is often the case that the black-box model is able to find alternative features so
that removing the most important feature(s) leaves the overall model accuracy essentially
unchanged. We take this as a strong indication of the presence of spurious correlations in
the data that can subsequently be easily confirmed via an analysis of the original feature set.

Out-of-distribution samples. The annotated version of the output of Trustee that
is shown as part of the trust report can also be used to uncover the individual features in
each of the most important tree branches, allowing us to plot the distribution of the values
that each of those features can take in the provided dataset. Inspecting the resulting
distributions affords end users an opportunity to reason whether or not the observed
distributions of feature values are consistent with those encountered in data collected from
actual production settings. Such an inspection is especially informative when the provided
datasets consist of network traffic measurements, where feature value distributions are
typically dictated by the dominant protocols in use, where artifacts can often be easily
identified (e.g., due to simple testbed experimentations), and where generating meaningful
out-of-distribution samples is in general feasible because the expected behavior across the

full TCP/IP protocol stack is either known or well documented.

2.6 Using Trustee in Practice

The following step-by-step instructions are intended to help end users who want to
use Trustee and associated trust reports to check if a given trained ML model is credible
or not by inspecting it for possible underspecification issues.

Step 1 (Getting started): Select the ML model that needs to be analyzed and

the dataset of the input samples that is used to examine the model’s decisions and
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decision-making process. The only requirement for the selected ML model is that it
provides a predict interface that Trustee can use to query the model for its prediction
for a given input sample. As for the input dataset, Trustee also accepts datasets that
differ from the dataset used to train the ML model, but we recommend using the training
dataset for a basic analysis of the selected ML model.

Step 2 (Selecting hyperparameters): Trustee requires selecting values for four
hyperparameters: S and N (number of iterations of the outer loop and inner loop in
Algorithm [1} respectively), M (sampling rate), and k& (number of branches to keep as part
of our Top-k Pruning method). Although highly model- and data-dependent, we found that
in the context of the different use cases we analyzed, choosing S = 10, N = 50, M = 30%
of the input dataset, and k = 10 is a good starting point and allows for subsequent
modifications should the need arise. In general, we recommend selecting suitable values
for M, S,and N by qualitatively comparing the learning curves [207, Section 18.3.3] and
checking the DT fidelity between training and test data for different hyperparameter values,
but more quantitative methods such as grid search [31] or Bayesian Optimization [224]
could be used as well. However, the number of samples M is highly dependant on the
size and type of the available data; setting a sampling rate too high increases the risk of
over-fitting, setting the sampling rate too low increases the risk of under-fitting and is
likely to require a higher number S of iterations of the outer loop of Algorithm [I} In turn,
selecting the parameter & (i.e., number of top-k branches) depends first and foremost on
the amount of information a domain expert is willing to analyze when presented with
Trustee’s output.

Step 3 (Detecting underspecification issues): Identifying the presence and/or
nature of underspecification issues in a model currently requires manual inspection by a
domain expert. The main vehicle for performing this manual task is the DT explanation

produced by Trustee in conjunction with the information provided in the corresponding
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trust report. Relying on basic trust report-provided information can often point to
potential biases, but it typically invites further scrutiny at the level of individual decision
rules (i.e., tree branches) where, for example, certain deficiencies in the training dataset
(e.g., missing samples of real-world patterns or behavior) can be identified.

Step 4 (Validating DT explanations): Validating a DT explanation that forms the
output of Trustee typically requires tinkering with the ML model itself, with the feature
engineering as part of the model’s design, or with the provided dataset. Unfortunately, a
general inability to easily collect new or different data severely limits the validation efforts
that require modified data. In such cases, we found that tampering with the original data
(e.g., removing certain features or artificially modifying packet headers in a trace) can be
a viable option but has to be done with care to ensure that the tampered dataset consists

of realistic input samples that the ML model ought to be able to handle.

2.7 Results

In this section, we illustrate with different use cases how Trustee can be used in practice.
Each use case concerns a recently published black-box model that has been developed
for a particular network security-related problem and is accompanied by open-sourced
artifacts (e.g., code base, dataset) that are required for reproducing the reported findings

and assessing whether the ML model is credible.

2.7.1 Summary

Table [2.2] summarizes the use cases we analyze. The first use case (§2.7.2)) illustrates
how an apparently high-performant neural network learns simple shortcuts to distinguish
between two types of traffic (VPN vs. Non-VPN). It highlights the importance of having

an in-depth understanding of the data used to train a model. The second use case (§2.7.3)
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Table 2.2: Case Studies.

Analyzed in Problem Dataset(s) Model(s) Trustee Fidelity Type of inferred in-
ductive bias

Section Detect VPN traffic ISCX VPN-nonVPN |77 1-D CNN [243] 1.00 Shortcut learning
Section W Detect Heartbleed traffic CIC-IDS-2017 |214] RF Classifier |214] 0.99 Out-of-distribution sam-
ples
Section [2.7.4 Detect Malicious traffic (IDS) CIC-IDS-2017 |214|, Campus dataset nPrintML [118 0.99 Spurious correlations
Tech Report [124]  Anomaly Detection Mirai dataset |166 Kitsune |166] 0.99 Out-of-distribution sam-
ples
Tech Report |124]  OS Fingerprinting CIC-IDS-2017 [214] nPrintML |118 0.99 Potential out-of-
distribution samples
Tech Report |124] IoT Device Fingerprinting UNSW-IoT [222 Tisy [253 0.99 Likely shortcut learning
Tech Report |124]  Adaptive Bit-rate HSDPA Norway (201 Pensieve 158, 0.99 Potential out-of-

distribution samples

analyzes a black-box model trained using a synthetic dataset and shows that the developed
model is vulnerable to 0.0.d. samples. This use case cautions against an over-reliance
on synthetic datasets because they often include measurement artifacts that commonly-
considered black-box models exploit to achieve high accuracy. The third use case (§2.7.4)
analyzes a recent approach that advocates using bit-level feature representations of the
input data instead of carefully engineered and semantically meaningful features [118|.
It shows that the indiscriminate use of the high-dimensional feature spaces that result
from such representations can be problematic because it allows black-box models to
identify and exploit spurious correlations between features to achieve high accuracy. The
remaining use cases listed in Table are analyzed in detail in our technical report [124].

All relevant research artifacts are publicly available at [125].

2.7.2 Detecting VPN vs. non-VPN Traffic

Problem setup. We consider the paper [243|, which presents an AI/ML-based
framework for encrypted traffic classification that integrates feature design, feature
extraction, and feature selection. It uses one-dimensional convolutional neural networks
(ID-CNN) to automatically learn the relationships between raw packets and the output
labels. For classifying VPN vs. Non-VPN traffic, the authors train a 1D-CNN learning

model with the PCAPs of the ISCX VPN-nonVPN dataset |77], treating the packets of
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each session as a 2D image of size 28x28. As a result, the proposed model views the input
traffic samples as discrete byte streams of fixed length (i.e., 784 bytes) and treats each
byte as a “feature.” The paper [243| reports outstanding performance (i.e., 100% (99.9%)
precision and 99.9% (100%) recall for Non-VPN (VPN) traffic). All AI/ML research
artifacts [243] and datasets [77] are available online, allowing full reproducibility of the
described models and reported findings.

Explanation. We first reproduced the black-box model (i.e., 1D-CNN) and the
results presented in Table V]| for classifying VPN vs. Non-VPN traffic. Next, we
used Trustee to extract a DT from the black-box 1D-CNN model (Figure and note
that due to the small tree sizes, there was no need for Trustee to apply the Top-k Pruning
method. To assess how well the extracted DT reproduces the black-box model, we used
it to classify the test cases from [243| and compared the results with the classification
from the black-box, measuring precision, recall, and F1. To our surprise, this simple and
small white-box model accurately reproduced all black-box decisions, achieving a perfect

F1-score.

True  Bu,<17 . False

67%

Ba7 < 257
66% L 1%
Non VPN

1%

Non VPN

Figure 2.2: Decision tree for 1D-CNN model. The percentage of samples that follow each
branch is presented above each node. Line widths are proportional to the percentage of
samples.

Correctly interpreting this extracted DT requires understanding the structure of the

input data. Because the DT makes a decision based only on three bytes in the initial
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segment of each input sample (i.e., bytes Byg, Bys, and By7), we analyzed samples of VPN
and Non-VPN test cases to uncover the “meaning” of those bytes. Figure 2.3 shows a
schematic view of the first 80 bytes of actual input data used in . We notice that each
input sample consists of an initial set of bytes representing PCAP metadata, Ethernet

header, and IP header. Importantly, none of these initial bytes say anything about actual

VPN or Non-VPN traffic.
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8 | 33]18|164| 66 | 52 |167| 9
Figure 2.3: First 80 bytes from the training dataset.

Upon further scrutiny of the public dataset , we noticed that Non-VPN traffic
samples always contain Ethernet headers while roughly 90% of the VPN traffic samples
do not (Figure . Thus, if B, denotes the byte in position k, then for & > 40, there is
a misalignment in the features of the two types of traffic, resulting in completely different
semantics for the byte k. In Figure 2.2 we see that the DT uses feature Byg as the splitting
criterion at the root node. Due to the feature misalignment, By is the IPv4 protocol field
in VPN samples or the fourth byte of the Ethernet source address in Non-VPN samples.
Because the VPN traffic in the dataset uses either UDP (Byy = 17) or TCP (Byg = 6),

the root node of the DT splits almost all the samples by comparing the IP protocol field
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in the VPN traffic with a random byte of the Ethernet addresses of the machines used to
generate the Non-VPN traffic trace, making feature Byg a classical “shortcut” to classify
the traffic. However, the split is not perfect because, coincidentally, two machines used
for generating Non-VPN traces had the fourth byte of their Ethernet source addresses
less than or equal to 17 (54:9£:35:0d:e9:¢c2 and 2c:44:£d:02:16:ef).

The left branch of the DT classifies most samples as VPNs. However, to weed out a
few remaining samples of Non-VPN traffic, the DT uses feature By3. In this case, Bys
corresponds to the Total Length IP field in most VPN samples or the fourth byte of the
Ethernet destination address in Non-VPN samples. Once again, the black-box model
takes a shortcut to distinguish between the two classes. A similar analysis applies to the
right branch, which classifies most samples as Non-VPN and uses By; (which appears to
be a spurious correlation in this case) to weed out the few VPN samples.

Validation. Even though the DT extracted by Trustee is a high-fidelity proxy for
the 1D-CNN black-box model, it is unreasonable to expect that a simple 3-node structure
encompasses the model’s entire decision-making process. We verify this intuition by
generating a tampered validation dataset for the black-box model. In particular, we
changed bytes 43, 47, and 49 in the VPN samples to mimic random Non-VPN samples. By
following the logic of the decision tree branches, the black-box model would mis-classify
all VPN samples. The first two rows of Table give the average precision, recall, and
Fl-score for both classes (VPN vs. Non-VPN) for original and tampered datasets. The
results show that tampering with only these three features out of 748 had no significant
impact on the classification accuracy of the black-box model. However, by performing
detective work similar to the one described above, we observed that the black-box model
succeeds in finding alternative “shortcuts” that are as easy to identify and explain as the
one we described earlier.

To further demonstrate that the black-box model described in [243] and claimed
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Table 2.3: Accuracy of black-box classifier.

Validation dataset ~ Avg. Precision Avg. Recall Avg. F1

Untampered 0.959 0.956 0.955
Tampered-43-47-49 0.959 0.956 0.955
Tampered-32-to-63 0.889 0.861 0.856
Tampered-0-to-63 0.831 0.757 0.734
Tampered-0-to-127 0.753 0.555 0.398

to be highly successful in learning to classify encrypted VPN and Non-VPN traffic is
not a credible predictor, we tampered with entire ranges of bytes instead of individual
bytes. As Table shows, tampering with byte ranges of 32-64, 0-64, and 0-128 makes
it increasingly more difficult for the black-box model to identify alternative shortcut
predictors, and not surprisingly, the model’s performance (i.e., accuracy) gets worse and
quickly reaches the point where, without being able to resort to shortcut learning (i.e.,
randomly altering the first 128 bytes, which is less than 18% of the features), the model’s

performance becomes comparable to that of flipping a fair coin.

2.7.3 Detecting Heartbleed Traffic

Problem Setup. We consider the paper |214], which presents the public dataset
CIC-IDS-2017 with labeled attack traces and lists publications that rely on this dataset
to propose ML-based intrusion detection systems. The dataset contains traces of benign
background traffic and 13 different attacks, such as Heartbleed, DDoS, and PortScans.
The dataset also includes 78 pre-computed flow features, such as flow duration and mean
Inter Arrival Time (IAT). Several research efforts report excellent classification results
(e.g., average precision and recall above 99% for all classes) of learning models trained
on the pre-computed features of this dataset [43],75,80,214.1259].

Explanation. We again started by reproducing the reported classification results
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using the pre-computed features from the dataset to train a multi-class Random Forest
Classifier to identify the 13 attacks and benign traffic, with a 75%-25% train-test split of
the data. We could reproduce the excellent results reported by several publications, but,
in doing so, we noticed that the dataset in question is highly imbalanced, having as few as
3 Heartbleed samples and as many as 680,000 DDoS samples in the 25% test split. Hence,
we used a Random Over Sampler , to produce a balanced training dataset to
re-train the Random Forest Classifier and then used Trustee to extract a DT explanation.
Without applying our Top-k pruning method, the high-fidelity DT extracted by Trustee
from the classifier contained 899 nodes, making it largely impossible to understand the
decision-making process of the black-box model. However, when running Trustee with
the Top-k Pruning method and setting £ = 3, we obtain the small-sized and therefore

inherently manageable DT shown in Figure [2.4]
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Figure 2.4: Decision tree for Random Forest Classifier.

Despite the likely shortcut the model takes by using TCP ports to classify SSH and
FTP-Patator attacks, the root node of Figure 2.4 shows that the black-box model correctly
classifies all samples of Heartbleed attacks based only on the maximum packet size of the
victim server responses (i.e., “Bwd Packet Length Max”). In Heartbleed, an attacker sends

a TLS heartbeat message with a value in the size field that is bigger than the message.
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A vulnerable server responds with a message with a size equal to the value specified in
the size field and reviews information stored locally in its memory [79]. Prompted by
this observation, we further inspect the DT to identify other features that appear as the
most dominant features after we remove the “Bwd Packet Length Max” feature from the
dataset. The results showed that the total backward inter-arrival time (i.e., “Bwd IAT
Total”) also almost perfectly splits all Heartbleed samples. The distributions displayed in
the trust report for both features (Figure reveal a very telling pattern. To understand
this behavior, we inspected the PCAP files and noticed that the TCP connections of the
Heartbleed attacks were never closed between heartbeat messages, resulting in high values

for the features “Bwd IAT Total” and “Bwd Packet Length Max”.
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Figure 2.5: Data distribution of feature “Bwd Packet Length Max” (top) and “Bwd IAT
Total” (bottom) comparing values in the Heartbleed class to all Others.
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Validation. Considering that the dataset contained just one obvious pattern for
the Heartbleed attack, it is not surprising that classifiers trained on this dataset have
high accuracy when tested with i.i.d. samples. However, to demonstrate that a model
is credible and generalizes as expected in deployment scenarios, we need to validate it
with alternate but realistic test cases, i.e., 0.0.d. samples. We generated 1,000 new test
cases of Heartbleed attacks using the same tool described in [214], but we closed the
connection after the heartbeat request triggered a response with compromised data. This
change resulted in Heartbleed flows with much smaller backward total TAT but with
similar backward maximum packet length, as we use the same packet sizes as for the
original trace. We then evaluated the Random Forest Classifier using the newly generated
Heartbleed flows as test data. Table shows that with just a simple change in the attack
pattern, the classifier could not correctly classify a single one of the 1,000 new Heartbleed
attacks, resulting in an Fl-score of 0. This experiment demonstrates that the considered
black-box learning model overfits on the i.i.d. cases, is not a credible predictor of realistic
0.0.d. cases, and does not learn anything that readily available domain knowledge tells us
about Heartbleed attacks.

Table 2.4: Black-box classifier’s accuracy.

Class Precision Recall F1

Heartbleed (i.i.d.) 1.000 1.000  1.000
Heartbleed (0.0.d.)  0.000 0.000  0.000

2.7.4 Inferring Malicious Traffic for IDS

Problem setup. We consider the paper [118], which proposes nPrint and the stable
bit-level representation of network packets for automatically training learning models
using AutoML [83]. The idea is to use a sequence of ordered features with values -1,
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0, or 1 where each feature represents a bit of a set of pre-established protocol headers.
The value -1 represents bits that are not present in a packet, while the values 1 and 0
are the actual values of present bits. The paper shows excellent results for an AutoML
IDS model (called nPrintML) with 4,480 features trained using raw PCAP files from the
CIC-IDS-2017 dataset |214].

Explanation. We successfully reproduced the reported results using the same
configurations as those used in [118], obtaining a model with a 0.999 Fl-score. To
investigate this high-performance model, we used Trustee (with k& = 4 for our Top-k
Pruning method) to extract a high-fidelity (0.999) DT and show the top-4 branches in
Figure 2.6 We can see that the top nodes rely on bits of the IP TTL field of the packets
to separate the Benign class from the others. To understand the reason behind this
observation, we inspect the description of the setup used to generate the CIC-IDS-2017
dataset. While all attacks were generated using hosts outside of the network in which the
dataset was collected, the benign traffic was from hosts inside the network, creating a
strong correlation between the packets’ TTL value and traffic type. Also, most attacks
were generated by a host running Kali Linux, which sets the initial value for TTL to 64
(i.e., 00100000). Similarly, the DDoS attack traffic was generated using a host running
Windows 8.1, which sets the initial TTL value to 128 (i.e., 01000000). This setup where
the traffic was generated makes it easy for the model to separate all DDoS attacks using
only the second and third most significant bits of the TTL field.

We used the extracted DT to further investigate the model’s behavior. We iteratively
removed (assigned -1 to) the bits of the TTL field and other prominent features from
the nPrint representation and retrained the model on the same dataset until the single
tep_opt field remained, representing bits of options of the TCP header. Given only
these bits, the black-box nPrintML model still separates the attacks in the CIC-IDS-2017

dataset almost perfectly, reaching a F1-score of 0.990. In these cases, the DT explanations
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Figure 2.6: Decision tree for nPrintML IDS model.

produced by Trustee showed that the model still used single bits of packets to divide the
traffic perfectly. These experiments demonstrate that the model succeeds in exploiting
spurious correlations in the dataset, finding shortcuts due to the vast feature space where
each bit is a feature. This issue is also known as the “curse of dimensionality” [207]
and concerns cases where a model faces a high-dimensional feature space (e.g., 4,480
features per sample in the case of nPrintML IDS) and not a diverse and dense enough
data distribution to avoid occurrences of spurious correlations, which in turn a model can
exploit to learn various shortcuts.

Validation. To examine the ability of the nPrintML IDS model to generalize to other
deployment environments, we deployed the Suricata Intrusion Detection System in
the UCSB campus network and mirrored all the traffic before the firewall to produce a
real-world dataset of network attacks. We captured about 12 hours of user traffic and
the associated Suricata IDS alerts (see technical report for details). We found 1,344
flows of DoS attempts. Also, we randomly sampled 1,366 port scan flows (out of 9 million)
and 1,337 flows that didn’t trigger any alert, which we labeled as benign traffic. Finally,

we used nPrint to create a test dataset from that traffic to validate the trained model
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of [118]. Table [2.5[shows the classification results of the model for the trace of our campus
network.

Table 2.5: Accuracy for black-box model trained in [118] and tested with traffic captured
in our campus network.

Class Precision Recall F1

Benign 0.653 0.806 0.722
DoS 0.000 0.000 0.000
Port Scan 0.120 0.143 0.130
Average 0.256 0.315 0.282

We notice that the model classified most of the traffic as benign, a few samples as
port-scan attacks, and none as DoS attacks. While we did not expect the model to
generalize to real-world settings, we were intrigued that it correctly classified some port
scans. Inspecting the decision presented in Figure [2.6] we can see that the ancestor of the
Port Scan node splits most port scan attacks by checking pkt 1 ipvd opt 9 < —0.5.
Since the nPrintML model builds its feature vector using the first five packets of a flow
(896 features for each packet and 4,480 in total), when a flow has fewer than five packets,
it fills the remaining features with -1 values. Hence, to identify port scan attacks, the
nPrintML model simply recognizes the absence of the second packet of the flow. To
confirm this hypothesis, we carefully investigated the dataset published by the authors of
nPrint [118] and noticed that most of the port scans in their dataset have only 1 SYN
packet from the attacker to the target (differently from the original PCAPs in [|214]).
Thus the simple rule that the second packet of a flow is missing would be enough to find
all port scans. However, in the case of our campus network traffic, most port-scan attacks
also contain a second packet, which prevented the black-box model from classifying this
type of traffic. This second packet is a TCP RST packet that attackers send to prevent

the target from triggering the TCP SYN Cookie protection used to deal with TCP SYN
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flooding attacks.

2.7.5 Additional Use Cases

As summarized in Table we applied Trustee to analyze four additional use cases.
Here, we briefly describe these additional use cases and report on the main findings that
result from analyzing them with the help of Trustee. A detailed account of each of these
additional use cases can be found in our technical report [124]. The first additional use
case concerns Kitsune, an unsupervised ML classifier in the form of a complex ensemble
of neural networks that was proposed in [166| to perform traffic anomaly detection (e.g.,
Mirai attack). Using Trustee, we show that Kitsune is vulnerable to 0.0.d. samples, thus
corroborating previously-reported criticism of this model [18] and substantiating it with
additional concrete evidence. For our second additional use case, we applied Trustee
to scrutinize the OS fingerprinting application of nPrintML described in [118|. While
Trustee’s DT explanation confirms most of the results and claims obtained by nPrintML
(e.g., the model relies on TTL and window size header values to distinguish between
Windows, Linux and MacOS OSes), it also provides evidence that the trained model is
vulnerable to o.0.d. samples (e.g., due to the limited set of operating systems in the
dataset used). As third additional use case, we used Trustee to analyze the Random
Forest Classifier that was proposed in [253] and trained with the UNSW-IoT dataset [222]
to distinguish between different classes of IoT devices (i.e., video, audio, etc.). In this
case, Trustee’s DT explanation identified clear instances of shortcut learning, mainly
as a result of extracted features such as source and destination TCP and UDP ports
that were used to train the model. The fourth and last additional use case deals with a
network performance-related problem and concerns an application of Trustee to analyse

Pensieve, a RL-based learning model for adaptive bit-rate video streaming [158]. Trustee’s
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DT explanation not only corroborates most of the previously-reported Pensieve-specific
results [69,(162], but it also achieves higher fidelity compared to reward-based optimization
approaches such as Metis [162] (i.e., F1 score = 0.90) and suggests that Pensieve may

not be generalizable because the proposed model is vulnerable to o0.0.d. samples.

2.8 Ablation Study

In this section, we evaluate key design choices we made for Trustee and that we
motivated in Section 2.4.21

Data augmentation and optimizing for fidelity. We first assess the impact of
data augmentation (Line 11 in Algorithm|[I)) on the size and fidelity of the DT explanations
generated by Trustee and at the same time consider the impact of using accuracy (i.e.,
how well the DT classifies the data) rather than fidelity (i.e., how well the DT mimics
black-box classifications) as the optimization goal for Trustee. To this end, for the first
three use cases described in Section [2.7] we use Trustee to extract DT explanations for
four different settings (i.e., with and without data augmentation, using either accuracy
or fidelity), with all four settings using the same set of hyperparameter values. The
results are shown in Figure where the top plot depicts the (normalized) DT size and
the bottom plot shows fidelity. We observe that in cases of small-sized extracted DTs
(e.g., maximum tree size for VPN vs. NonVPN and nPrintML IDS is 7 nodes and 47
nodes, respectively), data augmentation is not necessary. However, for extracted DTs
that are more complex (e.g., maximum tree size for Heartbleed is 1,491 nodes), the
data augmentation step results in a significant reduction in DT size (roughly 20%, and
especially for imbalanced datasets) and also improves the DT’s fidelity (although only
slightly, about 2-3%). In terms of optimizing for fidelity vs. accuracy, we observe no

significant differences, mainly because all the analyzed use cases have excellent accuracy
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to start with. However, we expect that for models that have lower accuracy, optimizing

for fidelity may help end users identify reasons for why the model accuracy is low.
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Figure 2.7: Ablation study results for data augmentation and optimization for fideli-
ty/accuracy.

Pruning methods. We next evaluate and compare the trade-offs between fidelity
and complexity of the DT explanations that Trustee generates when using a tree pruning
method other than our proposed Top-k Pruning method (Line 14 in Algorithm . In
particular, we consider the three pruning methods mentioned in Section Max
Leaves (pre-pruning), Max Depth (pre-pruning) and CCP (post-pruning). Figure
(top) depicts the results for the Heartbleed use case and shows the number of branches
(x-axis) and fidelity (y-axis) that are achievable by each of these three methods as well as
by our Top-k Pruning method. We observe that except for the Max Depth method, all
other methods show similar performance, with the two post-pruning methods (i.e., CCP

and Top-k Pruning) outperforming the competitive pre-pruning method Max Leaves,
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especially for high-fidelity DTs (e.g., fidelity of 0.9 and above). In view of such minimal
differences in their overall performance, choosing between CCP and Top-k Pruning boils
down to practical considerations. In particular, while the CCP method relies on an implicit
parameter « to determine how much post-pruning is necessary, our Top-k Pruning method
gives end users direct control by means of the parameter k that explicitly reflects the
amount of effort an end user is willing or capable to spend inspecting and analyzing

Trustee’s output.
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Figure 2.8: Ablation study results: pruning methods for Heartbleed use case (top), and
model stability for Heartbleed use case with Top-10 Pruning (bottom)

Model stability. The last design choice we evaluate concerns the inclusion of an outer
loop as part of Algorithm (1| (Lines 4-16). Given that Trustee only analyzes a subset of
the input data to generate its output in the form of a DT explanation, it is fully expected
that running Trustee under identical conditions (i.e., same set of hyperparameter values)
multiple times will result in different DT explanations. However, for an end user to trust
the output of Trustee, it should be the case that the different DT explanations are stable
in the sense that they make in general identical decisions when presented with the same
input samples. We quantify this stability aspect of the output of Trustee by using the
notion of agreement between DTs that measures how often the DTs will make the same
decision for the same input data. To examine this aspect of Trustee, we consider the
Heartbleed use case and ran Trustee (with S=1, thus effectively disabling the outer loop;
number of samples M = 593,123 (i.e., 30% of Dy); N = 50; and k = 10) a total of 50
different times. The results are presented in Figure (bottom) and show an overall
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high mean agreement and fidelity for each of the resulting 50 different DT explanations.
However, in a few cases (e.g., iterations 16, 28, 31), the mean agreement of the obtained
DT explanations is as low as about 80%. This observation motivated us to include the
outer loop in Algorithm [I| that ensures that Trustee outputs a DT explanation that has
been selected so as to avoid obviously “bad” (i.e., low mean agreement) and possibly

misleading DT explanations for the given black-box model.

2.9 Conclusions and Discussions

In this paper, we present Trustee, a new framework that enables end users of ML-based
solutions to gauge their trust in the black-box models that underlie these solutions. To
demonstrate how Trustee works in practice, we consider several use cases of published
ML-based solutions from the existing literature, examine whether end users can trust
them, and discuss our findings and lessons learned.

First, we emphasize that our Trustee-based analyses of the considered use cases rely
critically on the work of researchers who have made their ML-related artifacts publicly
available. In recent years, the scientific community and the network research community,
in particular, have argued strongly for more reproducibility [20}/179], and we second this
effort. However, for the time being, network security researchers interested in using ML
have to accept the lack of open-source datasets and a general reluctance for widespread
data sharing due to privacy concerns as faits accomplis.

Second, given that the vast majority of published ML models that have been developed
for a range of different network security problems are not fully reproducible, our reported
findings based on a handful of use cases that are fully reproducible are in no way
representative of the existing literature on applications of ML in the field of network

security. However, the problematic nature of our findings for the few analyzed use cases
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should serve as a cautionary tale as far as the popular use of standard ML pipelines in
the field is concerned. In this sense, our work contributes to existing efforts that argue
for looking at developments in this area with a critical eye (e.g., see |15]/18}225] and
references therein) and identifies specific pitfalls that prevent end users from trusting
proposed ML-based solutions and deploying them in production networks.

Last but not least, we purposefully designed Trustee to aid end users’ efforts to check
whether a given black-box model suffers from the problem of underspecification and can
therefore not be trusted. While underspecification is a known and common problem in
modern ML pipelines [64], this paper takes a first step towards detecting the presence and
identifying the type of underspecification in a given black-box model. However, in the
context of Trustee, these detection and identification tasks are currently not automated
and depend critically on the help of domain experts who can use Trustee as-is to assert if
a given black-box model makes decisions in accordance with existing domain knowledge
or is even capable of teaching the domain experts new decision-making strategies. To
realize the goal of automating these tasks, much work remains. In particular, we need
to involve network operators and security experts in carefully designed user studies for
quantitatively assessing their level of trust in a given black-box ML model that drives a

proposed ML-based solution for a specific network security problem.
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Chapter 3

Demystifying Network Foundation
Models

3.1 Introduction

Machine learning solutions are widely applied in the networking domain, with numerous
applications ranging from traffic classification [6}144,263.264] and anomaly detection |129,
229| to quality of service optimization |7,|158,258| and network security [3.(166]. However,
many of them fail to generalize to production environments [18,/126,/148,267| due to
inherent biases in data collection methodology, limited coverage of operational scenarios,
distribution shifts, and other factors, creating fundamental generalizability challenges.

Network foundation models as a potential solution. As a potential answer to
these challenges, network foundation models (NFMs) have been gaining traction in the
networking community [109,144}194},241}242,264]. Similar to foundation models in other
application domains, these models incorporate additional self-supervised pretraining phases
that utilize unlabeled data to learn critical spatial, temporal, and causal relationships.
NFMs represent a paradigm shift in network analysis, moving from the development of
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task-specific learning models to the use of general-purpose pre-trained representations.
Significant aspects of this shift include (i) generalizability: NFMs learn representations
that transfer across multiple network analysis tasks; (ii) scale: NFMs process raw packet
data and require no domain expert-based feature engineering; and (iii) impact: NFMs
are expected to be increasingly deployed in production network systems for security,
optimization, and monitoring. The adoption of NFMs promises to alleviate the difficulties
caused by the growing complexity of modern network infrastructures and is viewed as an
important step towards realizing the vision of self-driving networks.

Diverse architectures complicate evaluation. While aiming toward the similar
goal of utilizing unlabeled data, design architectures and pretraining tasks vary signifi-
cantly between existing NFMs, including masked token prediction purely on raw network
payload [144] or packet header bytes [161,/194,241]; flow statistics calculation [109];
patched image reconstruction [242,264]; and modifying foundation models developed
for other domains and applying them to the networking domain [128,240|. Resulting
largely from the variability in network data preprocessing, such diversity obscures the
influence of the pretraining phase on model performance, making it difficult to understand
what knowledge the model gains during pretraining. Historically, the community has
relied on the performance of such models on fine-tuning tasks [193|, which utilize small
(compared to the pretraining phase) labeled datasets as quality indicators and comparison
metrics between models. However, this approach poses challenges for understanding
foundation models’ design choices, pretraining tasks, chosen pretraining datasets, and
overall knowledge gained during the critical pretraining phase.

Beyond downstream tasks: intrinsic evaluation. In this paper, we address these
limitations and complement the existing downstream task-oriented research by exploring
and assessing the representational quality of NFMs’ embeddings without depending on

fine-tuning problems. Specifically, we develop three complementary analysis techniques
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to answer specific questions: (1) Embedding Geometry Analysis (§3.3.1) quantifies how
effectively models distribute representations across the embedding space through anisotropy
analysis, measuring the entanglement of learned representations and their influence on
model performance. (2) Metric Alignment Assessment (§3.3.2) evaluates feature correlation
to identify whether models capture domain-expert metrics like flow duration or TCP window
dynamics. (3) Causal Sensitivity Testing (§3.3.3]) employs perturbation analysis to evaluate
how embeddings respond to controlled protocol and context modifications, revealing higher-
order context understanding, including traffic shaping policies and congestion control
mechanisms.

Key findings. Our empirical results demonstrate ( that embeddings from
publicly available pretrained models exhibit significant anisotropy (mean cosine similarity
= 0.86 +0.09) and that addressing this issue leads to model performance improvement
(up to 0.35 increase in Fy scores). We notice (§3.4.4) significant alignment of models’
embeddings with packet lengths, time-based features, packet flags, and even payload
information ( despite its frequent encryption or absence in production environments,
and show a direct correlation between anisotropy and high-level context in the models.

Our work shifts the focus from downstream task performance to intrinsic representa-
tional properties and sets the stage for further explorations into developing next-generation
NFMs that can be expected to facilitate the creation of performant, generalizable, and
robust ML-based solutions for disparate learning problems — a critical step toward realizing
the ambitious goal of fully self-driving computer networks. Our fully reproducible code is

available at https://github.com/maybe-hello-world/demystifying-networks.
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3.2 Preliminaries

In this section, we provide information about existing evaluation efforts and preliminary

information on what hidden context refers to in the networking domain.

3.2.1 Existing evaluation efforts

To our best knowledge, several papers attempted to taxonomize the existing works in
the area of foundation models for networking. [36] contains a survey of existing works
in GenAl for networking, including both text-based and traffic-based approaches, and
raises various questions about interpretability and efficiency, but does not provide any
comparative analysis of the models and their performance. [247| provides a comprehensive
analysis of both feature-engineered and foundation model-based approaches for network
traffic classification, including design choices, feature selection, traffic granularity, and
benchmarks and downstream tasks used. The work also implements several data occlusion
strategies to evaluate the influence of different features on model performance and includes
model development guidelines, though these results are derived from a single dataset for
two models only. [193] provides a downstream task-oriented framework for evaluating
classic and pretrained models for network traffic classification, relying on 7 public datasets
covering 20 existing tasks and 7 different models for evaluation (with only two foundation
models). Despite including an extensive set of downstream results, this work does not

investigate model design choices, input data, or embedding structure and quality.

3.2.2 Hidden context in networking

One key learning challenge in the networking domain is that network traffic is influenced
by various hidden context C'; which is not explicitly expressed in the network traffic traces

but significantly influences it. This context consists of: various network conditions,
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which include partially observable characteristics of the network (throughput, latency),
traffic shaping policies, network congestion situation, and influence of other network traffic
passing through the same interfaces; application behavior, which includes participants
and their communication rules, such as communication protocols and congestion control
algorithms, adaptive bitrate algorithms, application specific communication pattern
(prevalence of download traffic over upload), inherent burstiness of the traffic; and others.

Both aspects of networking hidden context can often depend on one another, intro-
ducing cross-dependencies that have to be dealt with during analysis. Examples include
how network conditions influence application behavior (e.g., ABR algorithm choices of
bitrate |7,8,344158,254]), and vice versa (e.g., TCP congestion control algorithms fair-
ness [4,154,255]), or how even more complicated multi-way dependencies may arise (e.g.,
usage of performance-enhancing proxies [147]| in geostationary satellites which terminate

connections and introduce their own behavior on multiple levels).

3.2.3 Necessity of intrinsic evaluation

Since traditional evaluation efforts rely exclusively on downstream task performance,
they suffer from critical shortcomings such as (i) performance scores provide no insight
into what the models actually learn about network conditions or application behaviors,
(ii) high performance for one task does not guarantee generalizability to new network
domains, (iii) models can achieve good performance through dataset-specific shortcuts
rather than genuine network understanding, and (iv) practitioners have no guidance for
choosing models or identifying failure modes. Addressing these shortcomings calls for
creating an intrinsic evaluation framework that can reveal what the models actually learn

about network traffic, independent of specific tasks.
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Intrinsic Evaluation Framework
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Figure 3.1: Visual overview of the proposed framework. Color indicates different stages
of the analysis and dashed lines and boxes denote the perturbed network traffic path.

3.3 Intrinsic Evaluation Framework

NFMs pretrained on raw packet traces inherently encode an internal latent space
reflecting various network and application characteristics captured from the utilized
training data. To gain insights into these characteristics, we explore embeddings generated
from diverse network data by frozen NFMs.

Using the calculated embeddings, we aim to: quantify how effectively models dis-
tribute representations across their available dimensions (, demonstrating if they
capture both shared protocol patterns and distinctive flow characteristics; measure the
correspondence between learned embeddings and established network metrics (§3.3.2)),
revealing whether NFMs inherently calculate the same statistical features that domain
experts have engineered over decades; and evaluate how embeddings respond to controlled
perturbations at both protocol and contextual levels (§3.3.3)), verifying that models learn
meaningful causal dependencies. For each technique, we provide a claim (what NFMs
should be able to do), the rationale behind this claim, and our methodology to evaluate
NFMs for the given claim. A visual overview of the Intrinsic Evaluation Framework is

presented in [Figure 3.1]

Applicability. In theory, our intrinsic evaluation framework can be used to evaluate any
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model that learns latent space representations, but it is most valuable for models that
involve task-agnostic pre-training. While traditional approaches (e.g., neural networks
trained using supervised learning techniques) can be evaluated using our metric alignment
component, they often lack the explicitly extracted latent representations that make
geometric analysis and causal sensitivity testing meaningful.

Importantly, because of the data representation challenges posed by network traffic,
how a model’s input data is being preprocessed is intrinsically entangled with what model
architecture is selected. Since both aspects reflect the explicit decisions that the original

model’s developers made, we are unable to evaluate them individually.

3.3.1 Embedding Geometry Analysis: quantifying representation

space utilization

Claim. NFMs that effectively capture both shared protocol semantics and distinctive
per-flow packet dynamics produce embeddings that efficiently utilize the full represen-
tation space. These models generate flow representations that distribute anisotropically
throughout the latent space rather than collapsing into a concentrated cluster.

Rationale. Effective network modeling requires capturing both global protocol pat-
terns and flow-specific variations. A well-distributed embedding geometry with measured
anisotropy indicates |92 that the model distinguishes between flows along multiple mean-
ingful dimensions. Such embeddings encode critical network characteristics including
spatial (handshake vs. data exchange vs. teardown) or temporal patterns (short vs. long
inter-arrival times) and causal reactions (packet loss vs. delays). Conversely, embeddings
that cluster tightly with high cosine similarity suggest the model compresses diverse flows
into nearly identical representations (similar to [142,[227]), overlooking subtle per-flow

variations essential for robust network reasoning and downstream task performance.
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Methodology. To quantify embedding geometry, we employ the established concept of
anisotropy from contextualized language models [45]71},91|, expressed by cosine similarity
between different traffic flows. For each network traffic flow z;, we extract its hidden
representation h; from the final encoder layer of an NFM (as defined by the authors of
the model). Across a set of n such embeddings {h;}}_,, we estimate the anisotropy score
A = E,;j[cos(hi, hj)] = ﬁ > (ij)es cos(hi, hy) (where cos(u,v) is the cos similarity), by
sampling random flow pairs S similar to [85].

Further, we analyze the contributions to anisotropy of the largest dimensions by using

Mean Cosine Contribution (MCC) from [122] (defined for a dimension k as MCC(k) =

|—é| > ii.jyes CCk(hi, hyj), where CC(u,v) = Huﬁf”‘fvu) to ensure no single axis dominates.
Lower values of A combined with a uniform MCC distribution indicate that embeddings
uniformly utilize the available dimensions, possibly facilitating distinguishing between

variations in network behavior.

3.3.2 Metric Alignment Assessment: measuring correspondence

with domain-expert features

Claim. NFMs implicitly compute well-known network performance and behavioral
metrics within their latent space. Flow-level embeddings encode critical network statistics
such as flow duration, packet size distributions, and TCP dynamics without explicit
supervision.

Rationale. Over decades, network domain experts have engineered various statisti-
cal white-box features and successfully used them for developing traffic-based machine
learning solutuons |3}/140,211|. By measuring the structural alignment between hidden
representations of NFMs and these network metrics, we can verify whether models have

learned traditionally meaningful generalizable network semantics rather than superficial
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correlations with particular downstream labels.

Methodology. We select a set of established network metrics calculated by CI-
CFlowMeter [140], which have been extensively validated for traffic classification in prior
works [3]. Let {z;}}_; be our set of flows and let m;(z;) denote the value of the ith
CICFlowMeter metric for flow z;. We extract the embedding h; € R? from the NFM’s
final encoder layer before any task-specific heads (ET-BERT, netFound) or decoder layers
(YaTC, NetMamba) and assemble H = [hy, ..., hy].

For each metric m;, we compute the similarity index p(m;, h;) between the metric
and the model’s embedding representation across all traffic flows in the dataset using
Centered Kernel Alignment (CKA) [133]. Unlike cosine similarity, CKA allows for
calculating the similarity index between representations of different dimensionalities and
is invariant to orthogonal transformations and isotropic scaling, allowing for effective
capture of both linear and non-linear relationships between representations. CKA values
near 1 demonstrate that semantic probes successfully extract network-level metrics from

embeddings, validating the model’s implicit computation of these key features.

3.3.3 Causal Sensitivity Testing: interventional analysis of proto-

col and context dependencies

Claim. NFMs that effectively encode both protocol semantics and network context
exhibit two key properties: (1) protocol-relevant perturbations produce quantifiable,
focused changes in embedding similarity scores, and (2) high-level network contexts (e.g.,
congestion control algorithms, queue management policies) create distinct, linearly sepa-
rable embedding subspaces. These properties are proof that the model learns meaningful
causal dependencies between inputs and network conditions.

Rationale. A comprehensive test of causal understanding requires dual validation:
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we aim to verify both bottom-up causality (how low-level protocol features influence
embeddings) and top-down contextual awareness (how high-level network conditions
shape representation space). We explicitly separate these efforts into two complementary
methodologies — feature perturbation analysis and context discrimination — to provide
quantitative evidence of whether an NFM has learned a coherent causal model of network
behavior spanning multiple levels of abstraction.

Methodology: sensitivity to protocol-relevant perturbations. For a se-
lected dataset comprising flows {1, xs, ..., z,,}, we compute the baseline similarity score
S({h;}}—,), where h; denotes the embedding of the j"* flow and S(-) quantifies the aver-
age pairwise cosine similarity between embeddings. We define a perturbation strategy
d(f) operating on a subset of features f C F, where F' = {f1, fo, ..., fn} constitutes the
complete set of traffic header features. For our analysis, we use a token replacement
strategy that implements any token replacement from a valid range of tokens from the
model’s dictionary [204]. This strategy applies uniformly across all flows in the dataset.

Given a feature perturbation, we derive the perturbed flows {xj»(f ) }5—, and extract
their corresponding embeddings {hj.(f ) %1, and then measure the similarity score between
perturbed embeddings h?(f ) and the original h; using cosine similarity to measure changes
in the hidden representations.

A significant decrease in the similarity score after perturbation indicates that the
model’s representation exhibits sensitivity to the perturbed features. Large changes
for protocol-relevant features demonstrate that these features causally influence the
model’s internal representations. Such findings reveal that the model implicitly learns
to encode protocol-relevant features, aligning with domain knowledge about network
protocol behavior.

Methodology: extraction of exogenous network context. First, we use a

network emulator to generate network traffic with distinct high-level contexts (¢; €
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{1,...,C}). Each context has multiple possible values, such as application type (video
streaming vs. conferencing), congestion control algorithm (CUBIC vs. BBR), queue
management policies (pFIFO vs. CoDEL), and cross traffic characteristics at the bottleneck
link (more bursty and less intense or vice versa). For any given NFM, we extract
embeddings (h;) from the last encoder layer that represent the encoded state of 5t flow.
We compute these embeddings across different combinations of high-level contexts.

To quantify the NFM’s context sensitivity, we employ two complementary analyses.
First, we calculate pairwise cosine similarities between embeddings generated under
different context combinations. We also establish a reference point by computing the
average similarity score from embeddings of publicly available unlabeled datasets (the
“average”). We then measure the relative change in similarity when moving from a base
context (with default parameter values) to each alternative context combination. By
comparing these changes against the deviation of the base context from the baseline
average, we can contextualize the magnitude of embedding shifts. A significantly higher
relative change in similarity compared to the baseline deviation suggests that the model
effectively captures the distinctive characteristics of different network contexts.

As a second quantitative measure, we train a simple logistic regression classifier built
on top of the frozen embeddings to distinguish between different contexts, and calculate its
I score. This approach assesses whether the information necessary to separate contexts
is linearly accessible from the embedding space. A high F} score confirms that the NFM'’s
embeddings internalize unobserved network conditions and can effectively discriminate
between different operational scenarios, validating that the model learns meaningful

representations of network behavior under varying conditions.
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3.4 Benchmarking

In this section, we evaluate state-of-the-art NFMs using our proposed evaluation

framework.

3.4.1 Network Foundation Models

Our benchmarking applies the intrinsic evaluation framework to diverse architectural
approaches in NFMs. We selected four state-of-the-art representative NFMs that span
different design philosophies, input representations, and pretraining strategies to evaluate
how these fundamental choices impact representational quality.

For each model, we used publicly available pretrained checkpoints provided by the
authors without modifications, maintaining each model’s original data processing pipeline
to ensure fair comparison. Our selection includes YaTC [264]|, ET-BERT [144], net-
Found [109], and NetMamba [242].

These models represent key design dimensions in NFM architecture: input modality
(headers vs. payload vs. both), sequence length (5 vs. 60 packets), architectural foundation
(Transformer vs. Mamba), and pretraining objectives (single vs. multi-task). Through
our framework, we assess how these design choices influence embedding geometry, metric

alignment, and causal sensitivity.

3.4.2 Datasets

Our benchmarking requires diverse network traffic datasets to ensure comprehensive
evaluation across varying network conditions, traffic types, and operational settings.
We selected five datasets spanning both controlled environments (Android Crossmar-
ket [197], CIC-IDS2017 |214], CIC-APT-IIoT24 [96]) and real-world deployments

(CAIDA |11], MAWI [57|). For preprocessing, we standardized all datasets by extracting
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uniform flow records using the data processing scripts provided by the authors of the
considered models.
3.4.3 Embedding Geometry Analysis

Table 3.1: Mean cosine similarity (cos) between embeddings and Mean Cosine Contribution
(MCC) of the top dimension of the embeddings towards the average cosine similarity.

YaTC ET-BERT netFound NetMamba

Dataset cos MCC cos MCC cos MCC cos MCC
Crossmarket 085 025 088 0.02 069 001 093 0.02
CIC-APT-IIoT24 087 027 088 0.02 0.8 001 098 0.02
CIC-IDS2017 0.85 022 074 0.01 069 001 092 0.02
CAIDA 0.87 021 071 0.01 0.8 0.01 099 0.03
MAWI 0.88 0.19 0.78 0.01 094 002 099 0.02

presents results from applying our embedding geometry analysis.

Models are not consistent in the anisotropy scores. Our analysis reveals
significant variability in how different NFMs utilize their representation space. netFound
demonstrates more variability in space utilization (with anisotropy score varying between
0.69 and 0.94 for different datasets) compared to autoencoder-based models YaTC and
NetMamba (which have more consistent scores of 0.85-0.88 and 0.92-0.99, respectively).
ET-BERT occupies an intermediate position (0.71-0.88).

MCC analysis reveals distinct failure modes. While anisotropy scores identify
models with concentrated representations, our Mean Cosine Contribution analysis further
distinguishes between qualitatively different representational problems. NetMamba’s
uniform MCC values (the highest being around 0.03) indicate semantically collapsed
representations without any single dimension contributing significantly to the collapse,
while YaTC’s uneven distribution (MCC 0.19-0.27) reveals problematic dimensional
dominance where a single dimension captures disproportionate variance.
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Geometric properties predict environmental responses. Embedding geometry
analysis systematically exposes how different architectures respond to dataset variations.
The observation that most models produce higher cosine similarity (more collapsed
representations) on real-world datsets — with ET-BERT uniquely showing the opposite
pattern — provides predictive insight into how these models might generalize to deployment

environments with different traffic distributions.

Table 3.2: AF; of NetMamba after fine-tuning a single linear layer for 30 epochs on
decorrelated embeddings (over five training runs).

Crossmarket CIC-IDS2017 CIC-APT-IIoT24
NetMamba +0.35+0.02 +0.11 £0.27 +0.03 £ 0.02

Anisotropy directly impacts performance. While anisotropy is a measure that
quantifies embedding quality, it does not directly capture how this geometry affects
downstream performance [71|. Therefore, we complement our anisotropy analysis by
considering an additional metric: isotropification gain. This metric quantifies the potential
performance improvement when correcting for suboptimal embedding distributions. We
apply a deterministic decorrelation transformation [119] to the frozen raw representations
and retrain only a linear classifier for the downstream task. We define the isotropification
gain as AF; = Fdecorrelated _ praw.

To validate that embedding geometry directly affects model utility, we identified
NetMamba as an ideal candidate for isotropification based on its high anisotropy.
shows the resulting Fj score improvements (+0.03 to +0.35) after applying decorrelation
transformations. Note that this improvement is calculated for a simplified classification
head (linear classifier), and results for more complicated models can vary. However, these
results suggest that anisotropy is not merely a descriptive metric but can predict potential
performance gains that derive from applying representation enhancement techniques to

NFMs.
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Figure 3.2: CDF of CKA similarity among different model embeddings and CICFlowMeter

features averaged across all five datasets.

3.4.4 Metric Alignment Assessment

Table 3.3: Averaged CKA similarity index between CICFlowMeter white-box features

and model embeddings.

Crossmarket CIC-APT-IIoT24 CIC-IDS2017

CAIDA MAWI Average

YaTC 0.098 0.148 0.092 0.014 0.070 0.093
ET-BERT 0.012 0.014 0.064 0.033 0.026 0.029
netFound 0.156 0.219 0.167 0.052 0.070 0.143
NetMamba 0.047 0.141 0.042 0.030 0.051 0.066
Average 0.078 0.131 0.091 0.032 0.055 0.077

Table 3.3| presents the averaged Centered Kernel Alignment (CKA) similarity index

between model embeddings and CICFlowMeter features across all datasets, quantifying

the degree to which NFMs implicitly encode established network metrics without explicit

supervision.

Architectural design determines metric alignment. Our analysis reveals sub-

stantial variation in how different architectures encode domain-expert features. netFound

consistently demonstrates the highest alignment (average CKA: 0.143), suggesting its

multi-input approach and packet burst representation effectively capture statistical prop-
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erties identified by domain experts. In contrast, ET-BERT’s payload-only approach shows
minimal alignment (average CKA: 0.029), indicating traditional network metrics cannot
be reliably extracted from payload representations alone. Since YaTC and NetMamba
share similar architectural designs, they demonstrate similar CKA performance across
datasets.

Feature diversity enhances metric coverage. shows the CDF of the
CKA similarity index, revealing that models with diverse input features exhibit a more
uniform alignment distribution compared to models with constrained input features (i.e.,
more slowly increasing CDF, resulting in more features having a high CKA similarity
value). Models processing packet headers, payload, and flow metadata (netFound) capture
a broader spectrum of expert-designed metrics compared to specialized architectures
(ET-BERT, YaTC, NetMamba), indicating that architectural diversity directly impacts
the comprehensiveness of implicit feature computation.

Environmental context affects metric relevance. All models demonstrate
significantly lower CKA similarity on real-world datasets (CAIDA: 0.032, MAWTI: 0.055)
compared to datasets from controlled environments (CIC-APT-110T24: 0.131, CIC-
IDS2017: 0.091). This consistent pattern suggests that existing NFMs struggle to encode

established network metrics in production environments.

Table 3.4: Average CKA similarity index between model embeddings and CICFlowMeter
features. Top 5 features with the highest similarity index are presented for each model.

Model Feature name Mean CKA CKA Std Model Feature name Mean CKA CKA Std
Fwd Seg Size Min 0.423 0.185 FWD Init Win Bytes 0.385 0.352
FWD Init Win Bytes 0.339 0.241 Packet Length Max 0.372 0.302

YaTC Packet Length Min 0.286 0.085 netFound  Fwd Seg Size Min 0.359 0.338
SYN Flag Count 0.282 0.230 Fwd IAT Total 0.331 0.173
Bwd Packet Length Min 0.272 0.209 Flow Duration 0.331 0.170
SYN Flag Count 0.122 0.080 Fwd Segment Size Avg 0.225 0.244
FWD Init Win Bytes 0.081 0.068 Fwd Packet Length Mean 0.225 0.244

ET-BERT Packet Length Std 0.078 0.094 NetMamba Average Packet Size 0.221 0.258
FIN Flag Count 0.074 0.074 Packet Length Min 0.215 0.273
Packet Length Max 0.068 0.097 Packet Length Mean 0.210 0.253
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Temporal-spatial features dominate alignment patterns. [lable 3.4 shows that
all models demonstrate the highest alignment with features related to packet length,
segment size, and flow burstiness. For instance, netFound shows particularly strong
alignment with features forward initial window bytes (CKA: 0.385) and packet length max
(CKA: 0.372), while YaTC prioritizes the feature forward segment size min (CKA: 0.423).
Even ET-BERT, despite overall low alignment, shows relative preference for the feature
SYN flag count (CKA: 0.122). These observations suggest that all models discover the

importance of learning initial connection behavior and data transfer volumes.

3.4.5 Causal Sensitivity Testing: protocol-relevant perturbations

Table 3.5: Cosine similarity between the baseline and embeddings after perturbing IP
and TCP features.

YaTC ET-BERT netFound NetMamba

Baseline cos 0.87 0.71 0.86 0.99

% tok  cos % tok cos % tok cos % tok cos
SEQ/ACK 5% 0.61 0% - 22% 0.99 5% 0.98
IP Total Length 0.6% 0.88 0% - 5% 099 0.6% 0.99
IP TTL 0.6% 0.88 0% - 5% 098 0.6% 0.99
TCP Flags 0.9% 0.86 0% - 5% 0.99 09% 0.99
TCP Window Size 2.5% 0.67 0% - 5% 0.99 2.5% 0.99
Payload 5% 0.18 100% 0.48 33% 0.99 5% 0.62

presents results of our protocol-relevant perturbations testing on the CAIDA
dataset, measuring how modifications to specific protocol features affect embedding
stability. We selected the CAIDA dataset because it contains diverse, unfiltered, real-
world Internet backbone traffic and allows therefore for a more realistic evaluation of
model robustness than using controlled laboratory datasets.

Perturbation methodology accounts for model differences. Since the consid-

ered NFMs employ substantially different tokenization techniques, we applied pertur-
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bations to semantically meaningful packet features (e.g., TCP Window Size, IP TTL)
rather than model-specific tokens. Consequently, the same packet feature modification
affects different percentages of tokens across models as shown in the “% tok” columns
of [Table 3.5 This approach ensures fair comparison by focusing on model-independent
protocol semantics rather than model-specific implementations.

Models generally maintain stability under header perturbations. For most
model-feature pairs (netFound, NetMamba, some features of YaTC), the cosine similarity
between embeddings before and after header perturbation exceeds the average internal
similarity of the baseline dataset. These findings indicate that single feature modifica-
tions do not significantly influence model representations from an embedding geometry
perspective, indirectly showing architectural stability for header processing.

Selective feature sensitivity reveals architectural priorities. YaTC demon-
strates selective sensitivity to modifying transport layer features, particularly SEQ/ACK
(0.61) and TCP Window Size (0.67), even though these modifications affect only small
portions of the input (5% and 2.5% of tokens, respectively). This targeted sensitivity
suggests architectural attention to specific protocol control signals, a pattern that is not
evident in the other models, all of which maintain near-baseline similarity across all header
modifications.

Architectural differences in protocol processing. ET-BERT shows no sensitivity
to header modifications. This result is not surprising because the model’s architecture
deliberately ignores headers. netFound demonstrates remarkable stability (0.98-0.99)
across all header modifications despite processing these fields, suggesting its representations
prioritize higher-level patterns. These distinct responses directly reflect fundamental
differences in how models process protocol information.

Payload dependency across NFMs. Unlike header features, payload perturbations

introduce significant representation shifts across almost all models (YaTC: 0.18, ET-BERT:
75



Demystifying Network Foundation Models Chapter 3

0.48, NetMamba: 0.62). These results reveal a critical dependency on payload features
for decision-making, even though this data is often encrypted or omitted in production
environments. These findings highlight a potential model robustness concern that would
go unnoticed in traditional downstream evaluations.

Perturbation magnitude does not predict representation impact. The per-
centage of tokens modified does not consistently correlate with representation changes.
Small modifications to critical features (SEQ/ACK at 5% for YaTC) can produce larger
representational shifts than more extensive modifications to other features (IP TTL at
0.6%), revealing an implicit hierarchy of feature importance within each model’s internal

representations.

3.4.6 Causal Sensitivity Testing: exogenous network context

We use the network emulator NetReplica [66] to generated five synthetic datasets,
each consisting of ~ 100 network flows and obtained using specific choices of congestion

control algorithms, AQM policies, and cross-traffic patterns.

Table 3.6: Average cos similarity across all datasets, cos similarity change (w.r.t. difference
between stability baseline and average value), and linear probing F} score for synthetic
datasets.

YaTC ET-BERT netFound NetMamba

Metric cos - cos - cos - cos -
Average 0.8633 - 0.7977 - 0.8017 - 0.9639 -
Stability baseline 0.8939 - 0.9698 - 0.9700 - 0.9940 -
Acos F Acos Fy Acos F Acos F

Congestion Control -13.07% 0.48 0.32% 0.41 -1.84% 0.60 0.50% 0.29
AQM 0.99% 0.51 -1.44% 0.68 -10.97% 0.93 -280.01% 0.70
Crosstraffic 5.71% 024 0.60% 0.43  -6.45% 0.78 0.51% 0.33
All 6.72% 047 -1.07% 0.46 -31.32% 0.97 -42.34% 0.62

presents average cos similarity values for a diverse set of public datasets used
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in this work ("Average" row) and for the stability baseline dataset (i.e., a fixed dataset
with given parameters for all choices, selected as a baseline). Assuming that the average
and stability baselines represent lower and higher bounds respectively for the possible
similarity values for each model, we list for each different high-level context change (see
rows of the table labeled "Congestion Control", "AQM", "Crosstraffic", and "All" for all
changes) the Acos value which is calculated as the difference between the average cos
similarity of the test dataset and the stability baseline. The reported Fj scores denote
the performance of a linear probe trained to separate between the stability baseline and
the test dataset.

All models are able to group the baseline traffic. (‘Average’ and
‘Stability baseline’ lines) shows that all models demonstrate much higher average cos
similarity (but staying below the upper bound provided by the stability baseline) compared
to the average similarity in diverse datasets. This property suggest that the models are
able to reliably group the similar traffic and is important, for example, for anomaly
detection tasks, where previously unseen anomalous traffic should be separated from the
normal traffic.

High-level context insignificantly influences the cos similarity of embeddings.
Given that average cos similarity of diverse datasets and stability baseline are different
for different models, we normalized Acos in by the difference between the
average cos similarity of the stability baseline and average cos similarity across diverse
datasets, effectively measuring changes between the “lowest” and the “highest” measured
cos values. We notice that for all models, the Acos of the synthetic datasets is relatively
small, implying that the resulting cos is very close to the stability baseline. Except for
NetMamba-AQM, NetMamba-All, and netFound-All, for all other model-dataset pairs,
the absolute value of Acos is lower than 15%, an indication that the models do not

explicitly disentangle the high-level context from the baseline. In some cases, the Acos is
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even positive (i.e., embeddings are grouped even closer), demonstrating that the model
considers the traffic with the introduced changes to be more similar to the stability
baseline than the stability baseline itself and does therefore not notice the high-level
context change.

Acos correlates with linear probing Fj score. For most of the model-dataset pairs,
the lower average cos score correlates with a higher linear probing F score, demonstrating
(similar to that disentangling produced embeddings might lead to better
fine-tuning performance even for more complicated fine-tuning tasks.

Models are better at distinguishing different AQMs than different Conges-
tion Control algorithms, crosstraffic patterns, or even all changes together.
For almost all models, the linear probing F} score is significantly higher for the AQM row
in compared to the Congestion Control and Crosstraffic rows. This observation
suggests that the influence of AQM policies is easier captured from the raw network traffic,
and sometimes even easier than when all changes are introduced together. Across all four
rows, netFound has the highest I} scores, an indication that it is capable of capturing

the high-level context changes.

3.5 Conclusion

In this paper, we introduce an initial approach to a principled evaluation of NFMs
through intrinsic representation analysis and conduct a series of experiments on four
SOTA NFMs over five diverse datasets for embedding geometry analysis, metric align-
ment assessment, and causal sensitivity testing. Our work reveals a number of critical
insights, such as (1) all analyzed NFMs exhibit significant anisotropy that directly impacts
downstream performance; (2) each model’s architectural design fundamentally determines

which network metrics can be reliably extracted from its representations; and (3) all
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models demonstrate concerning sensitivity to payload information despite its frequent
encryption (or omission) in production environments. In particular, our proposed frame-
work provides the network community with systematic tools for comparing different
NFM architectures objectively, identifying model limitations before deployment, guiding
architectural improvements based on intrinsic properties, and understanding failure modes
that downstream metrics miss. At the same time, our findings highlight fundamental
limitations in current NFM architectures and motivate future research on relationships
between architectural choices, representation properties, and models’ performance.
Limitations. The current work poses a number of limitations that affect the impact
of our study. Our current scope of exploration and metrics used are far from exhaustive
and are an initial attempt at evaluating NFMs’ performance and latent knowledge without
focus on downstream performance. Our application of the cosine similarity metric can
produce incorrect insights [226] if applied to other models (e.g., which used cosine-based
loss functions during pretraining). Finally, our dataset selection is based on publicly
available data that can be flawed |148| or biased in terms of the network traffic patterns

contained in the data.
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This part presents the systems contributions of the dissertation and argues that
credibility in machine learning for networking depends not only on better analysis, but
also on better data. The chapters in this part address one of the central causes of brittle
and non-generalizable models identified earlier in the dissertation: the reliance on narrow,
synthetic, or otherwise unrepresentative datasets. Together, they build the infrastructure
needed to collect realistic, diverse, and reusable network measurements, turning data
collection from a one-off effort into a practical and programmable capability for networking
research.

introduces PINOT, a campus-scale programmable infrastructure deployed
on the UCSB production network that combines passive traffic monitoring with active
measurements from distributed devices to support the collection of realistic labeled data.
then generalizes this effort through netUnicorn, a thin-waist, intent-based
platform that separates experiment specification from infrastructure-specific mechanisms
and enables iterative, portable data collection across heterogeneous environments. In
the overall dissertation, these systems form the bridge between diagnosing why current
network ML models fail and enabling the development of more generalizable models by

making higher-quality data collection feasible at scale.

81



Chapter 4

PINOT: Programmable Infrastructure

for Networking

As modern network communication moves closer to being fully encrypted and hence less
exposed to passive monitoring, traditional network measurements that rely on unencrypted
fields in captured traffic provide less and less visibility into today’s network traffic. At
the same time, approaches that use techniques from machine learning (ML) to extract
subtle temporal and spatial patterns from encrypted packet-level traces have shown great
promise in offsetting the lack of visibility due to encryption |2}9,10440, 42,54} /132,143
1461|156}, 158,/165,183,218,232].

Despite their promise, ML-based approaches often have a credibility problem that
arises from the quality of underlying training data. Given the challenges of curating
high-quality training data at scale, researchers typically end up collecting their own (or
reusing existing third-party or synthetic) data, often from small-scale testbeds. Such data
is generally of low quality as it is not representative of the target environment, collected
over too short of a time period, or measured at too coarse of a granularity. The learning

models trained using such data tend to be vulnerable to different failure modes that make
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them not credible [64]. This observation begs a fundamental question, how can we
develop credible ML artifacts for managing encrypted network traffic?

This paper describes our ongoing efforts to enable researchers and practitioners to
develop more credible ML artifacts by lowering the effort that is required for collecting more
high-quality data for a wide range of learning problems from realistic and representative

network environments.

4.1 PINOT

To answer the stated question, we argue for developing a representative open infrastruc-
ture where researchers can freely explore different data collection strategies (e.g., collecting
the same type of data as some existing data from new networks) or flexibly perform
new data collection experiments (i.e., reproducing existing experiments) to develop more
credible ML-based solutions. Previous efforts [107] consider university campus networks
as representative real-world infrastructures, mainly because of their scale, user base, and
realistic nature of observed traffic.

At UCSB, we designed and implemented PINOT[Y] a programmable data-collection
infrastructure for collecting labeled data from the underlying production network. Being
able to collect and curate such data sets aids the development of more credible ML
models for different networking-related learning problems. For example, we have used this
platform to curate labeled data sets to train learning models for inferring QoE metrics for
various video streaming (e.g., YouTube, Twitch, etc.) and video conferencing applications
(e.g., Google Meet); detecting traffic of interest for cybersecurity appliances (e.g., IDS);
and performing device or application fingerprinting. We also used a combination of active

and passive measurements to first find campus locations where devices experience large

!Supported by the NSF’s Campus Cyberinfrastructure (CC*) grant, OAC-2126327

83



PINOT: Programmable Infrastructure for Networking Chapter 4

downstream RTT values and then identify a device, access point, or downlink as the main
culprit for the observed large RTT. Being highly configurable, the platform allows us,
for example, to collect data over extended periods of time, enabling the study of weekly,

monthly, and seasonal trends or changes in traffic patterns.

4.2 Passive Data Collection

To enable passive real-world traffic monitoring, PINOT supports data collection from
the border gateway of the UCSB campus network. This data collection infrastructure
relies primarily on PISA-based switches to ensure the passive collection of packet-level
traffic traces in a privacy-preserving manner at scale. More concretely, for each incoming
packet, the switch generates a cloned copy of the packet with randomized privacy-sensitive
fields (e.g., IP addresses of end users on campus) and pruned payload fields, and then
load-balances the output packet stream to a cluster of collection servers. Each of these
servers captures and stores anonymized packet headers for further analysis. We augment
these packet traces by joining them with logs from various production appliances (e.g.,

Aruba’s AirMon, and Palo Alto’s MTA) to attach labels for learning problems.

4.3 Active Data Collection

To support active measurements, we deployed a fleet of network measurement devices
across the campus and connected them to the public network infrastructure.

We used ARM64-based single-board computers Raspberry Pi 4, running a modified
version of the Ubuntu Server that includes performance and security optimizations. Each
device is powered either via Power-over-Ethernet or an outlet adapter to flexibly choose

deployment locations across the campus. The choice of devices and OS enables us to run
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Figure 4.1: Simplified view of the PINOT infrastructure.

arbitrary network experiments, from simple ones such as pings to more complex scenarios
such as synchronized simulations of network attacks.

To control these devices, we deployed a SaltStack configuration management sys-
tem [208] with agents installed on our nodes. This system allows us to control nodes
remotely, automatically deploy and start network experiments, and collect produced
artifacts remotely. SaltStack’s agent-based approach is also particularly well suited for
NAT-based network environments so that devices can be deployed without publicly
available addresses. We also use our netunicorn platform to implement network ex-
periments and seamlessly switch between physical infrastructures and virtual alternatives
(e.g., Containernet or clouds).

We deployed these devices across UCSB’s campus, where the university operates a

campus-wide Wi-Fi infrastructure for all students, available via access points in each
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building and facility of the university. During the deployment, we connect our nodes to
both wired access ports and the public Wi-Fi network, sharing the network connection
with all university students. This allows us to mimic a typical network user in the campus
network and obtain instances of representative real-world measurements from different
physical locations and under a range of different network conditions.

During the first phase of our deployment, we identified the most populated and traffic-
heavy areas within the campus (e.g., student dormitories, libraries, university centers,
and dining halls). In total, we deployed over 50 devices in these locations that are now
online and allow us to perform various measurement experiments and tests. We also
provided each device with a QR code that links to a device portal where we provide

different statistics and results of background measurements to other users at this location.

4.4 Discussion & Future Research

To further democratize ML-based networking research [107|, we made the PINOT
platform publicly available. We offer access to the platform based on principles of fair
and responsible usage. Compared to existing alternatives [19,|174], we support arbitrary
experiments and allow to implement them with netunicorn platform.

Users are able to leverage PINOT’s active and passive data collection capabilities
separately or in combination. While passively collected data has limitations (i.e., lack
of payload and sensitive headers), it could be used for enriching labeled datasets with
unlabeled user traffic or comparing captured traffic from multiple vantage points to
investigate different latency issues or network anomalies.

At the same time, our use of an existing campus network infrastructure constrains
the type of data collection scenarios that PINOT can support. For example, we cannot

support specific data collection scenarios such as data-center-oriented traffic collections or
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efforts that presume a particular type of network connectivity.

We encourage and make it possible for all users to participate in the platform develop-
ment, either by receiving a physical node or by hosting a virtual node using our provided
Docker container. Virtual nodes entail only minimal configuration efforts, require no
special permissions, and only assume basic Internet access.

We maintain a project website [191] where we share information about the project,
including details of our current installation at UCSB and up-to-date statistics and meta-
data webpages for each deployed device. For network experimenters and developers, we
also share the OpenAPI endpoint [190] for our raw network data and detailed information
on node location for more controlled and automated node selection for measurements.

Our ongoing and future research efforts focus on increasing the coverage within our
campus network. We also plan to improve the flexibility of our network setup to provide
more capabilities for potential network experiments by adding options to redirect the
required traffic from our nodes through a single controlled routing point to implement
different traffic-shaping solutions or emulate a range of network conditions and scenarios.

You should build it to this problem.
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Chapter 5

In Search of netUnicorn: A
Data-Collection Platform to Develop
Generalizable ML Models for Network

Security Problems

5.1 Introduction

Machine learning-based methods have outperformed existing rule-based approaches
for addressing different network security problems, such as detecting DDoS attacks |166],
malwares [19,23], network intrusions [78], etc. However, their excellent performance
typically relies on the assumption that the training and testing data are independent and
identically distributed. Unfortunately, due to the highly diverse and adversarial nature of
real-world network environments, this assumption does not hold for most network security
problems. For instance, an intrusion detection model trained and tested with data from

a specific environment cannot be expected to be effective when deployed in a different
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environment, where attack and even benign behaviors may differ significantly due to the
nature of the environment. This inability of existing ML models to perform as expected
in different deployment settings is known as generalizability problem [64], poses serious
issues with respect to maintaining the models’ effectiveness after deployment, and is a
major reason why security practitioners are reluctant to deploy them in their production
networks in the first place.

Recent studies (e.g., [18]) have shown that the quality of the training data plays a crucial
role in determining the generalizability of ML models. In particular, in popular application
domains of ML such as computer vision and natural language processing [236,260],
researchers have proposed several data augmentation and data collection techniques that
are intended to improve the generalizability of trained models by enhancing the diversity
and quality of training data [108|. For example, in the context of image processing, these
techniques include adding random noise, blurring, and linear interpolation. Other research
efforts leverage open-sourced datasets collected by various third parties to improve the
generalizability of text and image classifiers.

Unfortunately, these and similar existing efforts are not directly applicable to network
security problems. For one, since the semantic constraints inherent in real-world network
data are drastically different from those in text or image data, simply applying existing
augmentation techniques that have been designed for text or image data is likely to result
in unrealistic and semantically incoherent network data. Moreover, utilizing open-sourced
data for the network security domain poses significant challenges, including the encrypted
nature of increasing portions of the overall traffic and the fact that without detailed
knowledge of the underlying network configuration, it is, in general, impossible to label
additional data correctly. Finally, due to the high diversity in network environments and
a myriad of different networking conditions, randomly using existing data or collecting

additional data without understanding the inherent limitations of the available training
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data may even reduce data quality. As a result, there is an urgent need for novel data
curation techniques that are specifically designed for the networking domain and aid the
development of generalizable ML models for network security problems.

To address this need, we propose a new closed-loop ML pipeline (workflow) that
focuses on training generalizable ML models for networking problems. Our proposed
pipeline is a major departure from the widely-used standard ML pipeline [64] in two major
ways. First, instead of obscuring the role that the training data plays in developing and
evaluating ML models, the new pipeline elucidates the role of the training data. Second,
instead of being indifferent to the black-box nature of the trained ML model, our proposed
pipeline deliberately focuses on developing explainable MLL models. To realize our new
ML pipeline, we designed it using a closed-loop approach that leverages a novel data
collection platform (called netUnicornED in conjunction with state-of-the-art explainable
AT (XAI) tools so as to be able to iteratively collect new training data for the purpose of
enhancing the ability of the trained models to generalize. Here, during each iteration, the
insights obtained from applying the employed explainability tools to the current version
of the trained model are used to synthesize new policies for exactly what kind of new
data to collect in the next iteration so as to combat generalizability issues affecting the
current model.

In designing and implementing netUnicorn, the novel data collection platform that
our proposed ML pipeline relies on, we leveraged state-of-the-art programmable data-
plane targets, programmable network infrastructures, and different virtualization tools
to enable flexible data collection at scale from disparate network environments and for
different learning problems without network operators having to worry about the details
of implementing their desired data collection efforts. This platform can be envisioned as

representing the “thin waist" of the classic hourglass model [26], where the different learning

'https://netunicorn.cs.ucsb.edu
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problems comprise the top layer and the different network environments constitute the
bottom layer. To realize this “thin waist" analog, netUnicorn supports a new programming
abstraction that (i) decouples the data-collection intents or policies (i.e., answering what
data to collect and from where) from the mechanisms (i.e., answering how to collect
the desired data on a given platform); and (ii) disaggregates the high-level intents into
self-contained and reusable subtasks.

In effect, our newly proposed ML pipeline advances the current state-of-the-art in ML
model development by (1) augmenting the standard ML pipeline with an explainability
step that impacts how we evaluate ML models’ suitability for deployments, (2) leveraging
existing explainable Al (XAI) tools to identify issues with the utilized training data that
may affect a trained model’s generalizability, and (3) utilizing insights from (2) to direct
the netUnicorn-driven iterative data collection, thus gradually improving the models’
generalizability using these new datasets. Unlike the standard “open-loop” ML pipelines,
which often rely on synthetic data to bolster model generalizability or lack the means to
gather data from varying network settings or distinct learning scenarios, our innovative
closed-loop ML pipeline can consistently collect the “right” training data from diverse
network conditions for any specified learning problem. This paper shows that the proposed
ML pipeline’s ability to iteratively collect the “right" training data from disparate network
environments and for any given learning problem paves the way for the development of
generalizable ML models for networking problems.

Contributions. This paper makes the following contributions:

e An alternative ML pipeline. We propose a novel closed-loop ML pipeline
that leverages a new data-collection platform in conjunction with state-of-the-
art explainability (XAI) tools to enable iterative and informed data collection to

gradually improve the quality of the data used for model training and thus boost
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the trained models’ generalizability (Section 5.2)).

e A new data-collection platform. We justify and present the
design and implementation (Section 5.4) of netUnicorn, the new data-collection
platform that is key to performing iterative and informed data collection for any
given learning problem and from any network environment as part of our newly
proposed closed-loop ML pipeline in practice. We made several design choices in

netUnicorn to tackle the research challenges of realizing the “thin waist” abstraction.

e An extensive evaluation. We demonstrate the capabilities of netUnicorn and the
effectiveness of our newly proposed ML pipeline by (i) considering various learning

models for network security problems that have been studied in the existing literature

and (ii) evaluating them with respect to their ability to generalize (Section 5.5 and
Section 5.6|).

e Artifacts. We make the full source code of the system, as well as the datasets used
in this paper, publicly available. Specifically, we have released three repositories:
full source code of netUnicorn [175], a repository of all discussed tasks and data-

collection pipelines [176], and other supplemental materials [177] (see [29], Appendix

1).

We consider the proposed ML pipeline and data-collection platform a promising
foundation for creating generalizable ML-based network security solutions more likely to see
practical deployment. Still, significant work lies ahead. To ensure model generalizability,
we must thoroughly assess the network infrastructure for data collection and the nature

of traffic in production settings.
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Figure 5.1: Overview of the existing (standard) and the newly-proposed (closed-loop)
ML pipelines. The components marked in blue are our proposed augmentations to the
standard ML pipeline.

5.2 Background and Problem Scope

5.2.1 Existing ML Pipeline for Network Security

Key components. The standard ML pipeline (see defines a workflow
for developing ML artifacts and is widely used in many application domains, including
network security. To solve a learning problem (e.g., detecting DDoS attack traffic), the
first step is to collect (or choose) labeled data, select a model design or architecture
(e.g., random forest classifier), extract related features, and then perform model training
using the training dataset. An independent and identically distributed (iid) evaluation
procedure is then used to assess the resulting model by measuring its expected predictive
performance on test data drawn from the training distribution. The final step involves
selecting the highest-performing model from a group of similarly trained models based on
one or more performance metrics (e.g., Fl-score). The selected model is then considered
the ML-based solution for the task at hand and is recommended for deployment and
being used or tested in production settings.

Data collection mechanisms. As in other application areas of ML, the collection of
appropriate training data is of paramount importance for developing effective ML-based
network security solutions. In network security, the standard ML pipeline integrates two

basic data collection mechanisms: real-world network data collection and emulation-based
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network data collection.

In the case of real-world network data collection, data such as traffic-specific aspects are
extracted directly (and usually passively) from a real-world target network environment.
While this method can provide datasets that reflect pertinent attributes of the target
environment, issues such as encrypted network traffic and user privacy considerations pose
significant challenges to understanding the context and correctly labeling the data. Despite
an increasing tendency towards traffic encryption [51], this approach still captures real-
world networking conditions but often restricts the quality and diversity of the resulting
datasets.

Regarding emulation-based network data collection, the approach involves using an
existing or building one’s own emulated environment of the target network and generating
(usually actively) various types of attack and benign traffic in this environment to collect
data. Since the data collector has full control over the environment, it is, in general,
easy to obtain ground truth labels for the collected data. While created in an emulated
environment, the resulting traffic is usually produced by existing real-world tools. Many
widely used network datasets, including the still-used DARPA1998 dataset [1] and the
more recent CIC-IDS intrusion detection datasets [58] have been collected using this

mechanism.

5.2.2 Model Generalizability Issues

Although existing emulation-based mechanisms have the benefit of providing datasets
with correct labels, the training data is often riddled with problems that prevent trained
models from generalizing, thus making them ill-suited for real-world deployment.

There are three main reasons why these problems can arise. First, network data is

inherently complex and heterogeneous, making it challenging to produce datasets that do
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not contain inductive biases. Second, emulated environments typically differ from the
target environment — without full knowledge of the target environment’s configurations,
it is difficult to accurately mimic it. The result is datasets that do not fully represent all
the target environment’s attributes. Third, shifting attack (or even benign) behavior is
the norm, resulting in training datasets that become less representative of newly created
testing data after the model is deployed.

These observations motivate considering the following concrete issues concerning the
generalizability of ML-based network security solutions but note that there is no clear
delineation between notions such as credible, trustworthy or robust ML models and that
the existing literature tends to blur the line between these (and other) notions and what
we refer to as model generalizability.

Shortcut learning. As discussed in [18], ML-based security solutions often suffer from

shortcuts. Here, shortcuts refer to encoded/inductive biases in a trained model that stem
from false or non-causal associations in the training dataset [93]. These biases can lead
to a model not performing as desired in deployment scenarios, mainly because the test
datasets from these scenarios are unlikely to contain the same false associations. Shortcuts
are often attributable to data-collection issues, including how the data was collected
(intent) or from where it was collected (environment). Recent studies have shown that
shortcut learning is a common problem for ML models trained with datasets collected
from emulated networking environments. For example, [126] found that the reported high
F1-score for the VPN vs. non-VPN classification problem in [77] was due to a specific
artifact of how this dataset was curated.

Out-of-distribution issues. Due to unavoidable differences between a real-world target

environment and its emulated counterpart or subtle changes in attack and/or benign
behaviors, out-of-distribution (ood) data is another critical factor that limits model

generalizability. The standard ML pipeline’s evaluation procedure results in models that
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may appear to be well-performing, but their excellent performance can often be attributed
to the models’ innate ability for “rote learning”, where the models cannot transfer learned
knowledge to new situations. To assess such models’ ability to learn beyond iid data,
purposefully curated ood datasets can be used.

For network security problems, ood datasets of interest can represent different real-
world network conditions (e.g., different user populations, protocols, applications, network
technologies, architectures, or topologies) or different network situations (also referred
to as distribution shift [195] or concept drift [151]). For determining whether or not a
trained model generalizes to different scenarios, it is important to select ood datasets that

accurately reflect the different conditions that can prevail in those scenarios.

5.2.3 Existing Approaches

We can divide the existing approaches to improving a model’s generalizability into
two broad categories: (1) Efforts for improving model selection, training, and testing
algorithms; and (2) Efforts for improving the training datasets. The first category focuses
mainly on the later steps in the standard ML pipeline (see that deal with
the model’s structure, the algorithm used for training, and the evaluation process. The
second category is concerned with improving the quality of datasets used during model
training and focuses on the early steps in the standard ML pipeline.

Improving model selection, training, and evaluation. The focal point of most
existing efforts is either the model’s structure (e.g., domain adaption [86,212] and multi-
task learning [205,262|), or the training algorithm (e.g., few-shot learning [101},[202]),
or the evaluation process (e.g., ood detection [130,257]). However, they neglect the
training dataset, mainly because it is in general assumed to be fixed and already given.

While these efforts provide insights into improving model generalizability, studying the
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problem without the ability to actively and flexibly change the training dataset is difficult,
especially when the given training dataset turns out to exhibit inductive biases, be noisy or
of low quality, or simply be non-informative for the problem at hand |108|. See
for a more detailed discussion about existing model-based efforts and how they differ from
our proposed approach described below.

Improving the training dataset. Data augmentation is a passive method for synthesiz-
ing new or modifying existing training datasets and is widely used in the ML community
to improve models’ generalizability. Technically, data augmentation methods leverage dif-
ferent operations (e.g., adding random noise [236|, using linear interpolations [260] or more
complex techniques) to synthesize new training samples for different types of data such as
images [219,236], text [260], or tabular data [52,/134]. However, using such passive data-
generation methods for the network security domain is inappropriate or counterproductive
because they often result in unrealistic or even semantically meaningless datasets [95]. For
example, since network protocols usually adhere to agreed-upon standards, they constrain
various network data in ways that such data-generation methods cannot ensure without
specifically incorporating domain knowledge. Furthermore, various network environments
can induce significant differences in observed communication patterns, even when using
the same tools or considering the same scenarios 81|, by influencing data characteristics
(e.g., packet interarrival times, packet sizes, or header information) and introducing unique

network conditions or patterns.

5.2.4 Limitations of Existing Approaches

From a network security domain perspective, these existing approaches miss out on
two aspects that are intimately related to improving a model’s ability to generalize:

(1) Leveraging insights from model explainability tools, and (2) ensuring the realism of

97



In Search of netUnicorn Chapter 5

collected training datasets.

Using explainable ML techniques. To better scrutinize an ML model’s weaknesses
and understand model errors, we argue that an additional explainability step that relies
on recent advances in explainable ML should be added to the standard ML pipeline
to improve the ML workflow for network security problems [106}(126||188,217|. The
idea behind adding such a step is that it enables taking the output of the standard ML
pipeline, extracting and examining a carefully-constructed white-box model in the form
of a decision tree, and then scrutinizing it for signs of blind spots in the output of the
standard ML pipeline. If such blind spots are found, the decision tree and an associated
summary report can be consulted to trace their root causes to aspects of the training
dataset and/or model specification that led the output to encode inductive biases.
Ensuring realism in collected training datasets. To beneficially study model
generalizability from the training dataset perspective, we posit that for the network
security domain, the collection of training datasets should be done endogenously or in
vivo; that is, performed or taking place within the network environment of interest. Given
that network-related datasets are typically the result of intricate interactions between
different protocols and their various embedded closed control loops, accurately reflecting
these complexities associated with particular deployment settings or traffic conditions

requires collecting the datasets from within the network.

5.2.5 Our Approach in a Nutshell

We take a first step towards a more systematic treatment of the model generalizability
problem and propose an approach that (1) uses a new closed-loop ML pipeline and
(2) calls for running this pipeline in its entirety multiple times, each time with a possibly

different model specification but always with a different training dataset compared to
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the original one. Here, we use a newly-proposed closed-loop ML pipeline (Figure 5.1|)
that differs from the standard pipeline by including an explanation step. Also, each new
training dataset used as part of a new run of the closed-loop ML pipeline is assumed to
be endogenously collected and not exogenously manipulated.

The collection of each new training dataset is informed by a root cause analysis
of identified inductive bias(es) in the trained model. This analysis leverages existing
explainability tools that researchers have at their disposal as part of the closed-loop
pipeline’s explainability step. In effect, such an informed data-collection effort promises
to enhance the quality of the given training datasets by gradually reducing the presence
of inductive biases that are identified by our approach, thus resulting in trained models
that are more likely to generalize. Note, however, that our proposed approach does not
guarantee model generalizability. Instead, by eliminating identified inductive biases in
the form of shortcuts and ood data, our approach enhances a model’s generalizability
capabilities. Also, note that our focus in this paper is not on designing novel model
explainability methods but rather on applying available techniques from the existing
literature. In fact, while we are agnostic about which explainability tools to use for this
step, we recommend the application of global explainability tools such as Trustee [126]
over local explainability techniques (e.g., [106}/153,(199,238}246|), mainly because the
former are in general more powerful and informative with respect to faithfully detecting
and identifying root causes of inductive biases compared to the latter. However, as shown
in below, either of these two types of methods can shed light on the nature of
a trained model’s inductive biases.

Our proposed approach differs from existing approaches in several ways. First, it
reduces the burden on the user or domain expert to select the “right” training dataset
apriori. Second, it calls for the collection of training datasets that are endogenously

generated and where explainability tools guide the decision-making about what “better"
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Figure 5.2: netUnicorn vs. existing data collection efforts.

data to collect. Third, it proposes using multiple training datasets, collected iteratively
(in a fail-fast manner), to combat the underspecification of the trained models and thus
enhance model generalizability. In particular, it recognizes that an “ideal” training dataset
may not be readily available in the beginning and argues strongly against attaining it

through exogenous means.

5.3 On “in vivo” Data-Collection

In this section, we discuss some of the main issues with existing data-collection efforts

and describe our proposed approach to overcome their shortcomings.

5.3.1 Existing Approaches

Data collection operations. We refer to collecting data for a learning problem
from a specific network environment (or domain) as a data-collection experiment. We

divide such a data-collection experiment into three distinct operations. (1) Specification:
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expressing the intents that specify what data to collect or generate for the experiment.
(2) Deployment: bootstrapping the experiment by translating the high-level intents into
target-specific commands and configurations across the physical or virtual data-collection
infrastructure and implementing them. (3) Ezecution: orchestrating the experiment
to collect the specified data while handling different runtime events (e.g., node failure,
connectivity issues, etc.). Here, the first operation is concerned with “what to collect,"
and the latter operations deal with “how to collect" this data.

The “fragmentation” issue. Existing data-collection efforts are inherently fragmented,
i.e., they only work for a specific learning problem and network environment, emulated
using one or more network infrastructures (Figure 5.2)). Extending them to collect data for
a new learning problem or from a new network environment is challenging. For example,
consider the data-collection effort for the video fingerprinting problem [209], where the
goal is to fingerprint different videos for video streaming applications (e.g., YouTube) using
a stream of encrypted network packets as input. Here, the data-collection intent is to start
a video streaming session and collect the related packet traces from multiple end hosts
that comprise a specific target environment. The deployment operation entails developing
scripts that automate setting up the computing environment (e.g., installing the required
selenium package) at the different end hosts. The execution operation requires developing
a runtime system to start/stop the experiments and handle runtime events such as node
failure, connectivity issues, etc.

Lack of modularity. In addition to being one-off in nature, existing approaches to
collecting data for a given learning problem are also monolithic. That is, being highly
problem-specific, there is, in general, no clear separation between experiment specification
and mechanisms. An experimenter must write scripts that realize the data-collection
intents (e.g., start/stop video streaming sessions, collect pcaps, etc.), deploy these scripts

to one or more network infrastructures, and execute them to collect the required data.
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Given this monolithic structure, existing data collection approaches [209] cannot easily
be extended so that they can be used for a different learning problem, such as inferring
QoE [40,103,/111| or for a different network environment, such as congested environments
(e.g., hotspots in a campus network) or high-latency networks (e.g., networks that use
GEO satellites as access link).

Disparity between virtual and physical infrastructures. @ While a number of
different network emulators and simulators are currently available to researchers [139,
173,180}, 255], it is, in general, difficult or impossible to write experiments that can be
seamlessly transferred from a virtual to a physical infrastructure and back. This capability
is particularly appealing in view of the fact that virtual infrastructures provide the
ability to quickly iterate on data collection and test various network conditions, including
conditions that are complex in nature and, in general, difficult to achieve in physical
infrastructures. Due to the lack of this capability, experimenters often end up writing
experiments for only one of these infrastructures, creating different (typically simplified)
experiment versions for physical test beds, or completely rewriting the experiments to
account for real-world conditions and problems (e.g., node and link failures, network
synchronization)

Missed opportunity. Together, these observations highlight a missed opportunity for
researchers who now have access to different network infrastructures. The list includes
NSF-supported research infrastructures, such as EdgeNet [82], ChiEdge |49], Fabric [21],
PAWR |[186], etc., as well as on-demand infrastructure offered by different cloud services
providers, such as AWS [46], Azure [164], Digital Ocean [47], GCP [48], etc. This rich
set of network infrastructures can aid in emulating diverse and representative network

environments for data collection.
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5.3.2 An “Hourglass” Design to the Rescue

The observed fragmented, one-off, and monolithic nature of how training datasets for
network security-related ML problems are currently collected motivates a new and more
principled approach that aims at lowering the threshold for researchers wanting to collect
high-quality network data. Here, we say a training dataset is of high quality if the model
trained using this dataset is not obviously prone to inductive biases and, therefore, likely
to generalize.

Our hourglass model. Our proposed approach takes inspiration from the classic
“hourglass” model [26], a layered systems architecture that, in our case, consists of designing
and implementing a “thin waist" that enables collecting data for different learning problems
(hourglass’ top layer) from a diverse set of possible network environments (hourglass’
bottom layer). In effect, we want to design the thin waist of our hourglass model in such
a way that it accomplishes three goals: (1) allows us to collect a specified training dataset
for a given learning problem from network environments emulated using one or more
supported network infrastructures, (2) ensures that we can collect a specified training
set for each of the considered learning problems for a given network environment, and
(3) facilitates experiment reproducibility and shareability.

Requirements for a “thin waist”. Realizing this hourglass model’s thin waste requires
developing a flexible and modular data-collection platform that supports two main
functionalities: (1) decoupling data-collection intents (i.e., expressing what to collect and
from where) from mechanisms (i.e., how to realize these intents); and (2) disaggregating
intents into independent and reusable tasks.

The required first functionality allows the experimenter to focus on the experiment’s
intent without worrying about how to implement it. As a result, expressing a data-

collection experiment does not require re-doing tasks related to deployment and execution
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in different network environments. For instance, to ensure that the learning model
for video fingerprinting is not overfitted to a specific network environment, collecting
data from different environments, such as congested campus networks or cable- and
satellite-based home networks, is important. Not requiring the experimenter to specify
the implementation details simplifies this process.

Providing support for the second functionality allows the experimenter to reuse
common data-collection intents and mechanisms for different learning problems. For
instance, while the goal for QoE inference and video fingerprinting may differ, both require
starting and stopping video streaming sessions on an end host.

Ensuring these two required functionalities makes it easier for an experimenter to
iteratively improve the data collection intent, addressing apparent or suspected inductive

biases that a model may have encoded and may affect the model’s ability to generalize.

5.4 Realizing the “Thin Waist” Idea

To achieve the desired “thin waist” of the proposed hourglass model, we develop
a new data-collection platform, netUnicorn. We identify two distinct stakeholders for
this platform: (1) ezperimenters who express data-collection intents, and (2) developers
who develop different modules to realize these intents. In [Section 5.4.1] we describe
the programming abstractions that netUnicorn considers to satisfy the “thin” waist
requirements, and in we show how netUnicorn realizes these abstractions

while ensuring fidelity, scalability, and extensibility.

5.4.1 Programming Abstractions

To satisfy the second requirement (disaggregation), netUnicorn allows experimenters

to disaggregate their intents into distinct pipelines and tasks. Specifically, netUnicorn
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offers experimenters Task and Pipeline abstractions. Experimenters can structure data
collection experiments by utilizing multiple independent pipelines. Each pipeline can
be divided into several processing stages, where each stage conducts self-contained and
reusable tasks. In each stage, the experimenter can specify one or more tasks that
netUnicorn will execute concurrently. Tasks in the next stage will only be executed once
all tasks in the previous stage have been completed.

To satisfy the first requirement, netUnicorn offers a unified interface for all tasks. To
this end, it relies on abstractions that concern specifics of the computing environment
(e.g., containers, shell access, etc.) and executing target (e.g., ARM-based Raspberry Pis,
AMD64-based computers, OpenWRT routers, etc.) and allows for flexible and universal
task implementation.

To further decouple intents from mechanisms, netUnicorn’s API exposes the Nodes
object to the experimenters. This object abstracts the underlying physical or virtual
infrastructure as a pool of data-collection nodes. Here, each node can have different static
and dynamic attributes, such as type (e.g., Linux host, PISA switch), location (e.g., room,
building), resources (e.g., memory, storage, CPU), etc. An experimenter can use the
filter operator to select a subset of nodes based on their attributes for data collection.
Each node can support one or more compute environments, where each environment can be
a shell (command-line interpreter), a Linux container (e.g., Docker [72]), a virtual machine,
etc. netUnicorn allows users to map pipelines to these nodes using the Experiment object
and map operator. Then, experimenters can deploy and execute their experiments using
the Client object. For details about the key components of netUnicorn’s API, see 29|,
Table 7.

Ilustrative example. To illustrate with an example how an experimenter can use
netUnicorn’s API to express the data-collection experiment for a learning problem, we

consider the bruteforce attack detection problem. For this problem, we need to realize
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three pipelines, where the different pipelines perform the key tasks of running an HTTPS
server, sending attacks to the server, and sending benign traffic to the server, respectively.
The first pipeline also needs to collect packet traces from the HT'TPS server.

shows how we express this experiment using netUnicorn. Lines 1-6 show
how we select a host to represent a target server, start the HT'TPS server, perform PCAP
capture, and notify all other hosts that the server is ready. Lines 8-16 show how we can
take hosts from different environments that will wait for the target server to be ready and
then launch a bruteforce attack on this node. Lines 18-26 show how we select hosts that
represent benign users of the HT'TPS server. Finally, lines 28-32 show how we combine
pipelines and hosts into a single experiment, deploy it to all participating infrastructure
nodes, and start execution.

Note that in we omitted task definitions and instantiation, package imports,

client authorization, and other details to simplify the exposition of the system.

5.4.2 System Design

The netUnicorn compiles high-level intents, expressed using the proposed programming
abstraction, into target-specific programs. It then deploys and executes these programs
on different data-collection nodes to complete an experiment. netUnicorn is designed
to realize the high-level intents with fidelity, minimize the inherent computing and
communication overheads (scalability), and simplify supporting new data-collection tasks
and infrastructures for developers (extensibility).

Ensuring high fidelity. netUnicorn is responsible for compiling a high-level experiment
into a sequence of target-specific programs. We divide these programs into two broad
categories for each task: deployment and execution. The deployment definitions help

configure the computing environment to enable the successful execution of a task. For
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32

# Target server

hl1 = Nodes.filter(’location’, ’azure’).take(1)

pl = Pipeline()
.then(start_http_server)
.then(start_pcap)
.then(set_readiness_flag)

# Malicious hosts

n2 — |
Nodes.filter(’location’, ’campus’).take(40),
Nodes.filter (’location’, ’aws’).take(40),
Nodes.filter (’location’, ’digitalocean’).take(40),

I

p2 = Pipeline()
.then(wait_for_readiness_flag)
.then(patator_attack)

# Benign hosts

h3 = |
Nodes.filter(’location’, ’campus’).take(40),
Nodes.filter(’location’, ’aws’).take(40),
Nodes.filter (’location’, ’digitalocean’).take(40),

p3 = Pipeline()
.then(wait_for_readiness_flag)
.then(benign_traffic)

e — Experiment ()
.map(pl, hil)
.map(p2, h2)
.map(p3, h3)

Client ().deploy(e).execute(e)

Listing 5.1: Data collection experiment example for the HTTPS bruteforce attack detection
problem. We have omitted task instantiations and imports to simplify the exposition.

example, executing the YouTubeWatcher task requires installing a Chromium browser and

related extensions. Since successful execution of each specified task is critical for satisfying

the fidelity requirement, netUnicorn must ensure that the computing environment at the

nodes is set up for a task before execution.

Addressing the scalability issues. To execute a given pipeline, a system can control

deployment and execution either at the task- or pipeline-level granularity. The first option

entails the deployment and execution of the task and then reporting results back to the
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system before executing the next task. It ensures fidelity at the task granularity and
allows the execution of pipelines even with tasks with contradicting requirements (e.g.,
different library versions). However, since such an approach requires communication with
core system services, it slows the completion time and incurs additional computing and
network communication overheads.

Our system implements the second option, running all the setup programs before

marking a pipeline ready for execution and then offloading the task flow control to
a node-based executor that reports results only at the end of the pipeline. It allows
for optimization of environment preparation (e.g., configure a single docker image for
distribution) and time overhead between tasks, and also reduces network communication
while offering only “best-effort” fidelity for pipelines.
Enabling extensibility. Enabling extensibility calls for simplifying how a developer
can add a new task, update an existing task for a new target, or add a new physical
or virtual infrastructure. Note that the netUnicorn’s extensibility requirement targets
developers and not experimenters.

Simplify adding and updating tasks. An experimenter specifies a task to be executed in

a pipeline. The netUnicorn chooses a specific implementation of this task. This may
require customizing the computing environment, which can vary depending on the target
(e.g., container vs shell of OpenWRT router). For example, a Chromium browser and
specific software must be installed to start a video streaming session on a remote host
without a display. The commands to do so may differ for different targets. The system
provides a base class that includes all necessary methods for a task.

Developers can extend this base class by providing their custom subclasses with the
target-specific run method to specify how to execute the task for different types of targets.
This allows for easy extensibility because creating a new task subclass is all that is needed

to adapt the task to a new computing environment.
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Simplify adding new infrastructures. To deploy new data-collection pipelines, send com-

mands, and send /receive different events and data to/from multiple nodes in the underlying
infrastructure, netUnicorn requires an underlying deployment system.

One option is to bind netUnicorn to one of the existing deployment (orchestration)
systems, such as Kubernetes [135], SaltStack [208], Ansible |13|, or others for all infras-
tructures. However, requiring a physical infrastructure to support a specific deployment
system is disruptive in practice. Network operators managing a physical infrastructure
are often not amenable to changing their deployment system as it would affect other
supported services.

Another option is to support multiple deployment systems. However, we need to
ensure that supporting a new deployment system does not require a major refactoring of
netUnicorn’s existing modules. To this end, netUnicorn introduces a separate connectivity
module that abstracts away all the connectivity issues from the netUnicorn’s other modules
(e.g., runtime), offering seamless connectivity to infrastructures using multiple deployment
systems. Each time developers want to add a new infrastructure that uses an unsupported
deployment system, they only need to update the connectivity manager — simplifying

extensibility.

5.4.3 Prototype Implementation

Our implementation of netUnicorn is shown in Our implementation
embraces a service-oriented architecture [200] and has three key components: client(s),
core, and ezecutor(s). Experimenters use local instances of netUnicorn’s client to express
their data-collection experiments. Then, netUnicorn’s core is responsible for all the
operations related to the compilation, deployment, and execution of an experiment. For

each experiment, netUnicorn’s core deploys a target-specific executor on all related data-
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Figure 5.3: Architecture of the proposed system. Green-shaded boxes show all the
implemented services.

collection nodes for running and reporting the status of all the programs provided by
netUnicorn’s core.

The netUnicorn’s core offer three main service groups: mediation, deployment, and exe-
cution services. Upon receiving an experiment specification from the client, the mediation
service requests the compiler to extract the set of setup configurations for each distinct
(pipeline, node-type) pair, which it uploads to the local PostgreSQL database. After
compilation, the mediation service requests the connectivity manager to ship this con-
figuration to the appropriate data-collection nodes and verify the computing environment.
In the case of docker-based infrastructures, this step is performed locally, and the config-
ured docker image is uploaded to a local docker repository. The connectivity-manager
uses an infrastructure-specific deployment system (e.g., SaltStack [208]) to communicate
with the data-collection nodes.

After deploying all the required instructions, the mediation service requests the

connectivity manager to instantiate a target-specific executor for all data-collection
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nodes. The executor uses the instructions shipped in the previous stage to execute
a data-collection pipeline. It reports the status and results to netUnicorn’s gateway
and then adds them to the related table in the SQL database via the processor. The
mediation service retrieves the status information from the database to provide status
updates to the experimenter(s). Finally, at the end of an experiment, the mediation
service sends cleanup scripts (via connectivity-manager) to each node—ensuring the

reusability of the data-collection infrastructure across different experiments.

5.5 Evaluation: Closed-loop ML Pipeline

Table 5.1: Number of LLoC changes, data points, and F1 scores across different environ-
ments and iterations.

Iteration #0 (initial setup) Tteration 1 Iteration 2
LLoCs 80 +10 +20
UCSB-0 (train) | multi-cloud (test) | UCSB-1 (train) | multi-cloud (test) | UCSB-2 (train) | multi-cloud (test)
MLP 1.0 0.56 o 97 (-0.03) 0.62 (+0.06) 0.88 (-0.09) 0.94 (10.38)
GB 1.0 0.61 ( 0.00) 0.61 (-+0.00) 0.92 (-0.08) 0.92 (+0.31)
RF 1.0 0.58 £0.00) 0.69 (+0.11) 0.97 (-0.03) 0.93 (10.35)
TN 1.0 0.66 o 97 (-0.03) 0.78 (+0.12) 0.92 (-0.05) 0.95 (+0.29)

TTL<63 Bwd Win Init Bytes < 504 Fwd Segment Size Avg < 89
classes = [0.84, 0.16] classes = [0.88, 0.12] classes = [0.60, 0.40]
Pkt Len Variance < ...
classes = [0.83, 0.0] classes = [0.01, 0.16] classes = [0.01, 0.12] classes = [0.87, 0.00] classes =[0.60, 0.21] classes = [0.00, 0.19]

(a) Iteration #0: top branch  (b) Iteration #1: top branch  (c) Iteration #2: no obvious
is a shortcut. is a shortcut. shortcut.

Figure 5.4: Decision trees generated using Trustee |126| across the three iterations. We
highlight the nodes that are indicators for shortcuts in the trained model.

In this section, we demonstrate how our proposed closed-loop ML pipeline helps to
improve model generalizability. Specifically, we seek to answer the following questions:

® Does the proposed pipeline help in identifying and removing shortcuts? @ How do
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models trained using the proposed pipeline perform compare to models trained with
existing exogenous data augmentation methods? @ Does the proposed pipeline help with

combating ood issues?

5.5.1 Experimental Setup

To illustrate our approach and answer these questions, we consider the bruteforce
example mentioned in and first describe the different choices we made with
respect to the ML pipeline and the iterative data-collection methodology.

Network environments. We consider three distinct network environments for data
collection: a UCSB network, a hybrid UCSB-cloud setting, and a multi-cloud environment.

The UCSB network environment is emulated using a programmable data-collection
infrastructure PINOT |28]|. This infrastructure is deployed at a campus network and
consists of multiple (40+) single-board computers (such as Raspberry Pis) connected to
the Internet via wired and/or wireless access links. These computers are strategically
located in different areas across the campus, including the library, dormitories, and
cafeteria. In this setup, all three types of nodes (i.e., target server, benign hosts, and
malicious hosts) are selected from end hosts on the campus network. The UCSB-cloud
environment is a hybrid network that combines programmable end hosts at the campus
network with one of three cloud service providers: AWS, Azure, or Digital Ocean ] In this
setup, we deploy the target server in the cloud while running the benign and malicious
hosts on the campus network. Lastly, the multi-cloud environment is emulated using
all three cloud service providers with multiple regions. We deploy the target server on
Azure and the benign and malicious hosts on all three cloud service providers.

Data collection experiment. The data-collection experiment involves three pipelines,

namely target, benign, and malicious. Each of these pipelines is assigned to different

2Unless specified otherwise, we host the target server on Azure for this environment.
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sets of nodes depending on the considered network environment. The target pipeline is
responsible for deploying a public HI'TPS endpoint with a real-world API that requires
authentication for access. Additionally, this pipeline utilizes tcpdump to capture all
incoming and outgoing network traffic. The benign pipeline emulates valid usage of
the API with correct credentials, while the malicious pipeline attempts to obtain the
service’s data by brute-forcing the APIT using the Patator [184] tool and a predefined list
of commonly used credentials [210].
Data pre-processing and feature engineering. We used CICFlowMeter [59] to
transform raw packets into a feature vector of 84 dimensions for each unique connection
(flow). These features represent flow-level summary statistics (e.g., average packet length,
inter-arrival time, etc.) and are widely used in the network security community 62,77,
214,267|.
Learning models. We train four different learning models. Two of them are traditional
ML models, i.e., Gradient Boosting (GB) [170], Random Forest (RF) [39]. The other two
are deep learning-based methods: Multi-layer Perceptron (MLP) [101], and attention-
based TabNet model (TN) [16]. These models are commonly used for handling tabular
data such as CICFlowMeter features [104}220].
Explainability tools. To examine a model trained with a given training dataset for the
possible presence of inductive biases such as shortcuts or ood issues, our newly proposed
ML pipeline requires an explainability step that consists of applying existing model
explainability techniques, be they global or local in nature, but what technique to use is
left to the discretion of the user.

We illustrate this step by first applying a global explainability method. In particular,
our method-of-choice is the recently developed tool Trustee [126], but other global model
explainability techniques could be used as well, including PDP plots [90], ALE plots [14],

and others [169}/178|. Our reasoning for using the Trustee tool is that for any trained

113



In Search of netUnicorn Chapter 5

black-box model, it extracts a high-fidelity and low-complexity decision tree that provides
a detailed explanation of the trained model’s decision-making process. Together with a
summary report that the tool provides, this decision tree is an ideal means for scrutinizing
the given trained model for possible problems such as shortcuts or ood issues.

To compare, we also apply local explainability tools to perform the explainability step.
More specifically, we consider the two well-known techniques, LIME [199] and SHAP [153].
These methods are designed to explain a model’s decision for individual input samples and
thus require analyzing the explanations of multiple inputs to make conclusions about the
presence or absence of model blind spots such as shortcuts or ood issues. While users are
free to replace LIME or SHAP with more recently developed tools such as xNIDS [246] or
their own preferred methods, they have to be mindful of the efforts each method requires
to draw sound conclusions about certain non-local properties of a given trained model

(e.g., shortcut learning).

5.5.2 Identifying and Removing Shortcuts

To answer @, we consider a setup where a researcher curates training datasets from the
UCSB environment and aims at developing a model that generalizes to the multi-cloud
environment (i.e., unseen domain).

Initial setup (iteration #0). We denote the training data generated from this
experiment as UCSB-O0. shows that while all three models have a perfect training
performance, they all have low testing performance (errors are mainly false positives). We
first used our global explanation method-of-choice, Trustee, to extract the decision tree of
the trained models. As shown in the top node is labeled with the separation
rule (TTL < 63) and the balance between the benign and malicious samples in the data

(“classes”). Subsequent nodes only show the class balance after the split.
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From we conclude that all four models use almost exclusively the TTL
(time-to-live) feature to discriminate between benign and malicious flows, which is an
obvious shortcut. Note that the top parts of Trustee-extracted decision trees were identical
for all four models. When applying the local explanation tools LIME and SHAP to explain
100 randomly selected input samples, we found that these explanations identified TTL as
the most important feature in all 100 samples. While consistent with our Trustee-derived
conclusion, these LIME- or SHAP-based observations are necessary but not sufficient
to conclusively decide whether or not the trained models learned a TTL-based shortcut
strategy and further efforts would be required to make that decision.

To understand the root cause of this shortcut, we checked the UCSB infrastructure and
noticed that almost all nodes used for benign traffic generation have the exact same TTL
value due to a flat structure of the UCSB network. This observation also explains why
most errors are false positives, i.e., the model treats a flow as malicious if it has a different
TTL from the benign flows in the training set. Existing domain knowledge suggests that
this behavior is unlikely to materialize in more realistic settings such as the multi-cloud
environment. Consequently, we observe that models trained using the UCSB-0 dataset
perform poorly on the unseen domain; i.e., they generalize poorly.

Removing shortcuts (iteration #1). To fix this issue, we modified the data-collection
experiment to use a more diverse mix of nodes for generating benign and malicious

traffic and collected a new dataset, UCSB-1. However, this change only marginally

improved the testing performance for all three models (Table 5.1). Inspection of the
corresponding decision trees shows that all the models use the “Bwd Init Win Bytes”
feature for discrimination, which appears to be yet another shortcut. Again, we observed
that all trees generated by Trustee from different black-box models have identical top

nodes. Similar, our local explanation results obtained by LIME and SHAP also point to

this feature as being the most important one across the analyzed samples.
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More precisely, this feature quantifies the TCP window size for the first packet in the

backward direction, i.e., from the attacked server to the client. It acts as a flow control
and reacts to whether the receiver (i.e., HIT'TP endpoint) is overloaded with incoming
data. Although it could be one indicator of whether the endpoint is being brute-force
attacked, it should only be weakly correlated with whether a flow is malicious or benign.
Given this reasoning and the poor generalizability of the models, we consider the use of
this feature to be a shortcut.
Removing shortcuts (iteration #2). To remove this newly identified shortcut, we
refined the data-collection experiment. First, we created a new task that changes the
workflow for the Patator tool. This new version uses a separate TCP connection for each
bruteforce attempt and has the effect of slowing down the bruteforce process. Second, we
increased the number of flows for benign traffic and the diversity of benign tasks. Using
these changes, we collected a new dataset, UCSB-2.

shows that the change in data-collection policy significantly improved the
testing performance for all models. We no longer observe any obvious shortcuts in the
corresponding decision tree. Moreover, domain knowledge suggests that the top three
features (i.e., “Fwd Segment Size Average”, “Packet Length Variance”, and “Fwd Packet
Length Std”) are meaningful and their use can be expected to accurately differentiate
benign traffic from repetitive brute force requests. Applying the local explanation methods
LIME and SHAP also did not provide any indications of obvious additional shortcuts.
Note that although the models appear to be shortcut-free, we cannot guarantee that the
models trained with these diligently curated datasets do not suffer from other possible
encoded inductive biases. Further improvements of these curated datasets might be
possible but will require more careful scrutiny of the obtained decision trees and possibly

more iterations.
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Table 5.2: F1 score of models trained using our approach (i.e., leveraging netUnicorn)
vs. models trained with datasets collected from the UCSB network by exogenous methods
(i.e., without using netUnicorn).

Iteration #0 Tteration #1 Iteration #2
MLP GB RF TN |MLP GB RF TN |MLP GB RF TN
Naive Aug. 0.51 0.57 056 0.53 | 0.73 0.67 0.71 0.82 - - - -
Noise Aug. 0.66 0.68 0.67 0.66 | 0.72 0.83 0.76 0.82 - - - -
Feature Drop 0.74 055 0.72 0.87] 0.91 0.58 0.63 0.89 - - -
SYMPROD 0.66 0.71 0.67 041 | 069 0.66 0.75 0.67 | 0.94 0.93 0.95 0.96
Our approach 0.94 0.92 0.95 0.95

5.5.3 Comparison with Exogeneous Methods

To answer @, we compare the performance of the model trained using UCSB-2 (i.e., the
dataset curated after two rounds of iterations) with that of models trained with datasets
modified by means of existing exogenous methods. Specifically, we consider the following

methods:

1. Naive augmentation. We use a naive data collection strategy that does not
apply the extra explanation step that our newly proposed ML pipeline includes to
identify training data-related issues. The strategy simply collects more data using
the initial data-collection policy. It is an ablation study demonstrating the benefits
of including the explanation step in our new pipeline. Here, for each successive

iteration, we double the size of the training dataset.

2. Noise augmentation. This popular data augmentation technique consists of
adding suitable chosen random uniform noise [155] to the identified skewed features
in each iteration. Here, for iteration #0, we use integer-valued uniformly-distributed
random samples from the interval [—1;+1] for TTL noise augmentation, and for
iteration #1, we similarly use integer-valued uniformly-distributed samples from

the interval [—5; +5] for noise augmentation of the feature “Bwd Init Win Bytes".

3. Feature drop. This method simply drops a specified skewed feature from the
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dataset in each iteration. In our case, we drop the identified skewed feature for all

training samples in each training dataset.

4. SYMPROD. SMOTE [52] is a popular augmentation method for tabular data
that applies interpolation techniques to synthesize data points to balance the data
across different classes. Here we utilize a recently considered version of this method
called SYMPROD [136] and augment each training set by adding the number of

rows necessary for restoring class balance (proportion = 1).

We apply these methods to the three training datasets curated from the campus
network in the previous experiment. For UCSB-0 and UCSB-1, we use the two identified
skewed features for adding noise or dropping features altogether.

Note that since we did not identify any skewed features in the last iteration, we did
not apply any noise augmentation and feature drop techniques in this iteration and did
not collect more data for the naive data augmentation method.

As shown in [Table 5.2] the models trained using these exogenous methods perform
poorly in all iterations when compared to our approach. This highlights the main benefit
we gain from applying our proposed closed-loop ML pipeline for iterative data collection
and model training. In particular, it demonstrates that the explanation step in our
proposed pipeline adds value. While doing nothing (i.e., naive data augmentation) is
clearly not a worthwhile strategy, applying either noise augmentation or SYMPROD can
potentially compromise the semantic integrity of the training data, making them ill-suited

for addressing model generalizability issues for network security problems.

5.5.4 Combating ood-specific Issues

To answer @, we consider two different scenarios: attack adaptation and environment

adaptation.
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Table 5.3: The testing F1 score of the models before and after retraining with malicious
traffic generated by Hydra.
MLP GB RF TN | Avg

Before retraining | 0.87 0.81 0.86 0.83 | 0.84
After retraining | 0.93 0.96 0.91 0.91 | 0.93

Table 5.4: The F1 score of models trained using only UCSB data or data from UCSB and
UCSB-cloud infrastructures.

UCSB UCSB-cloud
Training Test Training Test
MLP 0.88 0.94 | 0.95 (+0.07) 0.95 (+0.01)
GB 0.92 0.92 | 0.96 (+0.04) 0.95 (+0.03)
RF 0.97 0.93 | 0.96 (-0.01) 0.97 (+0.04)
TN 0.83 0.95 | 0.84 (4+0.01) 0.96 (+0.01)

Attack adaptation. We consider a setup where an attacker changes the tool used
for the bruteforce attack, i.e., uses Hydra [121] instead of Patator. To this end, we use
netUnicorn to generate a new testing dataset from the UCSB infrastructure with Hydra
as the bruteforce attack. shows that the model’s testing performance drops
significantly (to 0.85 on average). We observe that this drop is because of the model’s
reduced ability to identify malicious flows, which indicates that changing the attack
generation tool introduces oods, although they belong to the same attack type.

To address this problem, we modified the data generation experiment to collect attack
traffic from both Hydra and Patator in equal proportions. This change in the data-
collection experiment only required 6 LLoC. We retrain the models on this dataset and
observe significant improvements in the model’s performance on the same test dataset
after retraining (see [Table 5.3)).

Note that we only test one type of oods where the evolved attack still has the same
goal and functionality. However, an attack can also evolve into another attack with a

different goal, resulting in ood samples with new labels. Here, we leverage ensemble
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Figure 5.5: Distributions of several features across two different environments: UCSB and
UCSB-cloud

models and human analysis to identify the ood case. While it may be possible to identify
ood issues using more automated methods that are motivated by findings obtained from
applying global explainability tools, we plan to revisit this problem in our future work.

Environment adaptation. We consider testing the model we developed in the
UCSB environment in the unseen multi-cloud environment as a different instance of
an ood issue that is due to possible feature distribution differences. To address this
issue, we use the UCSB-cloud environment for data collection. As expected, we observe

differences in the distributions for some of the features across the two environments (see

[Figure 5.5)). [Table 5.4] shows the performance of the models trained using only the data

from the UCSB environment compared to the ones that use data from both the UCSB and
UCSB-cloud environments. Notably, as UCSB-cloud is more similar to the multi-cloud
environment than the UCSB environment, the models trained with the UCSB-cloud data

show improvements in their performance under the test settings.
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5.6 Evaluation: netUnicorn

We answer if netUnicorn lowers the threshold for data collection for: @ different learn-
ing problems for a given network environment? @ a given learning problem from different
environments, emulated using one or more network infrastructures? and @ iteratively cali-
brating the data collection intents for a given learning problem and environment? We also
demonstrate @ how well does netUnicorn scale for larger data-collection infrastructures,

especially the ones equipped with relatively low-end devices, such as RPis?

5.6.1 Experimental Setup

Learning problems. Besides the HTTP bruteforce attack detection problem, we
explore two more learning problems for this experiment, namely video fingerprinting and
advanced persistent threats detection (APTs). In the case of the first additional example,
the learning problem is to fingerprint videos for web-based streaming services, such as
YouTube, that adopt variable bitrates [209]. Previous work [209] did not evaluate the
proposed learning model under realistic network conditions. Thus, to collect meaningful
data for this problem, we use a network of end hosts in the UCSB infrastructure to collect a
training dataset for five different YouTube VideosE] Specifically, our data-collection intent
is specified by the following sequence of tasks: start packet capture, watch a YouTube
video in headless mode for 30 seconds, and stop packet capture. We repeat this sequence
ten times for each video in a shuffled order and combine it into a single pipeline, where at
the end, we upload the collected data to our server.

Regarding the second additional example, the learning problem, in this case, is to
identify the hosts that some APTs have compromised. To generate data for this learning

problem, we write an experiment that mimics the behavior of a compromised host.

3Each video is identified with a unique URL.
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Specifically, our data-collection intent is as follows: find active hosts using Ping, check
if port 443 is opened for active hosts (identified in the previous stage) with PortScan,
and then for each host with open 443 port launch four different attacks in parallel:
CVE20140160 (Heartbleed), CVE202141773 (Apache 2.4.49 Path), CVE202144228 (Log4lJ),
and Patator (HTTP admin endpoint bruteforce using the Patator tool). The ML pipeline
creates a “semi-realistic” training dataset by combining actively generated attack traffic
with passively collected packet traces from a border router of a production network, such
as the UCSB network[!] We then use this dataset for model training. Note, here we assume
that we know the attacker’s playbook; that is, the goal, in this case, is not to demonstrate
a realistic attack playbook but to demonstrate that netUnicorn simplifies generating
attack traffic for a given APT attack playbook.

Network environments. netUnicorn enables emulating network environments for
data collection using one or more physical/virtual infrastructures. Previously, we used a
SaltStack-based infrastructure at UCSB and multiple clouds to emulate various network
environments: UCSB, UCSB-cloud, and multi-cloud. In this experiment, we implement
a connector to another infrastructure, Azure Container Instances (ACI) to expand cloud-
based environments with serverless Docker containers. During the experiments, containers
were dynamically created in multiple regions and used for pipeline execution. Overall,
netUnicorn currently supports six different deployment system connectors (see [29], Table
8, for more details).

Baseline. To the best of our knowledge, none of the existing platforms/systems offer the
desired extensibility, scalability, and fidelity for data collection (see for more

details). To illustrate how netUnicorn simplifies data collection efforts, we consider base-

4Note, in theory, we could use netUnicorn to actively collect the benign traffic for this learning problem
in addition to the attack traffic. However, generating representative benign traffic for a large and complex
enterprise network will require a more complex data-collection infrastructure than the one we use for

evaluation. [Section 5.7] discusses this issue in greater detail.
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lines that directly configure three different deployment/orchestration systems. Specifically,
we consider the following deployment systems as baselines: Kubernetes, SaltStack, and
Azure Container Instances (ACI). For each data-collection experiment, we explicitly
compose different tasks to realize different data-collection pipelines, create pipeline-specific
docker images, and use existing tools (e.g., kubectl) to map and deploy these pipelines to

different nodes.

5.6.2 Simplifying Data Collection Effort

We now demonstrate how netUnicorn simplifies data collection for:

Different learning problems for a given network environment (@).
reports the effort in expressing the data-collection experiments for the three learning
problems for the UCSB network. We observe that netUnicorn only requires 17-35 LLoCs
to express the data-collection intent. The UCSB network infrastructure uses SaltStack as
the deployment system, and we observe that it takes 113-237 LLoC (around 5-13 X more
effort) to express and realize the same data-collection intents without netUnicorn.

The key enabler here is the set of self-contained tasks that realize different data-
collection activities. For each learning problem, quantifies the overhead of
specifying new tasks unique to the problem at hand. Even taking the overheads of
expressing these tasks into consideration, collecting the same data from UCSB network
without netUnicorn requires around 2-3 x more effort.

Overall, we implemented around twenty different tasks to bootstrap netUnicorn (see
the extended version of the paper [29] for more details). The total development effort
for the bootstrapping was around 900 LLoCs . Though this bootstrapping effort is not
insignificant, we posit that this effort amortizes over time as this repository of reusable

and self-contained tasks will facilitate expressing increasingly disparate data-collection
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experiments.

Table 5.5: LLoCs to implement different problems using netUnicorn and other deployment
systems. Here, the three learning problems are (1) Bruteforce detection, (2) video
fingerprinting, and (3) APT detection.

Learning netUnicorn Other Deployment Systems
Problems Experiment (Tasks) Kubernetes SaltStack  ACI

1 21 (18) 74 113 61

2 35 (115) 161 237 179

3 17 (120) 151 232 176
LLoC Ratio for Experiments + Tasks 1—2x 2 — 3% 1—2x
LLoC Ratio for Experiments 3—9x 5—13x 3 —10x

Given learning problem from multiple network environments (®). As we
discussed before, netUnicorn is inherently extensible, i.e., it can use different sets of
network infrastructures to emulate disparate network environments for data collection.
With netUnicorn, changing an existing data-collection experiment to collect data from
a new set of network infrastructure(s) requires changing only a few LLoCs (2-3 for the
examples in [Table 5.5)). In contrast, collecting the data for the HTTP Bruteforce detection
problem from a cloud infrastructure (ACI) and a Kubernetes cluster requires writing
additional 61 and 74 LLoCs, respectively. This effort is even more intense for video
fingerprinting and APT detection problems.

The key enabler for simplifying data collection across one or more network infrastruc-
tures is netUnicorn’s extensible connectivity manager that can interface with multiple
deployment systems via a system of connectors. In [29], we provide a table where we
enumerate all the implemented connectors and corresponding logical lines of code (LLoC)
for each implementation. Note that this bootstrapping is a one-time effort, and these
connectors can be reused across multiple physical infrastructures that are managed using
either of the supported deployment systems (e.g., SaltStack, Kubernetes, etc.).

Iterative data collection (®). To iteratively modify data collection intents, the system
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should allow flexibility in both pipeline modifications and environment changes. We
implemented the experiment, described in [Section 5.5 using netUnicorn, for all three
environments (UCSB, UCSB-cloud, and multicloud). We report the combined LLoCs for
experiment definitions and tasks implementations in [Table 5.1 As we reused previously
implemented connectors, we do not report their LLoC in the table.

The table shows that the overhead for iterative updates is minimal. While this
overhead may also be minimal for more conventional (platform- and problem-specific)
solutions, netUnicorn’s abstractions allow for seamless integration of many other platforms,
thus providing a means to increase the diversity of the collected datasets further and, in

turn, a model’s generalizability capabilities.

5.6.3 Scaling Data Collection

To quantify the computing and memory overheads of netUnicorn’s core and executors
(@), we measure the wall time or elapsed time as a proxy for CPU cycles and use a Python-
based memory profiler [160], respectively. Our results show that the executor running on
a low-end node such as a Raspberry Pi incurs a computing overhead of approximately
1 second per stage and 0.13 seconds per task while consuming less than 21 MB
of memory. Meanwhile, netUnicorn’s core incurs a computing overhead of around five
seconds for deployment and 20 seconds for execution in a 20-node infrastructure while
consuming less than 417 MB of memory. These experiments are described in more

detail in 29|, Appendix F.

5.7 Discussion

More learning problems. While not implemented in this paper, we envision that the

netUnicorn platform can be used for a wide range of different network security problems,
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such as network censorship [12,[32,|113|, website fingerprinting [56,223|, Tor traffic analy-
sis [73], and others. Many of these problems involve an active measurement component for
data collection, labeling, or communication and would benefit from netUnicorn-provided
capabilities such as (i) running experiments that require the simultaneous use of different
infrastructures and (ii) facilitating the reproducibility and shareability of experiments.
To demonstrate this benefit, we used netUnicorn to implement a multi-vantage point
validation of the Let’s Encrypt ACME challenge [33]. We provide additional evidence for
the practicability and versatility of netUnicorn and its use as part of our newly-proposed
ML pipeline by describing in the extended version of this paper [29] (Appendices A and
B) the application of our approach to the Let’s Encrypt example and two additional
real-world security problems, namely Heartbleed detection and OS fingerprinting.
Usability and Realism. First, a critical step in our proposed method is that we require
domain experts to articulate data collection intents. As demonstrated in
it is often possible to generate appropriate intents with the help of explainable ML
models. Our platform design further simplifies the process of translating intents into
action, ensuring the usability of our proposed method. Second, our data collection
follows an emulation-based mechanism that enables accurate labeling. With our proposed
iterative approach, we can eliminate biases from the collected data. Additionally, our
platform significantly lowers the threshold for gathering data from multiple environments,
enhancing the diversity of the data collected. As demonstrated in [Section 5.5 the data
we collected is realistic and representative and can improve the generalizability of trained
models in various environments.

Limitations of the proposed approach.

Active data collection. Our approach uses endogenously generated (labeled) network data

from actual network environments. We note that it may also be possible to improve a

model’s generalizability by means of carefully selected and exogenously generated (passive)
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data from a production network, but such an approach is beyond the scope of this paper.

Feature pre-processing. Curating training datasets entails both data collection and pre-

processing. Since data pre-processing remains the same for different versions of the
collected data that result from our iterative approach, it poses no problems for the desired
“thin waist” of netUnicorn’s design. In this paper, we utilized the CICFlowmeter for
pre-processing, which worked well for all considered learning problems. While we readily
acknowledge that there is more to data pre-processing than CICFlowmeter, we leave the
exploration of alternative pre-processing (as well as model selection and optimization)
techniques for future work.

Decomposing pipelines. We assume that it is possible to decompose a data-collection

pipeline into self-contained tasks. However, such a decomposition may be cumbersome
for complex learning problems like Puffer [254] that require closer service integration.

Decoupling pipelines from infrastructures. We assume that it is possible to decouple the

data-collection intents from actual infrastructure-specific mechanisms. However, realizing
this may be difficult, especially for experiments where the data-collection tasks are heavily
intertwined with a specific attribute of the data-collection node. For example, some IoT
security experiments |235| require running the data-collection pipeline on specific devices
with integrated firmware and pre-defined implementations of closed-source services, which
cannot be easily supported by netUnicorn.

Programming overheads. Our approach requires experimenters to express new data-

collection tasks that are not yet presented in netUnicorn’s library. Though this effort will
amortize over time, it will only materialize if we succeed in building and incentivizing a
broad user community for the proposed platform. Here, we take a first step and make a
case for a holistic communal effort to address the data quality and model generalizability
issues that have impeded the use of ML-based network security solutions in practice to

date.
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Limitations of the prototype implementation.

Data-collection nodes. Our current prototype only supports Linux- or Windows-based
nodes, optionally with Docker support to enable full platform capabilities (such as Docker
container environments). This restriction is reasonable because of the widespread support
for Docker-based containers in current data-collection infrastructures [49,82] and a growing
trend to manage Docker-based infrastructures [22,(135]. In future work, we plan to extend
support to other computing environments, such as OpenWRT routers and PISA switches,
which do not natively support Python or Docker. Currently, such extensions are possible
using the sidecar model [221], which allows the configuration of nodes without Python
support through Python-based APIs, such as P4-runtime [182].

Potential subjectivity and biases. Applying our proposed closed-loop ML pipeline involves

the use of domain experts who themselves can be a source of possible biases or can make
subjective decisions. One immediate solution to address this problem is to rely on multiple
experts for cross-validation of explanations and decisions regarding data collection. For
a more long-term solution, we envision the development of quantitative methods (e.g.,
metrics for evaluating explanation fidelity [106]) that will facilitate the detection of
possible shortcuts or other types of inductive biases.

As far as other bias-related issues are concerned, we are already using a validation set
for parameter selection to reduce parameter bias, and our method naturally helps avoid
data snooping because it supports collecting data for different tasks and from different
network environments at different times and allows for periodically examining and (if
necessary) updating trained models.

Manual effort. A concerning side effect of using domain experts as part of our closed-loop

ML pipeline is the manual effort it entails. While this makes the current version of our
new pipeline inherently semi-automatic, future development of quantitative methods for

detecting and possibly eliminating different types of inductive biases promises to reduce
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the manual effort required and make the pipeline more automatic. The development of
such methods could potentially also benefit from advances in how Al can be utilized
for examining model explanations and making model modification suggestions, but such

issues are beyond the scope of this paper.

5.8 Related Work

Alternative approaches for our designs. In principle, it is possible to use existing
tools and frameworks to realize the “thin waist" we implemented for data collection,
but doing so while achieving netUnicorn’s level of abstraction, extensibility, fidelity,
and scalability poses significant challenges (see [29], Appendix H and Appendix G, for
details). For example, one possibility is to disaggregate pipelines into tasks with existing
workflow-management platforms, such as Airflow [5] or others [63,]152,/167]. However,
there is often no explicit support to map these pipelines to specific data-collection nodes
and instantiate multiple copies of tasks — limiting data-collection experiments’ flexibility.
Existing CI/CD systems (e.g., Jenkins [127] and others [98,99] allow explicit mapping of
pipelines to nodes but typically require specific infrastructure access and configuration,
limiting the desired extensibility and fidelity. Besides, they do not optimize inter-task
execution time, limiting their ability to scale the data collection scenarios. Finally, one
can also use different configuration (e.g., SaltStack |208|) or orchestration platforms (e.g.,
Kubernetes [135]), and others [13}53}/192}239]. However, these systems lack the desired
extensibility and flexibility because, being tailor-made for orchestration, they only work
for specific types of infrastructures and do not provide explicit support for the proposed
pipelines and stages abstraction, limiting tasks and experiments’ reusability.

Passive data augmentation. In computer vision, researchers synthesize novel training

data by adding random Gaussian noise to training images [219,[236| or blurring, rotating,
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and flipping them. However, these methods are specific to images and can only rarely be
applied beyond vision data. Recent studies propose more application-domain independent
methods, such as mixup [260] and SMOTE [52}|134], which can be applied to networking
data. However, as demonstrated in these methods have limited efficacy
in networking applications due to the correctness of the augmented data. They also
generate samples that are typically very similar to the given training data, thus limiting
the examination of model generalizability. Another line of data augmentation methods
generates adversarial samples by adding carefully crafted perturbations to training samples
(e.g., 155,/102,/196]). Since these perturbations are just noises with a Non-Gaussian
distribution, they suffer from similar limitations as adding Gaussian noise.

Model-side efforts. Various model-side efforts have also been considered to improve
model generalizability. In particular, (reinforcement learning-based) domain adaptation
methods (e.g., [86,[212]) maintain an ML model’s efficacy across multiple domains. To
generalize across different learning problems, existing research proposed multi-task learn-
ing [205262|) and few-shot learning methods [101,202]. Researchers have also developed
advanced models to combat shortcuts [93] or out-of-distribution (ood) issues |117], such
as detecting oods with contrastive learning [257|. All the model-side efforts assume
that the training data is fixed and already given. These techniques are orthogonal and

complementary to our method, which focuses on improving datasets.

5.9 Conclusion

In this paper, we present a novel closed-loop ML pipeline to curate high-quality
datasets for developing generalizable ML-based solutions for network security problems.
Our approach is based on a new data-collection method that leverages advances in

explainable ML and emphasizes the need for a flexible “in vivo" collection of training
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datasets. It takes inspiration from the classic “hourglass” abstraction, where the different
learning problems make up the hourglass’ top layer, and the different network environments
constitute its bottom layer. We realize the “thin waist" of this hourglass abstraction
with a new data-collection platform, netUnicorn. In effect, for each learning problem,
netUnicorn enables data collection in multiple network environments, and for each network
environment, it facilitates data collection for multiple learning problems. Through
extensive experiments that involve different network security problems and consider
multiple network infrastructures, we demonstrate how netUnicorn, in conjunction with
the use of explainable ML tools, simplifies data collection for different learning problems
from diverse network environments, enables iterative data collection for advancing the
development of generalizable ML models, and improves the reproducibility, reusability,

and shareability of network security experiments.
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Towards Generalizable Models
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This part presents the dissertation’s model-side response to the credibility problems
diagnosed earlier. Rather than relying on narrow supervised datasets and task-specific
shortcuts, the works in this part explore how foundation models can improve gener-
alizability when they are grounded in the realities of network data and deployment.
Together, they show two complementary paths: building a network-native foundation
model whose architecture is explicitly informed by prior failure analysis, and adapting
general-purpose text-based LLMs with networking-specific context so they can produce
useful and trustworthy interpretations.

introduces netFound, a network foundation model that translates the lessons

from [Chapter 2| and [Chapter 3| into concrete design choices, including protocol-aware

tokenization, operational context embeddings, hierarchical modeling of burst and flow
structure, and privacy-conscious input design. Trained on large-scale real-world traffic
enabled by the infrastructure developed in Part II, netFound serves as the dissertation’s
main model contribution and demonstrates that foundation models can learn more
reusable traffic representations and generalize better across downstream networking tasks.
complements this direction by exploring how pretrained LLMs can be grounded
with geolocation and retrieval over historical measurements to explain speed-test results
for non-expert users.

In the overall dissertation, these chapters complete the arc from diagnosing failures
and building better data-collection infrastructure to designing models that are more

deployable, more interpretable in context, and more generalizable.
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Chapter 6

netFound: From Diagnostics-Informed
Design to Production-Ready Network

Foundation Model

6.1 Introduction

Deployable network intelligence depends on trustworthy traffic representations.
Self-driving networks, capable of monitoring, diagnosing, and optimizing themselves with
minimal human intervention, have been a long-standing aspiration of the networking
community [87,/163,[172]. Recent advances in large language models have brought this
vision closer: LLMs can parse network configurations, generate management code [157],
and reason about network intent [251]. However, application of text-based LLMs to raw
traffic data is limited and network operators increasingly need models that can turn
packet traces into reusable representations for tasks such as traffic classification, anomaly
detection, diagnosis, or even agentic-based decision making. With over 95% of web

traffic encrypted under TLS [6] and due to privacy considerations, in production these
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Figure 6.1: Design principles (right) motivated by diagnostic findings (left).

representations must be learned from packet headers, timing, and flow behavior rather
than payload, which limits the information available for analysis. All these requirements
call for more trustworthy, reusable traffic representations that can be learned at scale and
deployed in real-world workflows beyond pure benchmark performance.

Existing network foundation models fail to yield reusable traffic representations.
Network foundation models (NFMs) promise reusable traffic encoders through large-scale
self-supervised pretraining [112}/144} 242|264} 266]. Yet recent diagnostic works show that
many current NFMs function at best as benchmark solvers and yield at worst non-reusable
representations. Trustee [126] showed that network ML systems often exploit dataset
shortcuts rather than learning genuine traffic behavior. Pcap-Encoder [265] demonstrated
that NFM results can be inflated by leakage pathways such as per-packet train/test
splits and timestamp correlations. The Intrinsic Evaluation Framework (IEF) [30] further
showed that existing NFMs often produce anisotropic (collapsed) embeddings, align weakly
with domain-expert traffic features, and fail to capture exogenous network conditions that
shape observed behavior. Together, these results suggest that current NFMs are not yet
a sufficient foundation for privacy-preserving, production-facing network understanding.
The missing piece is a network-native, diagnostics-informed design. These

failures are not incidental. Most existing NFMs inherit tokenization, embedding, and
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attention mechanisms from natural language processing or vision, even though network
traffic has protocol-defined field structure, rich operational metadata, a natural burst-
flow hierarchy, and strict privacy constraints. Our thesis is that a deployable network
foundation model must be designed around these properties from the start. It should
preserve protocol semantics during tokenization, encode metadata alongside header content,
model behavior at both burst and flow scales, and restrict identity-bearing inputs by
construction. formalizes these requirements as four design principles that
guide the rest of the paper.

netFound is our answer: a production-ready, privacy-preserving network
foundation encoder. We present netFound, an encoder-only, network-native foundation
model built around this design thesis. netFound applies protocol-aware tokenization,
injects operational context into token representations, uses burst-flow hierarchical attention
to capture multi-scale traffic structure, and operates on packet headers without payload
or endpoint IP identities. Beyond the model architecture, netFound is built as a practical
system: we pretrain three model sizes on a billion-token-scale corpus, release full code,
pretraining dataset, weights, and provide a containerized end-to-end pipeline from raw
PCAPs to downstream inference so that the model can be reproduced, extended, and
deployed rather than treated as a one-off artifact.

This design yields stronger reusable representations in both intrinsic and
downstream evaluation. Using the same diagnostic lenses that revealed the limitations
of prior work, we show that netFound produces substantially better representations.
netFound reaches an F} of 0.95 on exogenous context discrimination, compared to 0.62
for the best prior state-of-the-art baseline, and it is the strongest model by a wide margin
in frozen-encoder evaluation, demonstrating that the pretrained embeddings themselves
carry useful structure before task-specific adaptation. At the same time, on downstream

benchmarks, netFound remains top-performing across five tasks in both frozen and end-
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to-end fine-tuned settings. These results show that privacy-by-construction input design,
representation quality, and production-readiness can be improved together rather than

traded off against one another.

Contributions.

1. From diagnosis to deployable design. We show how recent diagnostic findings
on shortcut exploitation, weak embedding structure, and poor context sensitivity |30,
1261265 translate into concrete requirements for a deployable network foundation

model, and we formalize these requirements as four design principles (§6.2.3]).

2. A production-ready, privacy-preserving network foundation encoder. We
build netFound, a network-native encoder that implements these principles through
protocol-aware tokenization, operational context embedding, burst-flow hierarchical
attention, and privacy-by-construction input selection, and we pair it with an end-to-
end reproducible system for preprocessing, pretraining, fine-tuning, and deployment
(, . We fully release open-source implementation under permissive license,
including pretrained weights for three different model sizes (53M-663M parameters)
on HuggingFace, a containerized end-to-end pipeline, native C++ acceleration for
preprocessing, and an automated test suite (§6.4)), to enable the community to
reproduce, extend, and deploy netFound rather than treating it as a one-off artifact.
We also publish the full pretraining dataset, containing 4.2 billion anonymized
network flows in the Apache Arrow format, suitable for netFound pretraining for

full reproducibility of the results.

3. Evidence of stronger reusable representations. We demonstrate, through
intrinsic evaluation and downstream benchmarks, that netFound yields higher-

quality reusable traffic representations than prior NFMs. These representations
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especially shine in the better discrimination of exogenous network context compared
to six existing models (including Pcap-Encoder) and in frozen-encoder downstream

settings, while remaining top-performing after full end-to-end fine-tuning across five

downstream tasks (§6.5.1] §6.5.2)).

6.2 Background and Problem Scope

This section reviews representation learning in networking and identifies the problems

in current network foundation model designs that motivate our approach.

6.2.1 Representation Learning in Networking

The core premise of representation learning is that raw data (packet captures) can be
transformed into compact vector embeddings that capture the underlying structure relevant
to downstream tasks. A good network representation should satisfy four requirements
derived from the failure modes identified by recent diagnostic work [30,265]: (1) semantic
preservation, where protocol field boundaries and their meanings survive tokenization;
(2) operational grounding, where the representation encodes the operational metadata
(timing, burst statistics, directionality) that domain experts rely on; (3) conteztual depth,
where the representation captures not only what is in the packet headers but also the
exogenous conditions, such as congestion control, queue management, or cross-traffic,
that shape traffic behavior; and (4) leakage resilience, where the representation avoids
dependence on fields that leak identity or split-specific information, such as IP addresses,
checksums, payload bytes, or other fields that a model could memorize to artificially
inflate generalization.

Existing approaches to network representation learning fall into two categories. Task-

specific methods extract hand-crafted features and train a supervised model per task |[3|
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166|; they can be effective but do not generalize across tasks and require labeled data.
Foundation models instead pre-train on large unlabeled corpora and produce reusable
representations that can be adapted to many downstream tasks via fine-tuning. The
promise is clear, but as we show next, both the models and their representations are

seriously flawed.

6.2.2 Diagnosis: Why Existing Models Fall Short

Inspired by the success of foundation models in other domains, multiple network
foundation models have been developed in recent years [112,/114}(144}194.241,256,,264.265].
These solutions vary in tokenization, embedding, and pre-training strategies, but share a
common root cause: most treat network data as natural language or images and employ
transformer architectures developed for these domains. ET-BERT treats network data
as natural language using BERT with domain-specific pre-training tasks. YaTC [264]
and Flow-MAE [112] treat data as images using Vision Transformer [76] and Masked
Autoencoders [115]. Pcap-Encoder [265] adopts a T5-based architecture with a corrected

per-flow evaluation protocol, but uses simple packet hexadecimal representation.

Table 6.1: Design choices across network foundation models. Existing models import
NLP /vision defaults; netFound makes domain-specific choices for each dimension.

Model Tokenization Metadata Attention Input
ET-BERT [144] 2B BPE (payload) — flat payload bytes
PERT [114] 2B chunks (payload) — flat payload bytes
LENS [241] fixed-byte (payload) — flat payload bytes
TrafficGPT [194] byte-level (payload) —— flat payload bytes
YaTC [264] fixed-byte (hdr+pay) — pkt—flow hdr+payload
Flow-MAE [112] fixed-byte (hdr+pay) — pkt—flow hdr+payload
Pcap-Encoder [265| | fixed-byte (hdr+pay) — flat hdr+payload
netFound protocol-field IAT, burst, dir. burst—flow anon. headers

summarizes how each model handles the four design dimensions. Existing models default

to generic NLP /vision choices instead of making domain-specific decisions for each. Two
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recent diagnostic studies reveal the consequences of these design gaps.

Intrinsic representation failures (IEF). The Intrinsic Evaluation Framework [30]
introduced a task-agnostic methodology for probing NFM representations through three
lenses. Embedding geometry: mean cosine similarity between flow embeddings reveals
that existing models produce highly anisotropic representations, meaning diverse flows
are mapped to nearly identical vectors, making it impossible for consequent layers to
separate. Metric alignment: The centered kernel alignment (CKA) index that measures
similarity between model embeddings and CICFlowMeter domain-expert features [140] is
near zero, indicating that representations fail to encode the operational statistics that
network engineers use. Ezrogenous context discrimination: linear probes trained on flow
embeddings achieve low F} < 0.62 for discriminating congestion control algorithms, queue
management policies, and cross-traffic patterns. These conditions significantly shape
traffic behavior but are usually invisible in packet headers, making it a challenging task
for MLL models to work with.

Evaluation pitfalls and shortcut exploitation (Pcap-Encoder). Pcap-Encoder [265]
and Trustee [126] demonstrated that models trained on network datasets frequently rely
on shortcuts and spurious correlations rather than learning meaningful traffic patterns.
Among common examples, per-packet splitting allows models to use TCP sequence num-
bers as flow identifiers, and timestamp correlations in simultaneously-collected datasets

often leak application identity. To demonstrate the resulting problems in generalizability,

Table 6.2: F} score of models on original versions of datasets (with shortcuts) and fixed
(without shortcuts). Performance drop signals vulnerability to shortcuts.

Crossmarket (Acc@10) | CIC-IDS (Heartbleed)
Original Fixed Original Fixed
ET-BERT 99.82 £0.03 32.83+0.17 | 99.99 £0.01  0.0£0.0
YaTC 99.69 £ 0.03 63.48+0.12 | 99.99 +£0.01 0.01 £0.01
Pcap-Encoder | 97.18 £0.21 86.99 4+ 0.32 | 99.99 + 0.00 0.0£0.0
netFound-large | 65.38 £0.81 65.38 £ 0.81 | 99.98 £ 0.01 99.98 + 0.01
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we find and fix shortcuts for two commonly used downstream datasets: Crossmarket [237]
and CIC-IDS2017 [214], by removing the TCP Options field that contains class-unique
timestamp in Crossmarkets and fixing the Heartbleed shortcut by splitting the flow
between attacks as proposed by Trustee [126] for CIC-IDS2017. As shown in
existing models achieve near-perfect performance on original datasets but performance
drops dramatically on fixed versions, confirming heavy reliance on spurious features. Pcap-
Encoder [265] recognized this problem and proposed several corrections in the evaluation
protocol, being able to resolve some of the well-known shortcuts, such as Crossmarket,
but not all of them. However, while Pcap-Encoder addresses the evaluation methodol-
ogy, it retains a protocol-agnostic Tb-based architecture: it does not use protocol-aware
tokenization, operational metadata, or network-suitable attention designs. This means
Pcap-Encoder corrects how models are evaluated but does not address why they produce

poor representations in the first place.

6.2.3 From Diagnosis to Design Principles

The diagnostic findings from preliminary works form a coherent picture of what
network foundation models must do differently. We synthesize these findings into four
design principles that guide our overall design and are illustrated in [Figure 6.1} Crucially,
the mapping is many-to-many: each principle addresses multiple diagnostic findings,
and each finding motivates multiple principles. In effect, this interconnected structure
accentuates why netFound’s design is principled rather than ad-hoc.

Principle 1: Tokenization must respect protocol structure. I[EF’s finding
that embeddings have near-zero CKA alignment with domain-expert features, combined
with Pcap-Encoder’s finding that fixed-sized byte chunks strategy corrupts protocol

field semantics, jointly motivate a tokenization strategy that preserves field boundaries.
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CICFlowMeter features are computed from specific protocol fields (flags, IP TTL, etc.); if
tokenization destroys these fields, the model can never learn features that align with them.
Furthermore, protocol-aware tokenization enables selective exclusion of fields known to
leak identity, providing a structural defense against shortcut exploitation. This motivates
protocol-aware tokenization (§6.3.1)).

Principle 2: Representations must encode operational metadata. IEF showed
that existing model embeddings have near-zero alignment with the operational features
that domain experts rely on (CKA < 0.07), and that models cannot discriminate exogenous
network conditions (F; < 0.62). Both failures share a root cause: models ingest only raw
bytes and have no explicit representation of the timing, burst statistics, and directional
metadata through which exogenous conditions manifest. IEF demonstrates that models
struggle with these features the most, resulting in overall reduced quality of the embeddings.
Injecting this metadata also provides additional axes of variation that can help spread
representations in the latent space, mitigating the anisotropy problem. This motivates
operational context embedding (§6.3.2)).

Principle 3: Attention must capture multi-scale temporal structure. IEF’s
context discrimination results reveal that existing models cannot capture exogenous
network conditions that manifest at different temporal scales: congestion control affects
burst-level inter-arrival times (milliseconds), while cross-traffic patterns shape flow-level
behavioral trends (seconds). Ignoring these temporal patterns leads to poor representation
capabilities, and addition of a simple flat attention over truncated sequences cannot
model both scales simultaneously. YaTC and Flow-MAE attempt hierarchy but without
parameter sharing across granularities, limiting cross-level reasoning. This motivates
burst-flow hierarchical attention with shared parameters and CLS-token propagation
(§33).

Principle 4: Input design must prevent shortcut exploitation and privacy
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issues by construction. Pcap-Encoder and Trustee showed that existing models exploit
TCP sequence numbers, timestamp correlations, and IP-based identifiers as shortcuts,
achieving near-perfect accuracy that collapses under proper evaluation . In
addition, to protect user privacy, we require that a production-ready model is unable to
memorize any potentially sensitive information that can be gleaned from either payload
data or certain header fields. Rather than relying on post-hoc regularization, we adopt
a prevention-by-design approach: if the model never sees the leaky features or sensitive
information, it cannot exploit them. This motivates privacy-by-construction input design

(§6.34).

6.3 netFound Architecture

The four principles derived in are not independent and form an in-
terconnected set that constrains the design space but does not uniquely determine an
architecture. In this section we describe how each principle is realized in netFound, and
for each design choice we discuss the alternatives we considered and the reasoning that

guided our decisions.

6.3.1 Protocol-Aware Tokenization

Design space. Network foundation models (as shown in can utilize one
of three different strategies for tokenization of raw network data. (1) Fized-size byte
chunks strategy (which splits a raw byte stream into 2-byte tokens, as in PERT [114]
and Pcap-Encoder [265]) is simple but protocol-agnostic; e.g., a 2-byte window at the
wrong offset splits a 16-bit TCP window-size value across two tokens, forcing the model to
learn cross-token reconstruction before it can reason about window behavior. (2) Learned

subword tokenization (e.g., Byte-Pair Encoding, or BPE, creates a translation table for
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Packet #1
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Figure 6.2: Protocol-aware tokenization preserves packet field semantics by splitting
headers along protocol field boundaries.

the most popular byte chunks) works by discovering frequently co-occurring byte patterns,
but these patterns reflect byte-frequency statistics rather than protocol semantics; BPE
cannot guarantee that a token boundary will not bisect a protocol field, and it provides
no mechanism for selectively excluding known leaky fields (e.g., IP address) because
field identity is not represented in its vocabulary. (3) Protocol-aware tokenization aligns
tokens with protocol field boundaries, ensuring that each token corresponds to exactly one
semantically meaningful field. This approach produces correct field splits and associations
but requires stricter packet parsing and is computationally more expensive.

Preserving field semantics. Diagnostic studies [265] have shown that protocol-agnostic
fixed-size tokenization is a root cause of semantic corruption in existing network foundation
models: token boundaries routinely split protocol fields, destroying the very information
the model needs to learn. Because packet headers are structured according to protocols
such as TCP, UDP, and IP, we employ strategy (3), protocol-aware tokenization strategy,
that segments headers based on their protocol-specific fields, as shown in [Figure 6.2]
Each token corresponds to exactly one semantically meaningful field (e.g., source port,
TTL, TCP flags), allowing variable byte lengths without complicating embedding or
model training. This directly addresses Principle 1 from protocol-aware
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tokenization preserves the semantic units that domain-expert features are computed from,

and enables selective exclusion of known leaky fields.

6.3.2 Operational Context Embedding

Network 5-tuple flow

Extraction i 2 g 4 B ® v
Packets
Burst #1 IAT
Burst #2 Burst #3
Bursts L 2 E
; 4 5 E 6 7
Packets 1 2 3 ' .
. 4 5 H 6 7
Multimodal

Meta-information

Figure 6.3: Network-aware data extraction and featurization enriches the model’s embed-
dings with operational metadata.

Design space. Existing NFMs operate on raw bytes alone, discarding the operational
metadata that domain experts rely on and reducing the model’s quality. To include this
operational metadata, there are several possible approaches. (1) Feature engineering as
input replaces raw bytes with hand-crafted features. By definition, this method achieves
high alignment with domain expert-derived features, but the generality of the learned
representations suffers: the model can only encode features that were anticipated at
design time, and it loses access to raw header content that may serve as a useful but
unanticipated signal. (2) Additive embedding projects metadata into the same space as
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token embeddings and sums them. While simple, addition is a lossy operation: when the
metadata and token embedding vectors occupy overlapping subspaces, the sum conflates
the two sources of information and downstream layers cannot recover which contribution
came from which modality. (3) Concatenation and compression preserves both raw bytes
and operational data by concatenating them into a wider vector and then projecting
back to the model dimension via a learned linear layer. The projection can learn to
allocate capacity between modalities, and no information is destroyed before the model
has a chance to see both sources. We adopt approach (3) because it addresses Principle 2
(grounding representations in operational metadata) while preserving the raw-byte signal
that enables the model to discover unexpected features.

Grounding representations in domain-expert features. Intrinsic evaluation of
existing models reveals that their embeddings have near-zero alignment (measured via
CKA) with the operational features (timing, burst statistics, directionality) that domain
experts rely on for traffic analysis [30]. Approach (3) allows us to close this alignment gap
and encode operational context directly into the token embedding. As shown in[Figure 6.3]
we calculate and embed inter-arrival time information, burst size (number of packets,
total number of bytes), direction of the packets in the flow, and relative positions of the
packets in the burst and flow. These features are projected through a two-layer MLP
with activation into the hidden dimension, then concatenated with the word embedding
rather than added to it. We additionally embed the transport-layer protocol (e.g., TCP,
UDP, ICMP) via a dedicated learned embedding table, broadcast to every token position.
A linear projection layer then fuses the three concatenated components (word, metadata,
protocol embeddings) back to the model’s hidden dimension. This design is similar to the

unified embedding architecture used in modern multi-modal encoders [94].
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6.3.3 Burst-Flow Hierarchical Attention
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Figure 6.4: The hierarchical transformer architecture decomposes attention into burst-level
and flow-level stages.

Design space. Attention mechanisms give models an opportunity to account for nearby
tokens at every step in the calculations. Recent works [27,/67] proposed various attention
patterns, but the patterns that are suitable for network data fall into four categories:
(1) Flat attention over the entire token sequence (used by ET-BERT, PcapEncoder,
etc.) takes all tokens regardless of their position in the burst-flow hierarchy. This
attention pattern incurs quadratic cost in sequence length and, more importantly, forces
the model to learn the burst-flow structure implicitly from positional embeddings alone.
(2) Windowed/sparse attention (e.g., Longformer [27]) reduces cost by restricting each
token’s attention to a fixed window, but the window size remains a hyperparameter
and ignores the natural burst boundaries in traffic. A window that is too small misses

cross-packet dependencies within a burst; one that is too large conflates adjacent bursts.
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(3) Hierarchical attention with burst-level and flow-level stages aligns the attention
structure with the data’s natural hierarchy: burst encoders capture within-burst packet
interactions, flow encoders capture cross-burst behavioral patterns. (4) Using disaggregated
models is an attention mechanism where separate foundation models are trained at the
packet, burst, and flow levels and combined at inference. It avoids the architectural
complexity of hierarchical attention but prevents cross-level parameter sharing and
requires coordinating multiple models at inference time. We adopt approach (3) shown
on because this architecture explicitly models both temporal scales within a
single model while enabling cross-level information flow through CLS-token propagation
to satisfy Principle 3.

Capturing multi-scale dependencies. Existing models either flatten entire flows into
a single token sequence, losing the natural grouping of packets into bursts, or attempt
hierarchy without parameter sharing across granularities [112,264]. Intrinsic evaluation
shows that this prevents models from capturing network conditions that manifest at
different time scales [30]. Network data exhibits a natural two-level hierarchy: tokens
within a burst capture fine-grained packet-field interactions, while bursts within a flow
capture coarser temporal and behavioral patterns. To reflect this behavior, each netFound
transformer layer is composed of two separate sub-layers, a burst encoder and a flow
encoder, that operate at different granularities.

Given an input sequence of token embeddings, we first reshape the flat token sequence
into a burst-structured tensor, grouping tokens by their burst membership. The burst
encoder then applies self-attention independently within each burst, allowing tokens to
attend only to other tokens in the same burst. This step captures local dependencies such
as relationships among packet header fields and inter-packet patterns within a burst. Each
burst is prepended with a CLS token whose output representation serves as a holistic

summary of that burst.
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After the burst encoder, we extract the obtained burst-level CLS representations and
feed them into the flow encoder. By applying self-attention across all bursts in a flow,
this encoder enables the model to capture cross-burst dependencies such as long-range
temporal patterns, flow-level behavioral shifts, and correlations between distant parts
of a conversation. Crucially, individual token representations skip the flow encoder via
a residual connection and only the CLS tokens are updated by the flow-level attention.
The updated CLS representations are then written back into the full sequence, enriching
each burst’s summary with flow-level context while preserving the fine-grained token
representations. This hierarchical decomposition offers both computational and modeling
advantages. By restricting burst-level attention to tokens within each burst (typically up
to 108 tokens) rather than the entire flow (which can exceed 1,300 tokens), the quadratic
cost of self-attention is substantially reduced. The flow encoder operates only over the

burst CLS tokens (i.e., 12), keeping its cost minimal.

6.3.4 Privacy-by-Construction Input Design

Design space. There exist three popular general input design strategies that define
what information a model sees during training and inference. (1) Full packet ingestion
(ET-BERT, YaTC, Pcap-Encoder) feeds the model raw bytes including payload, IP
addresses, and all header fields. This strategy maximizes the information available to
the model but also maximizes the attack surface for shortcut exploitation: e.g., payload
bytes often contain application-level identifiers and IP addresses encode network topology.
(2) Post-hoc regularization retains all features but adds augmentations during training to
discourage shortcut use. However, this method is fragile: the model may find new shortcuts
not anticipated by the regularizer, and there is no formal guarantee that shortcuts are

eliminated. (3) Prevention by design restricts the input space to features with known
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behavioral semantics, excluding those that could plausibly leak identity. Doing so sacrifices
some information but provides a structural guarantee: the model never sees leaky features,
so it cannot exploit them.

Most papers in the existing literature utilize approach (1) which allows them to
demonstrate the highest scores on the fine-tuning datasets, either by shortcut exploitation
or memorization of data patterns. However, network data is also known to contain
information that can be considered sensitive from the users’ perspective, such as IP
addresses, payload (regardless of encryption), and other info (e.g., domain names in SNI).
To protect such information and avoid failures under proper evaluation (as Pcap-Encoder
results demonstrated for approaches (1) and (2)), we adopt approach (3) that avoids
the use of sensitive or encrypted fields. Prevention by design is the only strategy that
addresses Principle 4 with a provable guarantee rather than a statistical one.
Preventing shortcut exploitation. Concretely, netFound operates on packet headers
without payload, uses directional information instead of endpoint IP addresses, and applies
protocol-aware field selection that can exclude known leaky fields. A modular design
allows researchers to include or exclude additional fields (e.g., by using a model’s different
configurations), enabling them to tailor privacy guarantees to their unique needs.
Dynamic padding and bucketing. Network flows exhibit high variability in length,
both in the number of packets per burst and the number of bursts per flow, posing a
challenge for fixed-sized architectures. We address this through a three-pronged strategy
of truncation, dynamic padding, and length-bucketed batching. First, during tokenization,
each burst is truncated to a configurable maximum burst length (i.e., 109 tokens including
a CLS token, encoding 6 packets within a single burst), and each flow is truncated to a
maximum number of bursts (i.e., 12), bounding the input dimensionality, but still reliably
representing the overall flow structure. Second, rather than padding all sequences to

global maximums, our data collator computes per-batch maximums, padding only to

150



netFound Chapter 6

those values, avoiding saturating models with empty sequences. Third, we employ a
length-bucketed sampler that groups similarly-sized flows into batches ensuring efficient
batch packing. Together, these mechanisms allow netFound to efficiently handle the wide

range of sequence lengths inherent in network traffic.

6.3.5 Modern Transformer Components

Following recent advances in efficient transformer design from ModernBERT [245], we
incorporate several architectural improvements into each transformer layer. We replace
learned absolute position embeddings with Rotary Position Embeddings (RoPE) [22§|,
adopt Flash Attention [67] and BF16 for accelerated training, and use the ModernBERT
MLP design with GeGLU activation [216] and a reduced intermediate size (1.5-2.5x the
hidden dimension). We also remove bias terms from both the MLP and LayerNorm layers,
and apply pre-normalization before the MLP with a residual connection. Our tokenizer’s
vocabulary comprises 65,600 entries, of which 65,539 correspond to byte-level token values
and model-specific tokens, and the remainder is reserved to allow researchers to use them

for specific downstream applications.

6.3.6 Pre-Training Objectives

A pretrained encoder must learn representations that are useful across diverse down-
stream tasks without task-specific supervision. We use a multitask pretraining objective
with four complementary losses. Each loss is detailed below and targets a different aspect
of traffic structure. The rationale for multiple objectives is that no single self-supervised
loss covers all the representational requirements from [Section 6.2.3} while the first loss
teaches token-level semantics, the remaining three losses teach burst-level and flow-level

structure that the first loss alone cannot capture.
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Masked Language Modeling (MLM). Our primary objective follows the masked
language modeling paradigm [70], adapted for packet header tokens. During training, 30%
of tokens are selected for masking: 80% replaced with [MASK], 10% with a random token,
10% unchanged. The model is trained to reconstruct original tokens using cross-entropy
loss.

Swapped Burst Detection. To encourage flow-level coherence, we introduce a swapped
burst detection objective. Here, randomly selected bursts are replaced with ones from a
different flow. A binary classifier on the pooled flow-level representation detects the swap,
helping the encoder to learn the burst correlation information.

Metadata Prediction. We train the model to predict three continuous burst-level
metadata features: inter-arrival time, total bytes, and packet count. For each burst
whose metadata is masked (probability 0.3), the model regresses these values from the
burst’s CLS representation using L1 loss, ensuring that CLS representation learns useful
information from flows.

Direction Prediction. A direction classifier predicts burst direction (inbound vs. out-
bound) on burst CLS representations, further helping the model with flow understanding.
Loss Weighting. Each loss is independently weighted, and the total pretraining loss is
their weighted sum. This multi-task formulation ensures that netFound simultaneously
learns fine-grained token-level semantics, burst-level statistical properties, and flow-level

coherence.

6.4 Implementation

An architecture that satisfies the design principles specified in [Section 6.2.3]is necessary
but not sufficient for a practical network foundation model. From a practical perspec-

tive, the engineering decisions matter as much as the architectural choices and concern
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issues such as how the model is trained, how data flows from raw PCAPs to learned
representations, and whether the system can be reproduced and deployed by others. In
this section, we describe the key engineering decisions we made and the reasoning behind

each decision.

6.4.1 Pretraining Data and Model Variants

Pretraining data. We pretrain netFound on a dataset collected from a large U.S.
university campus, comprising multiple weeks of traffic captured at the campus border. The
resulting corpus contains four billion diverse network flows (~1.2TB after preprocessing),
spanning a mix of residential, enterprise, and research trafﬁcE] The source, scale, and
diversity of the pretraining data matter for a number of reasons.

For one, NFMs trained on narrow traffic mixes risk learning dataset-specific or
application-specific patterns rather than generalizable traffic representations, and the
same shortcut problem that Pcap-Encoder [265] identified at the evaluation level can
also occur at the pretraining level. As we show later in since most of the publicly
available models use the same datasets for pretraining and fine-tuning |144}242} 264} 266],
they benefit from leakage of test data into the pretraining data which, in turn, enables
them to achieve excellent performance on the considered fine-tuning tasks. In addition,
the burst-flow hierarchical attention mechanism (§6.3.3)) requires sufficient diversity of
burst structures to learn meaningful cross-burst patterns rather than memorizing the
burst-length distribution of a single network. Using diverse network data collected from
a production network with tens of thousands of users allows us to expose netFound to
a wide range of different network conditions and application behaviors, simultaneously

avoiding skewing the fine-tuning results and a model’s ability to generalize. Limitations

We attempted to increase diversity by adding MAWI |57] and CAIDA [198] to the mix, but did not
observe any significant improvements in terms of intrinsic evaluation or downstream performance and
discarded this approach.
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of this approach are discussed in §6.7}

Three model sizes. We independently pretrain three model variants: small (four layers
and four attention heads, 512-dim, 53M parameters), base (12 layers and 12 attention
heads, 768-dim, 225M parameters), and large (24 layers and 16 attention heads, 1024-dim,
663M parameters). The rationale for multiple sizes is deployment flexibility: a small
model may suffice for edge or near-real-time inference where latency is critical, while a
large model is appropriate for offline analysis where accuracy matters most. The efficiency
evaluation in quantifies this trade-off.

Multi-stage pretraining. We implement multiple pretraining stages, varying loss
weights to encourage progressively more complex dependencies: early stages emphasize
MLM for token-level semantics, while later stages increase the weight on burst-level and
flow-level objectives. For the entire duration of pretraining, we use AdamW [150] with
a Warmup-Stable-Decay learning rate schedule (peak le-4), reducing the learning rate
on subsequent stages. In total, we utilize 128 NVIDIA A100 GPUs, with approximately
10 billion tokens seen across stages for each model, with flows randomly sampled in a

streaming manner from the pretraining dataset.

6.4.2 Data Pipeline and Reproducibility

C++ acceleration. The data preprocessing pipeline comprises five automated stages:
protocol filtering, flow-based PCAP splitting, field extraction, tokenization, and Apache
Arrow shard assembly. The first three stages (filtering, splitting, field extraction) are
computationally intensive; instead of blindly splitting packets by byte borders, they
process raw packet captures byte-by-byte, searching for specific fields and flags. We
implement them in C++ using PcapPlusPlus [187], providing an order-of-magnitude

speedup over pure-Python alternatives. This investment is essential because the 4-billion-
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flow pretraining corpus would be infeasible to process in Python within a reasonable
time budget; efficient intermediate representation structure makes the full data pipeline a
one-time cost rather than a recurring bottleneck. The pipeline supports both pretraining
(unlabeled) and fine-tuning (labeled) modes, and produces Apache Arrow shards that
enable memory-mapped streaming, directly integrating with HuggingFace interface and
accelerating data access by workers. In addition, we split big datasets into hundreds of
shards to enable parallel data access for training.

Containerized, reproducible workflow. The model’s entire workflow (raw PCAP
ingestion through preprocessing, pretraining, and fine-tuning) is containerized via Docker
and orchestrated through a single Makefile. The Docker image bundles all system-
level dependencies, including PcapPlusPlus for C+-+ packet parsing, CUDA toolkits,
and Python libraries with pinned versions. Containerization matters because network
traffic analysis tools have notoriously fragile dependency chains (specific versions of
libpcap, protocol dissectors, CUDA drivers), and a user should be able to reproduce
any experiment by simply providing input PCAPs and a configuration file, without any

manual environment setup.

6.4.3 Extensibility and Testing

All aspects of netFound, such as model architecture, protocol field selection, tokenizer
behavior, training hyperparameters, and loss weights, are controlled through a unified,
hierarchical configuration system compatible with HuggingFace configurations. This makes
it straightforward to extend netFound to new protocols or customize the representation
for a specific downstream task without modifying source code.

The codebase is organized into self-contained modules (tokenizer, embeddings, layers,

attention, collator, sampler, trainer, metrics, configuration, and utilities), each with a well-
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defined interface. The fine-tuning and pretraining models share a common base encoder,
so downstream tasks can be added by implementing a new prediction head without
modifying the core model. The trainer extends the HuggingFace Trainer with domain-
specific columns and callbacks, preserving compatibility with the broader ecosystem
(e.g., Weights & Biases logging, DeepSpeed integration, gradient accumulation strategies,
Accelerate, etc).

We maintain a model-specific test suite covering core infrastructure components:
the custom tokenizer, length-bucketed sampler, data collator with burst swapping and
metadata masking, attention mask transformations, and tensor reshape operations. These
tests exercise edge cases (e.g., empty buffers, single-example batches, variable burst lengths)
and verify numerical correctness using parametrized fixtures, providing confidence that

modifications to the codebase or model’s extensions do not introduce silent regressions.

6.5 Evaluation

In this section, we evaluate and analyze netFound’s performance across multiple
dimensions, including intrinsic representation quality of the encoder’s embeddings and
downstream task performance. We also report on the overall computational efficiency of
netFound in Section 6.6
Models and datasets. We compare netFound (small, base, and large checkpoints)
against five publicly available network foundation models that represent distinct design
philosophies: ET-BERT [144], a BERT-based model pretrained on encrypted payload bytes;
YaTC |264], a vision-transformer approach that treats traffic as images; NetMamba [242],
a state-space model for network traffic; TrafficFormer [266|, a BERT-style transformer
using both packet headers and payload information; and Pcap-Encoder [265], a T5-based

model proposed alongside a corrected evaluation protocol. For all competitors, we use
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the publicly released pretrained checkpoints without modification. The datasets used for
intrinsic and downstream evaluations differ, and the relevant differences are detailed in the
next two subsections. Note that for the reasons mentioned in we intentionally

omitted an ablation study.

6.5.1 Intrinsic Evaluation

Recent works [30] demonstrated that evaluating network foundation models solely
through downstream fine-tuning performance conflates the quality of pretrained represen-
tations with confounding factors such as model capacity, classification head design, and
optimization dynamics, making it difficult to attribute gains to the pretraining itself. An
intrinsic evaluation that directly probes the learned representations in a task-agnostic
manner isolates the contributions of these confounding factors and allows for a more
meaningful assessment of what the encoder has actually learned during pretraining.

Here, we adopt the Intrinsic Evaluation Framework (IEF) [30], a task-agnostic method-
ology that probes the representational quality of network foundation models through three
complementary lenses: embedding geometry analysis quantifies how effectively models
distribute representations across the latent space; metric alignment assessment measures
correspondence between learned embeddings and established features derived by domain
experts; and causal sensitivity testing evaluates whether models capture higher-order
network context invisible in the raw traffic bytes, such as congestion control behavior and
queue management policies.

In this subsection, we rely on the four datasets that were used in IEF: Crossmarket [237],
CIC-IDS2017 [214], CAIDA [198|, and MAWT [57]. These datasets cover a range of different
traffic conditions, including endogenously (synthetically) and exogenously (production)

generated data, and provide a comprehensive suite for intrinsic evaluation.
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Embedding Geometry

Mean cosine similarity between random pairs of flow embeddings measures the average
distance between different network flows from the model’s perspective: the further the
distance, the more different these flows are in the embedding space of the model. For
a given dataset, this average distance is expressed in terms of the anisotropy metric,
where values close to 1 indicate that the model collapses flows into nearly identical
representations, while lower values suggest that the model distributes information across
the available dimensions and can distinguish meaningful variations in network behavior.
At the same time, values close to 0 demonstrate that the model cannot find any similar
flows and spread embeddings far, making clusterization and analysis impossible. We
calculate mean cosine similarity between the embeddings produced for the benchmark

datasets and report the results in [Table 6.3

Table 6.3: Mean cosine similarity between flow embeddings. Bold shows results that differ
significantly from competitors.

Model Crossmarket CIC-IDS2017 CAIDA MAWI Avg.
Random 0.00 0.00 0.00 0.00  0.00
ET-BERT 0.88 0.74 0.87 0.85 0.84
YaTC 0.85 0.85 0.86 0.85 0.85
NetMamba 0.93 0.92 0.99 0.99 0.96
TrafficFormer 0.74 0.68 0.60 0.54 0.64
Pcap-Encoder 0.86 0.77 0.69 0.84  0.79
netFound-small 0.68 0.65 0.79 0.78  0.72
netFound-base 0.63 0.60 0.73 0.77  0.68
netFound-large 0.64 0.55 0.68 0.76  0.66

Takeaway. Our findings demonstrate that while YaTC and NetMamba collapse em-
beddings into near-identical representations, TrafficFormer, Pcap-Encoder, ET-BERT,
and all versions of netFound maintain substantially lower cosine similarity, indicative of
a non-degenerate geometry. TrafficFormer achieves the lowest average value (0.64), but

anisotropy is a diagnostic rather than a winner-take-all metric: lower cosine similarity
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is only of relevance if it reflects some meaningful structure, and TrafficFormer’s low
anisotropy is plausibly explained by its access to encrypted payload bytes. While these
bytes are not semantically informative, they can be expected to add input diversity and
result in richer geometric structure.

When examined through the lens of anisotropy, netFound achieves the second-lowest
average cosine similarity (0.66—-0.72), preserves user’s privacy, and outperforms Traffic-
Former on the endogenous Crossmarket and CIC-IDS2017 datasets, where netFound-large
achieves 0.64 and 0.55 versus 0.74 and 0.68. These findings confirm that the combination
of protocol-aware tokenization (Principle 1), operational context embedding (Principle 2),
and burst-flow hierarchical attention (Principle 3) helps to distribute representations
more uniformly across the latent space, directly addressing the embedding collapse prob-
lem identified by IEF. We also note that netFound typically exhibits higher anisotropy
on the exogenous CAIDA and MAWI datasets due to them containing less expressed
packet header variations. Given that the privacy-by-construction input design (Princi-
ple 4) excludes any payload information, this is expected behavior rather than a model

limitation.

Metric Alignment

In IEF, Centered Kernel Alignment (CKA) [133] measures the structural similarity
between a model’s flow embeddings and domain expert-derived features (e.g., flow duration,
packet size distributions, etc.) computed by CICFlowMeter [140]. This metric measures
whether the hidden network representation from a foundation model indeed contains the
statistical information that correlates with each flow and is used by network domain experts
and does not simply represent the raw byte values of the packets. Higher CKA values (near
1) indicate that the model’s latent space implicitly encodes well-known features, validating

that it has learned generalizable network semantics rather than superficial correlations.
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We calculate the CKA metric for each model and report the computed values in
For comparison, we also report the CKA values for randomly generated embeddings and

for oracle embeddings that directly represent the computed CICFlowMeter features.

Table 6.4: CKA similarity between model embeddings and CICFlowMeter features (higher
is better).

Model Crossmarket CIC-IDS2017 CAIDA MAWI Avg.

Random 0.000 0.000 0.000 0.000  0.000
ET-BERT 0.012 0.064 0.033 0.026  0.047
YaTC 0.098 0.092 0.014 0.070  0.068
NetMamba 0.047 0.042 0.030 0.051  0.042
TrafficFormer 0.138 0.083 0.053 0.057  0.082
Pcap-Encoder 0.103 0.096 0.036  0.082 0.079
Oracle (ideal) 1.000 1.000 1.000  1.000  1.000
netFound-small 0.154 0.149 0.046 0.059 0.102
netFound-base 0.154 0.143 0.045 0.030  0.093
netFound-large 0.155 0.144 0.046 0.033 0.094

Takeaway. All versions of netFound achieve the highest average CKA (0.093-0.102),
with the best competitors (Pcap-Encoder and TrafficFormer) scoring 0.079 and 0.082,
respectively. The gap is most pronounced for the endogenous datasets (Crossmarket
and CIC-IDS2017), where netFound achieves 0.154 and 0.149, improving over 0.138 and
0.096 from the closest competitors (TrafficFormer and Pcap-Encoder). These results
confirm that the explicit operational context embedding (Principle 2) grounds netFound’s
representations in the operational features that domain experts rely on. The relatively
modest alignment results for the CAIDA and MAWI datasets are consistent with those
datasets’ skewed ratio of shorter network flows which prevents the CICFlowMeter features
from exhibiting realistic variability, causing netFound’s CKA values to be close to those

of the competitors.
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Exogenous Network Context

To test whether models capture unobserved higher-order network conditions, we use
the synthetically generated flows published by IEF [30] which contain controlled variations
in congestion control algorithm, active queue management policy, and cross-traffic patterns.
Since these flows represent the same application-level behavior and have identical payload
under different network contexts, they allow us to examine whether embeddings reflect
these contexts or simply memorize the encrypted data. A model that meaningfully encodes
these exogenous factors should produce embeddings that are linearly separable by context,
a property that can be measured via a logistic-regression probe using an F} score. As
noted in IEF, this evaluation differs from a downstream performance evaluation in the
sense that it utilizes the simplest linear probe design to only assess a linear combination
of the encoder’s output embeddings. In effect, this evaluation isolates the representational
quality of the pretrained model and prevents conflating it with the capacity of a learned
classification head.

Table 6.5: Exogenous context discrimination: linear probing performance using Fj score
(higher is better). CC, AQM, CTP, and All represent Congestion Control, Active Queue
Management, Cross-Traffic Patterns classifications, and all changes combined respectively.

Model cC AQM CTP Al
ET-BERT 041 068 043 0.46
YaTC 048 051 024 0.47
NetMamba 0.29 0.70 0.33 0.62

TrafficFormer 036 055 049 0.57
Pcap-Encoder 0.00 0.68 0.17 0.59
netFound-small | 0.64 0.86 0.79 0.90
netFound-base | 0.57 0.84 0.74 0.93
netFound-large | 0.65 0.90 0.81 0.95

Takeaway. All three versions of netFound achieve excellent F; scores (0.90-0.95) on
the combined exogenous context discrimination task (“All”). In contrast, the score of the

best competitor (NetMamba) is 0.62. We observe the same pattern across all individual
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Table 6.6: Weighted F} score on flow classification downstream tasks with bold highlighting
the results that are significantly higher than competitors. Underlined red scores show
benchmarks that were utilized during pretraining by corresponding models. Even in this
unfair setting, netFound demonstrates overwhelming performance for frozen and on-par
for unfrozen scenarios.

Model USTC (20 classes) | USTC (binary) ISCX-VPN CIC-IDS2017 Crossmarket (Acc@10)
i Frozen Unfrozen | Frozen Unfrozen | Frozen Unfrozen | Frozen Unfrozen | Frozen Unfrozen
ET-BERT 0.8533 0.8935 | 0.9998  0.9999 0.6684 0.8645 0.8580 0.8783 0.1857 0.3283
YaTC 0.9396  0.9396 0.9974 0.9978 0.5603 0.5603 0.9843 0.9999 0.2077 0.6348
NetMamba 0.4191  0.9881 | 0.6496 0.9999 0.1362  0.9364 | 0.9146 0.9998 0.1733 0.7149

TrafficFormer 0.9555 0.9789 0.9999 1.0000 0.6459 0.8712 0.9916 0.9995 0.2322 0.5923
Pcap-Encoder 0.8799 0.9775 1.0000 0.9999 0.3967 0.9032 0.9691 0.9883 0.2257 0.8699
netFound-small | 0.8550 0.9645 | 0.9999  1.0000 | 0.7508 0.8920 | 0.9928 0.9996 | 0.3804 0.4727
netFound-base 0.8908 0.9695 0.9999 1.0000 0.8053 0.9175 | 0.9918 0.9997 0.4330 0.6066
netFound-large | 0.9259 0.9674 0.9999 1.0000 0.8098 0.9004 0.9938 0.9998 0.4561 0.6538

contexts: even netFound-small scores 0.64/0.86/0.79 on CC/AQM /CTP versus the best
competitors scores of 0.48/0.70/0.49 (YaTC, NetMamba, TrafficFormer).

These findings are particularly telling. Since the flows have the same payload across
different contexts, a model must rely on temporal patterns (e.g., inter-packet arrival times,
burst structures) to achieve a high level of discrimination. For netFound, the operational
context embedding (Principle 2) and burst-flow hierarchical attention mechanism (Princi-
ple 3) are the enablers: congestion control, queue management, and cross-traffic shape
the temporal structure of bursts rather than packet content, and netFound’s architecture
is explicitly designed to capture these multi-scale patterns. This observation reinforces
the benefits of the diagnostic-to-design approach advocated in this paper: the principles
derived from the context discrimination findings reported in [30] give rise to a model that

excels exactly at the task of network context discrimination.

6.5.2 Downstream Performance

To assess the practical utility of representations, we evaluate netFound on five down-
stream tasks spanning encrypted traffic classification, malware detection, intrusion de-

tection, and application fingerprinting. We compare against the same five published
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state-of-the-art network foundation models: ET-BERT [144], YaTC [264], NetMamba [242],
TrafficFormer [266|, and Pcap-Encoder [265]. All models are evaluated in two regimes:
frozen, where the pretrained encoder weights are fixed and only the model-defined head
is trained on top of the encoder’s output representation, and unfrozen, where the full
model is fine-tuned end-to-end. The frozen setting allows us to directly assess the quality
of the learned representations: a high score is a strong indication that the pretrained
embeddings already capture task-relevant structure, making the model usable as a feature
extractor without expensive retraining. The unfrozen setting enables us to measure the
model’s overall capacity when all parameters can be adapted to the target task, including
the model’s potential for learning a dataset’s shortcuts. Importantly, where prior work ex-
plicitly benefited from leveraging inconspicuous dataset shortcuts (see Pcap-Encoder [265],
Table 6.2, and the discussion in §6.2.2), the results we report below are based on the
corrected versions of datasets that prevent learning the mentioned shortcuts.

Datasets. summarizes the five downstream benchmarks used in our evaluation,

chosen to cover a diverse range of task types, class granularities, and traffic conditions.

Table 6.7: Downstream evaluation datasets.

Dataset Task Classes | Metric
USTC-TFC [244] App classification 20 | Fy
USTC-TFC [244] Malware detection 2| B
ISCX-VPN |[77] VPN traffic classif. 17 | Fy
CIC-IDS-2017 [214] | Intrusion detection 8| Fy
Crossmarket [237] | App fingerprinting 210 | Acc@10

The USTC-TFC dataset provides two complementary classification tasks over the
same encrypted traffic: a fine-grained 20-class application identification task and a binary
malware-vs-benign detection task, testing both multi-class discrimination and coarse
security triage. ISCX-VPN evaluates the ability to characterize traffic within encrypted
tunnels, a setting where header information is partially obscured. CIC-IDS-2017 targets
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intrusion detection across 7 attack categories (a separate 8th category is used for benign
traffic), stressing the model’s capacity to distinguish subtle behavioral anomalies. Finally,
Crossmarket is a large-scale application fingerprinting benchmark with 210 application
classes, evaluated via Acc@10 (accuracy within the top-10 predictions), which allows
for rigorous representation quality testing that is especially relevant for retrieval- and

similarity-based tasks.

Analysis

The frozen columns in reveal how much task-relevant structure the pretrained
encoder captures before any task-specific encoder weight updates. Across netFound’s three
model sizes, frozen representations are already highly discriminative: even the smallest
model variant achieves weighted Fj scores of 0.75 — 0.99, demonstrating that a 53M-
parameter frozen encoder can efficiently represent diverse network flows.

A clear scaling trend emerges in the frozen setting. On USTC-20, the frozen F} scores
increase monotonically from 0.855 (small) to 0.891 (base) to 0.926 (large), a 7-point
improvement driven solely by additional model capacity during pretraining. The same
pattern holds for ISCX-VPN (0.751 — 0.805 — 0.810) and Crossmarket (0.380 — 0.433 —
0.456), confirming that larger models internalize richer traffic representations. The effect
is most pronounced on more challenging tasks: Crossmarket, which requires discriminating
among 210 applications via ranking, shows a relative improvement of ~20% from small
to large, whereas nearly-saturated tasks like USTC binary show no headroom for further
gains.

The observed frozen-to-unfrozen gap can be viewed as providing an additional diagnos-
tic tool. On tasks where frozen scores are already high (USTC-binary and CIC-IDS-2017),
fine-tuning yields negligible additional benefit, indicating that the pretrained repre-

sentations already capture the relevant decision boundary. Conversely, tasks with a
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larger frozen-to-unfrozen gap, such as VPN (0.751 — 0.892 for small) and Crossmarket
(0.380 — 0.473 for small), suggest that while the pretrained model provides a good starting
point, task-specific adaptation can unlock additional performance. Notably, this gap
narrows with scale: for USTC-20 and ISCX-VPN;, the gap between the small and large
model variants shrinks (0.109 — 0.042 and 0.141 — 0.091, respectively). Moreover, on
Crossmarket, the large model’s frozen score (0.456) already approaches the small model’s
unfrozen score (0.473), illustrating that scaling pretraining can partially substitute for
task-specific fine-tuning.

In addition to being the best model in the frozen setting, the unfrozen version of
netFound emerges as the top performer across all the benchmarks, exceeding or matching
the competitors’ performance in most of the cases (see . This property holds
even for the small model variant, indicating that netFound’s architecture and pretraining
strategy provide a practical and exceptionally strong starting point for downstream
adaptation.

Test-into-train leakage. It is worth noting that for many models, their reported
performance is not only a function of architectural decisions but, due to the limited
number of publicly available pretraining datasets, can also be impacted by the use of
pretraining data that includes fine-tuning datasets. The use of such augmented pretraining
data allows models to generate good quality fine-tuning task-specific embeddings but
limits their ability to generalize to previously unseen data. The results for such models and
datasets are highlighted in red in [Table 6.6l We observe that most of the frozen models
achieve low Fj scores on the Crossmarket dataset, which was not used for pretraining by
any of the models with the exception of NetMamba. netFound’s choice of pretraining
data prevents any leakage of test data to the frozen encoder, resulting in smaller gaps
between frozen and unfrozen setting than other models. Even in this disadvantageous for

netFound setting and despite its fully privacy-preserving design (i.e., no payload data),

165



netFound Chapter 6

netFound achieves the best performance in the frozen setting and is comparable with the

best competitors in the unfrozen setting.

6.6 Cost & Efficiency

Table 6.8: Unfrozen model performance on a single GPU A100 80Gb with BF16 enabled.

Training Inference
Model | Params | Batch Mem (MB) | Latency (ms) | flows/sec | Mem (MB) | Latency (ms) | flows/sec
small 1 1,549 349+1.2 209+1 803 11.6 £0.3 86 £ 2
small 53M 8 2,641 3r7+£07| 212+4 967 1524+0.9 | 528 £32
small 32 5,951 81.9+2.6 | 390+ 13 1,563 38.5+£0.7| 832+ 16
base 1 3,899 89.3+ 1.6 11+1 1,527 20.8+04 | 33+05
base 225M 8 8,189 106.4 £ 7.4 75+ 6 1,933 40.0+£0.8 | 200+4
base 32 22,103 303.0+£36| 106+1 2,871 116.3+2.6 | 275+6
large 1 12,591 185.2+9.7 5+1 4,521 56.3 £0.8 18+1
large 663M 8 28,353 | 277.8£33.9 29+2 5,225 100.0£9.1 80 £8
large 32 77,307 952.44+8.9 34+1 6,717 337.8+1.1 96 +1

To support deployment decisions of netFound, we report the model’s computational
profile across different sizes. These measurements validate the engineering investments
described in and enable practitioners to select the appropriate model variant
for their deployment constraints.

Training Cost. We utilize a dynamic pretraining strategy, beginning with 128xA100
40Gb GPUs for the initial pretraining stage and reducing the number of GPUs to 80 for
subsequent stages together with lowering learning rate and changing objectives weights.
In total, the entire pretraining process for all three model variants consumed ~5,000 GPU-
hours, with small, base, and large models pretraining for approximately 45K, 75K, and
35K steps respectively, and took ~12-36hrs for each checkpoint. To provide a comparison
baseline, NVIDIA estimates pretraining of a single 220M T5 base checkpoint (which is
used in Pcap-Encoder) from scratch as ~3000 GPU hours [230] and 1T of tokens using
internal highly optimized training pods setup. Our lower pretraining cost, together with

intrinsic and extrinsic evaluation results, highlights the benefits of network-optimized
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architecture.

Throughput and Memory Footprint. shows peak consumed GPU memory
(in MB), latency per batch (in ms), and throughput (flows/sec) for both training and
inference across different model and batch sizes. The three model sizes offer a clear
throughput—accuracy trade-off, as low as 11ms per flow, enabling deployment on hardware
ranging from edge devices (small) to GPU clusters (large). Compared with Pcap-Encoder,
which uses 2,989 MB GPU memory and 230ms for a single inference step with a batch
size of 32 on the same hardware, our base model achieves 2x faster inference with the
same number of parameters and memory taken.

Preprocessing Throughput. The C-++-based preprocessing pipeline described in
processes 2000 flows/sec during filtering, 216 flows/sec during splitting, and 970
flows/sec during fields extraction on 128 cores, taking in total 12hrs to process a single
dataset chunk of 7mlIn flows. Tokenization and Apache Arrow shard assembly add 4 hours
walltime (500 flows/sec in Python). As a result, the full 4-billion-flow pretraining corpus
is estimated to take ~7000 CPU hours on a single 128-core machine. Implementing the
same preprocessing in pure Python is estimated to take x10-x100 more walltime for the

full dataset. To reduce efforts for preprocessing a dataset of such scale, we also publish

the full preprocessed pretraining dataset (see [Availability| for details).

6.7 Limitations

Absence of Full Ablation Study. netFound incorporates multiple interacting design
decisions: protocol-aware tokenization, operational context embedding, burst-flow hierar-
chical attention, four pretraining objectives, and others. A comprehensive ablation study
would require pretraining each variant of netFound from scratch for every combination of

removed substituted model components, consuming thousands of GPU-hours on up to
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128 A100 GPUs, rendering the resulting cost prohibitive. Large language model efforts
(e.g., LLaMA [231], ModernBERT [245]) face a similar problem and omit ablation studies
over their design space for the same reasons. Instead, we justify individual design choices
through (i) prior evidence in the literature (e.g., RoPE, GeGLU, Flash Attention have been
extensively validated in NLP), (ii) domain-specific motivation grounded in the structure
of network data (e.g., hierarchical attention mirrors the burst/flow hierarchy), and (iii)
intrinsic and downstream evaluation of the final trained models across multiple tasks and
datasets. We acknowledge that isolating the marginal contribution of each component
remains an open question, and we encourage future efforts that are less encumbered by
tight compute budgets to explore this topic.

Encoder-Only Architecture. netFound is built on an encoder-only transformer, which
makes it well suited to discriminative tasks such as classification, anomaly detection, and
traffic characterization. However, the current design precludes the use of netFound for
generative capabilities, e.g. synthetic traffic generation, packet-level forecasting, or open-
ended reasoning about network traffic traces. Extending the model to an encoder-decoder
or decoder-only design to support such generative use cases is a promising direction for
future work.

Pretraining data limitations. The single-campus pretraining data is geographically
concentrated and U.S.-specific, potentially limiting the applicability of the pretrained
models to different environments, such as enterprise datacenter networks, loT ecosystems,
or countries with significantly different backbone traffic. To mitigate this limitation,
we release the full source code so as to facilitate pretraining on user-specific data and
encourage the reproducibility of our approach.

Reliance on evaluation benchmarks. Pcap-Encoder |265] and other works [30,126,148|
demonstrated that many existing evaluation benchmarks can have shortcut-susceptible

label distributions, are based on problematic evaluation designs, or can be biased towards
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measuring specific model qualities. Given that our design effort is in large parts inspired
by the findings reported in these prior works, we acknowledge a potential bias in our
choice of relevant design principles. To keep an eye on such a potential bias and prevent it
from affecting our approach, we examine and validate our design decisions from multiple
perspectives (e.g., intrinsic evaluation, studying frozen and unfrozen model settings, and

efficiency).

6.8 Conclusion

In this paper, we present netFound, a diagnostic-informed, production-ready network
foundation model. Building on the NFM failure analysis conducted by preliminary works,
we translate these findings into four network-native design principles and realize them
in an efficient, privacy-preserving, system-driven approach, implementing multiple novel
architectural components and training techniques. Across intrinsic evaluation, frozen, and
unfrozen downstream analysis, netFound demonstrates stronger reusable representations
via lower anisotropy, higher correlation with domain-expert features, better sensitivity to
exogenous network context, robustness to shortcuts, and top performance across all five
downstream tasks. We pair this model with a full release of code, pretrained checkpoints,
the pretraining dataset, and an end-to-end pipeline from raw PCAPs to inference so that
the community can reproduce, extend, and deploy the system in practice. By this, we
aim to provide a foundation for future application of diagnosis-to-design methodology
and motivate the community to drive the next generation of architectural improvements

as new diagnostic tools and public datasets emerge.
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Availability

We make netFound publicly available as a reusable research artifact. The release in-
cludes the pretrained checkpoints for all three model sizes (small at https://huggingface.
co/snlucsb/netFound-small| base at https://huggingface.co/snlucsb/netFound-base,
and large at https://huggingface.co/snlucsb/netFound-large) on HuggingFace, as
well as the source code for system at https://github.com/SNL-UCSB/netFound and all
claims from this paper at https://github.com/maybe-hello-world/netfound-paper.
In addition, we also publish the whole pretraining dataset, containing more than 4 billion
network flows in Apache Arrow format, suitable for pretraining of netFound or any future
model utilizing a similar tokenizer. The dataset download instructions are available in the
netFound GitHub repository at https://github.com/SNL-UCSB/netFound. Together,
these artifacts provide an end-to-end, reproducible pipeline for training and applying

netFound to various network analysis tasks and problems.
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Chapter 7

Leveraging Large Language Models to

Contextualize Network Measurements

7.1 Introduction

With the worldwide growth of remote communication and telepresence [100], network
measurements form a cornerstone of effective performance assessment and diagnostics for
Internet users. The value of such measurements is particularly evident when pinpointing
network bottlenecks or validating service-level agreements with the Internet Service
Provider. Most often, users seek for overall connection performance measurement using
publicly available tools (also known as ‘speed tests’ [60,159,/181]) that provide an overview
of their connection’s throughput and latency.

However, extracting meaningful insights from these measurements remains a chal-
lenging task for a non-technical audience. Interpreting network measurement data often
requires considerable domain expertise to account not only for subtle variations of the
connection stability and metrics, but even for simpler concepts such as latency under
load or packet loss influence towards connection performance. In the absence of proper
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expertise, common misconceptions can easily arise. A notable example is the widespread
reliance on download bandwidth measurements [185] reported by speed test tools, which
might give a false sense that the connection achieves the expected performance. In reality,
the connection stability, packet loss, latency variations, and other factors can significantly
impact the test interpretation, introducing disconnection between reported test results
and subjective user experience, or leading to misguided decision-making when provisioning
or troubleshooting network services.

To address these issues, researchers should recognize the importance of making
network measurements not only more comprehensive but also more accessible for wider
audience without deep technical knowledge. A promising direction to achieve this goal
involves leveraging recent advancements in large language models (LLMs), which have
demonstrated capabilities in conducting an analysis of complex data in other fields, such
as laboratory test results interpretation [116], news summarization [261], and personal
assistance [74].

In this paper, we describe an ongoing effort to apply large language models and
historical data to enhance the interpretation of network measurements in real-world
environments. We aim to automate the translation of low-level metric data into accessible
explanations, allowing non-experts to make more informed decisions regarding network

performance and reliability.

7.2 Proof of Concept

To demonstrate the potential of LLMs in enhancing network measurement interpreta-
tion, we adapted a publicly available framework for network measurements, netUnicorn [29],
to incorporate Large Language Models (LLMs) for parsing and interpreting the results.

We developed a custom netUnicorn pipeline that allows users to run network measure-
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Figure 7.1: Components of the network measurements framework.

ments (speedtest) using the Ookla CLI tool [181]. The results contain widely used metrics
(such as download and upload throughput, latency, etc) which are often presented to the
user in the raw format. To improve understanding of these results, we incorporated an
additional step in the pipeline that sends the raw results to a separate endpoint for further
interpretation and analysis. This endpoint filters the results, removing unnecessary or
private information, i.e., IP and MAC addresses, test ID, timestamp, unique URLs, etc.

After cleaning up the raw results, we apply a Large Language Model to interpret
and write a summary for the user. For this purpose, we used a locally hosted version of
the DeepSeek-R1 Distill Qwen model with 7B parameters, trained on a diverse corpus
of text data, including technical documentation and websites content. The model was
hosted using LM Studio [149], which provides an endpoint for text analysis and generation
requests using an OpenAl API-compatible interface. The choice of the interface and the
hosting solution allows us to easily integrate different models (including open-source and
proprietary) into our pipeline, providing flexibility and scalability for future improvements.

To improve the accuracy of the results, we also added a geolocation step to the pipeline.
This step uses the user’s IP address to determine their location via IP Geolocation API [123]
and then provides approximate anonymized information (with city-level granularity) about

the user’s location to the LLM. This information is used to provide more relevant and
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localized insights into the network performance, taking into account the user’s geographical
context and associated with it network conditions.

To further enhance the fidelity of network measurements interpretation, we explored the
usage of Retrieval-Augmented Generation (RAG) techniques which combine the strengths
of LLMs with external knowledge sources containing historical data, allowing the model
to retrieve relevant information from a database or knowledge base and incorporate it
into the model responses. For our framework, we implemented a knowledge database
of past network measurements using publicly available data from the FCC Measuring
Broadband America program [88|. This data contains various measurements from different
locations and ISPs, including download and upload throughput obtained via running
speed test software. After receiving the raw measurement results from the netUnicorn
pipeline, our framework queries the local PostgreSQL knowledge database to find similar
measurements based on the measurement server location and time of day. We calculate
statistics over retrieved data, such as average fetch time, throughput mean, median, and
standard deviation values, and provide them to the LLM as an additional context together
with the raw results and geolocation information to use the historical context of their
measurements to provide more accurate and relevant insights into the current network
performance.

We designed and implemented a custom prompt for the LLM that includes instructions
to focus on key metrics while also considering the contextual information (i.e., key spatial,
temporal, and semantic relationships between measurements from different tools, locations,
and times). This guides the model to provide a concise and informative summary that
highlights the most important aspects of the results, targeting a non-technical audience
to facilitate the analysis.

The resulting summary is sent back to the user, providing them with overall information,

a detailed explanation of each metric, and their potential impact on user experience for
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different use cases, such as online gaming, video streaming, internet browsing, etc. The
summary also might include recommendations for improving network performance if
applicable, such as optimizing wireless access point placement, using wired connections,

or upgrading the internet plan.

7.3 Further research

The current implementation of our framework has several significant limitations. First,
the choice of large language models can significantly impact the generated summaries and
bigger models may provide more accurate results and prevent hallucinations or misinterpre-
tations by increasing the cost of running the framework and require more computational
resources (for both inference and fine-tuning the model on specific networking literature
for analysis improvement). Second, the accuracy of the geolocation step depends on the
quality of the IP address lookup services and methods the user or ISPs are using to hide
their current location. Finally, the current knowledge database is limited to the FCC
MBA program data, which may not provide all desired metrics or cover all geographical
areas.

More fundamentally, we aim to explore challenges that arise when using LLMs for
measurements interpretation:

Trust and reliability. How can we ensure that the LLM-generated summaries are
accurate and trustworthy? What measures can be taken to validate the results and
prevent misinformation or hallucinations of the model?

Overemphasis on certain metrics or contextual information. Can we prevent
the model from highlighting certain metrics or contextual information that may not be
relevant to the user’s specific situation? How can we ensure that the model provides a

balanced and comprehensive analysis of the network performance?
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Data diversity and bias. Given that performance of LLM is shaped by the training
data, how can we make results less biased and more representative of the real-world
network?
Privacy issues. How can we strike a balance between providing relevant contextual
information and user privacy?
User experience. Can we ensure that provided results significantly improve the user
experience and understanding of network performance? How can we design the framework
to be user-friendly and accessible to a non-technical audience?

We believe that addressing these questions and challenges is crucial for the reliable
and useful implementation of LLMs in network measurements interpretation, which will
avoid misleading or incorrect conclusions and provide users with accurate and actionable

insights into their network performance.
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Conclusion and Future Directions
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Conclusion

This dissertation argues that the central challenge for machine learning in networking
is not only how to achieve high accuracy, but how to make learned systems credible
enough to support real operational use. Across network security, measurement, and traffic
representation learning, high benchmark performance repeatedly proves weaker than
deployment credibility: models must learn signals that survive changes in environment
and produce decisions operators can rely on.

The central conclusion of this dissertation is that diagnosis, data collection, and
model design are not independent steps that can be optimized in isolation, but mutually
reinforcing parts of a single methodology. When these concerns are separated, failures
compound across the pipeline: data artifacts shape model behavior, evaluations hide
those artifacts, and generic architectures ignore the structure of network traffic. When
they are treated together, diagnosis reveals what models learn, data collection targets
the discovered failures, and model design translates those lessons into network-native
representations.

Part I establishes the diagnostic foundation for this methodology by shifting the

unit of analysis from aggregate benchmark performance to the behavior of the learned
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system itself. It shows that network ML artifacts and network foundation models
can appear successful while relying on shortcuts, spurious correlations, brittle out-of-
distribution behavior, collapsed representations, weak domain-feature alignment, or
payload dependence. The broader contribution of this part is therefore not only the
identification of individual failures, but the development of practical ways to make such
failures visible. Through model explanations, trust reports, intrinsic representation
analysis, and controlled perturbations, Part I turns credibility from a vague deployment
concern into an empirical question that researchers can ask of concrete models and
representations.

Part II addresses the data side of the same problem by treating data collection as
infrastructure rather than as a one-time experimental setup. PINOT and netUnicorn
make realistic and reusable data collection practical across production, campus, cloud,
and experimental environments, and they do so while preserving the ability to adapt
data collection to the failure modes discovered during diagnosis. This part emphasizes
that generalizability cannot be obtained simply by asking a model to be more robust
after training; it depends on whether the training and evaluation process exposes the
model to the right operational diversity. Together, these systems support the closed-loop
workflow that credible network ML requires: diagnose failures, collect targeted in-vivo
data, retrain, and repeat until the model’s behavior is supported by evidence rather than
by assumptions about a static dataset.

Part III completes the arc by translating the diagnostic and data-centric lessons into
model design. netFound represents the model-side synthesis of the dissertation because
its architecture is shaped by the failures exposed earlier: protocol-aware tokenization
preserves field structure, operational context embeddings ground representations in
information that network experts use, burst-flow hierarchical attention reflects the natural

organization of traffic, and privacy-by-construction inputs reduce dependence on signals
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that are unavailable or inappropriate in deployment. The LLM contextualization work
complements this direction by showing that even general-purpose pretrained models
become useful for networking only when they are grounded with measurement context,
retrieval, geolocation, and privacy filtering. In both cases, the point is the same: model
capacity alone is not enough, and credible performance emerges when powerful models
are guided by domain knowledge.

Taken together, these parts shift the goal from producing isolated benchmark artifacts
to building a methodology for credible network machine learning. A credible artifact
should be diagnosable, trained and evaluated on realistic data, robust to deployment
shifts, conscious of privacy constraints, and reproducible enough for others to inspect and
extend. As networks become more encrypted, complex, and automated, machine learning
becomes useful only if credibility remains the organizing principle for evaluation, data

collection, and model design.
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Chapter 9

Future Directions

This dissertation argues that credible machine learning for networking requires connecting
diagnosis, data collection, and model design. The future directions below therefore focus
less on isolated technical extensions and more on research programs that continue this
loop in academic networking research: raising standards for publishable ML artifacts,
building reusable data-collection ecosystems, and designing context-aware models and

data-collection workflows.

1. Aim toward credibility-centered ML lifecycles for networking. A central

lesson of the dissertation is that credibility cannot be established at a single point

in the ML pipeline. [Chapter 2| and [Chapter 3| show that models can fail silently,

[Chapter 4] and [Chapter 5| show that data collection must respond to those failures,

and shows that model design can internalize the resulting lessons. A nat-
ural future direction is to turn this methodology into a full lifecycle for network ML
research artifacts. Such a lifecycle would shift the community from one-time bench-
mark evaluation toward continuous credibility assessment, where papers, datasets,
pipelines, and models are checked for obvious failure modes before publication and

remain inspectable after release. Concretely, this program should include:
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e shortcut-resistant evaluation protocols that make leakage checks, corrected
train-test splits, o.0.d. validation, and stress tests routine rather than excep-

tional;

e intrinsic and extrinsic evaluation suites that connect representation probes,
adversarial perturbations, causal protocol interventions, temporal drift, cross-

site transfer, and downstream behavior across tasks and datasets;

e reproducible preprocessing artifacts, including feature extraction, flow con-
struction, packet parsing, anonymization, and label-generation code, because

these steps often determine what a model can learn;

e practical mechanisms for privacy-preserving data and model sharing, such as
secure enclaves, synthetic trace release, anonymized data usage, and carefully

designed responsible-access policies; and

e community repositories for tasks, pipelines, datasets, models, and diagnostics,
so that researchers can reproduce not only final scores but also the data-

collection procedures and credibility checks that produced them.

Within academic networking research, the immediate goal is to raise the standard
for publishable ML artifacts: results should be reproducible, evaluations should be
auditable, and papers should make it difficult for shortcuts, leakage, undocumented

preprocessing, or unverifiable data assumptions to pass unnoticed.

2. Build shared ecosystems for in-vivo network data collection. PINOT and
netUnicorn demonstrate that realistic data collection can be made programmable,
portable, and reusable, but the dissertation also makes clear that no single campus
or platform can cover the diversity of networks encountered in practice. A major

future direction is to expand this idea into a federated ecosystem of in-vivo data-

182



Future Directions Chapter 9

collection sites spanning campuses, clouds, enterprise networks, data centers, home
networks, mobile environments, and international vantage points. The goal would be
to make data diversity a reusable academic resource while preserving local privacy

and operational constraints. Concretely, such an ecosystem should include:

e shared experiments, tasks, pipelines, metadata schemas, and responsible-access

policies that can be reused across sites;

e tighter integration between passive and active measurements, so that passive
observations can suggest active experiments and active experiments can explain

ambiguous passive patterns; and

e broader support for heterogeneous measurement targets, including OpenWRT
routers, programmable switches, mobile devices, browser clients, IoT systems,

and constrained edge nodes.

This would directly address one of the root causes of weak generalization in network

ML: the narrowness of available training and evaluation data.

3. Design context-aware network intelligence. netFound shows that diagnostics-
informed design can produce stronger and more reusable traffic representations, while
shows that general-purpose language models become useful for networking
only when their outputs are grounded in reliable network context. Together, these
results point to a broader research direction: network intelligence should be designed
around the structure, constraints, and interpretive context of networking rather

than imported directly from generic ML domains. Future work should include:

e richer network-native foundation models, including encoder—decoder or decoder-

only architectures for generation and forecasting;
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e more systematic use of multimodality to enrich model inputs and research
datasets, for example by combining packet traces with protocol metadata,
application descriptions, topology summaries, labels, textual descriptions, or

experiment context; and

e agentic workflows that connect pretrained network embeddings to data col-
lection and analysis, so that models can help propose measurements, select
relevant traces, retrieve comparable examples, and guide iterative dataset

construction.

This direction should remain tied to the dissertation’s central warning: larger models
and larger datasets are not enough unless their inputs, objectives, evaluations, and
explanations reflect protocol semantics, measurement context, and the structure of

network data.
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