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Learning of Dynamical Systems under Adversarial Attacks - Null Space
Property Perspective

Han Feng, Baturalp Yalcin, and Javad Lavaei

Abstract— We study the identification of a linear time-
invariant dynamical system affected by large-and-sparse dis-
turbances modeling adversarial attacks or faults. Under the
assumption that the states are measurable, we develop necessary
and sufficient conditions for the recovery of the system matrices
by solving a constrained lasso-type optimization problem. In
addition, we provide an upper bound on the estimation error
whenever the disturbance sequence is a combination of small
noise values and large adversarial values. Our results depend on
the null space property that has been widely used in the lasso lit-
erature, and we investigate under what conditions this property
holds for linear time-invariant dynamical systems. Lastly, we
further study the conditions for a specific probabilistic model
and support the results with numerical experiments.

I. INTRODUCTION

The identification of linear time-invariant (LTI) systems
is a classic problem in control theory that has been studied
extensively. Despite the long history of this problem and
its application in a wide range of real-world systems, the
non-asymptotic analysis of the system identification problem
has gained popularity in recent years, which targets the
sample complexity of the problem [1], [2]. With the growing
popularity of safety-critical applications, such as autonomous
driving and unmanned aerial vehicles, the design of a system
identification framework that is robust against adversarial
attacks is crucial [3].

In this paper, we consider LTI systems for which the states
are under a sequence of unknown disturbances, some of
which take small values modeling noise and the remaining
ones take strategic values due to adversarial attacks or
faults in the system. We study the lasso-based optimization
problem recently proposed in [4]. It can recover the ex-
act system dynamics uniquely whenever adversarial attacks
occur intermittently with enough time separation. In [4],
some adversarial attacks that do not influence the estimation
are studied, whereas this paper improves those results by
providing a necessary and sufficient condition for recovery
as well as non-asymptotic bounds on the error. Our approach
is based on defining a null space property that is analogous
to the null space property condition for the lasso problem
[5], which is required to guarantee the exact recovery.

The robustness analysis of estimators has a long history,
dating back to the seminal paper [6]. It is known that a
small disturbance on the estimation problem, such as the
perturbation of a data point, could lead to significant changes
in the outcome of the estimator. This has led to a major effort
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on the robustification estimators via regularizers. The works
[7] and [8] have found a strong relationship between the
robust estimation and regularization in regression problems
by showing the equivalence of these two problems.

The recent papers [9] and [10] on robust estimation of
linear measurement models have considered a framework
with two types of noise: small measurement noise and
large intermittent noise. They have developed necessary and
sufficient conditions for the exact recovery when a column-
wise summable norm is used to minimize the error. We focus
on this type of norm in this paper, which will be defined as
the sum of ¢, norms of the columns of a matrix. Nevertheless,
our analysis is for the more challenging problem of system
identification where the parameters are correlated over time.
Our results indirectly provide a guideline on how to design
an effective input sequence to learn system dynamics faster.

The recent papers [11] and [12] on system identification
have studied the problem of learning a sparse and structured
state-space model, and provided bounds on the required
sample size, i.e., sample complexity bounds. However, none
of the aforementioned works are applicable to adversarial
attacks since their noise/disturbance model is Gaussian. The
more recent work [13] has utilized a conic relaxation, which
significantly increases the problem dimension and is not
directly applicable to dynamical systems. It estimates how
many erroneous measurements or adversarial attacks can
be handled by the estimator without causing a nonzero
estimation error. There are some other works in the literature
that provide non-asymptotic error bounds for the linear sys-
tem identification problem when the ordinary least-squares
estimation method and Kalman-Ho algorithm are used [14],
[15]. However, these methods are not particularly efficient
for robust estimation whenever the data is corrupted in an
adversarial way. Membership estimators are also utilized to
show a consistent estimation of linear systems [16]. Unfortu-
nately, they do not provide non-asymptotic bounds. The work
[17] has studied the scenario where the attack is executed on
the outputs rather than the states. Unlike the attack on the
outputs, the effect of the attack on the states propagates over
time. Lastly, some other related works on robust estimation
are resilient state estimation [18], [19] and Byzantine fault
tolerance [20], [21].

One could place the system identification problem into the
broader context of robust regression to gain some valuable
insight on robust estimation. It is well-known that least-
squares methods are not robust to outliers. The work [22]
has studied the identification of outliers in linear regression.
It is shown that a non-convex loss function outperforms the
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¢ regularization of the least-squares function. Nevertheless,
it is not always justifiable to solve large-scale non-convex
problems instead of convex ones unless the landscape of the
non-convex optimization problem can be shown to be benign
(e.g., it does not have a spurious solution). Nonetheless, this
is problem specific and not understood thoroughly [23], [24].
Another mainly used estimator for sparse estimation is the
hard thresholding estimator. The work [25] has proposed an
iterative scheme based on this estimator and analyzed it on
regression with sparse disturbances. There have been several
other works on robust estimation and training [26], [27], [28].
The major difference between those works and the system
identification is that the states or the training data are not
independent over time. Hence, they cannot be re-ordered,
which makes it challenging to exploit the existing results
in robust statistics. A possible solution to this is resetting
the system and using the last available data point from
each trajectory. However, this is not a feasible approach for
common real-life applications due to its complexity. Also, it
is often desired to identify the system in an online fashion to
benefit from the available data, but it is not well understood
how this can be achieved for robust estimation.

In Section II, we introduce the main notations used in
the paper. Section III considers a particular type of /; mini-
mization problem and formulates the problem. In Section IV,
we derive sufficient conditions for exact recovery in finite
time when we have exact measurements of the states that
are influenced by the adversarial attacks. The noisy case is
studied in Section V, where we provide an error bound on the
estimation error based on the noise intensity. The conditions
are based on the null space property (NSP), which is hard
to verify directly. We derive sufficient conditions for NSP
in Section VI and then show in Section VII that NSP holds
for a particular attack model where the input is Gaussian
and the adversary injects disturbances intermittently with a
fixed policy based on the states and input measurements. The
proofs are provided in the technical report [29].

II. NOTATIONS

For a given matrix Z, the i-th largest singular value of Z
is denoted by 0;(Z), and the minimal and maximum singular
values of Z are shown by Opin(Z) and Omax(Z), respectively.
For a matrix Z, ||Z||r denotes its Frobenius norm and for a
vector z, ||z||2 denotes its ¢, norm. Z > 0 and Z = 0 denote
a square symmetric matrix Z that is positive definite and
positive semidefinite, respectively. The function tr(-) stands
for the trace of a square matrix. The n X n identity matrix
is denoted as I,,. The Minkowski sum of two sets & and
F is denoted by £ F ={e+f:e€ &, f € F}. The
sum with the inverse of the set is denoted by & © .% =
{e—f:ee &, fe F}. For two vectors v and w, (v,w) is
the inner product between those vectors in their respective
vector space. P(-) and E[-] denote the probability of an event
and the expectation of a random variable. A Gaussian random
variable X with mean p and covariance matrix X is written
as X ~ N(u,X). |S| shows the cardinality of a given set S.

III. PROBLEM FORMULATION

Consider an LTI dynamical system over the time horizon
[0,7]:

xt+1:Axl+Eu,+d_t, t:0717...’T71,

where A € R"" and B € R™™ are unknown matrices in the
state-space model to be estimated and d;’s are unknown dis-
turbances. Throughout the paper, the bar over each parameter
of interest (such as A) indicates the unknown ground truth.
The goal is to find the matrices A and B from the state
measurements xo, ...,xr € R” and input data ug, ...,ur_; € R™.
The disturbances dj, ..., dr—; model both noise and anomalies
in the system, such as attacks or actuator’s faults. With-
out any assumptions on the disturbance, the identification
problem is not well-defined due to the impossibility of
separating Ax, + Bu, from the disturbance d,. For instance,
if d, = A’x, + B'u; for some matrices A’ and B’, then the
system evolves as if the system matrices are (A +A’,B+B')
and the disturbance is zero, which makes the identification
problem have non-unique solutions. We will make certain
sparsity assumptions on the disturbance in the noiseless case,
and generalize the result to the noisy case.

To formulate the problem, we introduce the matrix
notation X = [xg,...,x7—1], U = [ug,...,ur—1], and D =
[do,...,dr—_1]. The last state xy appears in our optimization
problem, but it is not a column in the matrix notation. The
attack D is assumed to be restricted to a set 2 C R"™T. The
set & captures the user’s belief of possible times of attack
and their values.

Define the sum of norm error ||D||5 co; := Y;||dil|2, where
the index is over the columns of D. The (column-wise)
support of D is defined as supp(D) = {i € {0,...,T — 1} :
d; # 0}. For each subset of indices I C {0,1,...,T — 1}, the
complement of [ is defined as I°={i € {0,...,T—1}:i ¢ I}.
For a matrix Z € R"™T | the projection I1;Z is a matrix whose
columns are zero except for those in 7, i.e.,

zi, ifiel
IL,72); = ,
(TL2); {07 otherwise

where z; denotes the i-th column of Z. Define Z; as a subma-
trix of Z of size n x |1|, that includes only those columns of
Z in the index set I. We use the shorthand notations Z_; and
Zg to denote Zyo . 7-1yp\(ip and Zgo . 7-1)\s> respectively.
The range of Z is defined as Z(Z) = {Y; lizi : i € R}

To recover the system matrices A and B, we analyze the
following convex optimization problem:

T—1
min di||» (1
AGR)1XH7BERVL><"1" l;) || l||
De9
s.t. Xxir1 =Axi+Buij+d;, i=0,....T—1,
where the states x;,i € {0,...,T}, are generated according to
xi+1:Axi+Bui+Lfi, i=0,....T—1 2)

and they are measured perfectly. The control inputs u;,i €
{0,...,T — 1}, may be designed but are fixed in the opti-
mization problem (1). This problem differs from the classical

4180

Authorized licensed use limited to: Univ of Calif Berkeley. Downloaded on August 28,2024 at 18:34:51 UTC from IEEE Xplore. Restrictions apply.



/1 minimization (basis pursuit) problem that aims to find a
ground truth vector Z via

min ||z}
Z

s.t. P7=dz,

for a given matrix @ for multiple reasons. First, we apply the
/1 norm at the group level to the disturbances dy,...,dr_1,
because we only assume sparsity in the occurrence of the
disturbance but not its value. The vector d; is not sparse
if there is an attack at time i. Second, we do not attempt
to minimize the /; norm of all the unknown parameters. In
particular, the system matrices A and B are not assumed to
be sparse. Moreover, the states xp,...,xr_; appear in the
constraints and depend on the input u; and the disturbance
d;. Since the states are correlated, we cannot independently
rescale them, as is commonly done in the analysis of /;
optimization problems.

IV. THE NOISELESS CASE

This section studies the noiseless case, where each distur-
bance d; is either zero or designed by an attacker to disturb
the operation of the system. We aim to understand how to
design the input of the system so that the identification of the
excited system in the presence of adversarial disturbances is
possible. We use S = supp(D) to denote the time stamps of
actual attacks. The set of possible disturbances Z is assumed
to be closed under the projection onto S.

Assumption 1. The set of disturbances 2 is convex and
contains 0 in its interior. Ilg(D) € 9 for all D € 9.

A key step in the study of problem (1) is the Null Space
Property, which is formalized below.

Definition 1. Let ¢ >0, SC{0,...,T — 1}, and Z be a
subset of R™T . The matrix [XT UT} T e ROU+mXT s said
to satisfy the Null Space Property (NSP) with the constant
¢, index set S, and range set % ((c,S,%)-NSP) if, for all
matrices A € R™" and B € R"*™ such that —AX —BU € #
and (A, B) is not zero, it holds that

em 53

When the set S or & is clear from the context, we
omit them and use ¢-NSP or (c,S)-NSP to highlight the
parameters of interest. NSP has been used in [30], [31] to
prove an exact recovery result for /;-norm minimization
for compressed sensing and has been further studied in
[32]. Nevertheless, the above definition and the theorems in
this paper for system identification are novel ideas for the
system identification problem. The following theorem states
that 1-NSP is sufficient for the exact recovery of all sparse
disturbances.

3)

<cH[A,B] {Xs]

U Sc

2,col 2,col

Theorem 1. The following statements are equivalent:

satisfies the (1,S,9© 9)-NSP where S = supp(D).

X
v |y
A,B,D) is the unique solution to problem (1).

b) (

The paper [9] has shown that 1-NSP is necessary for the
exact recovery of all instances of a certain class of robust
regression problems. However, because xo,...,xr_; appear
on both sides of the constraint, the system identification
problem under study is structured and is only a subset of
all instances of the regression problems.

Remark 1. The case without control input is a special case
of problem (1), for which the (¢,S,2 & 2)-NSP becomes

|AXs||2.co1 < c||AXse ||2,cot 4

for all nonzero matrices A € R"™" such that —AX € 7 9.
The NSP property with ¢ = 1 ensures that A is the unique
solution to the optimization problem

T-1
min Y [|di]> (52)
AERM<" =0
Dey
s.t. X1 =Axi+d;, i=0,...,T—1, (5b)
where the states x;,i € {0,...,T}, are generated according
to
x,-+1:/ix,-+d_,-, i=0,...,T—1.

V. THE NOISY CASE

This section studies the noisy case, where some of the
disturbances dy, ...,dr_1 represent regular noise values and
others are engineered by an attacker. Let S denote the attack
times, meaning that d; represents an attack if i € S. For i € $¢,
the parameter d; represents noise and its value is often small
in practice. The next theorem provides an error bound for
estimating the matrices A and B.

Theorem 2. Assume that T > (m+n) and that the matrix
[i} has full row rank. If (X,U) satisfies the (¢,S,92© 9)-

NSP with ¢ < 1, then each solution (A,B,D) to the optimiza-
tion problem (1) satisfies

l+c HDSCHZ,CUZ

()

The term 2||Dsc||2.cor on the right-hand side of Theorem 2
can be improved to 2||Dsc||2.cot — [|D|2.cor + || Dll2.cor using
similar techniques as those in basis pursuit; see for example
[31, Theorem 4.14] that has proven an equivalence to c-NSP
for basis pursuit problems. This term shows that the intensity
of noise is zero in the noiseless case subject to attacks.
Problem (1) is a special case of basis pursuit where mea-
surements are correlated. The bound, including the constant
1He " could potentially be improved with more knowledge
about the constraints (see [33] for a similar scenario).

1—c’
VI. SATISFACTION OF NSP

After observing the states and input sequence, condition
(3) enables certifying whether one can recover the true
dynamics using problem (1). Theorem 2 has shown that
the NSP condition is useful in obtaining a bound of the
identification error. The following lemmas attempt to derive

N - A

I[A—A,B—Bl||lr <2
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stronger conditions that are more tractable than (c, S, Z)-NSP.
They can be combined with the results of the previous two
sections to understand how to design the input to improve
the likelihood of successfully recovering the system matrices
through the convex optimization problem (1).

Lemma 1. If T > (m+n) and

X, Xe
|S|Gmax |:U§:| < € X Omin |:U§c:| ) (6)
where S = supp(D) and |S¢| > m+n, then [XT UT]T
satisfies the (c,S,%)-NSP for every range set X.

Definition 2. Given a matrix V ={vo,...,vr_1] and a natural
number s, V is said to be s-self-decomposable if for all
indices I C{0,1,..., T — 1} of size |I| =, it holds that V; €
range(Vy;) for all i € I. The s-self-decomposable amplitude
is defined as

min {ZII}’kIIw Vi =

Valrp. (D)
1{0,..., T—I}FIGR(T )% | ket
[71]161
If U is s-self-decomposable, by definition it is also 7-self-
decomposable for ¢ < s. We are particularly interested in the

cases when s =1 and s = [S].

Lemma 2. If [XT U T]T has full row rank and is s-self-
decomposable where s = (¢,S,%)-
NSP for every ¢ > &([XT UT] T).

Lemma 3. Given S = supp(D) with |S| > 1, assume that
[XT U T]T has full row rank and is 1-self-decomposable
where

1
IS|—1°

&o=&(xT UT)")<
Then, it satisfies the (c,S,%)-NSP and

[SI&1
I=(s[=1)é

Remark 2. Lemma 3 implies that when & <

c>

emma —Z‘SL], the
ground truth (A,B,D) is recoverable through problem (1).

We have yet not answered how the control input sequence
ug,...,ur—, affects the satisfaction of NSP. This will be
achieved after we consider a probabilistic model for the
disturbances.

VII. A PROBABILISTIC MODEL

The results of the previous section are applicable only
when the state and input sequences have been observed
— they cannot be directly used to find a concrete input
design scheme that achieves exact recovery in the noiseless
case or asymptotic recovery in the noisy case. This section
considers a particular type of random input. Our approach
relies on the observation that, despite the attacker’s attempt,
one can apply the block martingale small ball condition [34]
to obtain a probabilistic estimate on Opip ([X ru T] T) for
sub-Gaussian random matrices.

We first restate the block martingale small ball (BMSB)
condition [34]. Define the filtration .%; as the smallest o-
algebra obtained by the data available up to time #, i.e.
X0y -« 3 Xy UQy - - -y Urydo, . .., dr—1, SO that the vector-valued pro-
cess [x u] ]T with > 0 is {Z },>0 adapted.

Definition 3. Given a filtration {%; };>0 and a vector-valued
process V, € R with t > 0, the process is said to satisfy
(k,Tgp, p)-BMSB for some matrix Ty, = 0 if

k
Z ( w, Vi) 2>w l"bw|ﬁ) > p, almost surely

for all fixed vectors w € R with ||w|j2 =1 and all j > 0.

We make the following two assumptions about the input
and attack model. They ensure that the process is Gaussian
and we can apply the BMSB conditions to estimate Gjy;y.

Assumption 2. The input sequence uy,...,ur—_| are inde-
pendent and identically distributed Gaussian random vectors
with N(0,0°1L,).

Assumption 3. The attack model satisfies the following:

o The set of attack times S C {0,...,T — 1} is fixed.

o For every t ¢ S, d; is some noise that follows the
distribution N(0,&1,) for some positive number €.

e For every t € S, d; can be expressed as Px; + Qu; +
e;, where P and Q are constant matrices of compatible
size. The matrices P and Q are not dependent on 7.
Also, e; is a random variable that follows the Gaussian
distribution N(0,€%1,) and is independent of ;.

We assume a Gaussian attack model because stealthy and
covert attacks happen with symmetric probability distribu-
tions with zero mean to stay undetected. Therefore, the
Gaussian distribution assumption best fits this type of attack.
The attack dynamics cannot be augmented with the system’s
dynamics since d; =0 if t ¢ S. It is desirable to bound the
Gramian matrix, which is identified as a key measure of
sample complexity in [34]. Define the following constants:

Clmin = Min(Oin (A + P), Omin(A))
Otmax = Max(Omax (A + P), Omax (4))
PBmax = max(Omax (B+ Q), Omax(B)).
Lemma 4. Let I, =E [x,xt ] fort=0,....,T — 1. We have
L= ol T+ €70,
[ = 0Dt + (€2 4 B ) Ln

In particular,
Ff = Z mm n

I =< Fmax = ar%ltaxro + Z amax 8 + ﬁr%lax) I

=l

Let I':= diag(ezln, c Im). The next lemma confirms that
the BMSB condition can be leveraged for our problems.
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Lemma 5. Under Assumptions 2 and 3, for every sequence
of indices 0 < 59 < 51 < $2,..., the sub-process [xsTr uSTt]T
with t > 0 satisfies the (k, AT, )-BMSB condition.

The BMSB condition provides a non-asymptotic bound on
the singular value of [X” U T]T.

Proposition 1. Under Assumptions 2 and 3, define C(I) :=
(m&?[I| + Licy tr(TM™)), where T is given in Lemma 4.
For every subset I C{0,1,...,T — 1}, we have

P(Gmax ([’ZD > Cf}’)) <n ®)
P c;min<[)(g]><min(s,0)wkulll/ékjl72 <n

s
+exp ~ 0k +2(m+n)log(10/p)

and

| c{)
+E(m+n)log (min(e,o)2]wn2>> 9)

The proof is a direct consequence of the covering argument
in [34, Section D]. We are now able to provide a sufficient
condition for the satisfaction of NSP in our attack model.

Theorem 3. Assume that Oumax < 1. Given ¢, > 0, there
exist constants N € N and h > 0 such that [X L T]T is c-
NSP with probability at least 1 —31 as long as |S|* < h|S°|
and |S°| > N.

VIII. NUMERICAL EXPERIMENTS

We provide numerical experiments to support the theoret-
ical results obtained in this paper. For illustration purposes,
we focus on an autonomous system of the form x4 =Ax, +
d;. It is a special case with B = 0. We generate a diagonal
matrix A whose diagonal entries are uniformly distributed
between O and 1. In addition, we generate a Gaussian matrix
P whose entries are independent and identically distributed
(i.i.d.) with N(0,1). Then, we set the matrix A to be PAP~!.
The vector xqy is generated randomly based on a Gaussian
distribution with i.i.d N(0,1) entries. At each time instance,
an adversarial attack occurs with the probability p = 0.3.
Thus, E[|S|]] = Tp. An adversarial attack d; at time i is
distributed as N(0,100L,). In the noisy case, a Gaussian
noise vector with i.i.d. N(0,1) entries are added at each
time instance while they are omitted in the noiseless case.
We compare the estimation error of problem (1) with the
estimation error of the least-squares problem:

T—1
Y llxin — Axil3.
=0

t

min
AeRnxn
Given an estimate A, the error is calculated as ||A —A||z. We
plot the estimation errors of problem (1) and the least-squares
method with respect to time. In Figure 1, we report the results
for the noiseless case. It is observed that after a sufficient
number of data points are obtained, problem (1) exactly

Least Squares vs. Convex Optimizati
T T T T

T T T T T
Convex Optimization
A Least Squares

Estimation Error
S
IS

1010k

1012k

10714 L L L L L L L L
0 20 40 60 80 100 120 140 160 180 200

Time Period

Fig. 1. Estimation Error Comparison for Noiseless Case with A € R10x10

with Time Horizon 7' = 200

Least Squares vs. Convex Optimizati
T T T T

T T T T r
| Convex Optimization
| Least Squares

10°

Estimation Error

. . I I . . . I .
0 20 40 60 80 100 120 140 160 180 200
Time Period

Fig. 2. Estimation Error Comparison for Noisy Case with A € R19%10 wjith
Time Horizon T = 200

identifies the system as supported by Theorems 1 and 3. On
the other hand, the least-squares estimation errors reach a
plateau due to adversarial attacks. In Figure 2, we implement
a similar analysis for the noisy case. It is seen that the
estimation errors decrease significantly faster than those for
the least-squares estimation when our convex optimization
formulation is used as supported by Theorem 2. Thus, we
can conclude that problem (1) provides a more accurate
estimation of the system dynamics. Additional experimental
results in [29] results indicate that as the probability of
an attack p increases, the exact recovery requires more
iterations. We leave the theoretical analysis of the effect of
p on the effect recovery as further study.

IX. CONCLUSION

We studied an /;-based identification scheme for a fully
observable LTI system affected by sparse state disturbances.
We find that as long as the attack is not too frequent, even
assuming that the attack can take the form of a linear state
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and input feedback, an accurate state-space representation
can be obtained. We derive some inequalities in the form of
the null space property serving as conditions for the exact
recovery of the model and develop a bound on the estimation
error. It is intriguing to study when consistency and error
bounds hold for other models of attack.
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